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Security Architecture for the Internet Protoco
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

1. 1 NTRODUCTI ON

This menmo describes the security mechanisnms for |P version 4 (1Pv4)
and | P version 6 (IPv6) and the services that they provide. Each
security nechanismis specified in a separate docunent. This
docunent al so descri bes key nmanagement requirenents for systens

i mpl enenting those security nechanisns. This docunent is not an
overall Security Architecture for the Internet and is instead focused
on | P-layer security.

1.1 Technical Definitions

This section provides a few basic definitions that are applicable to
this docunment. O her docunents provide nore definitions and
background i nformation [ VK83, HA94].

Aut henti cati on
The property of knowi ng that the data received is the sane as
the data that was sent and that the clainmed sender is in fact
t he actual sender.

Integrity
The property of ensuring that data is transmtted from source
to destination w thout undetected alteration

Confidentiality
The property of conmunicating such that the intended
reci pi ents know what was bei ng sent but unintended
parties cannot determ ne what was sent.

Encryption
A mechani sm commonly used to provide confidentiality.
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Non-r epudi ati on
The property of a receiver being able to prove that the sender
of some data did in fact send the data even though the sender
mght |later desire to deny ever having sent that data.

SPI
Acronym for "Security Paraneters |ndex". An unstructured
opaque index which is used in conjunction with the
Destination Address to identify a particular Security
Associ ati on.

Security Associ ation
The set of security information relating to a given network
connection or set of connections. This is described in
detail bel ow.

Traffic Anal ysis
The anal ysis of network traffic flow for the purpose of
deducing information that is useful to an adversary.
Exanmpl es of such information are frequency of transm ssion
the identities of the conversing parties, sizes of packets,
Flow I dentifiers used, etc. [Sch94].

1.2 Requirenments Term nol ogy

In this docunent, the words that are used to define the significance
of each particular requirement are usually capitalised. These words
are:

- MJST

This word or the adjective "REQU RED' neans that the itemis an
absol ute requirement of the specification

- SHOULD

This word or the adjective "RECOWENDED' neans that there m ght
exist valid reasons in particular circunstances to ignore this
item but the full inplications should be understood and the case
careful | y wei ghed before taking a different course.

- MAY

This word or the adjective "OPTIONAL" neans that this itemis
truly optional. One vendor mght choose to include the item
because a particul ar marketplace requires it or because it
enhances the product, for exanple; another vendor may omit the
sane item
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1.3 Typical Use

There are two specific headers that are used to provide security
services in IPv4 and | Pv6. These headers are the "I P Authentication
Header (AH)" [Atk95a] and the "I P Encapsul ating Security Payl oad
(ESP)" [ Atk95b] header. There are a nunber of ways in which these IP
security nechani sns m ght be used. This section describes sone of
the nore likely uses. These descriptions are not conplete or
exhaustive. Qher uses can al so be envi sioned.

The I P Authentication Header is designed to provide integrity and
aut hentication without confidentiality to | P datagrans. The |ack of
confidentiality ensures that inplenentations of the Authentication
Header will be widely available on the Internet, even in |ocations
where the export, inport, or use of encryption to provide
confidentiality is regulated. The Authentication Header supports
security between two or nore hosts inplenenting AH, between two or
nore gateways inplenenting AH, and between a host or gateway

i mpl enenting AH and a set of hosts or gateways. A security gateway
is a systemwhich acts as the comruni cati ons gat eway between externa
untrusted systens and trusted hosts on their own subnetwork. It also
provi des security services for the trusted hosts when they

conmuni cate with the external untrusted systems. A trusted

subnet work contains hosts and routers that trust each other not to
engage in active or passive attacks and trust that the underlying
comuni cations channel (e.g., an Ethernet) isn’t being attacked.

In the case where a security gateway is providing services on behal f
of one or nore hosts on a trusted subnet, the security gateway is
responsi ble for establishing the security association on behal f of
its trusted host and for providing security services between the
security gateway and the external systen(s). 1In this case, only the
gat eway need inplement AH, while all of the systens behind the
gateway on the trusted subnet may take advantage of AH services

bet ween t he gateway and external systemns.

A security gateway which receives a datagram containing a recognised
sensitivity label, for exanple |IPSO [Ken91l], froma trusted host
shoul d take that |abel’s value into consideration when
creating/selecting an Security Association for use with AH between
the gateway and the external destination. |In such an environment, a
gat eway which receives a | P packet containing the | P Encapsul ating
Security Payl oad (ESP) shoul d add appropriate authentication
including inplicit (i.e., contained in the Security Association used)
or explicit label information (e.g., IPSO, for the decrypted packet
that it forwards to the trusted host that is the ultimate
destination. The IP Authentication Header should al ways be used on
packets containing explicit sensitivity |abels to ensure end-to-end
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| abel integrity. In environnents using security gateways, those
gat eways MUST perform address-based | P packet filtering on

unaut henti cat ed packets purporting to be froma systemknown to be
using I P security.

The | P Encapsul ating Security Payl oad (ESP) is designed to provide
integrity, authentication, and confidentiality to |IP datagrans

[ At k95b]. The ESP supports security between two or nore hosts

i mpl enenting ESP, between two or nore gateways inplenenting ESP, and
bet ween a host or gateway inplenenting ESP and a set of hosts and/or
gateways. A security gateway is a systemwhich acts as the

conmuni cati ons gat eway between external untrusted systens and trusted
hosts on their own subnetwork and provides security services for the
trusted hosts when they communi cate with external untrusted systens.
A trusted subnetwork contains hosts and routers that trust each other
not to engage in active or passive attacks and trust that the
under | yi ng conmuni cati ons channel (e.g., an Ethernet) isn't being
attacked. Trusted systens always should be trustworthy, but in
practice they often are not trustworthy.

Gat eway-t o- gat eway encryption is nost valuable for building private
virtual networks across an untrusted backbone such as the Internet.

It does this by excluding outsiders. As such, it is often not a
substitute for host-to-host encryption, and indeed the two can be and
often shoul d be used together

In the case where a security gateway is providing services on behal f
of one or nmore hosts on a trusted subnet, the security gateway is
responsi bl e for establishing the security association on behal f of
its trusted host and for providing security services between the
security gateway and the external systen(s). 1In this case, only the
gat eway need inplement ESP, while all of the systens behind the
gateway on the trusted subnet nay take advantage of ESP services

bet ween t he gateway and external systemns.

A gateway whi ch receives a datagram containing a recogni sed
sensitivity label froma trusted host should take that |abel’s value
i nto consideration when creating/selecting a Security Association for
use with ESP between the gateway and the external destination. In
such an environment, a gateway which receives a | P packet containing
the ESP should appropriately | abel the decrypted packet that it
forwards to the trusted host that is the ultinmate destination. The

| P Aut hentication Header shoul d al ways be used on packets containing
explicit sensitivity labels to ensure end-to-end | abel integrity.
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If there are no security gateways present in the connection, then two
end systens that inplenment ESP nmay al so use it to encrypt only the
user data (e.g., TCP or UDP) being carried between the two systens.
ESP is designed to provide maxinumflexibility so that users may

sel ect and use only the security that they desire and need.

Routing headers for which integrity has not been cryptographically
protected SHOULD be ignored by the receiver. |If this rule is not
strictly adhered to, then the systemw Il be vul nerable to various
ki nds of attacks, including source routing attacks [Bel 89] [ CB94]

[ CERT95] .

Wi | e these docunents do not specifically discuss |Pv4 broadcast,
these I P security mechani sms MAY be used with such packets. Key

di stribution and Security Associ ati on nanagenment are not trivial for
broadcast applications. Also, if symretric key algorithnms are used
the val ue of using cryptography with a broadcast packet is limted
because the receiver can only know that the received packet cane from
one of nany systens knowi ng the correct key to use.

1.4 Security Associations

The concept of a "Security Association"” is fundanental to both the IP
Encapsul ating Security Payload and the | P Authenticati on Header. The
conbi nati on of a given Security Paraneter |Index (SPI) and Destination
Address uniquely identifies a particular "Security Association". An

i mpl ement ati on of the Authentication Header or the Encapsul ating
Security Payl oad MUST support this concept of a Security Association.
An i nmpl enentati on MAY al so support other paraneters as part of a
Security Association. A Security Association normally includes the
paranmeters |isted bel ow, but mght include additional paranmeters as
wel | :

- Authentication algorithmand al gorithm node being used with
the I P Authentication Header [ REQUI RED for AH inpl ementations].

- Key(s) used with the authentication algorithmin use with
the Authentication Header [REQU RED for AH inpl ementations].

- Encryption algorithm algorithm node, and transform being
used with the I P Encapsul ating Security Payl oad [ REQU RED f or
ESP i npl enent ati ons] .

- Key(s) used with the encryption algorithmin use with the
Encapsul ating Security Payl oad [ REQUI RED for ESP inpl enentations].
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- Presence/ absence and size of a cryptographic synchroni sation or
initialisation vector field for the encryption al gorithm [ REQU RED
for ESP inplenentations].

- Authentication algorithmand node used with the ESP transform
(if any is in use) [ RECOWENDED for ESP inpl enentations].

- Authentication key(s) used with the authentication algorithm
that is part of the ESP transform (if any) [ RECOMVENDED f or
ESP i npl ement ati ons] .

- Lifetinme of the key or tinme when key change shoul d occur
[ RECOWENDED for all inplenentations].

- Lifetime of this Security Associati on [ RECOMVENDED for al
i mpl enent ati ons] .

- Source Address(es) of the Security Association, mght be a
wi | dcard address if nore than one sending system shares the
sane Security Association with the destinati on [ RECOMENDED
for all inplenentations].

- Sensitivity level (for exanple, Secret or Unclassified)
of the protected data [ REQU RED for all systens claimng
to provide nulti-level security, RECOVWENDED for all other systens].

The sendi ng host uses the sending userid and Destination Address to
sel ect an appropriate Security Association (and hence SPI val ue).

The receiving host uses the conbination of SPI value and Destination
Address to distinguish the correct association. Hence, an AH

i npl enentation will always be able to use the SPI in conbination with
the Destination Address to deternine the security association and

rel ated security configuration data for all valid inconi ng packets.
VWen a formerly valid Security Association becones invalid, the
destinati on systen{(s) SHOULD NOT i medi ately reuse that SPI val ue and
i nstead SHOULD | et that SPI val ue becone stale before reusing it for
sonme other Security Association

A security association is nornally one-way. An authenticated
conmuni cati ons session between two hosts will normally have two
Security Parameter Indexes in use (one in each direction). The
conbination of a particular Security Paraneter |Index and a particul ar
Destination Address uniquely identifies the Security Association

The Destination Address nmay be a unicast address or a nulticast group
addr ess.
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The receiver-orientation of the Security Association inplies that, in
the case of unicast traffic, the destination systemw |l normally

sel ect the SPI value. By having the destination select the SP

val ue, there is no potential for manually configured Security

Associ ations that conflict with automatically configured (e.g., via a
key managenent protocol) Security Associations. For mnulticast
traffic, there are nultiple destination systens but a single
destination nulticast group, so sonme systemor person will need to
sel ect SPIs on behalf of that nulticast group and then communicate
the information to all of the legitimte nmenbers of that multicast
group via nechani sns not defined here.

Multiple senders to a nmulticast group MAY use a single Security
Associ ation (and hence Security Paranmeter Index) for all traffic to
that group. In that case, the receiver only knows that the message
cane froma system knowi ng the security association data for that
mul ticast group. A receiver cannot generally authenticate which
system sent the nulticast traffic when symretric algorithns (e.g.
DES, IDEA) are in use. Milticast traffic MAY al so use a separate
Security Association (and hence SPI) for each sender to the multicast
group . |If each sender has its own Security Association and
asymmetric algorithms are used, then data origin authentication is
al so a provided service

2. DESI GN OBJECTI VES

Thi s section describes sonme of the design objectives of this security
architecture and its conponent mechani sms. The prinmary objective of

this work is to ensure that I1Pv4 and I1Pv6 will have solid
cryptographic security mechani sns avail able to users who desire
security.

These nechani sns are designed to avoi d adverse inpacts on Internet
users who do not enploy these security nechanisns for their traffic.
These nechani sns are intended to be al gorithmindependent so that the
cryptographic algorithnms can be altered without affecting the other
parts of the inplenentation. These security mechani sns shoul d be
useful in enforcing a variety of security policies.

Standard default al gorithns (keyed MD5, DES CBC) are specified to
ensure interoperability in the global Internet. The selected default
algorithnms are the sane as the standard default algorithns used in
SNWPv2 [ GWB3] .
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3. | P-LAYER SECURI TY MECHANI SMS

There are two cryptographic security nmechanisns for IP. The first is
the Aut hentication Header which provides integrity and authentication
wi t hout confidentiality [Atk95a]. The second is the Encapsul ating
Security Payl oad which always provides confidentiality, and
(dependi ng on algorithmand node) might also provide integrity and
aut hentication [Atk95b]. The two |IP security nechani sns may be used
toget her or separately.

These | P-layer mechani sms do not provide security against a number of
traffic analysis attacks. However, there are several techniques

out side the scope of this specification (e.g., bulk Iink encryption)
that m ght be used to provide protection against traffic analysis

[ VK83] .

3.1 AUTHENTI CATI ON HEADER

The | P Aut hentication Header hol ds authentication information for its
| P datagram [ Atk95a]. It does this by conmputing a cryptographic

aut hentication function over the |IP datagram and using a secret

aut hentication key in the conputation. The sender computes the

aut hentication data prior to sending the authenticated |IP packet.
Fragmentation occurs after the Authenticati on Header processing for
out bound packets and prior to Authentication Header processing for

i nbound packets. The receiver verifies the correctness of the

aut hentication data upon reception. Certain fields which rmust change
intransit, such as the "TTL" (IPv4) or "Hop Limt" (1Pv6) field,
which is decremented on each hop, are omtted fromthe authentication
cal cul ati on. However the omi ssion of the Hop Limt field does not
adversely inmpact the security provided. Non-repudiation night be
provi ded by sonme authentication algorithns (e.g., asymetric

al gori thms when both sender and receiver keys are used in the

aut hentication cal cul ati on) used with the Authentication Header, but
it is not necessarily provided by all authentication algorithmnms that
m ght be used with the Authentication Header. The default

aut hentication algorithmis keyed MD5, which, like all symetric

al gorithms, cannot provide non-repudiation by itself.

Confidentiality and traffic analysis protection are not provided by
the Authentication Header.

Use of the Authentication Header will increase the IP protoco
processing costs in participating systens and will also increase the
conmuni cations latency. The increased latency is primarily due to
the calculation of the authentication data by the sender and the

cal cul ati on and compari son of the authentication data by each

recei ver for each I P datagram containing an Authentication Header

(AH) .
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The Aut henticati on Header provides nuch stronger security than exists
in nmost of the current Internet and should not affect exportability
or significantly increase inplenmentation cost. While the

Aut henti cati on Header mght be inplenmented by a security gateway on
behal f of hosts on a trusted network behind that security gateway,
this node of operation is not encouraged. Instead, the

Aut henti cati on Header should be used fromorigin to fina

desti nati on.

Al'l 1 Pv6-capabl e hosts MJST inplenment the | P Authenticati on Header
with at | east the MD5 algorithmusing a 128-bit key. |Pv4-systens
claimng to inplenent the Authentication Header MJUST inplenment the IP
Aut hentication Header with at |east the MD5 algorithmusing a 128-bit
key [MS95]. An inplenentati on MAY support other authentication
algorithms in addition to keyed MD5.

3. 2 ENCAPSULATI NG SECURI TY PAYLOAD

The | P Encapsul ating Security Payl oad (ESP) is designed to provide
integrity, authentication, and confidentiality to | P datagrans
[Atk95b]. It does this by encapsulating either an entire |IP datagram
or only the upper-Ilayer protocol (e.g., TCP, UDP, |ICMP) data inside
the ESP, encrypting nost of the ESP contents, and then appending a
new cl eartext | P header to the now encrypted Encapsul ating Security
Payl oad. This cleartext IP header is used to carry the protected
data through the internetwork.

3.2.1 Description of the ESP Mddes

There are two nodes within ESP. The first nmode, which is known as
Tunnel - node, encapsul ates an entire | P datagramwithin the ESP
header. The second node, which is known as Transport - node,

encapsul ates an upper-1|ayer protocol (for exanple UDP or TCP) inside
ESP and then prepends a cleartext |IP header

3.2.2 Usage of ESP

ESP wor ks between hosts, between a host and a security gateway, or
bet ween security gateways. This support for security gateways pernits
trustworthy networks behind a security gateway to omit encryption and
thereby avoid the performance and nonetary costs of encryption, while
still providing confidentiality for traffic transiting untrustworthy
network segnments. Wen both hosts directly inplenent ESP and there
is no intervening security gateway, then they may use the Transport-
node (where only the upper |ayer protocol data (e.g., TCP or UDP) is
encrypted and there is no encrypted |IP header). This node reduces
both the bandw dt h consumed and the protocol processing costs for
users that don't need to keep the entire I P datagram confidenti al
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ESP works with both unicast and multicast traffic.
3.2.3 Performance | npacts of ESP

The encapsul ating security approach used by ESP can noticeably inpact
network performance in participating systens, but use of ESP should
not adversely inpact routers or other internmedi ate systens that are
not participating in the particular ESP association. Protoco
processing in participating systems will be nore conpl ex when
encapsul ating security is used, requiring both nmore tine and nore
processi ng power. Use of encryption will also increase the

conmuni cations latency. The increased latency is primarily due to
the encryption and decryption required for each | P datagram
contai ni ng an Encapsul ating Security Payload. The precise cost of
ESP will vary with the specifics of the inplementation, including the
encryption algorithm key size, and other factors. Hardware

i mpl enent ati ons of the encryption algorithmare reconrended when hi gh
t hroughput is desired.

For interoperability throughout the worldwi de Internet, al

conform ng inplenmentations of the | P Encapsul ati ng Security Payl oad
MUST support the use of the Data Encryption Standard (DES) in

Ci pher-Bl ock Chaining (CBC) Mdde as detailed in the ESP
specification. Qher confidentiality algorithns and nodes may al so
be inmplenented in addition to this nmandatory al gorithm and node.
Export and use of encryption are regulated in some countries [OTA94].

3.3 COVBI NI NG SECURI TY MECHANI SM5

In sonme cases the | P Authentication Header m ght be conbined with the
| P Encapsul ating Security Protocol to obtain the desired security
properties. The Authentication Header always provides integrity and
aut hentication and can provide non-repudiation if used with certain
aut hentication algorithnms (e.g., RSA). The Encapsul ating Security
Payl oad al ways provides integrity and confidentiality and can al so
provide authentication if used with certain authenticating encryption
algorithns. Adding the Authentication Header to a | P datagram pri or
to encapsul ating that datagram using the Encapsul ating Security
Protocol might be desirable for users wishing to have strong
integrity, authentication, confidentiality, and perhaps al so for
users who require strong non-repudiation. Wen the two nmechani snms
are conbi ned, the placenment of the IP Authentication Header nmkes
clear which part of the data is being authenticated. Details on
conbi ning the two nechani sns are provided in the | P Encapsul ating
Security Payl oad specification [At94b].
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3.4 OTHER SECURI TY MECHANI SV5

Protection fromtraffic analysis is not provided by any of the
security nechani sns descri bed above. It is unclear whether

meani ngful protection fromtraffic analysis can be provided
economcally at the Internet Layer and it appears that few Internet
users are concerned about traffic analysis. One traditional nethod
for protection against traffic analysis is the use of bulk |ink
encryption. Another technique is to send false traffic in order to
i ncrease the noise in the data provided by traffic anal ysis.

Ref erence [ VK83] discusses traffic analysis issues in nore detail

4. KEY MANAGEMENT

The Key Managenent protocol that will be used with IP |layer security
is not specified in this docunent. However, because the key
management protocol is coupled to AH and ESP only via the Security
Paranmeters Index (SPl), we can neani ngfully define AH and ESP wit hout
having to fully specify how key managerment is perforned. W envision
that several key managenment systens will be usable with these

speci fications, including nmanual key configuration. Wrk is ongoing
within the IETF to specify an Internet Standard key nanagenent

pr ot ocol

Support for key managenent nethods where the key nanagenent data is
carried within the IP layer is not a design objective for these |P-
| ayer security nechanisns. Instead these |IP-layer security

mechani snms will primarily use key management mnet hods where the key
managenment data will be carried by an upper |ayer protocol, such as
UDP or TCP, on somne specific port nunber or where the key managenent
data will be distributed nanually.

This design permits clear decoupling of the key nmanagement mechani sm
fromthe other security nechani sns, and thereby permts one to
substitute new and i nproved key managenent nethods wi thout having to
nodi fy the inplementations of the other security nechanisns. This
separati on of nechanismis clearly wi se given the long history of
subtle flaws in published key nanagenment protocols [NS78, NS81].

VWhat follows in this section is a brief discussion of a few
alternative approaches to key nmanagenent. Mitually consenting
systens may additionally use other key managenent approaches by
private prior agreenent.

4.1 Manual Key Distribution
The sinplest formof key management is manual key managenent, where a

person manual |y configures each systemw th its own key and also with
the keys of other communicating systens. This is quite practical in
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smal |, static environnents but does not scale. It is not a viable
medi umtermor |ong-term approach, but m ght be appropriate and
useful in many environments in the near-term For exanple, within a
small LAN it is entirely practical to manually configure keys for
each system Wthin a single admnistrative domain it is practica
to configure keys for each router so that the routing data can be
protected and to reduce the risk of an intruder breaking into a
router. Another case is where an organi sation has an encrypting
firewal | between the internal network and the Internet at each of its
sites and it connects two or nore sites via the Internet. 1In this
case, the encrypting firewall mght selectively encrypt traffic for
other sites within the organisation using a manually configured key,
while not encrypting traffic for other destinations. It also mght
be appropriate when only sel ected communi cati ons need to be secured.

4.2 Sone Existing Key Management Techni ques

There are a nunber of key managenent al gorithns that have been
described in the public literature. Needham & Schroeder have
proposed a key nmanagenent al gorithmwhich relies on a centralised key
di stribution system [NS78, NS81]. This algorithmis used in the

Ker beros Aut hentication System devel oped at M T under Project Athena
[KB93]. Diffie and Hell man have devi sed an al gorithm whi ch does not
require a centralised key distribution system[DH76]. Unfortunately,
the original Diffie-Hellnan technique is vulnerable to an active "man
in the mddle" attack [Sch93, p. 43-44]. However, this vulnerability
can be nitigated by using signed keys to authentically bootstrap into
the Diffie-Hell man exchange [ Sch93, p. 45].

4.3 Automated Key Distribution

W despread depl oynent and use of |P security will require an

I nt ernet-standard scal abl e key managenent protocol. Ildeally such a
prot ocol woul d support a number of protocols in the Internet protoco
suite, not just IP security. There is work underway within the |IETF
to add signed host keys to the Domai n Name System [ EK94] The DNS keys
enable the originating party to authenticate key nanagenent nessages
with the other key managenent party using an asymmetric al gorithm
The two parties would then have an authenticatibl e comruni cati ons
channel that could be used to create a shared session key using
Diffie-Hell man or other means [DH76] [Sch93].

4.4 Keyi ng Approaches for IP
There are two keyi ng approaches for IP. The first approach, called
host -ori ented keying, has all users on host 1 share the same key for

use on traffic destined for all users on host 2. The second
approach, called user-oriented keying, |lets user A on host 1 have one
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or nore unique session keys for its traffic destined for host 2; such
session keys are not shared with other users on hostl. For exanple,
user A's ftp session night use a different key than user A s tel net
session. |In systens clainng to provide multi-level security, user A
will typically have at |east one key per sensitivity level in use
(e.g., one key for UNCLASSIFIED traffic, a second key for SECRET
traffic, and a third key for TOP SECRET traffic). Simlarly, with
user-oriented keying one mght use separate keys for information sent
to a nulticast group and control messages sent to the same multicast

gr oup.

In many cases, a single conputer systemw || have at |east two
nmutual Iy suspicious users A and B that do not trust each other. Wen
host-oriented keying is used and nutual |y suspicious users exist, it
is sometimes possible for user Ato determine the host-oriented key
via well known methods, such as a Chosen Plaintext attack. Once user
A has inproperly obtained the key in use, user A can then either read
user B's encrypted traffic or forge traffic fromuser B. Wen user-
oriented keying is used, certain kinds of attack from one user onto
anot her user’s traffic are not possible.

| P Security is intended to be able to provide Authentication,
Integrity, and Confidentiality for applications operating on
connected end systens when appropriate algorithns are in use.
Integrity and Confidentiality can be provided by host-oriented keying
when appropriate dynam ¢ key nanagenent techni ques and appropriate
algorithms are in use. However, authentication of principals using
applications on end-systens requires that processes running
applications be able to request and use their own Security
Associations. |In this manner, applications can nmake use of key
distribution facilities that provide authentication

Hence, support for user-oriented keying SHOULD be present in all IP
i mpl enentations, as is described in the "I P Key Managenent
Requi renent s" section bel ow.

4.5 Multicast Key Distribution

Mul ticast key distribution is an active research area in the
published literature as of this witing. For multicast groups having
relatively few nenbers, manual key distribution or nmultiple use of

exi sting unicast key distribution algorithnms such as nodified
Diffie-Hell man appears feasible. For very large groups, new scal able
techniques will be needed. The use of Core-Based Trees (CBT) to
provi de session key managenent as well as multicast routing nmight be
an approach used in the future [BFC93].
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4.6 | P Key Managenent Requirenents

This section defines key management requirenents for all |Pv6

i mpl enentati ons and for those | Pv4 inplementations that inplement the
| P Aut henticati on Header, the I P Encapsul ating Security Payl oad, or
both. It applies equally to the IP Authentication Header and the IP
Encapsul ati ng Security Payl oad.

Al'l such inplenmentations MJST support manual configuration of
Security Associ ati ons.

Al'l such inplenmentations SHOULD support an Internet standard Security
Associ ation establishnent protocol (e.g., |KMP, Photuris) once such a
protocol is published as an Internet standards-track RFC.

| mpl ement ati ons MAY al so support other methods of configuring
Security Associ ati ons.

G ven two endpoints, it MJST be possible to have nore than one
concurrent Security Association for communi cations between them

| mpl ement ati ons on nulti-user hosts SHOULD support user granularity
(i.e., "user-oriented") Security Associations.

Al'l such inplementations MJST permt the configuration of host-
oriented keying.

A device that encrypts or authenticates |IP packets originated other
systens, for exanple a dedicated IP encryptor or an encrypting

gat eway, cannot generally provide user-oriented keying for traffic
originating on other systens. Such systens MAY additionally

i mpl enent support for user-oriented keying for traffic originating on
ot her systens.

The nethod by which keys are configured on a particular systemis

i mpl enentati on-defined. A flat file containing security association
identifiers and the security paraneters, including the key(s), is an
exanpl e of one possible nethod for manual key distribution. An IP
system MJST take reasonabl e steps to protect the keys and other
security association information from unauthori sed exam nation or
nodi ficati on because all of the security lies in the keys.

5. USAGE
This section describes the possible use of the security nechani sns
provided by IP in several different environments and applications in

order to give the inplenenter and user a better idea of how these
mechani sns can be used to reduce security risks.
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5.1 USE WTH FI REWALLS

Firewal | s are not uncommon in the current Internet [CB94]. Wile
many dislike their presence because they restrict connectivity, they
are unlikely to disappear in the near future. Both of these IP
nmechani sns can be used to increase the security provided by
firewalls.

Firewalls used with IP often need to be able to parse the headers and
options to determne the transport protocol (e.g., UDP or TCP) in use
and the port nunber for that protocol. Firewalls can be used with
the Aut hentication Header regardl ess of whether that firewall is
party to the appropriate Security Assocation, but a firewall that is
not party to the applicable Security Association will not normally be
able to decrypt an encrypted upper-|layer protocol to viewthe
protocol or port number needed to perform per-packet filtering ORto
verify that the data (e.g., source, destination, transport protocol
port nunber) being used for access control decisions is correct and
authentic. Hence, authentication mght be perforned not only within
an organi sation or canmpus but also end to end with renpte systens
across the Internet. This use of the Authentication Header with IP
provi des much nore assurance that the data being used for access
control decisions is authentic.

Organi sations with two or nore sites that are interconnected using
comercial |IP service mght wish to use a selectively encrypting

firewall. If an encrypting firewall were placed between each site of
a conpany and the conmercial |IP service provider, the firewall could
provide an encrypted IP tunnel among all the conpany’s sites. It

could also encrypt traffic between the conpany and its suppliers,
custoners, and other affiliates. Traffic with the Network
Information Center, with public Internet archives, or sone other
organi sati ons m ght not be encrypted because of the unavailability of
a standard key management protocol or as a deliberate choice to
facilitate better comunications, inproved network performance, and

i ncreased connectivity. Such a practice could easily protect the
conpany’s sensitive traffic from eavesdroppi ng and nodification

Sone organi sations (e.g., governments) might wish to use a fully
encrypting firewall to provide a protected virtual network over
commercial |IP service. The difference between that and a bulk IP
encryption device is that a fully encrypting firewall woul d provide
filtering of the decrypted traffic as well as providing encryption of
| P packets.
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5.2 USE WTH I P MJLTI CAST

In the past several years, the Milticast Backbone (MBONE) has grown
rapidly. |ETF neetings and ot her conferences are now regularly
multicast with real-tinme audio, video, and whiteboards. Many people
are now using tel econferencing applications based on I[P Miulticast in
the Internet or in private internal networks. Ohers are using IP
nmul ticasting to support distributed simulation or other applications.
Hence it is inmportant that the security nechanisns in | P be suitable
for use in an environnent where nulticast is the general case.

The Security Paraneters Indexes (SPlIs) used in the IP security
nmechani sns are receiver-oriented, naking themwell suited for use in
P nmulticast [Atk95a, Atk95b]. Unfortunately, nost currently
published nmulticast key distribution protocols do not scale well.
However, there is active research in this area. As an interimstep,
a multicast group could repeatedly use a secure unicast key

di stribution protocol to distribute the key to all nenbers or the
group could pre-arrange keys using manual key distribution

5.3 USE TO PROVI DE QOS PROTECTI ON

The recent | AB Security Wirkshop identified Quality of Service
protection as an area of significant interest [BCCH. The two IP
security nechanisns are intended to provide good support for real-
time services as well as nmulticasting. This section describes one
possi bl e approach to providing such protection

The Aut henticati on Header m ght be used, with appropriate key
managenent, to provide authentication of packets. This
authentication is potentially inportant in packet classification
within routers. The IPv6 Flow Identifier mght act as a Low Leve
Identifier (LLID). Used together, packet classification within
routers becomes straightforward if the router is provided with the
appropriate keying material. For performance reasons the routers

m ght authenticate only every Nth packet rather than every packet,
but this is still a significant inprovenent over capabilities in the
current Internet. Quality of service provisioning is likely to also
use the Flow ID in conjunction with a resource reservation protocol
such as RSVP [ ZDESZ93]. Thus, the authenticated packet
classification can be used to help ensure that each packet receives
appropriate handling inside routers.

5.4 USE | N COWARTMENTED OR MULTI - LEVEL NETWORKS
A multi-level secure (M.S) network is one where a single network is

used to conmuni cate data at different sensitivity levels (e.qg.
Uncl assified and Secret) [DoD85] [DoD87]. Many governments have
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significant interest in M.S networking [DIA]. The IP security
nmechani sns have been designed to support M.S networking. MS
net wor ki ng requires the use of strong Mandatory Access Controls
(MAC), which ordinary users are incapable of controlling or violating
[BL73]. This section pertains only to the use of these IP security
mechani sns in MS environnents.

The Aut henticati on Header can be used to provide strong

aut henti cati on among hosts in a single-level network. The

Aut henti cati on Header can al so be used to provide strong assurance
for both mandatory access control decisions in nulti-I|evel networks
and discretionary access control decisions in all kinds of networks.
If explicit IP sensitivity labels (e.g., IPSO [Ken9l] are used and
confidentiality is not considered necessary within the particul ar
operational environment, the Authentication Header is used to provide
aut hentication for the entire packet, including cryptographic binding
of the sensitivity level to the I P header and user data. This is a
significant inmprovenent over |abeled | Pv4 networks where the |abel is
trusted even though it is not trustworthy because there is no

aut hentication or cryptographic binding of the label to the |IP header
and user data. |IPv6 will normally use inplicit sensitivity |abels
that are part of the Security Association but not transmtted with
each packet instead of using explicit sensitivity labels. Al

explicit IP sensitivity |abels MIST be authenticated using either

ESP, AH, or both.

The Encapsul ating Security Payl oad can be conbined with appropriate
key policies to provide full nmulti-level secure networking. 1In this
case each key nmust be used only at a single sensitivity |level and
conpartnent. For exanple, Key "A'" mght be used only for sensitive
Uncl assi fied packets, while Key "B" is used only for Secret/No-
conpartnents traffic, and Key "C' is used only for Secret/No-Foreign
traffic. The sensitivity level of the protected traffic MJST NOT
domi nate the sensitivity level of the Security Association used with
that traffic. The sensitivity level of the Security Associati on MJST
NOT dominate the sensitivity level of the key that bel ongs to that
Security Association. The sensitivity |evel of the key SHOULD be the
sane as the sensitivity level of the Security Association. The

Aut henti cati on Header can al so have different keys for the sane
reasons, with the choice of key depending in part on the sensitivity
| evel of the packet.

Encryption is very useful and desirable even when all of the hosts
are within a protected environnent. The Internet-standard encryption
al gorithm coul d be used, in conjunction with appropriate key
management, to provide strong Discretionary Access Controls (DAC) in
conjunction with either inplicit sensitivity |labels or explicit
sensitivity labels (such as | PSO provides for |IPv4 [Ken9l]). Sone
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environnents mght consider the Internet-standard encryption
algorithmsufficiently strong to provide Mandatory Access Controls
(MAC). Full encryption SHOULD be used for all comunications between
multi-1evel conmputers or conpartmented node workstations even when
the conputing environnent is considered to be protected.

6. SECURI TY CONSI DERATI ONS

This entire nmeno di scusses the Security Architecture for the Internet
Protocol. It is not a general security architecture for the
Internet, but is instead focused on the IP |ayer.

Cryptographic transforns for ESP which use a bl ock-chai ning al gorithm
and lack a strong integrity mechanismare vul nerable to a cut-and-
paste attack described by Bellovin and should not be used unless the
Aut henti cati on Header is always present with packets using that ESP
transform [ Bel 95].

If nore than one sender uses shares a Security Association with a
destination, then the receiving systemcan only authenticate that the
packet was sent from one of those systens and cannot authenticate
whi ch of those systens sent it. Simlarly, if the receiving system
does not check that the Security Association used for a packet is
valid for the clainmed Source Address of the packet, then the

recei ving system cannot authenticate whether the packet’s clained
Source Address is valid. For exanple, if senders "A" and "B" each
have their own unique Security Association with destination "D' and
"B" uses its valid Security Association with D but forges a Source
Address of "A", then "D' will be fooled into believing the packet
came from"A" unless "D' verifies that the clained Source Address is
party to the Security Association that was used.

Users need to understand that the quality of the security provided by
the mechani snms provi ded by these two I P security mechani sns depends
conpletely on the strength of the inplemented cryptographic
algorithns, the strength of the key being used, the correct

i mpl enentati on of the cryptographic algorithns, the security of the
key managenent protocol, and the correct inplenmentation of IP and the
several security mechanisms in all of the participating systens. The
security of the inplementation is in part related to the security of
the operating system whi ch enbodies the security inplenentations.

For exanple, if the operating systemdoes not keep the private
cryptologic keys (that is, all synmetric keys and the private

asymmetric keys) confidential, then traffic using those keys will not
be secure. If any of these is incorrect or insufficiently secure,
l[ittle or no real security will be provided to the user. Because

different users on the sane system m ght not trust each other, each
user or each session should usually be keyed separately. This wll
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also tend to increase the work required to cryptanal yse the traffic
since not all traffic will use the sane key.

Certain security properties (e.g., traffic analysis protection) are
not provided by any of these mechani sms. One possible approach to
traffic analysis protection is appropriate use of |ink encryption
[VK83]. Users nust carefully consider which security properties they
require and take active steps to ensure that their needs are net by
these or other mechani sns.

Certain applications (e.g., electronic mail) probably need to have
application-specific security nmechanisns. Application-specific
security nechani sns are out of the scope of this docunent. Users
interested in electronic mail security should consult the RFCs
describing the Internet’s Privacy-Enhanced Mail system Users
concer ned about other application-specific nechanisns should consult
the online RFCs to see if suitable Internet Standard nechani sns

exi st.
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