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Abst r act

There are a nunber of reasons why a new Internet Directory Service is

required. This docunent describes an overall

strategy for depl oying

a Directory Service on the Internet, based on the OSI X 500 Directory

Service. It then describes in nore detail
need to be taken in order to achi eve these goals,

the initial steps which

and how wor k

al ready undertaken by Internet Engi neering Task Force Wrking G oups

(IETF Wes) is working towards these goals.
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1. REQUI REMENTS

There is substanti al

on the Internet.

two new services:

nterest in establishing a new Directo

- Wiite Pages | ookup of users;

ry Service

In the short term there is pressure to establish

- Support for X 509 Authentication for a range of applications in

particular for

Privacy Enhanced mail [Lin89].

In the nediumterm there are likely to be many requirenents for

Directory Services,

i ncl udi ng:

- General resource |ookup, for information ranging fromcomittee
structures to bibliographic data;

- Support of managenment of the Internet infrastructure, and
i ntegration of configuration information into the higher

directory;

- Support of applications on the Internet. For exanple:

o Electronic distribution lists;
o Capability information on advanced user agents;
0o Location of files and archive services.

- Support for

o Support for

| eve

Mai | Handling Systens; Be they RFC-822 based or X 400
based (I ETF MHS-DS W), e.g.,:

routing;

o Info on User agent capabilities; essential for a usag
Mul ti medi a nai
Ext ensi ons).
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For the longer term nore sophisticated usages of X 500 are possible
extending it into a useful and fast yell ow pages service.

2. SUMVARY OF SOLUTI ON

In principle, the current Internet Donmain Name System (DNS) coul d be
used for many of these functions, with appropriate extensions.
However, it is suggested that a higher level of directory service is
needed. It is proposed to establish an Internet Directory Service
based on X.500. This provides appropriate functionality for the
services envisaged and gives flexibility for future extension. This
ext ensi on coul d be achi eved either by tracking the evolution of the
CSl Standard or by work specific to the Internet. In practice, it is
likely to be a mixture of both.

By depl oying X. 500 in some formon the Internet, a truly gl obal and
uni versal Directory Service can be built that will provide Internet
users with fast access to all kinds of data. The X. 500 Directory
Service in this case may range froma sinple white pages service
(information on people and services) to coupling various existing
dat abases and information repositories in a universal way.

Currently, several different but cooperating X 500 Directory Services
pilots are taking place on the Internet. These pilots forman

i nportant base for experimenting with this new service. Starting with
these pilots, with the X 500 products arriving on the market today,
and given sufficient funding for the central services described in
this paper an operational X 500 Directory Service can be depl oyed.

The final goal of the strategy described in this paper is to deploy a
fully operational Directory Service on the Internet, providing the
functions nmentioned in the previous section

3. | NFORVATI ON FRAMEVORK

The nost critical aspect of the Directory Service is to establish an
Internet Information Franework. When establishing a sophisticated
distributed directory with a coherent information framework, it

i nvol ves substantial effort to nap data onto this framework. This
effort is an operational effort and far outweighs the technica
effort of establishing servers and user agents.

3.1 The Techni cal Mde
By choosing the X 500 nodel as a basis for the information franework,

it will also be part of a (future) global information franmework. The
key aspects of this nodel are:
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A hierarchical navigational systemthat couples distributed
dat abases (of various kinds), which allows for managenent of the
data by the organization/ person responsible for the data;

Each object in this information structure (called the Directory
Information Tree, DIT) is represented as an entry;

hj ects are typed by an "object class", which pernmts nultiple
i nheritance;

An object is described by a set of attributes;

Each attribute is typed. Attribute types are hierarchical

Each attribute type has an associated attribute syntax, which nmay
be generic or shared with other attributes (e.g., Integer Syntax;
Di stingui shed name Syntax); This allows for representation of
sinple attributes (e.g., strings or bitmaps) or conplex ones with
detail ed structures.

Each entry has an unanbi guous and uni que gl obal nane;

Al ternate hierarchies may be built by use of aliases or pointers of
di stingui shed nane synt ax.

This framework allows for representation of basic objects such as
users within organizations. It is also highly extensible, and so can
be used for a range of other applications.

3.2

Ext endi ng the Techni cal Mode

In the longer term the nodel could be extended to deal with a nunber
of other requirenments which potentially nmust be net by an I|nternet
Directory Service. Possible extensions include:

Support of ordered attributes (needed by sone applications such as
message storage);

Extensions to allow unification wi th managenent information,
associ ated with SNMP (Sinpl e Network Management Protocol) [CFSD90]
or other managenent protocols;

Handl i ng of non-hierarchical data in a better manner for searching
and retrieval, whilst retaining the basic hierarchy for nanagenent
purposes. This is essentially building a general purpose resource
| ocation service on top of the basic infrastructure. It will need
work on the information nodel, and not just the access protocols.
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It is noted that although X. 500 may not provide the ultinmate solution
to information retrieval, it has good potential for solving a |ot of
i nformation service related probl ens.

3.3 The Operational Mode

To make the Directory Service with a coherent information franmework
really operational requires a lot of effort. The nobst probable
operational nodel is one where | arger organizations on the Internet
maintain their part of the DIT on their own DSA (Directory System
Agent). Smaller organizations will "rent" DSA space from regi ona
networ ks or other service providers. Together these DSAs will form
the Internet Directory Service Infrastructure. To couple the various
parts of the DIT that are contai ned on these Internet DSAs, a specia
DSA contai ning the Root for the naming hierarchy within the DIT has
to be established and mai nt ai ned.

The foll owi ng tasks can be foreseen:

- Defining the nami ng hierarchy; See section 4.

- Creating the Directory Infrastructure; See section 5.
- Cetting the Data into the directory; and

- Managing the data in the Directory. See section 6.

4. NAME ASSI GNMVENT

In order to deploy the Internet Directory Service, it is inmportant to
define how the nam ng hierarchy will be structured. Although the
basi ¢ nmodel suggests a sinple nonolithic "database" containing all of
the Internet’s information infrastructure, with a nanmespace divided
al ong geographi ¢ boundaries, this may not be the definite nodel that
turns out to be the nost appropriate to the Internet. Different
nodel s may evol ve according to the needs of the Internet and the
applications used on the Internet (i.e., sone parts of the DIT may be
assigned at the root for the Internet). Below this one can envi sage
several | oosely coupl ed namespaces each with their own area of
applicability. This should be handl ed as a part of the genera
operation of a directory service. An exanple of this mght be

assi gnment of a representation of the Domai n Namespace under the root
of the DIT. This is further discussed in [BHK91la].

However, the core DIT information will be nationally assigned. The
parts of the DI T bel ow country |level will be managed differently in
each country. In many countries, registration authorities will be

establ i shed according to the OSI Standard [ISQ. This has been done
in sone countries by the national |1SO menmber body representative (for
exanmple in the UK by BSI).
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The | ower parts of the hierarchy will, in general, be delegated to
organi zations who will have control over Nane Assignhnment in that part
of the tree. There is no reason to nandate how to assign this

hi erarchy, although it is appropriate to give guidelines. Proposed
solutions to assignnent of namespace are given in [ BHK92].

In North Anerica, there is an alternative approach bei ng devel oped by
the North American Directory Forum (NADF), which |everages existing
regi stration nechanisns [For91]. It is not yet clear what forma
final North Anerican Directory Service will take. It is expected that
simlar initiatives will be taken in other places, such as Europe.

For the Internet, the Internet Society (ISOC) has been suggested as a
possi bl e Nami ng Aut hority.

A di scussion of the main issues involved with representing the Rea
Wrld in the Directory Service is part of the work undertaken by the
| ETF OSI DS Wor ki ng G oup.

The core of the Internet Directory will therefore come to exist of a
country based structure with different national nam ng schenes bel ow
the countries. It is clearly desirable that the Internet Directory
Service follows any evolving national and international hierarchies.
However, this should not be allowed to cause undue delay. The
strategy proposed is to proceed with name assi gnnent as needed, and
to establish interimregistration authorities where necessary, taking
practical steps to be aligned with energing national authorities

wher ever possi bl e.

It is suggested that the Internet Directory Service does two things:

First, each national part of the Internet D T nanespace shoul d be
del egated to an appropriate organization, which will usually be in
the country of question. Second, the del egated organization should
assign nanes for that country as part of the Internet Directory
Service. This should be done in a manner which is appropriately
aligned with any enmerging | ocal or national service, but does not
unduly delay the deploynent of the Internet Directory Service. For
nost countries, this will fit in as a natural evolution of the early
directory piloting, where operators of pilots have acted as interim
nane registration authorities.

5. DI RECTORY | NFRASTRUCTURE

To provide access to the Internet Directory Service, an
infrastructure has to be built. Although the technical conponents of
an X.500 infrastructure are clear: DSAs (that hold the actual data)
and DUAs (that allow users and applications to access the data), a
ot nmore is needed for deploynment of an Internet Directory Service.

Hardcastle-Kille, Huizer, Cerf, Hobby & Kent [ Page 6]



RFC 1430 X. 500 Strategy February 1993

The Integrated Directory Services (I1DS) Wrking Goup of the IETF is
pl aying a key role in solving nost of the issues that are related to
the building of an appropriate infrastructure.

Many of the issues cited in this section have conme forward out of
interimpilots that have been established on the Internet:

PSI White Pages Pil ot
This is a pilot service which is operating X 500 on the Internet.
In many ways it is operating as an Internet w de pilot.

FOX
Fi el di ng Operational X 500, a project to explore the devel opnent
and interoperability of X 500 inplenmentations.

Par adi se (Piloting A ReseArch Directory Service in Europe)
Thi s project has been providing the necessary glue to hold the
various national activities together [Par9l].

5.1 Short Term Requi renents

- Central Operations. There is a need for a number of operations
to be managed as a service for the whole Internet. These services
are:

0 A root DSA;, containing the top-level of the DIT, has to be
provided. Currently, this root DSA is nanaged by the Paradi se
pr oj ect.

o Nane assignnment; Inserting nanmes into the Directory, this has
been di scussed in section 4. This could be done in conjunction
with the appropriate Registration Authority or by the
Regi stration Authority. |In npst cases it is likely to be the
former, and mechanisms will need to be set up to allow
organi zations to get their nanmes installed into the directory,
either direct or through the registration authority.

o Know edge managenent; i.e., the information on "which DSA hol ds
what part of the DT, and how can that DSA be accessed". DSAs
will be established by Organizations. There will be a need to

centrally coordinate the nanagenent of the know edge information
associated with these DSAs. This is likely to be coupled to the
nane assi gnment.

0 Know edge and Data replication; For the Directory to perform
wel |, know edge and data high up in the DIT nust be
significantly replicated. A service must be provided to nake
replicated informati on available to DSAs that need it.
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It is suggested that for the tinme being, Paradise should be used
as the initial basis for handling the top-level of the DIT and for
provi sion of the central services. However, the services nentioned
above need to be provided at a national |level for every
participating country in the Internet Directory Service. \Wenever
an organi zation starts a new country branch of the DIT in the
Internet Directory Service the central operations will have to
hel p out to nake sure that these services will be properly
installed on a national |evel.

- An effective service will need to have sufficient inplementations,
in order to give full coverage over different hardware and software
platforns, and to denonstrate openness. The recent Directory
Information Services (pilot) Infrastructure Wrking Goup’s (Dl SI)
Survey of Directory |nplenentations suggests that there will not be
a problemhere. This provides a |ist of available X 500
i mpl enentati ons and their capabilities [LVW1].

- An executive summary, necessary to convince the managenent of
conputer centers to invest manpower into setting up a X 500
Directory Service. This is provided by DI SI [WR92].

- Due to the possible different and rather independent structured
nanespaces that can be envisaged in the DIT for different purposes,
DUAs will have to be "tuned intelligently" for the applications that
they are used for.

- To allow users easy access to the Internet Directory Service even
froml ow powered workstations, a |ightweight protocol has to be
devel oped over TCP/IP. Already two private protocols that do this
have been devel oped: The M chigan DI XIE protocol [HSB91] and the PSI
Directory Assistance Service [Ros91]. The IETF OSI Directory
Services Wirking Goup (OSI-DS W5 is currently working on a
standard | i ghtwei ght protocol called LDAP

- Although the Internet Directory Service does not have to nake any
nmandat ory requirements about the use of |lower layers, it is noted
that the use of STD 35, RFC 1006 to all ow use of OSI applications on
top of TCP/IP is essential for deploynent in the Internet. O her
stacks like the ones using CLNS, CONS and X. 25(80) will probably
al so be deployed in parts of the Internet. DSAs with different
stacks will be linked through use of either application |evel relays
(chaining) or Transport Service bridges.

- There are nultiple issues that are not dealt with (properly) in the
X. 500 standard and thus prevent the building of an Internet
Directory service. Internediate solutions for these issues have to
be established in an "open" way. The results will have to be
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depl oyed as well as to be fed back into the rel evant standard
committees. The I ETF OSI-DS WG deals with these issues. Section 7
descri bes several of these issues.

- Site support. The IETF IDS WG is | ooking at providing the necessary
docunentation to help with the provision of support for Directory
users at participating sites.

5.2 Medi um Ter m Requi rement s
- Enhanced perfornmance is necessary to allow for a real global usage;

- The schemn has to be extended to allow for various kinds of data,
e.g.,:

o NI C data;
0 Resource |location

- Support for Internet Message Handling services (RFC-822, MM and
X.400). This work is already undertaken by the | ETF MHS-DS WG

5.3 Long Term Requirenents

- To make sure that X 500 evolves into an operational service, it is
essential to track its evolution, and to feed back into the
evol ution process.

- Interface existing RDBMS into the Directory Service.

- To increase the performance of the directory, and thereby making it
useful for an even w der range of applications (e.g., policy based
routing), a lightweight protocol for access and system usage is
needed.

6. DATAMANAGEMENT

The whole of the Directory Infrastructure won't stand much chance
wi t hout proper datanmanagenent of the data contained within the D T.
Procedures need to be established to assure a certain Level of
Quality of the data contained in the D T.

Due to the very nature of X 500, the managenent of the data is

di stributed over various sources. This has the obvi ous advant age that
the data will be mmintained by the owner of the data. It does
however, make it quite inpossible to describe one single procedure

f or dat ananagenent.
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For the Internet Directory Service, guidelines will have to be

devel oped (by the IETF IDS W5, to help organizations that start with
depl oyment of X. 500 on how to nanage data in their part of the D T.
The gui del i nes shoul d describe a mninumlevel of quality that has to
be supplied to make the service operational. The IETF OSI-DS WG wi | |
initiate a pilot on Quality of Service paraneters in the Directory,
that will be of use.

Pi | ot dat ananagenent projects will have to be done (e.g., existing
dat abases shoul d be connected to the Internet Directory Service).
Tool s that are devel oped to achieve this should be nade available to
the Internet comunity for possible future use.

6.1 Legal |ssues

Most countries connected to the Internet have some sort of |aw that

di ctates how data on people can and cannot be nade avail able. These

| aws deal with privacy and registration issues, and will differ from
country to country. It is suggested that each of the nationa

organi zations within the Internet that nmanages the Internet Directory
Services master for that country, undertake sone research as to the
applicability of laws within that country on data made public through
use of X. 500.

In the nmean time, a general "User Bill of Rights" should be
established to indicate what the proper use of the Internet Directory
Service is. This "Bill of Rights" could be drafted by the I ETF I DS
W5 As a basis, the NADF "User Bill of Rights" [For92] can be used

7. TECHN CAL | SSUES

The | ETF has established the OSI-DS Wa. The mmj or conponent of the
initial work of this group is to establish a technical framework for
deploying a Directory Service on the Internet, making use of the

X. 500 protocols and services [CCI88b]. This section describes the
wor k al ready done by this working group, which has been inmplicitly
focused on the technical infrastructure needed to depl oy the Internet
Directory service.

The OSI Directory Standards do not yet contain sufficient specifics
to enable the Internet Directory Service to be built. Full openness
and interoperability are a key goal, so we may need Internet specific
agreenments, at least until the |1SO standards are nore conplete. This
section notes areas where the standards do not have sufficient
coverage, and indicates the RFCs which have been witten to overcone
these probl ens.

The work is being limted to (reasonably well) understood issues.
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This nmeans that whilst we will attenpt to solve a wi der range of
probl ens, not all potential requirenments will necessarily be net.

The technical work is done in conjunction with the RARE W5 on Net wor k
Application Support WG (formerly RARE WG3). The | ETF WGs and t he RARE
WG have a common technical mailing list. It is intended that this
will lead to a commpn European and North Anerican technical approach

7.1 Schenma

A Directory needs to be used in the context of an Information
Framewor k. The standard directory provides a nunber of a attributes
and object classes to enable basic operation. It is certain that the
Internet community will have requirenents for additional attributes
and object classes. There is a need to establish a nechanismto

regi ster such information.

Pilots in the European RARE Comunity and the US PSI Wite Pages
Pil ot have based their information framework on the THORN and RARE
Nam ng Architecture. This architecture should be used for the
Internet Directory Service, in conjunction with COSI NE based services
in Europe. A revised version of the Nami ng Architecture, with a
mechani smfor registration of new attributes and object classes, has
been rel eased as RFC 1274 [ BHK91la].

7.2 Use on the Internet

It is a recognized policy on the Internet to deploy OSI Applications
over non-OSl | ower layers (such as STD 35, RFC 1006) [RC87]. This
policy allows deploynent of OSI Applications before an GSI | ower

| ayer infrastructure has been depl oyed. Thus, the Internet Directory
Service will decouple deployment of the OSI Directory from depl oynment
of the OSI lower layers. As the Internet Directory service wll
extend into the far corners of the Internet nanespace, where the
underlying technology is not always TCP/IP, the Internet Directory
Service will not nmake any mandatory requirenents about use of |ower

| ayers. When configuring the Internet Directory Services, variations
in the lower |ayers nust be considered. The followi ng options are
possi bl e:

- Operation on top of TCP/IP using a |ightwei ght protocol

- Operation over TCP/IP using STD 35, RFC 1006. This is a practica
requi rement of deploynent at very nany Internet sites, and is the
basis of the existing services. It is highly recomrended that al
partici pati ng DSAs support this stack

- Use of OSI Network Service (Connection Oiented or Connectionl ess).
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7.

3

- X.25(80) will probably not be used in the core infrastructure of
the Internet Directory Service, but is the basis of some European
activities. It may be needed later to interconnect with US
conmer ci al systenms not on the Internet. There will be a practica

need to interwork with DSAs which only support this stack
Thi s approach has the followi ng inplications:

1. There is a need to represent TCP/IP addresses within OSI Network
Addresses. This is specified in RFC 1277 [HK91la] .

2. It will be desirable to have a uniform nethod to present Network
Addresses of this style. Therefore, a string representation of
presentation addresses is specified in RFC 1278 [ HK91d].

3. This approach |leads to the situation where not all DSAs can
conmuni cate directly due the different choice of |ower |ayers.
This is already a practical result of many European sites operating
DSAs over X.25. Wien the Internet Directory Service is deployed,
the i ssue of which DSAs operate which stacks nust be considered in

order to achieve a coherent service. |In particular, there nay be a
need to require DSAs that serve parts higher up in the DIT to serve
mul tiple stacks. This will be tackled as an operational issue.

4. There nay be a requirenment to extend the distributed operations, so
that there is no requirenment for full connectivity (i.e., each DSA
supports each stack). A solution to this problem by defining
"relay DSAs" is specified in RFC 1276 [ HK91Db].

Replication of Know edge and Data

There are a nunber of requirements on replication, both of data (the
actual information on objects in the directory) and know edge (the

i nformati on on where do | find what data) information, which nmust be
met before an Internet Directory can be depl oyed. The 1988 standard
cannot be used as is, because it does not deal with replication or
caching. This leads to serious problens with perfornmance. There is a
partial solution available in the 1992 version of the standard,
however there are no products available yet that inplenent this
solution. These issues are discussed in nmore detail in RFC 1275

[ HK91c] .

As it took too long for 1992 inplenentations to arrive to be of any
help to the already rapidly growing pilot that urgently needed a
solution, an option was chosen to use a sinple interimapproach as
defined in RFC 1276. It will be clearly enphasized that this is an

i nteri mapproach, which will be phased out as soon as the appropriate
standards are avail able and stable inplenentations are depl oyed. The
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i nteri mapproach is based on the approach used in the QU PU
I npl enentation and it is widely deployed in the existing pilots.

7.4 Presentation of Directory Nanes

The standard does not specify a neans to present directory nanes to
the user. This is seen as a serious deficiency, and a standard for
presenting directory nanes is required. For Distinguished Nanes, a
string representation is defined in [HK92a]. However, as the

di stingui shed nanme is not very friendly for the user, a nore user
oriented specification of a standard format for representing nanes,
and procedures to resolve themis chosen on the Internet, and is
specified in [HKO92Db].

7.5 DSA Nami ng and MD Structure

There are some critical issues related to namng of DSAs and the
structure of Directory Managenent Donmi ns. The main issues are:

- It is hard to achieve very high replication of know edge
information as this is very widely spread;

- There is a need to give DSAs nore reasonabl e names, which wll
contain an indication on the role of the DSA; This is necessary for
DSAs high up the DI T.

- There is too much DIT clutter in the current pilots;

- There is no real concept of a DVD (Directory Managenent Domai n)
aut hority.

These will be significant as the directory increases in size by
orders of magnitude. The I ETF OSI-DS WG is working to devel op a
solution in this area

8. SECURITY

A Directory can be an inmportant conponent in the overall provision of
security in a distributed system environment, especially when
publ i c-key cryptographic technology is enployed. The directory can
serve as a repository for authentication information, which, in turn
forns the basis of a nunber of OSI Authentication Services (e.qg.

X. 400) and non-QOSI Services (e.g., privacy-enhanced nmail, PEM. The
directory may al so use this and other stored authentication
information to provide a wide range of security Services used by the
Directory systemitself.
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8.1 Directory Provision of Authentication

The directory will be used to provide X 509 strong authentication
This places mnimal requirenents on the directory. To use this
infrastructure, users of authentication services nust have access to
the directory. In practice, this type of authentication can be

depl oyed only on a limted scale w thout use of a directory, and so
this provision is critical for applications such as Privacy Enhanced
Mai |l [Lin93]. The PEM devel opnent is considering issues relating to
depl oying Certification Authorities, and this discussion is not

dupli cated here.

PEM defi nes a key nanagenent architecture based on the use of
public-key certificates, in support of the nmessage enci phernment and
aut hentication procedures defined in [Lin93]. The PEMcertificate
management desi gn [ Ken93] nakes use of the authentication framework
defined by X.509. In this framework, as adopted by PEM a
"certification authority" representing an organi zation applies a
digital signature to a collection of data consisting of a user’s
public conmponent, various information that serves to identify the
user, and the identity of the organizati on whose signhature is
affixed. This establishes a binding between these user credentials,
the user’s public conponent and the organization which vouches for
this binding. The resulting, signed, data itemis called a
certificate. The organization identified as the certifying authority
for the certificate is the "issuer" of that certificate. The fornat
of the certificate is defined in X 509.

In signing the certificate, the certification authority vouches for
the user’s identification, in the context specified by the identity
of the issuer. Various types of organization may issue certificates,
i ncl udi ng corporate, educational, professional, or governmenta
entities. Moreover, these issuers may operate under different
certification policies, so that not all certificates my be equally
credible (i.e., some certificates may be nore trustworthy as accurate
identifiers of users, organizations, mailing lists, etc). The PEM
certificate nmanagenent design allows for this diversity of
certification policies, while ensuring that any certificate can be
traced unambi guously to the policy under which it was issued.

The digital signature is affixed on behalf of that organization and
is in a formwhich can be recogni zed by all nenbers of the privacy-
enhanced el ectronic nmail comunity. This ability to universally
verify any PEM certificate results because the PEM certification
design is a singly rooted tree, in which the Internet Society acts as
the root. Once generated, certificates can be stored in directory
servers, transmtted via unsecure nmessage exchanges, or distributed
via any other nmeans that nmmke certificates easily accessible to
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nessage originators, without regard for the security of the
transm ssi on nedi um

8.2 Directory Security
A nunber of security services are possible with the directory:

Peer Aut hentication at Bind
Aut hentication (one or two way) between DUA/ DSA and DSA/ DSA,
establ i shed during the bind operation. This authentication may be
provi ded using sinmple passwords (not recomrended), one-way hashed
passwords (nore secure), or via public key cryptography (nost
secure). The various authentication options are specified in
X.500(88), but most existent inplenentations inplenent only sinple
password aut hentication

Per - operation Authentication and Integrity
This is usually used to identify the DUA originating an operation
to the Directory (e.g., to authenticate prior to data
nodi fication). It may al so be used to verify the identity of the
DSA whi ch provided data in a response to the user. In both
exanples, the integrity of the data also is ensured through the
use of digital signatures. This is specified in X 500(88), but not
yet w dely inpl enent ed.

Single Entry Access Contro
This is used to control which users (DUAs) can access and nodify
data within an entry. This is specified in X 500(92) and npost DSA
i mpl enent ati ons provide this function.

Multiple Entry Access Contro
This is used to control search and |ist operations, in order to
all ow |l ocation of information by searching, but to deter
"trawl ing" of information and organi zati onal structure. Usually,
these access controls are limted in their ability to prevent
trawl i ng because of the conflicting goal of allowing a certain
| evel of legitimte browsing in support of "white pages"
functionality.

Servi ce Authorization
This allows DSAs to control service in a data independent nanner
based on peer authentication. For exanple, one night prevent
students from naki ng non-local queries, while pernmitting such
queries by faculty and staff.
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Security Policy
This term enconpasses the security goals for which data access
control, service authorization, and authentication nechanisns are
used to inplenent. For exanple, a local security policy mght
require that all directory database nodifications enpl oy strong
aut hentication and originate froma conputer at a known (local)
| ocati on.

Data Confidentiality
The directory does not include explicit features to protect the
confidentiality of data while in transit (e.g., between a DUA and
DSA or between DSAs). Instead, it is assured that |ower |ayer
security protocols or other |local security facilities will be
enpl oyed to provide this security service. Ongoing work on
adaptation of the Network Layer Security Protocol (NLSP) is a
candi date for provision of this security service with directories.

There is no specification of any Internet-wi de security policy for
directories, nor are there currently any security nmechani snms required
of all directories. Deploynment of a directory could be based on a
variety of policies:

- Read only system containing only public data and restricted to
| ocal nodification.

- Use of X 509 authentication, and private access control mechani snms
(this will not allow open access control nanagenment, but this is not
seen as a fundamental problem.

It will be inportant to understand if global Internet requirenents
for mninmumessential directory security nmechanisns will be required
to pronote wi despread use of directories. W recomend that an

i nformati onal RFC be witten to analyze this issue, with an
operational policy guidelines or applicability statement RFC to
fol | ow.

9. RELATI ON TO DNS
It is inmportant to establish the relationship between the proposed
Internet Directory, and the existing Domain Name System An
Experi mental Protocol RFC (RFC 1279) proposes a mappi ng of DNS
information onto the Directory. Experinments should be conducted in
this area [HK9le].

10. EXTERNAL CONNECTI ONS

It will be inportant for this activity to maintain suitable externa
liaisons. In particular to:
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O her Directory Services and Directory Pilots

To ensure a service which is coherent with other groups building
X. 500 services. e.g.,

- Paradi se

- NADF

- FOX

- PSI Wite Pages

St andar ds Bodi es

To feed back experience gained fromthis activity, so that the

next

round of standards neets as nany of the Internet requirenents

as possible. e.g.,

- CATT/ISO
-  RARE WG NAS
- Ewos/aw

- ETSI
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Security Considerations

Security issues are discussed in Section 8.
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