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| CVP Donai n Nane Messages
Status of this Menp

Thi s docunent defines an Experinental Protocol for the Internet
conmunity. This does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nmenop is unlimted.

| ESG Not e:

An Internet Engineering Steering Group comment fromthe co-Area
Director for IPng: Please note well that this nenmo is an individual
product of the author. It presents one view of the | N ADDR

mechani sm motivated by discussion in the IPNG W5 of the difficulty
of secure, dynami c update of the reverse tree. Qher |ETF discussion
and ongoi ng standards work on this area will be found in the I P Next
Generation (ipngwg), DNS I XFR, Notification, and Dynam c Update
(dnsind), DNS Security (dnssec) working groups.

Abstract

Thi s docunent specifies |CVMP nessages for learning the Fully
Qual i fied Domain Nane associated with an | P address.
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| ntroducti on

The Domai n Nanme System (DNS) is described in [RFC-1034]. The | N-ADDR
domain of the DNS is specified [ RFC-1035] to perform address to
domai n nane resolution, and to facilitate queries to |ocate al
gateways (routers) on a particular network in the Internet.

Nei t her function has been remarkably successful. The |IN-ADDR domai n
is not reliably popul at ed.

As nmultiple routers were used at boundaries and w thin networks, the
I N- ADDR nechani smwas found to be inadequate. The |ocation of
routers by hosts is now performed using "I CVMP Router Discovery
Messages" [ RFC- 1256].

As network nunbers migrated to "classless" routing and aggregation
the I N-ADDR del egation granul arity has fragmented, and requires
over | appi ng adm ni stration. The "reverse” | N ADDR admi ni stration
frequently does not follow the sane del egation as the "forward"
donmain nane tree. This structure is not anenable to cooperative
secure updating of the DNS

As application servers have appeared which require the Domai n Name
for user interaction and security |ogging, the I N-ADDR servers have
been inundated with queries. This produces |ong user visible pauses
at the initiation of sessions.
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1.1. Direct Query

Thi s docunent proposes that each unicast address be queried directly
for its corresponding Domain Name. This has the advantages that the
nam ng i s under the same administration as the address assignnent,
and the queries are distributed in the sane fashion as |IP routing.
In effect, the routing is used to index the database.

1.2. Milticast

Only a few well-known mul ticast addresses are populated in the I N
ADDR domai n.  The epheneral nature of nobst nulticast addresses is not
conduci ve to cooperative secure updating of the DNS

However, the technique described here is not useful for multicast
addresses. A query to a nulticast address could result in a storm of
replies. Mst nulticast groups are not nanmed, or the nenber nodes
are not configured with the nane.

The | N- ADDR net hod SHOULD continue to be used for reverse | ookup of
wel | -known nul ticast addresses in the range 224.0.0.0 to

224.0. 255.255. Oher nulticast addresses are an issue for futher
st udy.

1.3. Domai n Nanes

Each Domain Nanme is expressed as a sequence of |abels. Each label is
represented as a one octet length field, followed by that nunber of
octets. Since every Domain Nane ends with the null |abel of the
root, a Domain Nanme is termnated by a |l ength byte of zero. The nost
significant two bits of every length octet nust be '00', and the
remaining six bits of the length field limt the |label to 63 octets
or |ess.

VWhen the nmost significant two bits of the length octet are "11', the
length is interpreted as a 2 octet sequence, indicating an offset
fromthe begi nning of the nessage (Type field). Further details are
described in [ RFC-1035] "Message Conpression".

To sinmplify inmplenentations, the total |length of a Domain Nane

(including | abel octets and | abel length octets) is restricted to 255
octets or |ess.
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1.4. Messages

The datagram format and basic facilities are already defined for |ICWP
[ RFC 792].

Up-to-date values of the ICVMP Type field are specified in the nost
recent "Assigned Nunmbers" [RFC-1700]. This docunent concerns the
foll owi ng val ues:

37 Domai n Name Request
38 Domain Name Reply

2. Domai n Name Request

A S S S e i S R T S S i SR S

| Type | Code | Checksum
B s i S i I i S S S i i
| [ dentifier | Sequence Nunber |

T S I L S S I S SH S SRR S

Type 37

Code 0

Checksum The | CVWP Checksum

I dentifier If Code is zero, a value to aid in matching requests

and replies. For exanple, it mght be used like a
port in TCP or UDP to identify a session. May be
zero.

Sequence Nunber |If Code is zero, a value to aid in matching requests
and replies. For example, the nunber m ght be
i ncrenented on each request sent. My be zero.

A separate Domain Name Request is used for each | P Destination
queri ed.

An | CVP Dormai n Name Request received with a broadcast or multicast
Destinati on MJST be silently discarded.

On receipt of an ICVWP error nessage, the inplenentations MAY attenpt
to resolve the Domain Name using the | N-ADDR net hod.
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y

A S S S e i S R T S S i SR S

| Type |

Code | Checksum

B s i S i I i S S S i i
| [ dentifier | Sequence Nunber |
e b i T T e T S s S R S e T O i i Tk i RIS S S

Names ...

Ti me- To- Li ve |

A S S S e it e SEp S S S S S S S S
+-

e

Type

Code

Checksum

I dentifier
Sequence Number

Ti me- To- Li ve

The I P Source in

38

0

The | VWP Checksum

Copi ed fromthe request.

Copi ed fromthe request.

The nunber of seconds that the name may be cached.
For historic reasons, this value is a signed 2s-
conpl erent nunber.

zero or nore Fully Qualified Domain Nanes. The
length of this field is determined fromthe tota
| ength of the datagram

When no names are known, the field is elimnated
(zero length), but the Reply is sent as an

authoritative indication that no nane i s known.

When nore than one nane is known, all such nanes
SHOULD be |i st ed.

Any name which cannot entirely fit within the Reply
MIU i s not sent.

a Reply MUST be the sane as the | P Destination of

the correspondi ng Request nessage.

Every host and router MJST inplenent an | CMP Donmai n Nanme server
function that receives Domai n Nane Requests and sends correspondi ng

Domai n Nanme Repl
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A host SHOULD al so inpl enent an application- |ayer interface for
sendi ng a Donmai n Name Request and receiving a Domain Nanme Reply, for
di agnhosti c purposes.

Security Considerations

A primary purpose of this specification is to provide a nmechani sm for
address to name resolution which is nore secure than the | N-ADDR
reverse tree. This nmechanismis anenable to use of the IP Security
Protocol s for authentication and privacy.

Al t hough the routing infrastructure to the Destinati on does not
provide security in and of itself, it is as |least as reliable as
delivery of correspondence for the other sessions with the sane peer

A DNS cryptographic signature, located by using the reply in the
forward DNS direction, can be used to verify the reply itself.
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