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Status of this Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmenmo is unlimted.

| ESG Not e:

The 1P, UDP, and TCP M B nodul es currently support only IPv4. These
three nodul es use the | pAddress type defined as an OCTET STRI NG of
length 4 to represent the I1Pv4 32-bit internet addresses. (See RFC
1902, SM for SNWPv2.) They do not support the new 128-bit |Pv6

i nternet addresses.
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DURBNNNNNE

1. I nt roducti on

A managenent system contains: several (potentially many) nodes, each
with a processing entity, terned an agent, which has access to
managenent instrumentation; at |east one managenent station; and, a
management protocol, used to convey nanagenent information between
the agents and managenent stations. Operations of the protocol are
carried out under an adm nistrative framework which defines

aut hentication, authorization, access control, and privacy policies.
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2.

Managenent stations execute managenent applications which nonitor and
control managed el enents. Managed el ements are devices such as
hosts, routers, terminal servers, etc., which are nonitored and
controll ed via access to their managenment information.

Managenent information is viewed as a collection of nanaged objects,
residing in a virtual information store, terned the Managenent
Informati on Base (MB). Collections of related objects are defined
in MB nodul es. These nodules are witten using a subset of OSl’'s
Abstract Syntax Notation One (ASN. 1) [1], terned the Structure of
Management |Information (SM) [2].

Thi s docunent is the MB nodul e which defines managed objects for
managi ng i npl ement ati ons of the Transm ssion Control Protocol (TCP)
[3].

The managed objects in this MB nodule were originally defined using
the SNWMPvl framework as a part of MB-11 [4]. This docunent defines
the sanme objects for TCP using the SNWPv2 franeworKk.

Definitions

TCP-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT-TYPE, |nteger32, Gauge32,
Count er32, |pAddress, m b-2 FROM SNWPv2- SM
MODULE- COVMPLI ANCE, OBJECT- GROUP FROM SNMPv2- CONF;

tcpM B MODULE- | DENTI TY

LAST- UPDATED "94110100002"
ORGANI ZATI ON "I ETF SNWPv2 Wor ki ng G oup"
CONTACT- | NFO

" Keith McC oghrie

Postal: Cisco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
us

Phone: +1 408 526 5260
Emai | :  kzm@i sco. cont
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DESCRI PTI ON

"The M B nodul e for nanagi ng TCP i npl enentations. "
REVI SI ON "9103310000Z"
DESCRI PTI ON

"The initial revision of this MB nmodul e was part of M B-
M.
:={ mb-2 49 }

-- the TCP group

tcp OBJECT IDENTIFIER ::={ mb-2 6 }
t cpRt oAl gori t hm OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1), -- none of the follow ng
constant (2), -- a constant rto
rsre(3), -- ML-STD- 1778, Appendix B
vanj (4) -- Van Jacobson’s al gorithm [5]

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The algorithmused to determ ne the timeout val ue used for
retransmtting unacknow edged octets."

o= { tcp 1}
tcpRt oM n OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "mlliseconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
“"The m ni mum val ue permitted by a TCP i npl ementation for the
retransm ssion tineout, nmeasured in nmlliseconds. More
refined semantics for objects of this type depend upon the
algorithmused to determ ne the retransmi ssion timeout. In

particul ar, when the tineout algorithmis rsre(3), an object
of this type has the semantics of the LBOUND quantity
described in RFC 793."

= { tcp 2}

t cpRt oMax OBJECT- TYPE
SYNTAX I nt eger 32
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum val ue permitted by a TCP i npl enmentation for the
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retransm ssion timeout, neasured in mlliseconds. More
refined semantics for objects of this type depend upon the
algorithmused to determne the retransmi ssion timeout. In
particul ar, when the tineout algorithmis rsre(3), an object
of this type has the semantics of the UBOUND quantity
described in RFC 793."

o= { tcp 3}

t cpMaxConn OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The linmt on the total nunber of TCP connections the entity
can support. In entities where the maxi mum nunber of
connections is dynamc, this object should contain the val ue
-1."

o= { tcp 4}

t cpActi veQpens OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of times TCP connections have made a direct
transition to the SYN-SENT state fromthe CLOSED state."

:={ tcp 5}

t cpPassi veOpens OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of times TCP connections have made a direct
transition to the SYNRCVD state fromthe LISTEN state."

o= { tcp 6 }

tcpAttenpt Fail s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of times TCP connections have made a direct
transition to the CLOSED state fromeither the SYN SENT
state or the SYNNRCVD state, plus the nunber of tines TCP
connections have made a direct transition to the LI STEN
state fromthe SYNNRCVD state."”

o= { tcp 7 }
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t cpEst abReset s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of times TCP connections have made a direct
transition to the CLOSED state fromeither the ESTABLI SHED
state or the CLOSE-WAIT state.”

:={ tcp 8}

tcpCurrEst ab OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of TCP connections for which the current state
is either ESTABLI SHED or CLOSE- WAIT."

o= { tcp 9}

tcpl nSegs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of segnments received, including those
received in error. This count includes segnments received on
currently established connections."”

c:={ tcp 10 }

t cpQut Segs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of segments sent, including those on
current connections but excluding those containing only
retransmtted octets."

o= { tcp 11}
tcpRetransSegs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of segnments retransmitted - that is, the
nunber of TCP segnments transmitted contai ning one or nore
previously transmtted octets."
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o= { tcp 12 }

-- the TCP Connection table

-- The TCP connection table contains informati on about this
-- entity’'s existing TCP connections.

tcpConnTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF TcpConnEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table containing TCP connection-specific information."
o= { tcp 13}

tcpConnEntry OBJECT- TYPE
SYNTAX TcpConnEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row of the tcpConnTabl e containing information
about a particular current TCP connection. Each row of this
table is transient, in that it ceases to exist when (or soon
after) the connection nmakes the transition to the CLOSED
state.”
I NDEX { tcpConnLocal Address,
t cpConnLocal Port,
t cpConnRemAddr ess,
tcpConnRenPort }
.= { tcpConnTable 1 }

TcpConnEntry ::= SEQUENCE {
tcpConnSt at e | NTEGER
t cpConnLocal Addr ess | pAddr ess,
t cpConnLocal Port | NTEGER
t cpConnRemAddr ess | pAddr ess,
t cpConnRenfPor t | NTEGER
}
tcpConnSt at e OBJECT- TYPE
SYNTAX | NTEGER {
cl osed(1),
l'isten(2),

synSent ( 3),
synRecei ved(4),
est abl i shed(5),
finWaiti(e),
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finwait2(7),
cl oseWai t (8),
| ast Ack(9),
cl osi ng(10),
timeWait(11),
del et eTCB(12)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The state of this TCP connection

The only val ue which may be set by a managenent station is
del et eTCB(12). Accordingly, it is appropriate for an agent
to return a ‘badVal ue’ response if a nanagenent station
attenpts to set this object to any other val ue.

I f a managenent station sets this object to the val ue

del et eTCB(12), then this has the effect of deleting the TCB
(as defined in RFC 793) of the correspondi ng connection on
the managed node, resulting in inmediate term nation of the
connecti on.

As an inpl enentation-specific option, a RST segnent nmay be
sent fromthe nanaged node to the other TCP endpoint (note
however that RST segnents are not sent reliably)."

::={ tcpConnEntry 1}

t cpConnLocal Address OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The local IP address for this TCP connection. |In the case
of a connection in the listen state which is willing to

accept connections for any IP interface associated with the
node, the value 0.0.0.0 is used."
::={ tcpConnEntry 2 }

t cpConnLocal Port OBJECT- TYPE

SYNTAX | NTEGER (0. .65535)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The | ocal port number for this TCP connection."
.= { tcpConnEntry 3 }

t cpConnRemAddr ess OBJECT- TYPE
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SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The renote | P address for this TCP connection."
.= { tcpConnEntry 4 }

tcpConnRenPort OBJECT- TYPE
SYNTAX | NTEGER (0. .65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The renote port number for this TCP connecti on.
::={ tcpConnEntry 5 }

tcpl nErrs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total number of segnments received in error
TCP checksuns) . "

:={ tcp 14 }

tcpQut Rst s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of TCP segnents sent containing the
o= { tcp 15}

-- confornmance i nfornmation

t cpM BConf or mance OBJECT | DENTI FI ER : :

1
—~

tcpMB 2 }

t cpM BConpl i ances OBJECT | DENTI FI ER : :
t cpM BG oups OBJECT | DENTI FI ER : :

I
)

t cpM BConf or mance
{ tcpM BConf or mance

-- compliance statenents
t cpM BConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON

(e.g., bad

RST flag."

N -
—

"The conpliance statement for SNMPv2 entities which

i mpl enent TCP. "
MODULE -- this nodule
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MANDATORY- GROUPS { tcpG oup
}
::={ tcpM BConpliances 1 }
-- units of confornmance

tcpG oup OBJECT- GROUP

OBJECTS { tcpRtoAlgorithm tcpRtoMn, tcpRtoMax,
t cpMaxConn, tcpActiveOpens,
tcpPassi veQpens, tcpAttenptFails,
tcpEst abResets, tcpCurrEstab, tcplnSegs,
t cpQut Segs, tcpRetransSegs, tcpConnState,
t cpConnLocal Address, tcpConnLocal Port,
t cpConnRemAddr ess, tcpConnRenPort,
tcplnErrs, tcpQutRsts }

STATUS current

DESCRI PTI ON

1996

"The tcp group of objects providing for managenent of TCP

entities."
o= { tcpMBGoups 1}

END
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Security issues are not discussed in this nmeno.
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