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1 M XER X 400/ RFC 822 Mappi ngs

M XER (RFC 2156) defines an algorithmfor use of a set of gl obal

mappi ng between X 400 and RFC 822 addresses [4]. This specification
defines how to represent and maintain these mappi ngs (M XER

Conf ormant G obal Address Mappi ngs of MCGAMs) in an X 500 or LDAP
directory. Mechanisns for representing OR Address and Domain

hi erarchies within the DIT are defined in [5, 2]. These techniques
are used to define two i ndependent subtrees in the DT, which contain
the mapping information. The benefits of this approach are:

1. The mapping information is kept in a clearly defined area which
can be widely replicated in an efficient nanner. The tree is
constrained to hold only information needed to support the
mapping. This is inmportant as gateways need good access to the
entire nmapping.

2. It facilitates mgration froma tabl e-based approach.
3. It handles the issues of "m ssing components" in a natural
manner .

An alternative approach which is not taken is to locate the
information in the routing subtrees. The benefits of this
woul d be:
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o It is the "natural" location, and will also help to
ensure correct administrative authority for a nmapping
definition.

o The tree will usually be accessed for routing, and so it
will be efficient for addresses which are being routed.

This is not done, as the benefits of the approach proposed are
greater.

MCGAMs are global. A M XER gateway may use any set of MCGAMs. A key
use of the directory is to enable M XER gat eways to share MCGAMs and
to share the effort of maintaining and publishing MCGAMs. This
specification and M XER al so recognise that there is not a single

uni que |l ocation for publication of all MCGAMs. This specification
allows for multiple sets of MCGAMs to be published. Each set of
MCGAMs is published under a single part of the directory. There are
four mappi ngs, which are represented by two subtrees | ocated under
any part of the DIT. For the exanples the |Iocation defined belowis
used:

OU=M XER MCGAMs, O=Zydeco Plc, C=GB

These subtree roots are of object class subtree, and use the
mechani smfor representing subtrees defined in [1].

X. 400 to RFC 822 This table gives the equival ence mappi ng from X 400
to RFC 822. There is an OR Address tree under this. An exanple
entry is:

PRMD=I sode, ADMD=Mai |l net, C=FI, CN=X 400 to RFC 822,
OU=M XER MCGAMs, O=Zydeco Plc, C=GB

RFC 822 to X. 400 There is a domain tree under this. This table holds
the equival ence napping from RFC 822 to X 400, and the gateway
mappi ng defined in RFC 1327. An exanple entry is:

Domai nConponent =1 SODE, Dormai nConponent =COM
CN=RFC 822 to X 400,
OU=M XER MCGAMs, O=Zydeco Plc, C=GB

The val ues of the table nmapping are defined by use of two new object

cl asses, as specified in Figure 1. The objects give pointers to the
mapped comnponents.
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2 Omtted Conponents

In MXER, it is possible to have onmitted conponents in OR Addresses
on either side of the mapping. A mechanismto represent such omtted
conponents is defined in Figure 2. The attribute at-or-address-
conponent-type is set to the X. 500 attribute type associated with the
om tted conponent (e.g.

r FC822ToX400Mappi ng OBJECT- CLASS ::
SUBCLASS OF {domai n- conponent }
MAY CONTAI N {

associ at edORAddr ess|
associ at edX400Gat eway}
I D oc-rfc822-to0-x400- mappi ng}

1
—~

x400ToRFC822Mappi ng OBJECT- CLASS : :
SUBCLASS OF {top}
MAY CONTAI N { 10
associ at edDonai n
associ at edl nt er net Gat eway}
| D oc-x400-to-rfc822- mappi ng}

1
—~

associ at edORAddr ess ATTRIBUTE :: = {
SUBTYPE OF di sti ngui shedNane
SI NGLE VALUE
| D at - associ at ed- or - addr ess}

20

associ at edX400Gat eway ATTRIBUTE :: = {

SUBTYPE OF nhs-or-addresses

MULTI VALUE

I D at - associ at ed- x400- gat eway}
associ at edDomai n ATTRI BUTE :: = {

SUBTYPE OF nane

W TH SYNTAX casel gnorel A5Stri ng

SI NGLE VALUE

| D at - associ at ed- donai n} 30

associ at edl nt er net Gat eway ATTRI BUTE :: = {
SUBTYPE OF nane
W TH SYNTAX casel gnorel A5Stri ng
MULTI VALUE
| D at - associ at ed-i nt er net - gat eway}

Figure 1. nject Casses for M XER nmappi ngs
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om tt edORAddr essConponent OBJECT- CLASS :: =
SUBCLASS OF {top}
MJUST Contain {
oRAddr essComnponent Type
}

I D oc-omtted-or-address-conponent}

oRAddr essConponent Type ATTRI BUTE :: = {
SUBTYPE OF objectldentifier 10
SI NGLE VALUE
| D at - or - addr ess-conponent -t ype}

Figure 2. Onitted OR Address Conponent

at-prmd-nane). This mechanismis for use only within the X 400 to
RFC 822 subtree and for the at-associ ated-or-address attri bute.

3 Mapping fromX 400 to RFC 822

As an exampl e, consider the mapping fromthe OR Address:

P=I sode; A=Mail net; C=FI
This woul d be keyed by the directory entry:

PRVD=| sode, ADMD=Mai | net, C=FI, CN=X. 400 to RFC 822,
OU=M XER MCGAMs, O=Zydeco Plc, C=GB

and return the napping fromthe associ at edDonain attribute, which
gi ves the domain which this OR address maps to. This attribute is
used to define authoritative mappi ngs, which are placed in the open
conmunity tree. The manager of an MCGAM shall make the appropriate
entry.

The I nternet gateway napping defined in MXER 4] is provided by the
associ atedl nternet Gateway attribute. This value may identify
mul ti pl e possi bl e associ ated gateways. This information is | ooked up

at the sane tinme as nmapped OR addresses. |In effect, this provides a
fall back mapping, which is found if there is no equival ence mappi ng.
Because of the nature of the mapping an OR Address will map to either

a gateway or a donmin, but not both. Thus, there shall never be both

Kille St andards Track [ Page 4]



RFC 2164 X. 500/ LDAP Directory to Support M XER January 1998

an associ at edDonai n and associ atedl nternet Gateway attribute present
in the same entry. Functionally, napping takes place exactly
according to M XER. The | ongest match is found by the follow ng

al gorithm

1. Take the OR Address, and derive a directory name. This will be
the OR Address as far as the | owest QU.

2. Look up the entire nanme derived fromthe MXER key in the in the
X. 400 to RFC 822 subtree. This |lookup will either succeed, or it
will fail and indicate the | ongest possible match, which can then
be | ooked up.

3. Check for an associ atedDomai n or associ at edl nt er net Gat eway
attribute in the matched entry.

The mappi ng can al ways be achieved with two | ookups. Because of the
availability of aliases, some of the table mappi ngs may be
sinmplified. |In addition, the directory can support mapping from
addresses using the nuneric country codes.

4 WMapping fromRFC 822 to X 400
There is an anal ogous structure for mappings in the reverse
direction. The domain hierarchy is represented in the DI T according
to RFC 1279. The dommai n:
| SODE. COM

Is represented in the DIT as:

Domai nConponent =I SCDE, Domai nConponent =COM  CN=RFC 822 to X 400,
OE=M XER MCGAMs, O=Zydeco Plc, C=GB

This has associated with it the attribute associ at edORAddr ess encoded
as a distinguished nane with a val ue: PRVD=I sode, ADMD=Mai | net, C=F

The X. 400 gateway nmapping defined in MXER[ 4] is provided by the
associ at edX400CGateway attribute. This value may identify nmultiple
possi bl e associ ated gateways. This information is |ooked up at the

same time as mapped OR addresses. In effect, this provides a
fall back mapping, which is found if there is no equival ence mappi ng.
Because of the nature of the mapping a domain will map to either a

gateway or a donmmin, but not both. Thus, there shall never be both
an associ at edX400Gat eway and associ at edORAddress attribute present in
the sane entry. Functionally, mapping takes place exactly according
to M XER The | ongest match is found by the follow ng al gorithm
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1. Derive a directory name fromthe donmain part of the RFC 822
addr ess.

2. Look up this name in the RFC 822 to X 400 subtree to find the
mapped val ue (either associ at edORAddress or
associ at edX400Gateway.). |If the |ookup fails, the error wll
i ndi cate the | ongest match, which can then be | ooked up

I f associ atedORAddress is found, this will define the mapped OR
Address. The mappi ng can al ways be achieved with two | ookups. If an
associ at edX400Gateway is present, the address in question will be
encoded as a donain defined attribute, relative to the OR Address
defined by this attribute. If multiple associ atedX400Gat eway
attributes are found, the MIA nay select the one it chooses to use.

Because of the availability of aliases, sone of the table mappings
may be sinplified. |In addition, the directory can support mappi ng
from addresses using the nunmeric country codes.

5 Gateway Sel ection of MCGAMs

The directory information to support identification of MCGAMs is
given in Figure 3. A MXER gateway sinply identifies the an ordered
lists of MCGAM col l ections that it will use for |ookup. These are
referenced by name. A gateway is not required to use any MCGAMs.
Where MCGAMs are accessed fromnmultiple sources, it is recommended
that all of the sources be accessed in order to deternmine the MCGAM
whi ch gives the

m xer Gat eway OBJECT- CLASS :: =
KI ND auxi liary
SUBCLASS OF {mhs- nessage-transfer-agent}
MUST Cont ai n {
ncgamrabl es
}

I D oc- m xer - gat eway}

ncgamlabl es ATTRI BUTE :: = { 10
W TH SYNTAX SEQUENCE OF Di sti ngui shedNane
SI NGLE VALUE

| D at - ncgam t abl es}

Figure 3: (Object Casses for MCGAM sel ection

best match.
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7 Security Considerations

Thi s docunent specifies a nmeans by which the X 500/ LDAP directory
service can direct the translation between X 400 and I nternet nai
addresses. This can indirectly affect the routing of nessages across
a gateway between X 400 and Internet Mail. A succesful attack on
this service could cause incorrect translation of an originator
address (thus "forging" the originator address), or incorrect
translation of a recipient address (thus directing the nmail to an
unaut hori zed recipient, or making it appear to an authorized

reci pient, that the nessage was i ntended for recipients other than
those chosen by the originator). Wen cryptographic authentication
is available for directory responses, clients shall enploy those
nmechani sns to verify the authenticity and integrity of those
responses.
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A Object ldentifier Assignhnent

mhs-ds OBJECT IDENTIFIER ::= {iso(1l) org(3) dod(6) internet(1l) private(4)
enterprises(l) isode-consortium (453) nhs-ds (7)}

mappi ng OBJECT | DENTI FI ER :: = {nhs-ds 4}

oc OBJECT I DENTIFIER ::= {mapping 1}

at OBJECT | DENTIFI ER ::= {mappi ng 2}

oc-rfc822-t0-x400- mappi ng OBJECT I DENTIFIER ::= {oc 1} 10

oc- x400-t o-rfc822- mappi ng OBJECT | DENTIFIER ::= {oc 2}

oc-om tted-or-address-conponent OBJECT | DENTIFIER ::= {oc 3}

oc-m xer-gateway ::= {oc 4}

at - associ at ed- or-address OBJECT I DENTIFIER ::= {at 6}

at - associ at ed- x400- gat eway OBJECT | DENTIFIER ::= {at 3}

at - associ at ed- dormai n OBJECT I DENTIFIER ::= {at 4}

at - or - addr ess- conponent -t ype OBJECT IDENTIFIER ::= {at 7}

at - associ at ed-i nternet -gateway OBJECT I DENTIFIER ::= {at 8}

at-ncgamtables ::= {at 9} 20

Figure 4: (Object ldentifier Assignnent
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Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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