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Routing Aspects OF I Pv6 Transition
Status of this neno
This menmo provides information for the Internet community. This nmeno

does not specify an Internet standard of any kind. Distribution of
this memo is unlimted.

Abst r act
Thi s docunent gives an overview of the routing aspects of the |IPv6
transition. It is based on the protocols defined in the docunent
"Transiti on Mechanisns for |Pv6 Hosts and Routers" [1]. Readers
should be famliar with the transition nmechani snms before reading this
docunent .

The proposal s contained in this docunent are based on the work of the
Ngt rans wor ki ng group

1. TERM NOLOGY
Thi s paper uses the follow ng termn nol ogy:
node - a protocol nodule that inplenents |IPv4 or |Pv6.

rout er - a node that forwards packets not explicitly
addressed to itself.

host - any node that is not a router

border router - a router that forwards packets across
routi ng domai n boundari es.

Iink - a comunication facility or nedium over which
nodes can comuni cate at the Iink layer, i.e., the layer
i mredi ately bel ow i nternet |ayer.

interface - a node’'s attachment to a |ink

addr ess

an network layer identifier for an interface or
a group of interfaces.
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nei ghbors - nodes attached to the sane |ink

routing domain - a collection of routers which coordinate
routi ng know edge using a single routing protocol

routing region (or just "region") - a collection of routers
i nterconnected by a single internet protocol (e.g. |Pv6)
and coordinating their routing know edge using routing
protocols froma single internet protocol stack. A
routing regi on may be a superset of a routing domain.

tunneling - encapsulation of protocol A within protocol B
such that A treats B as though it were a datalink |ayer.

reachability information - information describing the set of
reachabl e destinations that can be used for packet
f orwar di ng deci si ons.

routing infornmation - same as reachability information.
address prefix - the high-order bits in an address.

routing prefix - address prefix that expresses destinations
whi ch have addresses with the matching address prefixes.
It is used by routers to advertise what systens they are
capabl e of reaching.

route | eaking - advertisement of network |ayer reachability
i nformati on across routing region boundaries.

2. 1 SSUES AND QUTLI NE

Thi s docunent gives an overview of the routing aspects of IPv4 to
| Pv6 transition. The approach outlined here is designed to be
conpatible with the existing mechanisns for IPv6 transition [1].

During an extended | Pv4-to-1Pv6 transition period, |Pv6-based systens
nmust coexist with the installed base of |Pv4d systens. In such a dua

i nt er net wor ki ng protocol environment, both IPv4 and | Pv6 routing
infrastructure will be present. Initially, deployed |IPv6-capable
domai ns m ght not be globally interconnected via |IPv6-capabl e
internet infrastructure and therefore may need to communi cate across
| Pv4-only routing regions. In order to achieve dynanmic routing in
such a mixed environment, there need to be mechanisns to globally
distribute I Pv6 network |layer reachability information between

di spersed I Pv6 routing regions. The sane techni ques can be used in

| ater stages of IPv4-to-1Pv6 transition to route | Pv4 packets between
i solated I Pvd4-only routing region over |IPv6 infrastructure.
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The IPng transition provides a dual-1P-layer transition, augmented by
use of encapsul ati on where necessary and appropriate. Routing issues
related to this transition include:

(1) Routing for |Pv4 packets

(2) Routing for |IPv6 packets
(2a) |1 Pv6 packets with | Pv6-native addresses
(2b) 1 Pv6 packets with | Pv4-conpati bl e addresses

(3) Operation of manually configured static tunnels

(4) Operation of automatic encapsul ation
(4a) Locating encapsul ators
(4b) Ensuring that routing is consist with
encapsul ati on

Basi ¢ nechani sns required to acconplish these goals include: (i)
Dual -1 P-l ayer Route Conputation; (ii) Mnual configuration of point-
to-point tunnels; and (iii) Route |eaking to support automatic
encapsul ati on.

The basi c mechani smfor routing of IPv4 and |IPv6 invol ves dual -1 P-

| ayer routing. This inplies that routes are separately cal cul ated for
| Pv4 addresses and for |Pv6 addressing. This is discussed in nore
detail in section 3.1.

Tunnels (either I Pv4 over | Pv6, or IPv6 over |Pv4) nmay be manual ly
configured. For exanple, in the early stages of transition this nmay
be used to allow two | Pv6 donains to interact over an | Pv4d
infrastructure. Manually configured static tunnels are treated as if
they were a normal data link. This is discussed in nore detail in
section 3. 2.

Use of autommtic encapsul ati on, where the |IPv4 tunnel endpoint
address is determned fromthe | Pv4 address enbedded in the | Pv4-
conpati bl e destination address of |Pv6 packet, requires consistency
of routes between IPv4 and | Pv6 routing domai ns for destinations
using | Pv4-conpati bl e addresses. For exanple, consider a packet which
starts off as an |IPv6 packet, but then is encapsulated in an |Pv4
packet in the mddle of its path fromsource to destination. This
packet nust |ocate an encapsul ator at the correct part of its path.
Al so, this packet has to follow a consistent route for the entire
path from source to destination. This is discussed in nore detail in
section 3. 3.

The nmechani snms for tunneling I Pv6 over IPv4 are defined in the
transition nechani sns specification [1].
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3. MORE DETAI L OF BASI C APPROACHES
3.1 Basic Dual -1P-layer Operation

In the basic dual-IP-layer transition schene, routers may

i ndependent|ly support IPv4 and I Pv6 routing. Other parts of the
transition, such as DNS support, and sel ection by the source host of
whi ch packet format to transmit (IPv4 or |Pv6) are discussed in [1].
Forwar di ng of |Pv4 packets is based on routes |earned through running
| Pv4-specific routing protocols. Simlarly, forwarding of |Pv6
packets (including |Pv6-packets with |IPv4-conpatible addresses) is
based on routes | earned through running | Pv6-specific routing
protocols. This inplies that separate instances of routing protocols
are used for IPv4 and for I Pv6 (although note that this could consist
of two instances of OSPF and/or two instances of R P, since both OSPF
and RIP are capabl e of supporting both IPv4 and | Pv6 routing).

A mnor enhancenment would be to use an single instance of an

i ntegrated routing protocol to support routing for both IPv4 and
IPv6. At the tine that this is witten there is no protocol which
has yet been enhanced to support this. This m nor enhancenent does
not change the basic dual -1P-layer nature of the transition.

For initial testing of IPv6 with |Pv4-conpatible addresses, it may be
useful to allow forwarding of |Pv6 packets w thout running any |Pv6-
conpatible routing protocol. In this case, a dual (IPv4 and | Pv6)
router could run routing protocols for IPv4 only. It then forwards

| Pv4 packets based on routes |earned froml|Pv4 routing protocols.

Al so, it forwards | Pv6 packets with an | Pv4-conpatibl e destination
address based on the route for the associated | Pv4 address. There are
a couple of drawbacks with this approach: (i) It does not
specifically allow for routing of |Pv6 packets via |Pv6-capabl e
routers while avoiding and routing around | Pv4-only routers; (ii) It
does not produce routes for "non-conpatible" |Pv6 addresses. Wth
this nmethod the routing protocol does not tell the router whether

nei ghboring routers are | Pv6-conpatible. However, neighbor discovery
may be used to determine this. Then if an | Pv6 packet needs to be
forwarded to an I Pv4-only router it can be encapsulated to the
destinati on host.

3.2 Manual ly Configured Static Tunnels

Tunnel ing techni ques are already w dely deployed for bridging non-IP
network | ayer protocols (e.g. AppleTalk, CLNP, IPX) over |Pv4 routed
infrastructure. I1Pv4 tunneling is an encapsul ation of arbitrary
packets inside | Pv4 datagranms that are forwarded over |Pv4
infrastructure between tunnel endpoints. For a tunneled protocol, a
tunnel appears as a single-hop link (i.e. routers that establish a
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tunnel over a network |ayer infrastructure can inter-operate over the
tunnel as if it were a one-hop, point-to-point link). Once a tunne

is established, routers at the tunnel endpoints can establish routing
adj acenci es and exchange routing information. Describing the
protocols for perform ng encapsul ation is outside the scope of this
paper (see [1]). Static point-to-point tunnels may al so be

est abl i shed between a host and a router, or between two hosts. Again
each manual |y configured point-to-point tunnel is treated as if it
was a sinple point-to-point |ink.

3.3 Autonmtic Tunnel s

Autonmatic tunneling may be used when both the sending and destination
nodes are connected by IPv4 routing. |In order for autonmatic
tunneling to work, both nodes must be assigned | Pv4-conpatible |Pv6
addresses. Automatic tunneling can be especially useful where either
source or destination hosts (or both) do not have any adjacent |Pv6-
capabl e router. Note that by "adjacent router", this includes
routers which are logically adjacent by virtue of a nanually

confi gured point-to-point tunnel (which is treated as if it is a

si npl e point-to-point Iink).

Wth automatic tunneling, the resulting |IPv4d packet is forwarded by

| Pv4 routers as a normal | Pv4 packet, using |Pv4 routes | earned from
routing protocols. There are therefore no special issues related to
IPv4 routing in this case. There are however routing issues relating
to how | Pv6 routing works in a manner which is conpatible with
automatic tunneling, and how tunnel endpoint addresses are sel ected
during the encapsul ati on process. Automatic tunneling is useful from
a source host to the destination host, froma source host to a
router, and froma router to the destination host. Mechanisns for
automatic tunneling froma router to another router are not currently
def i ned.

3.3.1 Host to Host Automatic Tunneling

If both source and destination hosts nake use of |Pv4-conpatible |Pv6
addresses, then it is possible for automatic tunneling to be used for
the entire path fromthe source host to the destination host. In this
case, the I Pv6 packet is encapsulated in an |IPv4 packet by the source
host, and is forwarded by routers as an | Pv4 packet all the way to
the destination host. This allows initial deploynment of |Pv6-capable
hosts to be done prior to the update of any routers.
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A source host may nake use of Host to Host autonatic tunneling
provided that the followi ng are both true:

- the source address is an |Pv4-conpatible | Pv6 address.

- the destination address is an |Pv4-conpatible | Pv6 address.

- the source host does know of one or nore nei ghboring | Pv4-
capabl e routers, or the source and destination are on the
sane subnet.

If all of these requirenments are true, then the source host nay
encapsul ate the |1 Pv6 packet in an | Pv4 packet, using a source |Pv4
address which is extracted fromthe associ ated source | Pv6 address,
and using a destination | Pv4 address which is extracted fromthe
associ ated destination | Pv6 address.

VWere host to host automatic tunneling is used, the packet is
forwarded as a normal |Pv4 packet for its entire path, and is
decapsul ated (i.e., the I Pv4d header is renoved) only by the
desti nation host.

3.3.2 Host to Router Configured Default Tunneling

In sonme cases "configured default” tunneling may be used to
encapsul ate the | Pv6 packet for transm ssion fromthe source host to
an | Pv6-backbone. However, this requires that the source host be
configured with an I Pv4 address to use for tunneling to the backbone.

Configured default tunneling is particularly useful if the source
host does not know of any |ocal |Pv6-capable router (inplying that
the packet cannot be forwarded as a normal |Pv6 packet directly over
the link layer), and when the destination host does not have an

| Pv4-conpatible | Pv6 address (inplying that host to host tunneling
cannot be used).

Host to router configured default tunneling may optionally al so be
used even when the host does know of a local IPv6 router. In this
case it is a policy decision whether the host prefers to send a
native | Pv6 packet to the | Pv6-capable router or prefers to send an
encapsul at ed packet to the configured tunnel endpoint.

Simlarly host to router default configured tunneling nmay be used
even when the destination address is an |Pv4-conpatible | Pv6 address.
In this case for exanple a policy decision may be nade to prefer
tunneling for part of the path and native IPv6 for part of the path,
or alternatively to use tunneling for the entire path from source
host to destination host.
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A source host may nake use of host to router configured default
tunneling provided that ALL of the followi ng are true:

- the source address is an |Pv4-conpatible | Pv6 address.

- the source host does know of one or nore nei ghboring |Pv4-
capabl e routers

- the source host has been configured with an | Pv4 address of
an dual router which can serve as the tunnel endpoint.

If all of these requirenments are true, then the source host nay
encapsul ate the |1 Pv6 packet in an | Pv4 packet, using a source |Pv4
address which is extracted fromthe associ ated source | Pv6 address,
and using a destination |Pv4 address whi ch corresponds to the

confi gured address of the dual router which is serving as the tunne
endpoi nt .

VWhen host to router configured default tunneling is used, the packet
is forwarded as a nornal |Pv4 packet fromthe source host to the dua
router serving as tunnel endpoint, is decapsul ated by the dua
router, and is then forwarded as a normal |Pv6 packet by the tunne
endpoi nt .

3.3.2.1 Routing to the Endpoint for the Configured Default Tunne

The dual router which is serving as the end point of the host to
router configured default tunnel mnust advertise reachability into
| Pv4 routing sufficient to cause the encapsul ated packet to be
forwarded to it.

The sinplest approach is for a single I Pv4 address to be assigned for
use as a tunnel endpoint. One or nore dual routers, which have
connectivity to the | Pv6 backbone and which are capable of serving as
tunnel endpoint, advertise a host route to this address into |Pv4
routing in the IPv4-only region. Each dual host in the associated

| Pv4d-only region is configured with the address of this tunne
endpoi nt and selects a route to this address for forwarding
encapsul at ed packet to a tunnel end point (for exanple, the nearest
tunnel end point, based on whatever netric(s) the local routing
protocol is using).

Finally, in some cases there may be some reason for specific hosts to
prefer one of several tunnel endpoints, while allowing all potentia
tunnel endpoints to serve as backups in case the preferred endpoint
is not reachable. In this case, each dual router with | Pv6 backbone
connectivity which is serving as potential tunnel endpoint is given a
uni que | Pv4 address taken froma single | Pv4d address bl ock (where the
| Pv4 address block is assigned either to the organization

adm ni stering the IPv4-only region, or to the organi zation
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adm ni stering the | ocal part of the I Pv6 backbone). In the likely
case that there are nuch | ess than 250 such dual routers serving as
tunnel endpoints, we suggest using multiple | Pv4 addresses sel ected
froma single 24-bit | Pv4 address prefix for this purpose. Each dua
router then advertises two routes into the IPv4 region: A host route
corresponding to the tunnel endpoint address specifically assigned to
it, and also a standard (prefix) route to the associ ated |Pv4 address
bl ock. Each dual host in the IPv4-only region is configured with a
tunnel endpoi nt address which corresponds to the preferred tunne
endpoint for it to use. If the associated dual router is operating,
then the packet will be delivered to it based upon the host route
that it is advertising into the IPv4-only region. However, if the
associ ated dual router is down, but sone other dual router serving as
a potential tunnel endpoint is operating, then the packet will be
delivered to the nearest operating tunnel endpoint.

3.3.3 Router to Host Automatic Tunneling

In sone cases the source host may have direct connectivity to one or
nore | Pv6-capabl e routers, but the destination host m ght not have
direct connectivity to any |Pv6-capable router. In this case,

provi ded that the destination host has an |Pv4-conpatible |IPv6
address, normal |Pv6e forwarding may be used for part of the packet’s
path, and router to host tunneling may be used to get the packet from
an encapsul ati ng dual router to the destination host.

In this case, the hard part is the IPv6 routing required to deliver
the 1 Pv6 packet fromthe source host to the encapsul ating router. For
this to happen, the encapsul ating router has to advertise
reachability for the appropriate |Pv4-conpatible | Pv6 addresses into
the I1Pv6 routing region. Wth this approach, all |1Pv6 packets
(including those with | Pv4-conpati bl e addresses) are routed using
routes calculated fromnative IPv6 routing. This inplies that
encapsul ating routers need to advertise into | Pv6 routing specific
route entries corresponding to any | Pv4-conpatible |Pv6 addresses
that belong to dual hosts which can be reached in an nei ghboring

| Pv4-only region. This requires nmanual configuration of the

encapsul ating routers to control which routes are to be injected into
| Pv6 routing protocols. Nodes in the IPv6 routing region would use
such a route to forward | Pv6 packets along the routed path toward the
router that injected (leaked) the route, at which point packets are
encapsul ated and forwarded to the destination host using normal |Pv4
routing.

Dependi ng upon the extent of the IPv4-only and dual routing regions,
the | eaking of routes may be relatively sinple or nmay be nore

conpl ex. For exanple, consider a dual Internet backbone, connected
via one or two dual routers to an IPv4-only stub routing domain. In
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this case, it is likely that there is already one sumary address
prefix which is being advertised into the Internet backbone in order
to summari ze | Pv4 reachability to the stub domain. In such a case,
the border routers would be configured to announce the |Pv4 address
prefix into the 1Pv4 routing within the backbone, and al so announce
the corresponding | Pv4-conpatible | Pv6 address prefix into | Pv6
routing within the backbone.

A nore difficult case involves the border between a major Internet
backbone which is IPv4d-only, and a major Internet backbone which
supports both IPv4 and IPv6. In this case, it requires that either
(i) the entire IPv4 routing table be fed into IPv6 routing in the
dual routing domain (inplying a doubling of the size of the routing
tables in the dual domain); or (ii) Manual configuration is required
to determne which of the addresses contained in the Internet routing
tabl e include one or nore |Pv6-capable systenms, and only these
addresses be advertised into IPv6 routing in the dual domain

3.3.4 Exanpl e of How Automatic Tunnels May be Conbi ned

Clearly tunneling is useful only if comrunication can be achieved in
both directions. However, different forns of tunneling may be used in
each direction, depending upon the |ocal environment, the form of
address of the two hosts which are exchanging | Pv6 packets, and the
policies in use.

Tabl e 1 sunmarizes the formof tunneling that will result given each
possi bl e combi nati on of host capabilities, and given one possible set
of policy decisions. This table is derived directly fromthe
requirenents for automatic tunneling di scussed above.

The exanple in table 1 uses a specific set of policy decisions: It is
assumed in table 1 that the source host will transnmit a native |IPv6
where possible in preference over encapsulation. It is also assumed
that where tunneling is needed, host to host tunneling will be
preferred over host to router tunneling. Oher conbinations are
therefore possible if other policies are used.

Due to a specific policy choice, the default sending rules in [1] may
not be foll owed.

Not e t hat | Pv6-capabl e hosts which do not have any local |Pv6 router
nust be given an | Pv4-conpatible v6 address in order to make use of
their 1 Pv6 capabilities. Thus, there are no entries for |Pv6-capable
hosts whi ch have an inconpatible | Pv6 address and which al so do not
have any connectivity to any local I1Pv6 router. In fact, such hosts
could communicate with other 1Pv6 hosts on the sane | ocal network

wi thout the use of a router. However, since this document focuses on
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routing and router inplications of IPv6 transition, direct
comuni cati on between two hosts on the same | ocal network without any
intervening router is outside the scope of this docunent.

Al so, table 1 does not consider manual ly configured point-to-point
tunnels. Such tunnels are treated as if they were nornmal point-to-
point |inks. Thus any two | Pv6-capabl e devi ces which have a nanual |y
configured tunnel between them may be considered to be directly

connect ed.

_________________ Fe e e e e e e e e e e e e e e e e e e e e e e e e e — e, m— - —— - - -

Host A | Host B | Result

_________________ P

v4-conpat. addr. | v4-conpat. addr. | host to host tunneling

no local v6 rtr. | no local v6 rtr. | in both directions

................. e

v4-conpat. addr. | v4-conpat. addr. | A->B: host to host tunne

no local v6 rtr. | local v6 rtr. | B->A: v6 forwarding plus
| | rtr->host tunne

_________________ o

| A->B: host to rtr tunnel
| plus v6 forwarding
| B->A: v6 forwarding plus
| rtr to host tunne

v4- conpat. addr.
no local v6 rtr.

i nconpat. addr.
local v6 rtr.

_________________ P
v4-conpat. addr. | v4-conpat. addr. | end to end native v6
local v6 rtr. | local v6 rtr. | in both directions
................. e
v4-conpat. addr. | inconpat. addr. | end to end native v6
local v6 rtr. | local v6 rtr. | in both directions
_________________ P
i ncompat. addr. | inconpat. addr. | end to end native v6
local v6 rtr. | local v6 rtr. | in both directions
................. e

Table 1: Summary of Automatic Tunneling Conbi nations
3.3.5 Exanpl e

Figure 2 illustrates an exanple network with two regions A and B
Region A is dual, neaning that the routers within region A are
capabl e of forwarding both IPv4 and I Pv6. Region B is |IPv4-only,
implying that the routers within region B are capable of routing only
| Pv4. The illustrated routers RL through R4 are dual. The illustrated
routers r5 through r9 are IPv4-only. Al so assune that hosts H3
through H3 are dual. Thus H7 and H8 have been upgraded to be |Pv6-
capabl e, even though they exist in a region in which the routers are
not | Pv6-capabl e. However, host hl and h2 are |Pv4-only.
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h1 : : | -h2
| : : |

HB- - - Rl-- === - - v S [Beoeop Qmem-t
| | : : | | - H7
| | : : |
| | |

HA- - - RB- - - - - - - =Y P [6eceorBenn-- Hg

'Regi on A (Dual Routers) Regi on B (1Pv4-only Rirs)

Figure 2. Exanple of Automatic Tunneling

Consi der a packet fromhl to H8. In this case, since hl is |Pv4-only,
it will send an |1 Pv4 packet. This packet will traverse regions A and
B as a nornmal | Pv4 packet for the entire path. Routing will take

pl ace using normal |Pv4 routing nmethods, with no change fromthe
operation of the current |Pv4 Internet (nmodul o normal advances in the
operation of |IPv4, of course). Sinmlarly, consider a return packet
fromH3 to hl. Here again H3 will transmt an |Pv4 packet, which will
be forwarded as a normal |Pv4 packet for the entire path.

Consi der a packet fromH3 to H8. In this case, since H8 is in an

| Pv4-only routing donmain, we can assune that H8 uses an |Pv4-
conpati ble I Pv6 address. Since both source and destination are | Pv6-
capable, H3 may transmit an |Pv6 packet destined to H8. The packet
will be forwarded as far as R2 (or R4) as an | Pv6 packet.

Router R2 (or R4) will then encapsulate the full IPv6 packet in an

| Pv4 header for delivery to H8. In this case it is necessary for
routing of IPv6 within region A to be capable of delivering this
packet correctly to R2 (or R4). As explained in section 3.3, routers
R2 and R4 may inject routes to | Pv4-conpatible I Pv6 addresses into
the I Pv6 routing used within region A corresponding to the routes
which are available via IPv4 routing within region B

Consi der a return packet fromH8 to H3. Again, since both source and
destination are | Pv6-capable, a | Pv6 packet may be transmtted by HS.
However, since H3 does not have any direct connectivity to an | Pv6-
capabl e router, H8 nmust make use of an automatic tunnel. \Which form
of autonmatic tunnel will be used depends upon the type of address
assigned to H3.
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If H3 is assigned an | Pv4-conpati bl e address, then the requirenents
specified in section 3.3.1 will all be satisfied. In this case host
H8 may encapsul ate the full |Pv6 packet in an |Pv4 header using a
source | Pv4 address extracted fromthe | Pv6 address of H3, and using
a destination | Pv4 address extracted fromthe | Pv6 address of H3.

If H3 has an I Pv6-only address, then it is not possible for H3 to
extract an | Pv4 address to use as the destination tunnel address from
the IPv6 address of H3. In this case H8 nust use host to router
tunneling, as specified in section 3.3.2. In this case one or both of
R2 and R4 nust have been configured with a tunnel endpoint |Pv4
address (R2 and R4 may use either the same address or different
addresses for this purpose). R2 and/or R4 therefore advertise
reachability to the tunnel endpoint address to r5 and r6
(respectively), which advertise this reachability information into
region B. Al so, H8 must have been configured to know which tunne
endpoi nt address to use for host to router tunneling. This wll
result in the | Pv6 packet, encapsulated in an | Pv4 header, to be
transmtted as far as the border router R2 or R4. The border router
will then strip off the IPv4 header, and forward the remaining | Pv6
packet as a normal |Pv6 packet using the normal |Pv6 routing used in
regi on A

4. SECURI TY CONSI DERATI ONS

Use of tunneling may violate firewalls of underlying routing
infrastructure

No ot her security issues are discussed in this paper
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