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Abst r act

This meno descri bes the use of the HVAC al gorithm [ RFC-2104] in
conjunction with the SHA-1 al gorithm[FIPS-180-1] as an

aut henti cati on nechanismw thin the revised | PSEC Encapsul ati ng
Security Payload [ESP] and the revised | PSEC Aut henti cati on Header
[AH . HVAC with SHA-1 provides data origin authentication and
integrity protection.

Further information on the other conponents necessary for ESP and AH
i mpl enentations is provided by [ Thayer97a].

1. Introduction

This meno specifies the use of SHA-1 [ FIPS-180-1] conbi ned with HVAC
[ RFC-2104] as a keyed authentication mechanismwi thin the context of
the Encapsul ati ng Security Payl oad and the Authentication Header.
The goal of HVAC-SHA-1-96 is to ensure that the packet is authentic
and cannot be nodified in transit.

HVAC i s a secret key authentication algorithm Data integrity and
data origin authentication as provi ded by HVAC are dependent upon the
scope of the distribution of the secret key. If only the source and
destinati on know the HVAC key, this provides both data origin
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aut hentication and data integrity for packets sent between the two
parties; if the HVAC is correct, this proves that it nust have been
added by the source.

In this neno, HVAC-SHA-1-96 is used within the context of ESP and AH.
For further information on how the various pieces of ESP - including
the confidentiality mechanism-- fit together to provide security
services, refer to [ESP] and [ Thayer97a]. For further information on
AH, refer to [AH and [ Thayer97a].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

2. Algorithmand Mde

[ FI PS-180- 1] describes the underlying SHA-1 algorithm while [RFC
2104] describes the HVAC al gorithm The HMAC al gorithm provides a
framework for inserting various hashing algorithnms such as SHA- 1.

HVAC- SHA- 1- 96 operates on 64-byte bl ocks of data. Padding
requirenents are specified in [FIPS-180-1] and are part of the SHA-1
algorithm If you build SHA-1 according to [FIPS-180-1] you do not
need to add any additional padding as far as HVAC-SHA-1-96 is
concerned. Wth regard to "inplicit packet padding" as defined in
[AH no inplicit packet padding is required.

HVAC- SHA- 1- 96 produces a 160-bit authenticator value. This 160-bit
val ue can be truncated as described in RFC2104. For use with either
ESP or AH, a truncated value using the first 96 bits MJST be
supported. Upon sending, the truncated value is stored within the
aut henticator field. Upon receipt, the entire 160-bit value is
conputed and the first 96 bits are conpared to the value stored in
the authenticator field. No other authenticator value |lengths are
supported by HVAC SHA- 1-96.

The I ength of 96 bits was sel ected because it is the default
aut henticator length as specified in [AH and neets the security
requi rements described in [ RFC-2104].

2.1 Performance
[Bel l are96a] states that "(HVAC) perfornance is essentially that of
the underlying hash function". As of this witing no detailed

performance anal ysis has been done of SHA-1, HVAC or HMAC conbi ned
with SHA-1.
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[ RFC-2104] outlines an inplenentation nodification which can inprove
per - packet performance without affecting interoperability.

3. Keying Materi al

HVAC- SHA- 1-96 is a secret key algorithm Wile no fixed key length is
specified in [RFC-2104], for use with either ESP or AH a fixed key

| ength of 160-bits MJST be supported. Key |lengths other than 160-
bits MJUST NOT be supported (i.e. only 160-bit keys are to be used by
HVAC- SHA- 1-96). A key length of 160-bits was chosen based on the
recomendations in [RFC-2104] (i.e. key lengths less than the

aut henticator |length decrease security strength and keys | onger than
the authenticator length do not significantly increase security
strength).

[ RFC-2104] discusses requirenents for key material, which includes a
di scussion on requirements for strong randommess. A strong pseudo-
random function MJST be used to generate the required 160-hbit key.

At the time of this witing there are no specified weak keys for use
with HVAC. This does not nean to inply that weak keys do not exist.
If, at some point, a set of weak keys for HVMAC are identified, the
use of these weak keys nust be rejected followed by a request for
repl acenent keys or a newy negotiated Security Association

[ ARCH describes the general mechani smfor obtaining keying materia
when nultiple keys are required for a single SA (e.g. when an ESP SA
requires a key for confidentiality and a key for authentication).

In order to provide data origin authentication, the key distribution
nmechani sm nust ensure that unique keys are all ocated and that they
are distributed only to the parties participating in the

conmuni cati on.

[ RFC-2104] makes the foll owing recormendation with regard to
rekeying. Current attacks do not indicate a specific recommended
frequency for key changes as these attacks are practically

i nfeasi ble. However, periodic key refreshnment is a fundamenta
security practice that hel ps against potential weaknesses of the
function and keys, reduces the information avaliable to a
cryptanalyst, and linmts the damage of an exposed key.

4. Interaction with the ESP C pher Mechani sm

As of this witing, there are no known issues which preclude the use
of the HMAC- SHA-1-96 al gorithmw th any specific cipher algorithm
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5. Security Considerations

The security provided by HVAC- SHA-1-96 is based upon the strength of
HVAC, and to a | esser degree, the strength of SHA-1. At the tinme of
this witing there are no practical cryptographic attacks agai nst
HVAC- SHA- 1- 96.

[ RFC-2104] states that for "mninmally reasonabl e hash functions" the
"birthday attack"” is inpractical. For a 64-byte block hash such as
HVAC- SHA- 1- 96, an attack involving the successful processing of 2**80
bl ocks woul d be infeasible unless it were discovered that the
under | yi ng hash had collisions after processing 2**30 bl ocks. A hash
with such weak collision-resistance characteristics would generally
be considered to be unusable.

It is also inmportant to consider that while SHA-1 was never devel oped
to be used as a keyed hash algorithm HWVAC had that criteria fromthe
onset .

[ RFC-2104] al so discusses the potential additional security which is
provided by the truncation of the resulting hash. Specifications

whi ch include HVAC are strongly encouraged to performthis hash
truncati on.

As [ RFC-2104] provides a framework for incorporating various hash
algorithms with HVAC, it is possible to replace SHA-1 with other

al gorithms such as MD5. [RFC-2104] contains a detail ed discussion on
the strengths and weaknesses of HMAC al gorithns.

As is true with any cryptographic algorithm part of its strength
lies in the correctness of the algorithminplenmentation, the security
of the key nanagenent nechanismand its inplenmentation, the strength
of the associ ated secret key, and upon the correctness of the

i mpl enentation in all of the participating systems. [RFC 2202]
contains test vectors and exanple code to assist in verifying the
correctness of HMAC SHA- 1- 96 code.
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9.

Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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