Net wor k Wor ki ng Group R Housl ey
Request for Comments: 2630 SPYRUS
Cat egory: Standards Track June 1999

Crypt ographi c Message Synt ax
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (1999). Al Rights Reserved.
Abst ract

Thi s docunent describes the Cryptographic Message Syntax. This
syntax is used to digitally sign, digest, authenticate, or encrypt
arbitrary nessages.

The Cryptographi c Message Syntax is derived from PKCS #7 version 1.5
as specified in RFC 2315 [ PKCS#7]. \Werever possible, backward
conpatibility is preserved; however, changes were necessary to
accommodate attribute certificate transfer and key agreenent

techni ques for key managenent.
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1 Introduction

Thi s docunent describes the Cryptographic Message Syntax. This
syntax is used to digitally sign, digest, authenticate, or encrypt
arbitrary nessages.

The Cryptographi c Message Syntax describes an encapsul ati on synt ax
for data protection. It supports digital signatures, nessage

aut henti cation codes, and encryption. The syntax allows nultiple
encapsul ati on, so one encapsul ati on envel ope can be nested inside
another. Likew se, one party can digitally sign sone previously
encapsul ated data. It also allows arbitrary attributes, such as
signing tinme, to be signed along with the nessage content, and
provides for other attributes such as countersignatures to be
associated with a signature.

The Cryptographi c Message Syntax can support a variety of
architectures for certificate-based key managenent, such as the one
defined by the PKI X working group

The Cryptographi c Message Syntax val ues are generated using ASN. 1

[ X. 208-88], using BER-encoding [ X. 209-88]. Values are typically
represented as octet strings. Wile many systens are capabl e of
transmtting arbitrary octet strings reliably, it is well known that
nmany el ectronic-mail systens are not. This docunment does not address
nmechani sns for encoding octet strings for reliable transmission in
such environnents.

2 General Overview

The Cryptographi c Message Syntax (CWVS) is general enough to support
many di fferent content types. This docunent defines one protection
content, Contentlnfo. Contentlnfo encapsulates a single identified
content type, and the identified type nmay provide further
encapsul ati on. This docunent defines six content types: data,

si gned-dat a, envel oped-data, digested-data, encrypted-data, and

aut henti cated-data. Additional content types can be defined outside
thi s docunent.

An inmpl enentation that conforns to this specification rmust inplenent
the protection content, Contentlnfo, and rnust inplenment the data,

si gned-data, and envel oped-data content types. The other content
types nmay be inplenmented if desired.

As a general design philosophy, each content type pernits single pass
processi ng using indefinite-length Basic Encodi ng Rul es ( BER)
encodi ng. Single-pass operation is especially helpful if content is
| arge, stored on tapes, or is "piped" fromanother process. Single-
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pass operation has one significant drawback: it is difficult to
perform encode operations using the D stinguished Encodi ng Rul es
(DER) [ X.509-88] encoding in a single pass since the lengths of the
various conmponents may not be known in advance. However, signed
attributes within the signed-data content type and aut henti cated
attributes within the authenticated-data content type require DER
encoding. Signed attributes and authenticated attributes nust be
transmtted in DER formto ensure that recipients can verify a
content that contains one or nore unrecogni zed attributes. Signed
attributes and authenticated attributes are the only CVS data types
that require DER encodi ng.

3 Ceneral Syntax

The Cryptographi c Message Syntax (CMVS) associates a content type
identifier with a content. The syntax shall have ASN. 1 type
Cont ent | nf o:

Contentlnfo ::= SEQUENCE {
cont ent Type Cont ent Type,
content [0] EXPLICIT ANY DEFI NED BY content Type }

Cont ent Type ::= OBJECT | DENTI FI ER
The fields of Contentlnfo have the followi ng neanings:

content Type indicates the type of the associated content. It is
an object identifier; it is a unique string of integers assigned
by an authority that defines the content type.

content is the associated content. The type of content can be
det erm ned uni quely by content Type. Content types for data,

si gned-dat a, envel oped-data, digested-data, encrypted-data, and
aut henticated-data are defined in this docunent. |f additional
content types are defined in other docunents, the ASN. 1 type
defi ned should not be a CHO CE type.

4 Data Content Type
The following object identifier identifies the data content type:

id-data OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkes7(7) 1}

The data content type is intended to refer to arbitrary octet

strings, such as ASCII text files; the interpretation is left to the
application. Such strings need not have any internal structure
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(al though they could have their own ASN. 1 definition or other
structure).

The data content type is generally encapsulated in the signed-data,
envel oped- dat a, di gested-data, encrypted-data, or authenticated-data
content type.

5 Signed-data Content Type

The signed-data content type consists of a content of any type and
zero or nore signature values. Any nunber of signers in parallel can
sign any type of content.

The typical application of the signed-data content type represents
one signer’'s digital signature on content of the data content type.
Anot her typical application dissem nates certificates and certificate
revocation lists (CRLs).

The process by which signed-data is constructed involves the
fol |l owi ng steps:

1. For each signer, a nessage digest, or hash value, is conputed
on the content with a signer-specific nessage-di gest algorithm

If the signer is signing any information other than the content,
the nessage digest of the content and the other infornation are
digested with the signer’s nmessage digest algorithm (see Section
5.4), and the result becones the "nmessage digest."

2. For each signer, the nessage digest is digitally signed using
the signer’s private key.

3. For each signer, the signature value and other signer-specific
information are collected into a Signerlnfo value, as defined in
Section 5.3. Certificates and CRLs for each signer, and those not
corresponding to any signer, are collected in this step.

4. The nmessage digest algorithns for all the signers and the
Signerinfo values for all the signers are collected together with
the content into a SignedData value, as defined in Section 5. 1.

A recipient independently conputes the nessage digest. This nessage
di gest and the signer’s public key are used to verify the signature
value. The signer’s public key is referenced either by an issuer

di stingui shed nane along with an issuer-specific serial number or by
a subject key identifier that uniquely identifies the certificate
containing the public key. The signer’s certificate may be included
in the SignedData certificates field.
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This section is divided into six parts. The first part describes the
top-1evel type SignedData, the second part describes
Encapsul at edContent I nfo, the third part describes the per-signer

i nformation type Signerinfo, and the fourth, fifth, and sixth parts
descri be the message di gest cal cul ati on, signature generation, and
signature verification processes, respectively.

5.1 Signedbata Type

The followi ng object identifier identifies the signed-data content
type:

i d-signedbData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi(113549) pkcs(1l) pkes7(7) 2}

The signed-data content type shall have ASN. 1 type SignedDat a:

Si gnedDat a :: = SEQUENCE {
ver si on CVSVer si on,
di gest Al gorithns DigestAl gorithm dentifiers,
encapCont ent | nf o Encapsul at edCont ent | nf o,
certificates [0] IMPLICIT CertificateSet OPTI ONAL
crls [1] IMPLICIT CertificateRevocationLists OPTI ONAL
signerinfos Signerlinfos }

Di gestAlgorithmdentifiers ::= SET OF DigestAl gorithmdentifier
Signerinfos ::= SET OF Signerlnfo
The fields of type SignedData have the foll ow ng neanings:

version is the syntax version nunber. |[|f no attribute
certificates are present in the certificates field, the

encapsul ated content type is id-data, and all of the el ements of
Signerinfos are version 1, then the value of version shall be 1
Alternatively, if attribute certificates are present, the
encapsul ated content type is other than id-data, or any of the
el ements of Signerinfos are version 3, then the value of version
shal | be 3.

digestAlgorithms is a collection of nmessage di gest al gorithm
identifiers. There may be any nunber of elenents in the
collection, including zero. Each elenent identifies the nessage
di gest algorithm along with any associ ated paraneters, used by
one or nore signer. The collection is intended to list the
nmessage di gest al gorithns enpl oyed by all of the signers, in any
order, to facilitate one-pass signature verification. The nessage
di gesting process is described in Section 5.4.
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encapContentinfo is the signed content, consisting of a content
type identifier and the content itself. Details of the
Encapsul at edContent I nfo type are discussed in section 5. 2.

certificates is a collection of certificates. It is intended that
the set of certificates be sufficient to contain chains froma
recogni zed "root" or "top-level certification authority" to all of
the signers in the signerinfos field. There nay be nore
certificates than necessary, and there may be certificates
sufficient to contain chains fromtw or nore independent top-

| evel certification authorities. There may al so be fewer
certificates than necessary, if it is expected that recipients
have an alternate neans of obtaining necessary certificates (e.qg.
froma previous set of certificates). As discussed above, if
attribute certificates are present, then the value of version
shal | be 3.

crls is a collection of certificate revocation lists (CRLs). It
is intended that the set contain information sufficient to

det erm ne whether or not the certificates in the certificates
field are valid, but such correspondence is not necessary. There
may be nore CRLs than necessary, and there may al so be fewer CRLs
than necessary.

signerinfos is a collection of per-signer information. There may
be any number of elenents in the collection, including zero. The
details of the Signerinfo type are discussed in section 5.3.
5.2 Encapsul atedContent|l nfo Type
The content is represented in the type Encapsul at edCont ent | nf o:
Encapsul at edContentInfo ::= SEQUENCE {
eCont ent Type Cont ent Type,
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }
Cont ent Type ::= OBJECT | DENTI FI ER

The fields of type Encapsul atedContentlnfo have the foll ow ng
nmeani ngs:

eContent Type is an object identifier that uniquely specifies the
content type.

eContent is the content itself, carried as an octet string. The
eCont ent need not be DER encoded.
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The optional om ssion of the eContent within the
Encapsul atedContentInfo field makes it possible to construct

"external signatures." In the case of external signatures, the
content being signed is absent fromthe Encapsul at edContent|nfo val ue
included in the signed-data content type. |If the eContent val ue

wi t hi n Encapsul at edContentinfo is absent, then the signatureValue is
cal cul ated and the eContent Type is assigned as though the eContent
val ue was present.

In the degenerate case where there are no signers, the

Encapsul at edContent I nfo val ue being "signed” is irrelevant. 1In this
case, the content type within the Encapsul at edContent|nfo val ue being
"si gned" should be id-data (as defined in section 4), and the content
field of the Encapsul atedContentlnfo value should be omitted.

5.3 Signerinfo Type
Per-signer information is represented in the type Signerlnfo:

Signerinfo ::= SEQUENCE {
ver si on CMVSVer si on,
sid Signerldentifier,
di gest Al gorithm Di gest Al gorithm dentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTI ONAL,
si gnat ur eAl gorithm Si gnatureAl gorithmdentifier,
si gnature SignatureVal ue,
unsi gnedAttrs [1] IMPLICI T UnsignedAttributes OPTI ONAL }

Si

gnerldentifier ::= CHO CE {
i ssuer AndSeri al Nunmber | ssuer AndSeri al Nunber,
subj ect Keyl dentifier [0] SubjectKeyldentifier }

SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
Unsi gnedAttributes ::= SET SIZE (1.. MAX) OF Attribute
Attribute ::= SEQUENCE {

attr Type OBJECT | DENTI FI ER,
attrVal ues SET OF Attri buteVal ue }

AttributeVal ue ::= ANY
Si gnatureVal ue ::= OCTET STRI NG
The fields of type Signerlnfo have the follow ng nmeanings:

version is the syntax version nunber. |If the Signerldentifier is
the CHO CE issuerAndSeri al Nunber, then the version shall be 1. |If
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the Signerlidentifier is subjectKeyldentifier, then the version
shal | be 3.

sid specifies the signer’s certificate (and thereby the signer’s
public key). The signer’s public key is needed by the recipient
to verify the signature. Signerldentifier provides two
alternatives for specifying the signer’s public key. The

i ssuer AndSeri al Number alternative identifies the signer’s
certificate by the issuer’s distinguished nane and the certificate
serial nunber; the subjectKeyldentifier identifies the signer’s
certificate by the X 509 subjectKeyldentifier extension val ue.

digestAlgorithmidentifies the nmessage digest algorithm and any
associ ated paraneters, used by the signer. The nessage digest is
conputed on either the content being signed or the content
together with the signed attributes using the process described in
section 5.4. The nessage digest algorithmshould be anmpong those
listed in the digestAlgorithns field of the associ ated Si gnerDat a.

signedAttributes is a collection of attributes that are signed.
The field is optional, but it nust be present if the content type
of the Encapsul atedContentlnfo val ue being signed is not id-data.
Each SignedAttribute in the SET nmust be DER encoded. Usefu
attribute types, such as signing tine, are defined in Section 11
If the field is present, it must contain, at a mninmm the
following two attributes:

A content-type attribute having as its value the content type
of the Encapsul at edContentl nfo val ue being signed. Section
11.1 defines the content-type attribute. The content-type
attribute is not required when used as part of a

countersi gnature unsigned attribute as defined in section 11.4.

A message-digest attribute, having as its value the nessage
di gest of the content. Section 11.2 defines the nessage-di gest
attribute.

signatureAlgorithmidentifies the signature algorithm and any
associ ated paraneters, used by the signer to generate the digita
si gnat ure.

signature is the result of digital signature generation, using the
nessage di gest and the signer’'s private key.

unsi gnedAttributes is a collection of attributes that are not

signed. The field is optional. Useful attribute types, such as
countersignatures, are defined in Section 11
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The fields of type SignedAttribute and UnsignedAttri bute have the
foll owi ng meani ngs:

attrType indicates the type of attribute. It is an object
identifier.

attrValues is a set of values that conprise the attribute. The
type of each value in the set can be determ ned uniquely by
attrType.

5.4 Message Digest Cal cul ati on Process

The nessage di gest cal cul ati on process conputes a nessage di gest on
either the content being signed or the content together with the
signed attributes. |In either case, the initial input to the nessage
di gest cal cul ation process is the "value" of the encapsul ated content
bei ng signed. Specifically, the initial input is the
encapContentlnfo eContent OCTET STRING to which the signing process
is applied. Only the octets conprising the value of the eContent
OCTET STRING are input to the nessage digest algorithm not the tag
or the length octets.

The result of the nmessage digest cal cul ati on process depends on

whet her the signedAttributes field is present. Wen the field is
absent, the result is just the nessage digest of the content as
descri bed above. Wen the field is present, however, the result is
the nmessage di gest of the conpl ete DER encodi ng of the
SignedAttributes value contained in the signedAttributes field.
Since the SignedAttributes val ue, when present, must contain the
content type and the content nessage digest attributes, those val ues
are indirectly included in the result. The content type attribute is
not required when used as part of a countersignature unsigned
attribute as defined in section 11.4. A separate encoding of the
signedAttributes field is perforned for nessage di gest cal cul ation
The IMPLICIT [0] tag in the signedAttributes field is not used for
the DER encoding, rather an EXPLICIT SET OF tag is used. That is,
the DER encoding of the SET OF tag, rather than of the IMPLICIT [O0]
tag, is to be included in the nessage digest calculation along with
the length and content octets of the SignedAttributes val ue.

VWhen the signedAttributes field is absent, then only the octets
conprising the value of the signedData encapContentl|nfo eContent
OCTET STRING (e.g., the contents of a file) are input to the nessage
di gest calculation. This has the advantage that the length of the
content being signed need not be known in advance of the signature
generation process.
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Al t hough the encapContentlnfo eContent OCTET STRING tag and | ength
octets are not included in the nmessage di gest calculation, they are
still protected by other nmeans. The length octets are protected by
the nature of the nessage digest algorithmsince it is
conputationally infeasible to find any two distinct nmessages of any
| ength that have the sane nessage di gest.

5.5 Message Signature Generation Process

The input to the signature generation process includes the result of
the message di gest cal cul ation process and the signer’s private key.
The details of the signature generation depend on the signature

al gorithm enpl oyed. The object identifier, along with any
paraneters, that specifies the signature al gorithm enployed by the
signer is carried in the signatureAlgorithmfield. The signature
val ue generated by the signer is encoded as an OCTET STRI NG and
carried in the signature field.

5.6 Message Signature Verification Process

The input to the signature verification process includes the result
of the nessage digest cal culation process and the signer’s public
key. The recipient may obtain the correct public key for the signer
by any neans, but the preferred nmethod is froma certificate obtained
fromthe SignedData certificates field. The selection and validation
of the signer’s public key may be based on certification path
validation (see [PROFILE]) as well as other external context, but is
beyond the scope of this docunent. The details of the signature
verification depend on the signature al gorithm enpl oyed.

The recipient nmay not rely on any nessage di gest val ues conputed by
the originator. |If the signedData signerlnfo includes
signedAttributes, then the content nessage di gest nust be cal cul ated
as described in section 5.4. For the signhature to be valid, the
nmessage di gest val ue cal cul ated by the recipient nust be the sane as
the val ue of the nmessageDi gest attribute included in the

signedAttri butes of the signedData signerlnfo.

6 Envel oped-data Content Type

The envel oped-data content type consists of an encrypted content of
any type and encrypted content-encryption keys for one or nore

reci pients. The conbination of the encrypted content and one
encrypted content-encryption key for a recipient is a "digita

envel ope" for that recipient. Any type of content can be envel oped
for an arbitrary nunber of recipients using any of the three key
managemnment techni ques for each recipient.
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The typi cal application of the envel oped-data content type will
represent one or nore recipients’ digital envel opes on content of the
data or signed-data content types.

Envel oped-data is constructed by the foll ow ng steps:

1. A content-encryption key for a particular content-encryption
algorithmis generated at random

2. The content-encryption key is encrypted for each recipient.
The details of this encryption depend on the key managenent
al gorithmused, but three general techniques are supported:

key transport: the content-encryption key is encrypted in the
reci pient’s public key;

key agreenment: the recipient’s public key and the sender’s
private key are used to generate a pairwi se symetric key, then
the content-encryption key is encrypted in the pairw se
symmetric key; and

symmetric key-encryption keys: the content-encryption key is
encrypted in a previously distributed symetric key-encryption
key.

3. For each recipient, the encrypted content-encryption key and
ot her recipient-specific information are collected into a
Reci pientl nfo val ue, defined in Section 6.2.

4. The content is encrypted with the content-encryption key.
Content encryption may require that the content be padded to a
mul tiple of some block size; see Section 6.3.

5. The Recipientinfo values for all the recipients are collected
together with the encrypted content to form an Envel opedData val ue
as defined in Section 6. 1.

A recipient opens the digital envel ope by decrypting one of the
encrypted content-encryption keys and then decrypting the encrypted
content with the recovered content-encryption key.

This section is divided into four parts. The first part describes
the top-level type Envel opedData, the second part describes the per-
reci pient information type Recipientinfo, and the third and fourth
parts describe the content-encryption and key-encryption processes.
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6.1 Envel opedData Type

The foll owing object identifier identifies the envel oped-data content
type:

i d-envel opedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs7(7) 3}

The envel oped-data content type shall have ASN. 1 type Envel opedDat a

Envel opedDat a :: = SEQUENCE {
versi on CMBVer si on,
originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL
reci pi entl nfos Reci pi entl nfos,
encrypt edCont ent | nf o Encrypt edCont ent | nf o,
unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTI ONAL }

Oiginatorlnfo ::= SEQUENCE {
certs [O] IMPLICIT CertificateSet OPTI ONAL
crls [1] IMPLICIT CertificateRevocationLists OPTI ONAL }
Reci pientlnfos ::= SET OF Recipientlnfo
Encrypt edContentlnfo ::= SEQUENCE {
cont ent Type Cont ent Type,
cont ent Encrypti onAl gorithm Content Encrypti onAl gorithm dentifier
encryptedContent [0] I MPLICIT EncryptedContent OPTI ONAL }
Encrypt edContent ::= OCTET STRI NG
UnprotectedAttributes ::= SET SIZE (1.. MAX) OF Attribute

The fields of type Envel opedData have the foll ow ng nmeanings:

version is the syntax version nunber. |[If originatorinfo is
present, then version shall be 2. |f any of the Recipientlnfo
structures included have a version other than 0, then the version
shall be 2. If unprotectedAttrs is present, then version shall be
2. If originatorinfo is absent, all of the Recipientlnfo

structures are version 0, and unprotectedAttrs is absent, then
version shall be O.

originatorinfo optionally provides information about the
originator. It is present only if required by the key managenent
algorithm It may contain certificates and CRLs:

certs is a collection of certificates. certs nmay contain
originator certificates associated with several different key
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managenent algorithns. certs may al so contain attribute
certificates associated with the originator. The certificates
contained in certs are intended to be sufficient to make chains
froma recognized "root" or "top-level certification authority"
to all recipients. However, certs may contain nore
certificates than necessary, and there nmay be certificates
sufficient to nake chains fromtw or nore independent top-

| evel certification authorities. Alternatively, certs may
contain fewer certificates than necessary, if it is expected
that recipients have an alternate neans of obtaining necessary
certificates (e.g., froma previous set of certificates).

crls is a collection of CRLs. It is intended that the set
contain information sufficient to determ ne whether or not the
certificates in the certs field are valid, but such
correspondence i s not necessary. There may be nmore CRLs than
necessary, and there may al so be fewer CRLs than necessary.

recipientinfos is a collection of per-recipient information.
There nust be at | east one elenent in the collection

encryptedContentlnfo is the encrypted content information
unprotectedAttrs is a collection of attributes that are not
encrypted. The field is optional. Useful attribute types are
defined in Section 11

The fields of type EncryptedContentlnfo have the foll owi ng neani ngs:
content Type indicates the type of content.
content Encrypti onAl gorithmidentifies the content-encryption
al gorithm and any associ ated paraneters, used to encrypt the
content. The content-encryption process is described in Section
6.3. The sane content-encryption algorithm and content-encryption
key is used for all recipients.
encryptedContent is the result of encrypting the content. The
field is optional, and if the field is not present, its intended
val ue nmust be supplied by other neans.

The recipientinfos field cones before the encryptedContentinfo field
so that an Envel opedData val ue nmay be processed in a single pass.

6.2 Recipientinfo Type

Per-recipient information is represented in the type Recipientlnfo.
Reci pientInfo has a different format for the three key managenent
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techni ques that are supported: key transport, key agreenent, and
previously distributed symetric key-encryption keys. Any of the
three key managenent techni ques can be used for each recipient of the
same encrypted content. 1In all cases, the content-encryption key is
transferred to one or nmore recipient in encrypted form

Reci pientInfo ::= CHO CE {
ktri KeyTransReci pi entl nfo,
kari [1] KeyAgreeReci pientl nfo,
kekri [2] KEKRecipientlnfo }

Encrypt edKey ::= OCTET STRI NG
6.2.1 KeyTransRecipientlnfo Type

Per-recipient information using key transport is represented in the
type KeyTransReci pi entlnfo. Each instance of KeyTransRecipientlnfo
transfers the content-encryption key to one recipient.

KeyTransReci pi entI nfo ::= SEQJUENCE {
versi on CMSVersion, -- always set to 0 or 2
rid Recipientldentifier,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier
encrypt edKey Encrypt edKey }

Reci pientldentifier ::= CHO CE {
i ssuer AndSeri al Nunmber | ssuer AndSeri al Nunber,
subj ect Keyl dentifier [0] SubjectKeyldentifier }

The fields of type KeyTransReci pientlnfo have the foll owi ng nmeani ngs:

version is the syntax version nunber. |f the Recipientldentifier
is the CHO CE issuerAndSeri al Nunber, then the version shall be 0.
If the Recipientldentifier is subjectKeyldentifier, then the
version shall be 2.

rid specifies the recipient’s certificate or key that was used by
the sender to protect the content-encryption key. The

Reci pientldentifier provides two alternatives for specifying the
recipient’s certificate, and thereby the recipient’s public key.
The recipient’s certificate must contain a key transport public
key. The content-encryption key is encrypted with the recipient’s
public key. The issuerAndSerial Nunber alternative identifies the
recipient’s certificate by the issuer’s distinguished name and the
certificate serial nunmber; the subjectKeyldentifier identifies the
recipient’s certificate by the X 509 subjectKeyldentifier

ext ensi on val ue.
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keyEncryptionAl gorithmidentifies the key-encryption algorithm
and any associ ated paraneters, used to encrypt the content-
encryption key for the recipient. The key-encryption process is
described in Section 6.4.

encryptedKey is the result of encrypting the content-encryption
key for the recipient.

6.2.2 KeyAgreeRecipientlnfo Type

Reci pi ent information using key agreement is represented in the type
KeyAgr eeReci pi entI nfo. Each instance of KeyAgreeRecipientinfo wll
transfer the content-encryption key to one or nore recipient that
uses the same key agreenent algorithm and donain paraneters for that

al gorithm
KeyAgr eeReci pientlnfo ::= SEQUENCE {
versi on CMSVersion, -- always set to 3

originator [0] EXPLICIT OiginatorldentifierOKey,

ukm [ 1] EXPLICI T User Keyi nghat eri al OPTI ONAL,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
reci pi ent Encrypt edKeys Reci pi ent Encr ypt edKeys }

OiginatorldentifierOKey ::= CHO CE {
i ssuer AndSeri al Nunmber | ssuer AndSeri al Nunber,
subj ect Keyl dentifier [0] SubjectKeyldentifier,
originatorKey [1] OriginatorPublicKey }

Ori gi nat or Publ i cKey ::= SEQUENCE {
al gorithm Al gorithm dentifier,
publicKey BIT STRI NG }

Reci pi ent Encrypt edKeys ::= SEQUENCE OF Reci pi ent Encrypt edKey

Reci pi ent Encrypt edKey ::= SEQUENCE {
rid KeyAgreeRecipi entldentifier,
encrypt edKey Encrypt edKey }

KeyAgr eeReci pi entldentifier ::= CHO CE {
i ssuer AndSeri al Nunmber | ssuer AndSeri al Nunber,
rkeyld [O0] IMPLICIT RecipientKeyldentifier }

Reci pi ent Keyl dentifier ::= SEQUENCE {
subj ect Keyl denti fi er Subject Keyldentifier,
dat e GeneralizedTi me OPTI ONAL,
ot her Ot herKeyAttribute OPTI ONAL }

Subj ect Keyl dentifier ::= OCTET STRI NG
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The fields of type KeyAgreeReci pientlnfo have the follow ng nmeanings:
version is the syntax version number. |t shall always be 3.

originator is a CHOCE with three alternatives specifying the
sender’s key agreenent public key. The sender uses the
correspondi ng private key and the recipient’s public key to
generate a pairwi se key. The content-encryption key is encrypted
in the pairwi se key. The issuerAndSerial Nunber alternative
identifies the sender’s certificate, and thereby the sender’s
public key, by the issuer’s distinguished nane and the certificate
serial nunber. The subjectKeyldentifier alternative identifies
the sender’s certificate, and thereby the sender’s public key, by
the X. 509 subjectKeyldentifier extension value. The originatorKey
alternative includes the algorithmidentifier and sender’s key
agreement public key. Permitting originator anonynity since the
public key is not certified.

ukmis optional. Wth sonme key agreenment al gorithns, the sender
provides a User Keying Material (UKM to ensure that a different
key is generated each time the same two parties generate a

pai rwi se key.

keyEncryptionAlgorithmidentifies the key-encryption algorithm
and any associ ated paraneters, used to encrypt the content-
encryption key in the key-encryption key. The key-encryption
process is described in Section 6.4.

reci pi ent Encrypt edKeys includes a recipient identifier and
encrypted key for one or nore recipients. The

KeyAgreeReci pientldentifier is a CHOCE with two alternatives
specifying the recipient’s certificate, and thereby the

reci pient’s public key, that was used by the sender to generate a
pai rwi se key-encryption key. The recipient’s certificate nust
contain a key agreenment public key. The content-encryption key is
encrypted in the pairw se key-encryption key. The

i ssuer AndSeri al Number alternative identifies the recipient’s
certificate by the issuer’s distinguished nane and the certificate
serial nunber; the RecipientKeyldentifier is described below. The
encryptedKey is the result of encrypting the content-encryption
key in the pairw se key-encryption key generated using the key
agreenent al gorithm

The fields of type RecipientKeyldentifier have the follow ng
nmeani ngs:

subj ect Keyldentifier identifies the recipient’s certificate by the
X. 509 subjectKeyldentifier extension val ue.
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date is optional. When present, the date specifies which of the
reci pient’s previously distributed UKMs was used by the sender

other is optional. Wen present, this field contains additiona
i nformati on used by the recipient to | ocate the public keying
mat eri al used by the sender.

6.2.3 KEKRecipientlnfo Type

Reci pi ent information using previously distributed symretric keys is
represented in the type KEKReci pi entlnfo. Each instance of

KEKReci pientInfo will transfer the content-encryption key to one or
nore recipients who have the previously distributed key-encryption
key.

KEKReci pi entInfo ::= SEQUENCE {
versi on CMSVersion, -- always set to 4
keki d KEKI dentifier
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier
encrypt edKey EncryptedKey }

KEKl dentifier ::= SEQUENCE {
keyldentifier OCTET STRI NG
date GeneralizedTi me OPTI ONAL
ot her Ot herKeyAttribute OPTI ONAL }
The fields of type KEKReci pientlnfo have the foll owi ng meani ngs:
version is the syntax version nunber. It shall always be 4.

keki d specifies a symetric key-encryption key that was previously
distributed to the sender and one or nore recipients.

keyEncrypti onAl gorithmidentifies the key-encryption algorithm
and any associ ated paraneters, used to encrypt the content-
encryption key with the key-encryption key. The key-encryption
process is described in Section 6.4.

encryptedKey is the result of encrypting the content-encryption
key in the key-encryption key.

The fields of type KEKIdentifier have the foll ow ng neanings:

keyldentifier identifies the key-encryption key that was
previously distributed to the sender and one or nore recipients.

date is optional. When present, the date specifies a single key-
encryption key froma set that was previously distributed.
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other is optional. Wen present, this field contains additiona
i nformati on used by the recipient to determ ne the key-encryption
key used by the sender

6.3 Content-encryption Process

The content-encryption key for the desired content-encryption
algorithmis randomy generated. The data to be protected is padded
as described below, then the padded data is encrypted using the
content-encryption key. The encryption operation maps an arbitrary
string of octets (the data) to another string of octets (the

ci phertext) under control of a content-encryption key. The encrypted
data is included in the envel opedData encryptedContentlnfo

encrypt edCont ent OCTET STRI NG

The input to the content-encryption process is the "value" of the
content being envel oped. Only the value octets of the envel opedDat a
encrypt edCont ent I nfo encrypt edCont ent OCTET STRING are encrypted; the
OCTET STRING tag and | ength octets are not encrypted.

Sone content-encryption algorithnms assune the input length is a
multiple of k octets, where k is greater than one. For such
algorithms, the input shall be padded at the trailing end with
k-(Ith nod k) octets all having value k-(lth nod k), where Ith is
the length of the input. In other words, the input is padded at
the trailing end with one of the follow ng strings:

01 -- if Ith nod k = k-1
02 02 -- if Ith mod k = k-2
Kk ... kk--if Ithnmod k =0
The paddi ng can be renoved unanbi guously since all input is padded,

i ncluding input values that are already a nultiple of the block size,
and no padding string is a suffix of another. This padding nmethod is
wel |l defined if and only if k is Iess than 256.

6.4 Key-encryption Process
The input to the key-encryption process -- the value supplied to the
reci pient’s key-encryption algorithm-- is just the "value" of the
content-encryption key.

Any of the three key nanagenent techni ques can be used for each
reci pient of the same encrypted content.
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7 Digested-data Content Type

The di gested-data content type consists of content of any type and a
nmessage di gest of the content.

Typically, the digested-data content type is used to provide content
integrity, and the result generally becones an input to the
envel oped- data content type.

The foll owi ng steps construct digested-data:

1. A nessage digest is conputed on the content with a nessage-
di gest al gorithm

2. The message-di gest algorithm and the nessage di gest are
coll ected together with the content into a Di gestedData val ue.

A recipient verifies the nessage digest by conparing the nessage
di gest to an independently conputed nessage di gest.

The foll owing object identifier identifies the digested-data content
type:

i d-di gestedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs7(7) 5}

The di gested-data content type shall have ASN. 1 type Di gestedDat a:

Di gestedDat a :: = SEQUENCE ({
ver si on CVSVer si on,
di gest Al gorithm Di gest Al gorithm dentifier
encapCont ent | nf o Encapsul at edCont ent | nf o,
di gest Digest }

Di gest ::= OCTET STRI NG
The fields of type DigestedData have the foll owi ng neani ngs:

version is the syntax version nunber. |f the encapsul ated content
type is id-data, then the value of version shall be 0; however, if
the encapsul ated content type is other than id-data, then the

val ue of version shall be 2.

di gestAlgorithmidentifies the nessage digest algorithm and any
associ ated paraneters, under which the content is digested. The
nmessage- di gesting process is the same as in Section 5.4 in the
case when there are no signed attributes.
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encapContentinfo is the content that is digested, as defined in
section 5. 2.

digest is the result of the nessage-di gesting process.

The ordering of the digestAlgorithmfield, the encapContentlnfo
field, and the digest field makes it possible to process a
Di gestedData value in a single pass.

8 Encrypted-data Content Type

The encrypted-data content type consists of encrypted content of any
type. Unlike the envel oped-data content type, the encrypted-data
content type has neither recipients nor encrypted content-encryption
keys. Keys must be managed by other neans.

The typical application of the encrypted-data content type will be to
encrypt the content of the data content type for |ocal storage,
per haps where the encryption key is a password.

The foll owing object identifier identifies the encrypted-data content
type:

i d-encryptedbData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs7(7) 6 }

The encrypted-data content type shall have ASN. 1 type EncryptedDat a

Encrypt edDat a :: = SEQUENCE {
ver si on CVSVer si on,
encrypt edCont ent | nfo Encrypt edCont ent | nf o,
unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTI ONAL }

The fields of type EncryptedData have the foll ow ng meanings:
version is the syntax version nunber. |If unprotectedAttrs is
present, then version shall be 2. |f unprotectedAttrs is absent,
then version shall be 0.

encryptedContentlinfo is the encrypted content information, as
defined in Section 6.1.

unprotectedAttrs is a collection of attributes that are not

encrypted. The field is optional. Useful attribute types are
defined in Section 11
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9 Authenticated-data Content Type

The aut henticated-data content type consists of content of any type,
a nessage authentication code (MAC), and encrypted aut hentication
keys for one or nore recipients. The conbination of the MAC and one
encrypted authentication key for a recipient is necessary for that
recipient to verify the integrity of the content. Any type of
content can be integrity protected for an arbitrary nunber of
recipients.

The process by which authenticated-data is constructed involves the
fol | owi ng steps:

1. A nessage-authentication key for a particular nessage-
aut hentication algorithmis generated at random

2. The message-aut hentication key is encrypted for each
recipient. The details of this encryption depend on the key
managenent al gorithm used.

3. For each recipient, the encrypted nessage-authentication key
and other recipient-specific information are collected into a
Reci pientl nfo val ue, defined in Section 6.2.

4. Using the nessage-authentication key, the originator conputes
a MAC value on the content. |If the originator is authenticating
any information in addition to the content (see Section 9.2), a
nmessage digest is calculated on the content, the nessage di gest of
the content and the other information are authenticated using the
nessage- aut henti cati on key, and the result becomes the "NMAC

val ue. "

9.1 AuthenticatedData Type

The following object identifier identifies the authenticated-data
content type:

i d-ct-authData OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
ct(1) 2}
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The aut henticated-data content type shall have ASN. 1 type
Aut hent i cat edDat a:

Aut henti cat edDat a :: = SEQUENCE {
versi on CMSVer si on,
originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL
reci pi entl nfos Reci pi entl nfos,
nmacAl gorit hm MessageAut henti cati onCodeAl gorithm
di gestAlgorithm[1] DigestAl gorithmdentifier OPTI ONAL
encapCont ent | nf o Encapsul at edCont ent | nf o,
aut henticatedAttributes [2] IMPLICIT AuthAttributes OPTI ONAL
nmac MessageAut henti cati onCode,
unaut henticatedAttributes [3] I MPLICIT UnauthAttributes OPTI ONAL }

Aut hAttributes ::= SET SIZE (1.. MAX) OF Attribute
Unaut hAttributes ::= SET SIZE (1.. MAX) OF Attribute
MessageAut henti cati onCode ::= OCTET STRI NG

The fields of type AuthenticatedData have the foll ow ng nmeani ngs:
version is the syntax version nunber. It shall be O.

originatorinfo optionally provides information about the
originator. It is present only if required by the key managenent
algorithm It may contain certificates, attribute certificates,
and CRLs, as defined in Section 6.1.

recipientinfos is a collection of per-recipient information, as
defined in Section 6.1. There nust be at | east one elenment in the
col l ection.

macAl gorithmis a nessage authentication code (MAC) al gorithm
identifier. 1t identifies the MAC algorithm along with any
associ ated paraneters, used by the originator. Placenment of the
macAl gorithmfield facilitates one-pass processing by the
reci pi ent.

digestAlgorithmidentifies the nessage digest algorithm and any
associ ated paraneters, used to conpute a nessage digest on the
encapsul ated content if authenticated attributes are present. The
nessage di gesting process is described in Section 9.2. Placenent
of the digestAlgorithmfield facilitates one-pass processing by
the recipient. |If the digestAlgorithmfield is present, then the
aut henticatedAttributes field nust also be present.
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encapContentinfo is the content that is authenticated, as defined
in section 5.2.

authenticatedAttributes is a collection of authenticated
attributes. The authenticatedAttributes structure is optional
but it nust be present if the content type of the
Encapsul at edCont ent I nfo val ue bei ng authenticated is not id-data.
If the authenticatedAttributes field is present, then the
digestAlgorithmfield nust also be present. Each

Aut henticatedAttribute in the SET nust be DER encoded. Usefu
attribute types are defined in Section 11. If the

aut henticatedAttributes field is present, it nust contain, at a
m nimum the following two attributes:

A content-type attribute having as its value the content type
of the Encapsul at edContent|nfo val ue bei ng aut henti cat ed.
Section 11.1 defines the content-type attribute.

A nmessage-digest attribute, having as its value the nessage
di gest of the content. Section 11.2 defines the nessage-di gest
attribute.

mac i s the message authentication code.

unaut henticatedAttributes is a collection of attributes that are
not authenticated. The field is optional. To date, no attributes
have been defined for use as unauthenticated attributes, but other
useful attribute types are defined in Section 11

9.2 MAC Ceneration

The MAC cal cul ation process conputes a nessage authentication code
(MAC) on either the nessage being authenticated or a nmessage digest
of message being authenticated together with the originator’s

aut henticated attri butes.

If authenticatedAttributes field is absent, the input to the MAC
cal cul ati on process is the value of the encapContentlnfo eContent
OCTET STRING Only the octets conprising the value of the eContent
OCTET STRING are input to the MAC algorithm the tag and the |l ength
octets are omtted. This has the advantage that the length of the
content being authenticated need not be known in advance of the MAC
generation process.

If authenticatedAttributes field is present, the content-type
attribute (as described in Section 11.1) and the nessage-di gest
attribute (as described in section 11.2) nust be included, and the
input to the MAC cal cul ation process is the DER encodi ng of
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aut henticatedAttri butes. A separate encodi ng of the

aut henticatedAttributes field is performed for nessage di gest
calculation. The IMPLICIT [2] tag in the authenticatedAttributes
field is not used for the DER encoding, rather an EXPLICI T SET OF tag
is used. That is, the DER encoding of the SET OF tag, rather than of
the IMPLICIT [2] tag, is to be included in the nessage digest
calculation along with the length and content octets of the

aut henti catedAttri butes val ue.

The nessage di gest cal cul ati on process conmputes a nessage di gest on
the content being authenticated. The initial input to the nessage

di gest cal cul ation process is the "value" of the encapsul ated content
bei ng authenticated. Specifically, the input is the encapContentlnfo
eContent OCTET STRING to which the authentication process is applied.
Only the octets conprising the value of the encapContentl|nfo eContent
OCTET STRING are input to the nessage digest algorithm not the tag
or the length octets. This has the advantage that the length of the
content being authenticated need not be known in advance. Although
the encapContentlnfo eContent OCTET STRING tag and | ength octets are
not included in the nessage digest calculation, they are stil
protected by other means. The length octets are protected by the
nature of the message digest algorithmsince it is conmputationally
infeasible to find any two distinct nessages of any |ength that have
the same nessage digest.

The input to the MAC cal cul ation process includes the MAC i nput data
defined above, and an authentication key conveyed in a recipientlnfo
structure. The details of MAC cal cul ati on depend on the NMAC

al gorithm enpl oyed (e.g., HVAC). The object identifier, along with
any paraneters, that specifies the MAC al gorithm enpl oyed by the
originator is carried in the macAlgorithmfield. The MAC val ue
generated by the originator is encoded as an OCTET STRI NG and carried
inthe mac field.

9.3 MAC Verification

The input to the MAC verification process includes the input data
(determ ned based on the presence or absence of the

aut henticatedAttributes field, as defined in 9.2), and the

aut hentication key conveyed in recipientinfo. The details of the MAC
verification process depend on the MAC al gorithm enpl oyed.

The recipient may not rely on any MAC val ues or nessage di gest val ues
conputed by the originator. The content is authenticated as
described in section 9.2. If the originator includes authenticated
attributes, then the content of the authenticatedAttributes is

aut henticated as described in section 9.2. For authentication to
succeed, the nmessage MAC val ue cal cul ated by the recipient nust be
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the sane as the value of the nac field. Simlarly, for

aut hentication to succeed when the authenticatedAttributes field is
present, the content nessage di gest val ue cal cul ated by the recipient
must be the same as the message di gest value included in the

aut henti cat edAttri butes nmessage-di gest attribute.

Useful Types

This section is divided into two parts. The first part defines
algorithmidentifiers, and the second part defines other usefu

types.
1 Agorithmldentifier Types

Al of the algorithmidentifiers have the sane type:
Algorithm dentifier. The definition of Algorithmdentifier is
i mported from X. 509 [ X 509-88].

There are nmany alternatives for each type of algorithmlisted. For
each of these five types, Section 12 lists the algorithnms that nust
be included in a CM5 inplenmentation

1.1 DigestAlgorithmdentifier

The DigestAl gorithmdentifier type identifies a nessage-di gest
algorithm Exanples include SHA-1, MD2, and MD5. A nessage-di gest
al gorithm maps an octet string (the nessage) to another octet string
(the message digest).

DigestAlgorithmdentifier ::= Algorithmdentifier
1.2 SignatureAl gorithmdentifier

The SignatureAl gorithmdentifier type identifies a signature
algorithm Exanpl es include DSS and RSA. A signature algorithm
supports signature generation and verification operations. The
signature generation operation uses the nessage digest and the
signer’s private key to generate a signature value. The signature
verification operation uses the nessage digest and the signer’s
public key to determ ne whether or not a signature value is valid.
Cont ext determ nes which operation is intended.

SignatureAl gorithmdentifier ::= Al gorithm dentifier
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1.3 KeyEncryptionAl gorithm dentifier

The KeyEncryptionAlgorithm dentifier type identifies a key-encryption
algorithmused to encrypt a content-encryption key. The encryption
operation maps an octet string (the key) to another octet string (the
encrypted key) under control of a key-encryption key. The decryption
operation is the inverse of the encryption operation. Context

det erm nes whi ch operation is intended.

The details of encryption and decrypti on depend on the key managenent
al gorithmused. Key transport, key agreenent, and previously
di stributed symmetric key-encrypting keys are support ed.

KeyEncrypti onAl gorithm dentifier ::= A gorithmdentifier
1.4 ContentEncryptionAl gorithmdentifier

The ContentEncryptionAlgorithmdentifier type identifies a content-
encryption algorithm Exanples include Triple-DES and RC2. A
content-encryption algorithm supports encryption and decryption
operations. The encryption operation naps an octet string (the
nmessage) to another octet string (the ciphertext) under control of a
content-encryption key. The decryption operation is the inverse of
the encryption operation. Context determ nes which operation is

i nt ended.

Cont ent Encrypti onAl gorithm dentifier ::= A gorithmdentifier
1.5 MessageAut henti cati onCodeAl gorithm
The MessageAut henti cati onCodeAl gorithmtype identifies a nessage
aut hentication code (MAC) algorithm Exanples include DES- MAC and
HVAC. A MAC al gorithm supports generation and verification
operations. The MAC generation and verification operations use the
same symretric key. Context determ nes which operation is intended.
MessageAut hent i cati onCodeAl gorithm::= Al gorithm dentifier
2 Oher Useful Types

This section defines types that are used other places in the
docunent. The types are not listed in any particul ar order

2.1 CertificateRevocationLists
The CertificateRevocationLists type gives a set of certificate

revocation lists (CRLs). It is intended that the set contain
information sufficient to determ ne whether the certificates and
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attribute certificates with which the set is associated are revoked
or not. However, there may be nore CRLs than necessary or there may
be fewer CRLs than necessary.

The CertificatelList may contain a CRL, an Authority Revocation Li st
(ARL), a Delta Revocation List, or an Attribute Certificate
Revocation List. All of these lists share a comon synt ax.

CRLs are specified in X. 509 [ X.509-97], and they are profiled for use
in the Internet in RFC 2459 [ PROFI LE].

The definition of CertificateList is inported from X 509.
CertificateRevocationLists ::= SET OF Certificatelist
2.2 CertificateChoices

The CertificateChoices type gives either a PKCS #6 extended
certificate [ PKCS#6], an X. 509 certificate, or an X. 509 attribute
certificate [ X.509-97]. The PKCS #6 extended certificate is

obsol ete. PKCS #6 certificates are included for backward
conpatibility, and their use should be avoided. The Internet profile
of X. 509 certificates is specified in the "Internet X 509 Public Key
Infrastructure: Certificate and CRL Profile" [PROFILE].

The definitions of Certificate and AttributeCertificate are inported
from X 509.

CertificateChoices ::= CHO CE {
certificate Certificate, -- See X. 509
ext endedCertificate [0] I MPLICIT ExtendedCertificate,

-- (bsolete
attrCert [1] IMPLICIT AttributeCertificate }
-- See X.509 and X9.57

2.3 CertificateSet

The CertificateSet type provides a set of certificates. It is

i ntended that the set be sufficient to contain chains froma

recogni zed "root" or "top-level certification authority" to all of
the sender certificates with which the set is associated. However,
there may be nore certificates than necessary, or there may be fewer
than necessary.

The precise neaning of a "chain" is outside the scope of this
docunent. Some applications may inmpose upper limts on the | ength of
a chain; others may enforce certain rel ationshi ps between the

subj ects and issuers of certificates within a chain
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CertificateSet ::= SET OF CertificateChoices
2.4 | ssuer AndSeri al Nunmber

The | ssuer AndSeri al Number type identifies a certificate, and thereby
an entity and a public key, by the distinguished nane of the
certificate issuer and an issuer-specific certificate serial nunber.

The definition of Name is inported from X 501 [ X 501-88], and the
definition of CertificateSerial Nunber is inmported from X 509
[ X. 509-97].

| ssuer AndSeri al Nunber ::= SEQUENCE ({
i ssuer Name,
serial Number CertificateSerial Nunber }

CertificateSerial Nunber ::= | NTEGER
2.5 CMVersion

The Version type gives a syntax version nunber, for conpatibility
with future revisions of this docunent.

CMBVersion ::= INTEGER { vO(O0), vi(1l), v2(2), v3(3), v4(4) }
2.6 UserKeyi nghateri al

The User Keyi nghvaterial type gives a syntax for user keying materi al

(UKM. Sone key agreenent algorithnms require UKMs to ensure that a
different key is generated each tinme the sane two parties generate a
pai rwi se key. The sender provides a UKMfor use with a specific key
agreenment al gorithm

User Keyi nghvaterial ::= OCTET STRI NG
2.7 OherKeyAttribute

The Ot herKeyAttribute type gives a syntax for the inclusion of other
key attributes that permt the recipient to select the key used by
the sender. The attribute object identifier nmust be registered al ong
with the syntax of the attribute itself. Use of this structure

shoul d be avoided since it nay inpede interoperability.

O herKeyAttribute ::= SEQUENCE {
keyAttrid OBJECT | DENTI FI ER,
keyAttr ANY DEFINED BY keyAttrld OPTI ONAL }
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11 Useful Attributes

This section defines attributes that my be used wth signed-data,
envel oped- data, encrypted-data, or authenticated-data. The syntax of
Attribute is conpatible with X 501 [ X 501-88] and RFC 2459 [ PRCFILE].
Sone of the attributes defined in this section were originally
defined in PKCS #9 [ PKCS#9], others were not previously defined. The
attributes are not listed in any particul ar order

Additional attributes are defined in nany places, notably the S/IM M
Versi on 3 Message Specification [MSG@ and the Enhanced Security
Services for SIMME [ESS], which also include recomendati ons on the
pl acenent of these attributes.

11.1 Content Type

The content-type attribute type specifies the content type of the
Content | nfo val ue being signed in signed-data. The content-type
attribute type is required if there are any authenticated attributes
present.

The content-type attribute nust be a signed attribute or an
authenticated attribute; it cannot be an unsigned attribute, an
unaut henticated attribute, or an unprotectedAttribute.

The foll owing object identifier identifies the content-type
attribute:

i d-content Type OBJECT IDENTIFIER ::= { iso(1) nmenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs9(9) 3}

Content-type attribute values have ASN. 1 type Content Type
Cont ent Type ::= OBJECT | DENTI FI ER

A content-type attribute nust have a single attribute val ue, even
though the syntax is defined as a SET OF AttributeValue. There nust
not be zero or multiple instances of AttributeValue present.

The SignedAttributes and AuthAttri butes syntaxes are each defined as
a SET OF Attributes. The SignedAttributes in a signerlnfo nust not
include nmultiple instances of the content-type attribute. Sinmlarly,
the AuthAttributes in an AuthenticatedData nmust not include multiple
i nstances of the content-type attribute.
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2 Message Digest

The nessage-digest attribute type specifies the nessage digest of the
encapContent I nfo eContent OCTET STRI NG bei ng signed in signed-data
(see section 5.4) or authenticated in authenticated-data (see section
9.2). For signed-data, the nessage digest is conputed using the
signer’s nessage digest algorithm For authenticated-data, the
nessage digest is conputed using the originator’s nessage di gest

al gorithm

Wthin signed-data, the nessage-digest signed attribute type is
required if there are any attributes present. Wthin authenticated-
data, the nmessage-digest authenticated attribute type is required if
there are any attributes present.

The nessage-digest attribute nust be a signed attribute or an
authenticated attribute; it cannot be an unsigned attribute or an
unaut henticated attribute.

The foll owing object identifier identifies the message-di gest
attribute:

i d- messageDi gest OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) 4 }

Message-di gest attribute values have ASN. 1 type MessageDi gest:
MessageDi gest ::= OCTET STRI NG

A nmessage-digest attribute nust have a single attribute value, even
though the syntax is defined as a SET OF AttributeValue. There nust
not be zero or multiple instances of AttributeValue present.

The SignedAttributes syntax is defined as a SET OF Attributes. The
SignedAttributes in a signerinfo nust not include multiple instances
of the nessage-digest attribute.

3 Signing Tine

The signing-tine attribute type specifies the tine at which the
signer (purportedly) perforned the signing process. The signing-tinme
attribute type is intended for use in signed-data.

The signing-tine attribute may be a signed attribute; it cannot be an
unsigned attribute, an authenticated attribute, or an unauthenticated
attribute.
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The foll owing object identifier identifies the signing-tine
attribute:

i d-signingTime OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs9(9) 5}

Signing-time attribute values have ASN. 1 type Signi ngTi ne:

SigningTinme ::= Tine
Time ::= CHO CE {
ut cTi me UTCTi e,

general i zedTime GCeneralizedTine }

Note: The definition of Time matches the one specified in the 1997
versi on of X 509 [ X 509-97].

Dat es between 1 January 1950 and 31 Decenber 2049 (inclusive) nust be
encoded as UTCTinme. Any dates with year values before 1950 or after
2049 must be encoded as CeneralizedTi ne.

UTCTi ne val ues nust be expressed in G eenwich Mean Time (Zulu) and
must include seconds (i.e., times are YYMVDDHHWESZ), even where the
nunber of seconds is zero. Mdnight (GVIN nust be represented as
"YYMVDDO00000Z". Century information is inplicit, and the century
must be determ ned as foll ows:

VWere YY is greater than or equal to 50, the year shall be
interpreted as 19YY; and

Where YY is less than 50, the year shall be interpreted as 20YY.

General i zedTi me val ues shall be expressed in Geenwi ch Mean Tine
(Zul'u) and must include seconds (i.e., tines are YYYYMVDDHHWESSZ),
even where the nunmber of seconds is zero. GeneralizedTinme val ues
nmust not include fractional seconds.

A signing-time attribute nust have a single attribute val ue, even
though the syntax is defined as a SET OF AttributeValue. There nust
not be zero or nultiple instances of AttributeVal ue present.

The SignedAttributes syntax is defined as a SET OF Attributes. The
SignedAttributes in a signerinfo nust not include nmultiple instances
of the signing-time attribute.

No requirenent is inmposed concerning the correctness of the signing

time, and acceptance of a purported signing time is a matter of a
recipient’s discretion. It is expected, however, that sone signers,

Housl ey St andards Track [ Page 33]



RFC 2630 Crypt ographi c Message Synt ax June 1999

such as tinme-stanp servers, will be trusted inplicitly.
11.4 Countersignature

The countersignature attribute type specifies one or nore signatures
on the contents octets of the DER encodi ng of the signatureVal ue
field of a Signerinfo value in signed-data. Thus, the
countersignature attribute type countersigns (signs in serial)

anot her signature.

The countersignature attribute nmust be an unsigned attribute; it
cannot be a signed attribute, an authenticated attribute, or an
unaut henti cated attri bute.

The foll owing object identifier identifies the countersignature
attribute:

i d-countersignature OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs9(9) 6 }

Countersignature attribute val ues have ASN. 1 type Countersignature
Countersignature ::= Signerlinfo

Count ersi gnature val ues have the sane neani ng as Signerlnfo val ues
for ordinary signatures, except that:

1. The signedAttributes field nust contain a message-di gest
attribute if it contains any other attributes, but need not
contain a content-type attribute, as there is no content type for
count er si gnat ur es.

2. The input to the nmessage-di gesting process is the contents
octets of the DER encoding of the signatureValue field of the
Signerinfo value with which the attribute is associ at ed.

A countersignature attribute can have nmultiple attribute values. The
syntax is defined as a SET OF AttributeVal ue, and there nmust be one
or nore instances of AttributeVal ue present.

The UnsignedAttributes syntax is defined as a SET OF Attributes. The
Unsi gnedAttributes in a signerinfo may include nultiple instances of
the countersignature attribute.

A countersignature, since it has type Signerinfo, can itself contain

a countersignature attribute. Thus it is possible to construct
arbitrarily long series of countersignatures.
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Supported Al gorithns

This section lists the algorithnms that nmust be inplenmented.
Addi tional algorithnms that should be inplenented are al so included.

1 Digest Algorithns

CMS i npl ement ati ons must include SHA-1. CMS inpl enentations shoul d
i ncl ude MD5.

Digest algorithmidentifiers are located in the SignedData
digestAlgorithms field, the Signerinfo digestAlgorithmfield, the
Di gestedData di gestAlgorithmfield, and the AuthenticatedData

di gest Al gorithmfield.

Di gest values are located in the DigestedData digest field, and
di gest values are located in the Message Di gest authenticated
attribute. In addition, digest values are input to signature
al gorithns.

1.1 SHA-1

The SHA-1 digest algorithmis defined in FIPS Pub 180-1 [ SHAl1]. The
algorithmidentifier for SHA-1 is:

sha-1 OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
oi W(14) secsig(3) algorithm2) 26 }

The Algorithm dentifier parameters field is optional. |If present,
the paraneters field nust contain an ASN.1 NULL. | nplenentations
shoul d accept SHA-1 Algorithm dentifiers with absent paraneters as
wel |l as NULL paraneters. Inplenentations should generate SHA-1
Algorithm dentifiers with NULL paraneters.

1.2 M-

The MD5 digest algorithmis defined in RFC 1321 [MD5]. The algorithm
identifier for MD5 is:

md5 OBJECT IDENTIFIER ::= { iso(1) menber-body(2) us(840)
rsadsi (113549) digestAlgorithm2) 5}

The Al gorithm dentifier paranmeters field nmust be present, and the
paraneters field must contain NULL. |nplenentations may accept the
MD5 Algorithmdentifiers with absent paraneters as well as NULL

par anet ers.
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2 Signature Al gorithns

CVB i npl enent ati ons nust include DSA. CMS inpl ementations nay
i ncl ude RSA.

Signature algorithmidentifiers are located in the Signerlnfo
signatureAlgorithmfield. Al so, signature algorithmidentifiers are
| ocated in the Signerlnfo signatureAlgorithmfield of
countersignature attributes.

Signature values are located in the Signerlnfo signature field.
Al so, signature values are located in the Signerinfo signature field
of countersignature attributes.

2.1 DSA

The DSA signature algorithmis defined in FIPS Pub 186 [DSS]. DSA is
al ways used with the SHA-1 nessage digest algorithm The algorithm
identifier for DSA is:

i d-dsa-with-shal OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) x9-57 (10040) x9cnm(4) 3}

The Al gorithm dentifier parameters field nmust not be present.
2.2 RSA

The RSA signature algorithmis defined in RFC 2347 [ NEWPKCS#1]. RFC
2347 specifies the use of the RSA signature algorithmwith the SHA-1
and MD5 nessage digest algorithns. The algorithmidentifier for RSA
is:

rsaEncryption OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkes-1(1) 1}
3 Key Managenent Al gorithns

CMB accommpdat es three general key managenent techni ques: key
agreement, key transport, and previously distributed symmetric key-
encryption keys.

.3.1 Key Agreerment Al gorithms

CVB i npl enent ati ons nust include key agreenment using X9.42
Ephereral -Static Diffie-Hellnan.

Any symmetric encryption algorithmthat a CMS inplementation includes
as a content-encryption algorithmnust also be included as a key-
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encryption algorithm CM inplenmentations nust include key agreenent
of Triple-DES pairw se key-encryption keys and Tri pl e-DES w appi ng of
Tri pl e-DES content-encryption keys. CM inplenentations should

i ncl ude key agreenment of RC2 pairw se key-encryption keys and RC2

wr appi ng of RC2 content-encryption keys. The key wap al gorithmfor
Triple-DES and RC2 is described in section 12.3.3.

A CMS i npl enentati on nmay support mixed key-encryption and content-
encryption algorithms. For exanple, a 128-bit RC2 content-encryption
key may be wapped with 168-bit Tripl e-DES key-encryption key.
Simlarly, a 40-bit RC2 content-encryption key may be wrapped wth
128-bit RC2 key-encryption key.

For key agreenent of RC2 key-encryption keys, 128 bits nust be
generated as input to the key expansi on process used to conpute the
RC2 effective key [RC2].

Key agreenent algorithmidentifiers are |ocated in the Envel opedDat a
Reci pi ent | nf os KeyAgr eeReci pi ent| nfo keyEncrypti onAl gorithm and

Aut hent i cat edDat a Reci pi ent | nfos KeyAgr eeReci pi entlnfo
keyEncrypti onAl gorithm fi el ds.

Key wap algorithmidentifiers are located in the KeyWapAl gorithm
paranmeters within the Envel opedData Reci pi ent| nfos

KeyAgr eeReci pi entI nfo keyEncrypti onAl gorithm and Aut henti cat edDat a
Reci pi ent | nf os KeyAgreeReci pi entInfo keyEncrypti onAl gorithm fields.

W apped content-encryption keys are located in the Envel opedDat a
Reci pi ent | nf os KeyAgr eeReci pi ent | nfo Reci pi ent Encrypt edKeys
encryptedKey field. Wapped nessage-authentication keys are | ocated
in the AuthenticatedData Recipientlnfos KeyAgreeRecipientlnfo

Reci pi ent Encrypt edKeys encrypt edkey fi el d.

3.1.1 X9.42 Epheneral -Static Diffie-Hellnman

Epheneral -Static Diffie-Hellman key agreenent is defined in RFC 2631
[ DH X9. 42]. Wen using Epheneral -Static Diffie-Hellnan, the

Envel opedDat a Reci pi ent| nfos KeyAgreeReci pi entlnfo and

Aut hent i cat edDat a Reci pi ent | nfos KeyAgreeRecipientinfo fields are
used as foll ows:

ver si on nmust be 3.

originator rmust be the originatorKey alternative. The
originatorKey algorithmfields nust contain the dh-public-nunber
object identifier with absent parameters. The ori gi nat or Key
publicKey field nmust contain the sender’s epheneral public key.
The dh-public-nunber object identifier is:
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dh- publ i c- nunber OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) ansi-x942(10046) nunber-type(2) 1 }

ukm may be absent. \When present, the ukmis used to ensure that a
di fferent key-encryption key is generated when the ephemnera
private key m ght be used nore than once.

keyEncrypti onAl gorithm nust be the id-al g- ESDH al gorithm
identifier. The algorithmidentifier paraneter field for id-alg-
ESDH i s KeyWapAl gori htm and this paraneter nmust be present. The
KeyW apAl gorithm denotes the synmetric encryption al gorithm used
to encrypt the content-encryption key with the pairw se key-
encryption key generated using the Epheneral-Static D ffie-Hell man
key agreenent algorithm Triple-DES and RC2 key wap al gorithns
are discussed in section 12.3.3. The id-al g-ESDH al gorithm
identifier and parameter syntax is:

i d-al g- ESDH OBJECT IDENTIFIER ::= { iso(1) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-9(9) smne(16) alg(3) 5}

KeyW apAl gorithm ::= Al gorithmdentifier

reci pi ent Encrypt edKeys contains an identifier and an encrypted key
for each recipient. The Recipi entEncrypt edKey

KeyAgr eeReci pientldentifier nmust contain either the

i ssuer AndSeri al Nuber identifying the recipient’s certificate or
the Recipi entKeyldentifier containing the subject key identifier
fromthe recipient’s certificate. 1In both cases, the recipient’s
certificate contains the recipient’s static public key.

Reci pi ent Encrypt edKey EncryptedKey nmust contain the content-
encryption key encrypted with the Epheneral -Static Diffie-Hellnman
gener at ed pai rwi se key-encryption key using the algorithm
specified by the KeyWapAl gortihm

12.3.2 Key Transport Al gorithmns

CVB i npl enent ations should include key transport using RSA. RSA

i mpl enent ati ons must include key transport of Triple-DES content-
encryption keys. RSA inplenentations should include key transport of
RC2 content-encryption keys.

Key transport algorithmidentifiers are |ocated in the Envel opedData
Reci pi ent | nfos KeyTransReci pi ent | nfo keyEncrypti onAl gorithm and

Aut hent i cat edDat a Reci pi ent | nfos KeyTransReci pi entlnfo
keyEncrypti onAl gorithm fi el ds.

Key transport encrypted content-encryption keys are located in the
Envel opedDat a Reci pi ent| nfos KeyTransReci pi entlnfo encrypt edKey
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field. Key transport encrypted nessage-authentication keys are
located in the AuthenticatedData Recipi entlnfos KeyTransRecipientlnfo
encrypt edKey field.

3.2.1 RSA

The RSA key transport algorithmis the RSA encryption schene defined
in RFC 2313 [ PKCS#1], block type is 02, where the nessage to be
encrypted is the content-encryption key. The algorithmidentifier
for RSA is:

rsakEncryption OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkes-1(1) 1}

The Al gorithm dentifier parameters field nmust be present, and the
paranmeters field must contain NULL

When using a Tripl e-DES content-encryption key, adjust the parity
bits for each DES key conprising the Triple-DES key prior to RSA
encryption.

The use of RSA encryption, as defined in RFC 2313 [ PKCS#1], to
provide confidentiality has a known vul nerability concerns. The
vulnerability is primarily relevant to usage in interactive
applications rather than to store-and-forward environnents. Further
i nformati on and proposed counterneasures are di scussed in the
Security Considerations section of this docunent.

Note that the same encryption schene is also defined in RFC 2437
[ NEWPKCS#1]. Wthin RFC 2437, this schene is called
RSAES- PKCS1-v1_5.

3.3 Synmetric Key-Encryption Key Al gorithms

CVB i mpl enent ati ons may include symmetric key-encryption key
managenent. Such CMS inpl enentations nust include Triple-DES key-
encryption keys wapping Tripl e-DES content-encryption keys, and such
CMS i npl ement ati ons shoul d incl ude RC2 key-encryption keys w appi ng
RC2 content-encryption keys. Only 128-bit RC2 keys nay be used as
key-encryption keys, and they nust be used with the
RC2Par anet er Ver si on parameter set to 58. A CMS inplenmentation may
support m xed key-encryption and content-encryption algorithns. For
exanpl e, a 40-bit RC2 content-encryption key may be wrapped with
168-bit Triple-DES key-encryption key or with a 128-bit RC2 key-
encryption key.
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Key wap algorithmidentifiers are located in the Envel opedDat a
Reci pi ent | nf os KEKReci pi ent I nfo keyEncrypti onAl gorithm and

Aut hent i cat edDat a Reci pi ent | nfos KEKReci pi entlnfo
keyEncrypti onAl gorithmfiel ds.

W apped content-encryption keys are located in the Envel opedDat a
Reci pi ent | nf os KEKReci pi entl nfo encryptedKey field. Wapped
nessage- aut henti cati on keys are |l ocated in the AuthenticatedData
Reci pi ent | nf os KEKReci pi ent|I nfo encryptedKey field.

The output of a key agreement algorithmis a key-encryption key, and
this key-encryption key is used to encrypt the content-encryption
key. In conjunction with key agreenent al gorithnms, CMS

i mpl enent ati ons must include encryption of content-encryption keys
with the pairw se key-encryption key generated using a key agreenent
algorithm To support key agreement, key wap algorithmidentifiers
are located in the KeyWapAl gorithm paranmeter of the Envel opedDat a
Reci pi ent | nf os KeyAgr eeReci pi entl nfo keyEncrypti onAl gorithm and

Aut hent i cat edDat a Reci pi ent | nfos KeyAgreeReci pi entlnfo
keyEncryptionAlgorithmfields. Wapped content-encryption keys are
| ocated in the Envel opedData Reci pi ent| nfos KeyAgreeReci pientlnfo
Reci pi ent Encrypt edKeys encryptedKey field, wapped nessage-

aut hentication keys are located in the AuthenticatedData

Reci pi ent | nf os KeyAgr eeReci pi ent | nfo Reci pi ent Encr ypt edKeys

encrypt edKey field.

3.3.1 Triple-DES Key Wap
Tri pl e- DES key encryption has the algorithmidentifier

i d-al g- CMS3DESwW ap OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) alg(3) 6 }

The Al gorithm dentifier parameter field nust be NULL

The key wrap algorithmused to encrypt a Triple-DES content-
encryption key with a Tripl e-DES key-encryption key is specified in
section 12.6.

Qut - of -band di stribution of the Triple-DES key-encryption key used to
encrypt the Triple-DES content-encryption key is beyond of the scope
of this docunent.
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12.3.3.2 RC2 Key Wap

12.

RC2 key encryption has the algorithmidentifier

i d-al g- CMSRC2wr ap OBJECT I DENTI FIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) alg(3) 7}

The Al gorithm dentifier parameter field nust be RC2wr apParaneter:
RC2wr apPar anmet er :: = RC2Par anet er Ver si on
RC2Par anet er Ver si on :: = | NTEGER

The RC2 effective-key-bits (key size) greater than 32 and | ess than
256 is encoded in the RC2ParaneterVersion. For the effective-key-
bits of 40, 64, and 128, the rc2ParaneterVersion values are 160, 120,
and 58 respectively. These values are not sinply the RC2 key | ength.
Note that the value 160 nust be encoded as two octets (00 AO),
because the one octet (A0) encoding represents a negative nunber.

Only 128-bit RC2 keys may be used as key-encryption keys, and they
must be used with the RC2Paranet er Versi on paranmeter set to 58.

The key wap algorithmused to encrypt a RC2 content-encryption key
with a RC2 key-encryption key is specified in section 12.6.

Qut - of -band di stribution of the RC2 key-encryption key used to
encrypt the RC2 content-encryption key is beyond of the scope of this
docunent .

4 Content Encryption Al gorithns

CMS i npl ement ati ons must include Triple-DES in CBC node. CM5
i mpl enent ati ons shoul d include RC2 in CBC node.

Content encryption algorithnms identifiers are located in the
Envel opedDat a Encrypt edContent| nfo content Encrypti onAl gorithm and the
Encrypt edDat a Encrypt edCont ent| nfo content Encrypti onAl gorithmfields.

Content encryption algorithms are used to enci pher the content

| ocated in the Envel opedData EncryptedContentlnfo encryptedContent
field and the EncryptedData EncryptedContentl|nfo encryptedContent
field.
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4.1 Triple-DES CBC

The Triple-DES algorithmis described in ANSI X9.52 [3DES]. The
Triple-DES is conposed fromthree sequential DES [DES] operations:
encrypt, decrypt, and encrypt. Three-Key Triple-DES uses a different
key for each DES operation. Two-Key Triple-DES uses one key for the
two encrypt operations and different key for the decrypt operation.
The sane algorithmidentifiers are used for Three-Key Tripl e-DES and
Two- Key Triple-DES. The algorithmidentifier for Triple-DES in

Ci pher Bl ock Chaining (CBC) npde is:

des- ede3-chc OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) encryptionAlgorithm(3) 7 }

The Al gorithm dentifier parameters field nmust be present, and the
paranmeters field rmust contain a CBCParaneter:

CBCPar aneter ::= 1V
IV ::= OCTET STRING -- exactly 8 octets
4.2 RC2 CBC

The RC2 algorithmis described in RFC 2268 [ RC2]. The algorithm
identifier for RC2 in CBC node is:

rc2-cbc OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) encryptionAlgorithm(3) 2 }

The Algorithm dentifier paranmeters field nust be present, and the
paranmeters field nmust contain a RC2CBCPar anet er:

RC2CBCPar anet er ::= SEQUENCE ({
r c2Par anet er Ver si on | NTECER,
iv OCTET STRING } -- exactly 8 octets

The RC2 effective-key-bits (key size) greater than 32 and | ess than
256 is encoded in the rc2ParaneterVersion. For the effective-key-
bits of 40, 64, and 128, the rc2ParaneterVersion val ues are 160, 120,
and 58 respectively. These values are not sinmply the RC2 key | ength.
Note that the value 160 must be encoded as two octets (00 AO), since
the one octet (A0) encoding represents a negative nunber.

5 Message Authentication Code Al gorithns

CMVB i npl enent ations that support authenticatedData nust include HVAC
wi th SHA-1.

Housl ey St andards Track [ Page 42]



RFC 2630 Crypt ographi c Message Synt ax June 1999

12.

12.

MAC algorithmidentifiers are located in the AuthenticatedData
macAl gorithm field.

MAC val ues are located in the AuthenticatedData mac fiel d.
5.1 HMVAC with SHA-1

The HVAC with SHA-1 algorithmis described in RFC 2104 [HMAC]. The
algorithmidentifier for HMAC with SHA-1 is:

hMAC- SHA1 OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) 8 1 2 }

The Al gorithm dentifier paranmeters field nust be absent.
6 Triple-DES and RC2 Key Wap Al gorithmns

CVB i npl enent ati ons nust include encryption of a Triple-DES content-
encryption key with a Tripl e-DES key-encryption key using the
algorithmspecified in Sections 12.6.2 and 12.6.3. CM

i mpl enent ati ons shoul d include encryption of a RC2 content-encryption
key with a RC2 key-encryption key using the algorithmspecified in
Sections 12.6.4 and 12.6.5. Triple-DES and RC2 content-encryption
keys are encrypted in C pher Block Chaining (CBC) node [ MODES]

Key Transport algorithnms allow for the content-encryption key to be
directly encrypted; however, key agreenent and symretric key-
encryption key algorithns encrypt the content-encryption key with a
second synmetric encryption algorithm This section describes how
the Triple-DES or RC2 content-encryption key is formatted and
encrypt ed.

Key agreenent algorithnms generate a pairw se key-encryption key, and
a key wap algorithmis used to encrypt the content-encryption key
with the pairw se key-encryption key. Simlarly, a key wap
algorithmis used to encrypt the content-encryption key in a
previously distributed key-encryption key.

The key-encryption key is generated by the key agreenment al gorithm or
di stributed out of band. For key agreenment of RC2 key-encryption
keys, 128 bits nust be generated as input to the key expansion
process used to conpute the RC2 effective key [ RC2].

The sane algorithmidentifier is used for both 2-key and 3-key
Triple-DES. When the I ength of the content-encryption key to be
wrapped is a 2-key Triple-DES key, a third key with the sane val ue as
the first key is created. Thus, all Triple-DES content-encryption
keys are wapped |ike 3-key Tripl e-DES keys.
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12.

12.

12.

6.1 Key Checksum

The CMS Checksum Algorithmis used to provide a content-encryption
key integrity check value. The algorithmis:

1. Conpute a 20 octet SHA-1 [ SHAl] nessage digest on the
content-encryption key.

2. Use the nost significant (first) eight octets of the nessage
di gest val ue as the checksum val ue.

6.2 Triple-DES Key Wap

The Triple-DES key wap algorithmencrypts a Tripl e-DES content-
encryption key with a Tripl e-DES key-encryption key. The Tripl e-DES
key wrap algorithmis:

1. Set odd parity for each of the DES key octets conpri sing
the content-encryption key, call the result CEK

2. Compute an 8 octet key checksum val ue on CEK as descri bed above

in Section 12.6.1, call the result |CV.

Let CEKICV = CEK || I¢CV

CGenerate 8 octets at random call the result |V

Encrypt CEKICV in CBC node using the key-encryption key. Use

the random val ue generated in the previous step as the

initialization vector (I1V). Call the ciphertext TEMP1

6. Let TEMP2 = IV || TEMPL.

7. Reverse the order of the octets in TEMP2. That is, the nost
significant (first) octet is swapped with the | east significant
(last) octet, and so on. Call the result TEMP3.

8. Encrypt TEMP3 in CBC npbde using the key-encryption key. Use
an initialization vector (1V) of Ox4adda22c79e82105.

The ciphertext is 40 octets |ong.

ok

Note: \When the sane content-encryption key is wapped in different
key-encryption keys, a fresh initialization vector (I1V) nust be
generated for each invocation of the key wap algorithm

6.3 Triple-DES Key Unw ap

The Tripl e-DES key unwap al gorithm decrypts a Tripl e- DES content -
encryption key using a Triple-DES key-encryption key. The Triple-DES
key unwap algorithmis:

1. |If the wapped content-encryption key is not 40 octets, then
error.

2. Decrypt the wapped content-encryption key in CBC nbde using
the key-encryption key. Use an initialization vector (IV)
of Ox4adda22c79e82105. Call the output TEMPS.
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3. Reverse the order of the octets in TEMP3. That is, the nost
significant (first) octet is swapped with the l[east significant
(last) octet, and so on. Call the result TEMP2.

4. Decomnpose the TEMP2 into |V and TEMP1. 1V is the npst
significant (first) 8 octets, and TEMP1 is the |east significant
(last) 32 octets.

5. Decrypt TEMP1 in CBC npbde using the key-encryption key. Use
the IV value fromthe previous step as the initialization vector.
Call the ciphertext CEKICV.

6. Decomnpose the CEKICV into CEK and ICV. CEK is the nost significant
(first) 24 octets, and ICV is the least significant (last) 8 octets.

7. Compute an 8 octet key checksum val ue on CEK as descri bed above
in Section 12.6.1. |If the conputed key checksum val ue does not
mat ch the decrypted key checksum val ue, |ICV, then error

8. Check for odd parity each of the DES key octets conprising CEK
If parity is incorrect, then there is an error

9. Use CEK as the content-encryption key.

12.6.4 RC2 Key Wap

The RC2 key wrap algorithmencrypts a RC2 content-encryption key with
a RC2 key-encryption key. The RC2 key wap algorithmis:

1. Let the content-encryption key be called CEK, and let the length
of the content-encryption key in octets be called LENGTH  LENGTH
is a single octet.

2. Let LCEK = LENGTH || CEK

3. Let LCEKPAD = LCEK || PAD. If the length of LCEK is a nultiple
of 8, the PAD has a length of zero. |If the length of LCEK is
not a multiple of 8, then PAD contains the fewest nunber of
random octets to make the I ength of LCEKPAD a nultiple of 8.

4. Conpute an 8 octet key checksum val ue on LCEKPAD as descri bed

above in Section 12.6.1, call the result |CV.

Let LCEKPADICV = LCEKPAD || ICV

CGenerate 8 octets at random call the result [V

Encrypt LCEKPADI CV i n CBC node using the key-encryption key.

Use the random val ue generated in the previous step as the

initialization vector (IV). Call the ciphertext TEMP1

8. Let TEMP2 = |V || TEMPL.

9. Reverse the order of the octets in TEMP2. That is, the npst
significant (first) octet is swapped with the | east significant
(last) octet, and so on. Call the result TEMPS.

10. Encrypt TEMP3 in CBC npde using the key-encryption key. Use
an initialization vector (IV) of Ox4adda22c79e82105.

No o

Note: \When the sane content-encryption key is wapped in different
key-encryption keys, a fresh initialization vector (I1V) nust be
generated for each invocation of the key wap algorithm
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12.6.5 RC2 Key Unw ap

The RC2 key unwrap al gorithmdecrypts a RC2 content-encryption key
using a RC2 key-encryption key. The RC2 key unwap algorithmis:

1. |If the wapped content-encryption key is not a multiple of 8
octets, then error.

2. Decrypt the wapped content-encryption key in CBC nbde using
the key-encryption key. Use an initialization vector (I1V)
of Ox4adda22c79e82105. Call the output TEMP3.

3. Reverse the order of the octets in TEMP3. That is, the npst
significant (first) octet is swapped with the | east significant
(last) octet, and so on. Call the result TEMP2.

4. Deconpose the TEMP2 into IV and TEMP1. |V is the nost
significant (first) 8 octets, and TEMPl is the renuaining octets.

5. Decrypt TEMP1 in CBC node using the key-encryption key. Use
the 1V value fromthe previous step as the initialization vector.
Call the plaintext LCEKPADI CV

6. Deconpose the LCEKPADICV into LCEKPAD, and ICV. [ICVis the
| east significant (last) octet 8 octets. LCEKPAD is the
remai ni ng octets.

7. Compute an 8 octet key checksum val ue on LCEKPAD as descri bed
above in Section 12.6.1. |If the computed key checksum val ue
does not match the decrypted key checksum val ue, I1CV, then error

8. Deconpose the LCEKPAD i nto LENGTH, CEK, and PAD. LENGIH is the
nost significant (first) octet. CEK is the follow ng LENGTH
octets. PAD is the remaining octets, if any.

9. If the length of PAD is nore than 7 octets, then error

10. Use CEK as the content-encryption key.
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Appendi x A: ASN. 1 Modul e

Crypt ogr aphi cMessageSynt ax
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) smnme(16) nodul es(0) cns(1l) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS Al l

-- The types and values defined in this nodule are exported for use in
-- the other ASN. 1 nodules. Oher applications my use themfor their
-- OWn purposes.

| MPORTS

-- Directory Information Franmework (X 501)
Name
FROM | nf ormati onFramework { joint-iso-itu-t ds(5) nodul es(1)
i nformati onFramework(1) 3 }

-- Directory Authentication Framework (X 509)
Algorithmdentifier, AttributeCertificate, Certificate,
CertificateList, CertificateSerial Nunber

FROM Aut henti cati onFramework { joint-iso-itu-t ds(5)
nodul e(1) authenticationFramework(7) 3} ;

-- Cryptographi c Message Syntax

Contentlnfo ::= SEQUENCE {
cont ent Type Cont ent Type,
content [0] EXPLICIT ANY DEFI NED BY content Type }

Content Type ::= OBJECT | DENTI FI ER

Si gnedDat a :: = SEQUENCE {
ver si on CMVSVer si on,
di gest Al gorithns DigestAl gorithm dentifiers,
encapCont ent | nf o Encapsul at edCont ent | nf o,
certificates [0] IMPLICIT CertificateSet OPTI ONAL,
crls [1] IMPLICIT CertificateRevocationLi sts OPTI ONAL,
signerinfos Signerlnfos }

Di gestAlgorithmdentifiers ::= SET OF DigestAl gorithmdentifier

Signerinfos ::= SET OF Signerlnfo
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Encapsul at edContent I nfo ::= SEQUENCE ({
eCont ent Type Cont ent Type,
eContent [0] EXPLICIT OCTET STRI NG OPTI ONAL }

Si

gnerinfo ::= SEQUENCE {

ver si on CVSVer si on,

sid Signerldentifier,

di gest Al gorithm Di gest Al gorithmdentifier,

signedAttrs [0] IMPLICIT SignedAttributes OPTI ONAL,

si gnat ur eAl gorithm Si gnatureAl gorithmdentifier,

si gnature SignatureVal ue,

unsi gnedAttrs [1] IMPLICI T UnsignedAttributes OPTI ONAL }

Si

gnerldentifier ::= CHO CE {
i ssuer AndSeri al Nunmber | ssuer AndSeri al Nunber,
subj ect Keyl dentifier [0] SubjectKeyldentifier }

SignedAttributes ::= SET SIZE (1..MAX) OF Attribute
Unsi gnedAttributes ::= SET SIZE (1.. MAX) OF Attribute
Attribute ::= SEQUENCE {

attr Type OBJECT | DENTI FI ER,
attrVval ues SET OF AttributeVal ue }

AttributeValue ::= ANY

OCTET STRI NG

Si gnat ur eVal ue ::

Envel opedDat a :: = SEQUENCE {
versi on CMSVersi on,
originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL,
reci pi entl nfos Reci pi entl nfos,
encrypt edCont ent | nfo Encrypt edCont ent | nf o,
unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTI ONAL }

Oiginatorinfo ::= SEQUENCE {
certs [O] IMPLICIT CertificateSet OPTI ONAL,
crls [1] IMPLICIT CertificateRevocationLi sts OPTI ONAL }
Reci pientlnfos ::= SET OF Recipientlnfo
EncryptedContentlnfo ::= SEQUENCE {
cont ent Type Cont ent Type,
cont ent Encrypti onAl gorithm Content Encrypti onAl gorithm dentifier,
encryptedContent [0] I MPLICIT EncryptedContent OPTI ONAL }

Encrypt edContent ::= OCTET STRI NG
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UnprotectedAttributes ::= SET SIZE (1.. MAX) OF Attribute

Reci pientlInfo ::= CHO CE {
ktri KeyTransReci pi entl nfo,
kari [1l] KeyAgreeReci pientlnfo,
kekri [2] KEKRecipientlnfo }

Encrypt edKey ::= OCTET STRI NG
KeyTransReci pi entl nfo ::= SEQUENCE {
versi on CMSVersion, -- always set to O or 2

rid Recipientldentifier,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
encrypt edKey EncryptedKey }

Reci pientldentifier ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSer i al Nunber,
subj ect Keyl dentifier [0] SubjectKeyldentifier }

KeyAgr eeReci pi entI nfo ::= SEQUENCE {
versi on CMsVersion, -- always set to 3
originator [0] EXPLICIT OriginatorldentifierOKey,
ukm [ 1] EXPLICI T UserKeyi nghaterial OPTI ONAL,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithmdentifier,
reci pi ent Encr ypt edKeys Reci pi ent Encrypt edKeys }

OiginatorldentifierOKey ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber ,
subj ect Keyl dentifier [0] SubjectKeyldentifier,
originatorKey [1] Oigi natorPublicKey }

Ori gi nat or Publ i cKey ::= SEQUENCE {
al gorithm Al gorithmdentifier,
publicKey BIT STRI NG }

Reci pi ent Encrypt edKeys ::= SEQUENCE OF Reci pi ent Encr ypt edKey
Reci pi ent Encrypt edKey ::= SEQUENCE {

ri d KeyAgreeReci pientldentifier,

encrypt edKey Encrypt edKey }
KeyAgr eeReci pientldentifier ::= CHO CE {

i ssuer AndSer i al Nunmber | ssuer AndSeri al Nunber,
rkeyld [0] IMPLICIT RecipientKeyldentifier }
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Reci pi ent Keyl dentifier ::= SEQUENCE {
subj ect Keyl denti fi er Subject Keyldentifi er,
dat e GeneralizedTi me OPTI ONAL,
ot her Ot herKeyAttribute OPTI ONAL }

Subj ect Keyl dentifier ::= OCTET STRI NG
KEKReci pi entInfo ::= SEQUENCE {
versi on CMSVersion, -- always set to 4

keki d KEKI dentifier,

keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,

encrypt edKey Encrypt edKey }

KEKI dentifier ::= SEQUENCE {
keyl dentifier OCTET STRI NG
dat e GeneralizedTi me OPTI ONAL,
ot her Ot herKeyAttribute OPTI ONAL }

Di gestedData ::= SEQUENCE ({
ver si on CMVSVer si on,
di gest Al gorithm Di gest Al gorithmdentifier,
encapCont ent | nf o Encapsul at edCont ent | nf o,
di gest Digest }

Di gest ::= OCTET STRI NG
EncryptedData ::= SEQUENCE {

versi on CMSVer si on,
encrypt edCont ent | nfo Encrypt edCont ent | nf o,

June 1999

unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTI ONAL }

Aut henti cat edDat a :: = SEQUENCE {
ver si on CMBVer si on,

originatorinfo [0] IMPLICIT Originatorlnfo OPTI ONAL,

reci pi entl nfos Reci pi entl nf os,
macAl gorit hm MessageAut henti cati onCodeAl gorithm

di gestAlgorithm[1] DigestAl gorithmdentifier OPTIONAL,

encapCont ent | nf o Encapsul at edCont ent | nf o,

aut henticatedAttributes [2] IMPLICIT AuthAttributes OPTI ONAL,

mac MessageAut henti cati onCode,

unaut henticatedAttributes [3] I MPLICIT Unaut hAttri butes OPTI ONAL }

Aut hAttributes ::= SET SIZE (1.. MAX) OF Attribute
Unaut hAttributes ::= SET SIZE (1.. MAX) OF Attribute
MessageAut henti cati onCode ::= OCTET STRI NG
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DigestAlgorithmdentifier ::= Algorithmdentifier
SignatureAl gorithmdentifier ::= A gorithmdentifier
KeyEncryptionAl gorithm dentifier ::= Algorithmdentifier
Content Encrypti onAl gorithm dentifier ::= Al gorithm dentifier
MessageAut hent i cati onCodeAl gorithm ::= Al gorithm dentifier
CertificateRevocationLists ::= SET OF CertificateList
CertificateChoices ::= CHO CE {
certificate Certificate, -- See X 509
ext endedCertificate [0] I MPLICIT ExtendedCertificate, -- Cbsolete
attrCert [1] IMPLICIT AttributeCertificate } -- See X 509 & X9.57
CertificateSet ::= SET OF CertificateChoices
| ssuer AndSeri al Nunber ::= SEQUENCE ({

i ssuer Nane,
serial Number CertificateSerial Nunber }

CMsVersion ::= INTEGER { vO0(0), vi1(1), v2(2), v3(3), v4(4) }
User Keyi ngMaterial ::= OCTET STRI NG
O herKeyAttribute ::= SEQUENCE ({

keyAttrid OBJECT | DENTI FI ER,
keyAttr ANY DEFI NED BY keyAttrld OPTI ONAL }

-- CMS Attributes

MessageDi gest ::= OCTET STRI NG
SigningTine ::= Tine
Tinme ::= CHO CE {

ut cTi me UTCTi ne,
general Ti ne GeneralizedTine }

Countersignature ::= Signerinfo
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-- Algorithmldentifiers

sha-1 OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
oi W(14) secsig(3) algorithm2) 26 }

md5 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) digestAlgorithm2) 5}

i d-dsa-with-shal OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) x9-57 (10040) x9cm(4) 3}

rsakEncryption OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs-1(1) 1}

dh- publ i c- nunber OBJECT I DENTIFIER ::= { iso(1) menber-body(2)
us(840) ansi-x942(10046) number-type(2) 1 }

i d-al g- ESDH OBJECT IDENTIFIER ::= { iso(1) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-9(9) smne(16) alg(3) 5}

i d- al g- CVS3DESwW ap OBJECT | DENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) alg(3) 6 }

i d-al g- CMSRC2wr ap OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) alg(3) 7}

des-ede3-cbc OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) encryptionAlgorithnm(3) 7 }

rc2-cbc OBJECT IDENTIFIER ::={ iso(1l) nenber-body(2) us(840)
rsadsi (113549) encryptionAlgorithnm(3) 2 }

hMAC- SHA1 OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) nmechanisnms(5) 8 1 2 }

-- Al gorithm Paraneters

KeyW apAl gorithm ::= Al gorithmdentifier

RC2wr apPar amet er :: = RC2Par anet er Ver si on
RC2Par anet er Versi on :: = | NTEGER

CBCPar aneter ::= 1V

IV ::= OCTET STRING -- exactly 8 octets
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RC2CBCPar anet er ::= SEQUENCE ({
rc2Par anmet er Ver si on | NTEGER
iv OCTET STRING } -- exactly 8 octets

-- Content Type (hject ldentifiers

id-ct-contentlnfo OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
ct(1) 6}

i d-data OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 1}

i d-signedbData OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs7(7) 2}

i d-envel opedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 3}

i d-di gestedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 5}

i d-encryptedbData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 6 }

i d-ct-authData OBJECT I DENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
ct(1) 2}

-- Attribute hject ldentifiers

i d-content Type OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 3}

i d- messageDi gest OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 4 }

i d-signingTime OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 5}

i d-countersignature OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 6 }
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-- (bsol ete Extended Certificate syntax from PKCS#6

Ext endedCertificate ::= SEQUENCE {
ext endedCertificatel nfo ExtendedCertificatelnfo,
si gnat ur eAl gorithm Si gnatureAl gorithmdentifier,
signature Signature }

Ext endedCertificatelnfo ::= SEQUENCE {
ver si on CMVSVer si on,
certificate Certificate,
attributes UnauthAttributes }

Signature ::= BIT STRING

END -- of Cryptographi cMessageSynt ax
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Security Considerations

The Cryptographi c Message Syntax provides a method for digitally
signing data, digesting data, encrypting data, and authenticating
dat a.

| mpl enment ati ons nust protect the signer’s private key. Conpronise of
the signer’s private key permts masquerade.

| mpl enent ati ons nust protect the key management private key, the
key-encryption key, and the content-encryption key. Conprom se of
the key nmanagenent private key or the key-encryption key may result
in the disclosure of all nmessages protected with that key.
Simlarly, conmprom se of the content-encryption key may result in
di scl osure of the associated encrypted content.

| mpl enent ati ons nust protect the key nanagenent private key and the
nessage- aut henti cati on key. Conpronise of the key managenent private
key permits masquerade of authenticated data. Simlarly, conprom se
of the nessage-authentication key may result in undetectable

nodi fication of the authenticated content.
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| mpl ement ati ons nust randomy generate content-encryption keys,
nmessage- aut henti cation keys, initialization vectors (l1Vs), and

paddi ng. Al so, the generation of public/private key pairs relies on
a random nunbers. The use of inadequate pseudo-random nunber
generators (PRNGs) to generate cryptographic keys can result in
little or no security. An attacker may find it nuch easier to
reproduce the PRNG environnent that produced the keys, searching the
resulting small set of possibilities, rather than brute force
searching the whol e key space. The generation of quality random
nunbers is difficult. RFC 1750 [ RANDOM offers inportant guidance in
this area, and Appendix 3 of FIPS Pub 186 [DSS] provides one quality
PRNG t echni que.

When using key agreenent algorithnms or previously distributed
symmetric key-encryption keys, a key-encryption key is used to

encrypt the content-encryption key. |f the key-encryption and
content-encryption algorithms are different, the effective security
is determ ned by the weaker of the two algorithns. If, for exanple,

a nessage content is encrypted with 168-bit Triple-DES and the
Tri pl e-DES content-encryption key is wapped with a 40-bit RC2 key,
then at nost 40 bits of protection is provided. A trivial search to
determ ne the value of the 40-bit RC2 key can recover Triple-DES key,
and then the Triple-DES key can be used to decrypt the content.
Therefore, inplenenters nust ensure that key-encryption algorithns
are as strong or stronger than content-encryption algorithms.

Section 12.6 specifies key wap algorithms used to encrypt a Triple-
DES [ 3DES] content-encryption key with a Tripl e-DES key-encryption
key or to encrypt a RC2 [RC2] content-encryption key with a RC2 key-
encryption key. The key wap al gorithns nake use of CBC node

[ MODES]. These key wap algorithnms have been reviewed for use with
Triple and RC2. They have not been reviewed for use with other

crypt ographi c nodes or other encryption algorithms. Therefore, if a
CMVB i mpl enent ati on wi shes to support ciphers in addition to Triple-
DES or RC2, then additional key wap algorithms need to be defined to
support the additional ciphers.

| mpl ementers shoul d be aware that cryptographic algorithnms becone
weaker with time. As new cryptoanal ysis techni ques are devel oped and
conputing performance i nproves, the work factor to break a particul ar
cryptographic algorithmw ||l reduce. Therefore, cryptographic

al gorithm i npl enent ati ons shoul d be nodul ar al |l owi ng new al gorithns
to be readily inserted. That is, inplenenters should be prepared for
the set of nandatory to inplenent algorithns to change over tine.

The countersignature unauthenticated attribute includes a digita

signature that is computed on the content signature value, thus the
count ersi gni ng process need not know the original signed content.
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This structure permts inplenentation efficiency advantages; however,
this structure may al so pernit the countersigning of an inappropriate
signature value. Therefore, inplenmentations that perform

countersi gnatures should either verify the original signature value
prior to countersigning it (this verification requires processing of
the original content), or inplenentations should perform
countersigning in a context that ensures that only appropriate
signature val ues are countersigned.

Users of CMS, particularly those enploying CVM5 to support interactive
applications, should be aware that PKCS #1 Version 1.5 as specified
in RFC 2313 [ PKCS#1] is vul nerable to adaptive chosen ci phertext
attacks when applied for encryption purposes. Exploitation of this
identified vulnerability, revealing the result of a particular RSA
decryption, requires access to an oracle which will respond to a

| arge nunber of ciphertexts (based on currently available results,
hundreds of thousands or nore), which are constructed adaptively in
response to previously-received replies providing information on the
successes or failures of attenpted decryption operations. As a
result, the attack appears significantly less feasible to perpetrate
for store-and-forward S/M ME environments than for directly
interactive protocols. Were CM5 constructs are applied as an

i nternedi ate encryption |layer within an interactive request-response
conmuni cati ons environnment, exploitation could be nore feasible.

An updated version of PKCS #1 has been published, PKCS #1 Version 2.0
[ NEWPKCS#1] . This new docunent will supersede RFC 2313. PKCS #1
Version 2.0 preserves support for the encryption paddi ng fornmat
defined in PKCS #1 Version 1.5 [PKCS#1], and it al so defines a new
alternative. To resolve the adaptive chosen ciphertext

vul nerability, the PKCS #1 Version 2.0 specifies and recomends use
of Optinmal Asymetric Encryption Paddi ng (OQAEP) when RSA encryption
is used to provide confidentiality. Designers of protocols and
systens enploying CVMS for interactive environnents should either

consi der usage of OAEP, or should ensure that information which could
reveal the success or failure of attenpted PKCS #1 Version 1.5
decryption operations is not provided. Support for QAEP will likely
be added to a future version of the CMS specification
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