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Abst ract

Thi s docunent specifies how to incorporate CAST-128 (RFC2144) into
the SIM ME Cryptographi c Message Syntax (CMS) as an additi onal
algorithm for symmetric encryption. The relevant O Ds and processing
steps are provided so that CAST-128 may be included in the CMS
speci fication (RFC2630) for synmmetric content and key encryption.

The key words "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT",
"RECOMVENDED', "MAY", and "OPTIONAL" in this docunment (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].

1. Mtivation

S/'M ME (Secure/ Mul tipurpose Internet Mail Extensions) [SM M2,

SM ME3] is a set of specifications for the secure transport of MM
objects. In the current (S/MME v3) specifications the mandatory-
to-inplement symmetric algorithmfor content encryption and key
encryption is triple-DES (3DES). Wile this is perfectly acceptable
in many cases because the security of 3DES is generally considered to
be high, for sone environments 3DES nay be seen to be too slow. In
part to help alleviate such perfornance concerns, S/MME has all owed
any nunmber of (optional) additional algorithms to be used for
synmmetric content and key encryption.

The CAST-128 encryption algorithm[RFC2144, Adans] is a well-studied
symmetric ci pher that has a nunber of appealing features, including
relatively high performance and a vari able key size (from40 bits to
128 bits). It is available royalty-free and |license-free for
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conmer ci al and non-commerci al uses worldwide [IPR], and therefore is
wi dely used in a nunber of applications around the Internet. It thus
seenms to be a suitable optional encryption algorithmfor S/MME

Thi s docunent descri bes how to use CAST-128 within the S/M ME CMVS
speci fication.

2. Specification

This section provides the O Ds and processing i nformati on necessary
for CAST-128 to be used for content and key encryption in CMS.

2.1 ODs for Content and Key Encryption

CAST-128 is added to the set of optional synmetric encryption
algorithms in CVS by providing two uni que object identifiers (O Ds).
One O D defines the content encryption algorithmand the ot her
defines the key encryption algorithm Thus a CMS agent can apply
CAST-128 either for content or key encryption by selecting the
correspondi ng object identifier, supplying the required paraneter,
and starting the program code.

For content encryption the use of CAST-128 in cipher block chaining
(CBC) node is RECOMMVENDED. The key length is variable (from40 to
128 bits in 1-octet increnents).

The CAST-128 content-encryption algorithmin CBC node has the
foll owi ng object identifier:

cast 5CBC OBJECT I DENTIFIER ::= {iso(1l) nenber-body(2)
us(840) nt(113533) nsn(7) algorithns(66) 10}

The parameter associated with this object identifier contains the
initial vector IV and the key |ength:

cast 5CBCPar anet ers ::= SEQUENCE {
iv OCTET STRI NG DEFAULT O,
-- Initialization vector
keyLength | NTEGER
-- Key length, in bits
}

Conmments regarding the use of the IV may be found in [ RFC2144].

The key-w ap/unwap procedures used to encrypt/decrypt a CAST-128
content-encryption key with a CAST-128 key-encryption key are
specified in Section 2.2. Generation and distribution of key-
encryption keys are beyond the scope of this docunent.
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The CAST-128 key-encryption algorithmhas the foll owi ng object
identifier:

cast 5Cvskeyw ap OBJECT IDENTIFIER ::= { iso(1l)
menber - body(2) us(840) nt(113533) nsn(7)
al gorithns(66) 15}

The paraneter associated with this object identifier contains only
the key length (because the key wrapping procedure itself defines how
and when to use an |V):

cast 5CVvBkeyw apPar anet er ::= | NTEGER
-- key length, in bits

2.2 Key Wappi ng and Unwr appi ng

CAST- 128 key wrappi ng and unw apping is done in conformance with CMV5
[ RFC2630] .

2.2.1 CAST-128 Key Wap

Key wrapping with CAST-128 is identical to [ RFC2630], Sections 12.6.1
and 12.6.4, with "RC2" replaced by "CAST-128" in the introduction to
12.6.4. Only 128-bit CAST-128 keys nmay be used as key-encryption
keys, and they MUST be used with the cast5CMSkeyw apParaneter set to
128. It is RECOMMENDED that the size of the content-encryption key
and the size of the key-encryption key be equal (since the security
of the content will be at mpst the smaller of these two val ues).

2.2.2 CAST-128 Key Unw ap

Key unwr apping with CAST-128 is identical to [ RFC2630], Sections
12. 6.1 and 12.6.5, with "RC2" replaced by "CAST-128" in the
introduction to 12.6.5.

3. Using CAST-128 in SSMME Cients

An S/M ME client SHOULD announce the set of cryptographic functions
it supports by using the SSMME capabilities attribute. This
attribute provides a partial list of ODs of cryptographic functions
and MUST be signed by the client. The functions’ O Ds SHOULD be
logically separated in functional categories and MJST be ordered with
respect to their preference. |If an SSMMe client is required to
support symmetric encryption with CAST-128, the capabilities
attribute MJUST contain the cast5CBC O D specified above in the
category of symetric algorithnms. The paraneter associated with this
O D (see above) MJST be used to indicate supported key | ength. For
exanpl e, when the supported key length is 128 bits, the
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SM MECapabi | ity SEQUENCE representing CAST-128 MJST be DER-encoded as
the follow ng hexadeci mal string:
301106092A864886F67D07420A300402020080.

VWhen a sending agent creates an encrypted nessage, it has to decide
whi ch type of encryption algorithmto use. |In general the decision
process involves information obtained fromthe capabilities lists

i ncl uded i n nessages received fromthe recipient, as well as other

i nformati on such as private agreenents, user preferences, |ega
restrictions, and so on. If users require CAST-128 for synmetric
encryption, it MJST be supported by the SSMME clients on both the
sendi ng and receiving side, and it MJST be set in the user

pr ef er ences.

4. Security Considerations

Thi s docunent specifies the use of the CAST-128 symetric cipher for
encrypting the content of a CMS nessage and for encrypting the
symmetric key used to encrypt the content of a CVB nmessage. Although
CAST-128 all ows keys of variable |l ength to be used, it nust be
recogni zed that smaller key sizes (e.g., 40, 56, or 64 bits) may be
unacceptably weak for some environnments. The use of |arger key sizes
(e.g., 128 bits) is always RECOMVENDED (when rel evant inport, export,

or other laws permt). It is also RECOWENDED that the size of the
content-encryption key and the size of the key-encryption key be
equal (since the security of the content will be at nobst the smaller

of these two val ues).
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Ful | Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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