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1. Introduction and Term nol ogy

Thi s docunent will provide information on Service Location Protoco

i mpl enentation to di scover TN3270E servers in a network and session
bal ance anong those servers. This inplenentation follows the
standards track RFC 2165, Service Location Protocol [1] but also
provi des sonme exanpl es when using Service Location Protocol version 2
to be forward | ooking. Service Location Protocol version 2 is
docunented in RFC 2608 [4] and RFC 2609 [2].

1.1 Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

Session Balance - This refers to the ability of TN3270E client to use
server load information to establish a TN3270E connection to the
TN3270E server with the least load at that tine. The purpose is to
distribute the connection of TN3270E sessi ons anong nore than one
TN3270E server, and one server will not be excessively |oaded. The
term "l oad bal ance” is a nore general term with respect to server
load, and in this docunment we are focusing on the TN3270E sessi on
connections to | east |oaded servers.

SNA Gateway - A Systems Network Architecture (SNA) gateway all ows

mul tiple LAN-attached workstations to access SNA hosts through one or
nore physical connections to one or nore hosts. A SNA gateway acts
as a protocol converter between workstations attached to a LAN and a
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WAN host line. It typically would support the SNA protocols LU 0, 1,
2, 3, and dependent LU 6.2 (APPC). SNA gateways typically include a
TN3270E server capability.

LU Pool - The Logical Units (LUs) defined in the gateway can be
dedicated to a particular workstation or pooled anong nultiple

wor kstations. Pooling allows workstations to share common Logi ca
Units (LUs), which increases the efficiency of the LUs and reduces
the configuration and startup requirenents at the host. Wen a
client connects to the gateway, the gateway retrieves an LU fromthe
pool to establish a session. The LU Iis returned to the pool for
access by other workstations when the session is ended.

Conmserver Service Type Tenplate - Commserver service type is defined
as an SNA Gateway server as previously defined above in this
term nol ogy section. A tenplate describing the attributes for this
service type is in section 7.2.

2. An overvi ew of RFC 2165

RFC 2165, Service Location Protocol (SLP) [1], provides an automatic
way for clients to discover services within an admnistrative domain.

These services have various attributes associated with them from
which a client can base a service selection. The basic design

i nvol ves the use of three agent types. These are: User Agents
(UA's), Service Agents (SA's) and Directory Agents (DA s).

2.1 SLP Agents

User Agents are used to query Service Agents or Directory Agents.
They acquire/request service information based upon the desired
attributes and service needed for the user application

Service Agents represent a specific service and advertise service
i nformation.

Directory Agents act as a central collection point for service
registration information by Service Agents which is later requested
by "user agents" in "intranets".

2.2 Service Agents

The service registers itself with the service agent so that the SA
can start advertising this information over the network. The process
of registration consists of the service giving the SA all rel evant
configuration information and attribute tag/value list pairs specific
to this service. The Service tenplate is an abstract schena that
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applies to the service type. The service tenplate for TN3270E is
shown | ater, contains the URL which is the address of the server with
the port, which should be used to connect to it. The URL also
contains the service type which in this case is TN3270. The tenpl ate
al so contains all the other attributes associated with this service.

2.3 User Agents

The User Agent working on the TN3270E client’s behalf retrieves
service information fromthe Service Agent(s) or a Directory Agent.
Based on the gathered information and required attributes the TN3270E
client or user can deci de whether or not to connect with a particul ar
server. Based on the service advertisements from various TN3270E
servers, the client |ooks at the load attribute and can decide to
connect to the least |oaded server. |If by the tine it connects to
that particular TN3270E server, the server becones unavailable it can
try connecting to the next server inits list (ie: the second |east

| oaded server whose advertisenent was retrieved by the client/user
agent).

3. TN3270E Server Environnent and Load

TN3270E Servers are pervasive in today’s networked environment. SLP
provides enmulator clients with a way to di scover TN3270E servers in
the network and session bal ance anong the servers. The TN3270E
servers could be distributed across different SNA gateways wth

di fferent connection nmethods to hosts. The use of LU pools provides
an easy way for adm nistrators to provide users access to hosts.

Admi ni strators can add users to LU pools that have pre-configured
LUs with specific attributes, |ike LU types and nodel types.

These LU pools would typically have LUs from several different

gat eways assi gned, and as menbers of the LU pool nake TN3270E session
connections, they woul d be maki ng connections to different TN3270E
servers, with different |oad factors, so that session bal ancing coul d
be acconplished. The use of LU pools is not a requirenent for SLP
and session bal ancing. A TN3270E client could obtain a session by
using SLP and session balancing to locate the | east | oaded server in
the network. On a service request a wild card "*" could be used when
asking for LUPOOL if the emul ator doesn't care which device types are
supported in given pools or if it can assume given pools support only
certain device types.

3.1 TN3270E Server Load
TN3270E servers providing load information, SHOULD include nunber of

sessions available, not in current use, as part of the calculation in
determning the total load for the server. There can be other
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factors that m ght have an effect on server |load. An exanple would
be if a server is not dedicated to only SNA traffic, and is handling
ot her processes, like file services and print services, etc. It is
beyond the scope of this docunent to standardi ze the met hod of

i ndi vidual server |oad calculations. Different vendors server’s nmay
calcul ate | oad i nformati on based upon factors they consider

i nportant, and nethods for calculating | oad may change over tine.

If the TN3270E server coexists in a network with other TN server
i mpl enent ati ons using SLP for session bal anci ng, TN3270E server | oad
could be adjusted to conpensate for differences in |oad cal cul ati ons.

One way to all ow TN3270E server adnministrators to conpensate for
differences in inplementations of calculating server |oad neasurenent
is to provide the ability to nodify the | oad cal culati on on the
TN3270E server. An element of control can be provided by allow ng
the adm nistrator to nodify the | oad neasurenent, by using an

i ntegral nunber between 0 and 100 (100 being the highest) to change
the load. This |oad neasurenent acts as an additional factor on the
server’s actual |oad cal culation, so that the administrator could

bi as up or down, the likelihood of that server being selected by a
TN3270E client.

Load MJST be defined as one of the attributes for the TN3270E server.
The Load attribute provided at the server will allowclients to
determi ne which server to nake a connection. |If a UA provides only a
Service Type, in an Attribute Request, then the reply includes al
attributes and all values for that Service Type, and Load woul d be
included. Attribute Requests MAY include a select clause, so you
could be returned just load information. For nore information on
Attribute Requests refer to Service Location Protocol [1].

An application could issue a Service Request to |ocate a TN3270E
server. Then an application designed to performleast-load |ocation
of a TN3270E service, could issue a series of Attribute Requests to
obtain the | oad neasurenent of each server specified with a URL. It
woul d specify a select clause sinmlar to the one below to receive
only | oad information.

URL = service:tn3270://9.37.51.254: 23 Attribute filter = LOAD
The attribute LOAD would be returned along with its value. The

application could then issue other Attribute Request calls for each
URL.
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The application would then select the | east |oaded server as a
connection target. |If it tries to connect to a server and that
connection fails, it could then try to connect to the next |east-
| oaded server.

4. TN3270E dient Configuration
4.1 SLP Scope

Scope is a paraneter used to control and manage access by clients to
servers in a network. It is the sane as the Service Location

Prot ocol scope defined in RFC 2165 [1]. The control scope provides
is necessary for two reasons:

As your network, the number of clients, and the nunber of servers
grow, it becomes necessary to partition access to those servers by
the grow ng nunmber of clients in order to reduce overall traffic on
the network. It allows adm nistrators to organize users and servers
into adm ni strative groups.

The neani ng of the values of scope is defined by the adm nistrator of
the network. These values can represent any entity. Commonly, they
fall along either departnental, geographical, or organizationa

l'i nes.

Each TN3270E server can be assigned to a single scope or nmultiple
scopes. TN3270E clients using these servers can be configured for a
single specific scope. |If TN3270E clients are not configured with a
scope they MUST use the scope "default”.

SLP Service Agents and Directory Agents (DA) need to reside in the
network that support the TN3270E server with configured scopes.

Attribute information for Service Types pertaining to a specific
scope can be obtained fromDirectory Agents (DA). The DA will not
return a result unless the requested scope natches.

For nmore information on SLP scope refer to Service Location Protoco

[1].
4.2 DA Discovery tinme-out

The DA Discovery tine-out value, is used to control how |ong the SLP
APl must wait to discover Directory Agents (DAs) in the network. The
di scovery request is a multicast, and the anpunt of tine required to
gat her all DA responses might vary depending on many factors. |f
there are no DAs in the network, this tinme-out value can be set to
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zero to indicate that no DA discovery is to be done. The tinme-out is
expressed in nmilliseconds. Tine-out intervals and default val ues
shoul d be handl ed as described in RFC 2165 [1].

4.3 SA Multicast time-out

The SA Multicast tine-out value, is used to control how |ong the SLP
APl nmust wait to discover services, attributes, or service types in a
network without at |east one DA that supports the scope of the
request. In this situation, these requests are multicast and the
User Agent waits the tine-out value to gather the nultiple responses
that are returned. The tine-out is expressed in mlliseconds. Time-
out intervals and default val ues shoul d be handl ed as described in
RFC 2165 [1].

5. TN3270E dient Inplenentation Informtion
5.1 Overview

A TN3270E client that inplenments TN3270E SLP sessi on bal anci ng does
not need to configure an I P Host Address or TCP Port for the TN3270E
server it desires to connect to. Instead, the |IP Host Address and
TCP Port of the | east | oaded TN3270E server is discovered by using
the SLP session bal ancing described in this docunent.

The di scovery of the |east | oaded TN3270E server is done entirely
out si de of and before the TN3270E tel net negotiation. Once the IP
Host address and TCP Port of the | east |oaded TN3270E server is

di scovered, the TN3270E client can then start normal TN3270E tel net
negoti ati on.

The TN3270E client MJST allow for configuration of the follow ng
parameters. These SLP specific configuration itens are covered by
configuration paranmeters in the SLP APl [5].

Enabl e SLP Sessi on Bal anci ng

This configuration paranmeter indicates whether or not SLP session
bal ancing is enabled. |If it is enabled the follow ng three
configuration parameters MJST al so be configurable. |If this
paraneter is disabled, SLP session balancing is not supported and
normal TN3270E tel net negotiation is perforned.

Scope Nanme The scope nane is a text string that specifies a group of

TN3270E servers. The scope nane can be used to identify groups of
TN3270E servers in a departnental or geographic setting. For
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exanple, if the scope nane is Building-D, then the SLP session
bal anci ng woul d search all TN3270E servers in the Buil ding-D scope to
find the | east | oaded TN3270E server.

If the scope nanme is blank, then the scope nane is not used. This is
referred to as unscoped. It should be noted as in section 4.1 above
that any reference to unscoped services applies to Service Location
Protocol version 1 only [1]. Service Location Protocol version 2
doesn’t all ow unscoped services but does allow the use of default

scope [4]. In this case all TN3270E servers, with or w thout scope
nanes, can be used to satisfy the request for |east | oaded TN3270E
servers. |In order to cut down on network overhead, it is recomended

that either all servers be scoped or no servers be scoped. Refer
back to section 4.1 for nore di scussion of scope.

DA Di scovery Tine Qut Value

This value is specified in mlliseconds and is fully described in
section 4.2 of this docunent.

SA Multicast Time Qut Val ue

This value is specified in mlliseconds and is fully described in
section 4.3 of this docunent.

5.2 How to obtain the list of TN3270E servers supporting SLP
A TN3270E client that inplements SLP session bal ancing uses APl calls
to obtain the Iist of TN3270E servers supporting SLP session
bal anci ng.

The foll owing Service Location Version 2 APl [5] calls, could be used
with TN3270E SLP session bal anci ng:

SLPOpen - returns an SLPHandl e handl e to be used
SLPFi ndSrvs - issues the query for services

SLPFi ndAttrs - returns service attributes matching the attribute ids
for the indicated service URL or service type

SLPCl ose - frees all resources associated with the handl e.
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5.3 TN3270E Sanple dient Fl ow
5.3.1 Open the SLP connection

The TN3270E client nust first open a handle with the SLP User Agent.
For Service Location Protocol version 2, SLPOpen APl call [5] The SA
nmulticast time out and DA di scovery tinme out val ues woul d be passed

as paraneters to the SLPOpen APl call

5.3.2 Query the list of TN3270E servers

The TN3270E client then queries for the list of TN3270E servers
supporting SLP. This is done by using the Service Request APl call

The request string contains information that determ nes which type of
TN3270E servers that this client desires to connect to. The request
string can contain the scope name, pool nane, session type and 3270
screen size.

The SLPv1l query string has the follow ng format:
TN3270/ <scope nane>/ LUPOOL/ == <pool name><TAB><devi ce type>

The <scope nanme> is the nane of the scope that is configured for the
TN3270E client. |If the scope is blank or null (unscoped request),
then the scope is not inserted into the request string.

The <pool name> is a 1 to 8 character upper case string that

i ndi cates the name of the pool to which the TN3270E client desires to
connect. For SLP session bal ancing, the sane pool nanme nust be
configured on different TN3270E servers.

The <TAB> is the '/t' tab character which is hexadeci nal 0x09. the
<TAB> is a literal and is used as a separator.

The <device type> can be any of the follow ng:

3270DSC for TN3270E device type | BM 3287-1

3270002 for TN3270E device types | BM 3278-2 and | BM 3278-2-E
3270003 for TN3270E device types | BM 3278-3 and | BM 3278-3-E
3270004 for TN3270E device types |BM 3278-4 and | BM 3278-4-E
3270005 for TN3270E device types |BM 3278-5 and | BM 3278-5-E
* for TN3270E device type | BM DYNAM C
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Exanpl e:

For a TN3270E client searching for TN3270E servers in the ENG NEERI NG
scope for a nmodel 2 screen size and LUPOOL nane pool 2, the follow ng
request SLPvl string would be constructed:

"TN3270/ ENG NEERI NG/ LUPOOL/ == POOL2<TAB>3270002"

Note: The " characters before and after the string are not part of
the request string.

5.3.3 Forward Looki ng Exanple for SLPv2

For SLPv2 the scope and service type are no |onger part of the query
string. These are now separate fields in the nessage. The service
type nanme is required to have the "service:" prepended. The service
type field woul d | ook |Iike "service: TN3270", and the scope field
woul d be a comma separated |ist of scopes. A scope nane is always
required in SLPv2, if no other nane is known, the scope nane
"DEFAULT" is used. The exanple bel ow uses the sanme paraneters as
used i n above section 5.3.2.

Exampl e:  Service Type: service: TN3270 Scope string: ENG NEERI NG The
query string would have the follow ng fornat:

(LUPOOL=<POOL2> <32700002>)

In SLPv2 queries, all whitespace is conpressed to a single space
character during matching, so the identity of the separator character
does not matter. The tab character could be added for readability,
but it will not affect the outconme of the query.

5.3.4 Determine | oading of each TN3270E server

An attribute request for "service:tn3270e" specifying the attribute
LOAD can be made and you will get back all the available | oads. Say
these are 35,88,78. You can then issue a service request for al
tn3270E servers with "LOAD<40" for instance. Even if the | oad
changes between the time you get the attribute reply and when you

i ssue the request, you will still get the best the network has to

of fer.

The TN3270E client then uses the TN3270E server’s | P Host address to
start normal Tel net TN3270E negoti ati on
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5.4 Recommendat i ons
The TN3270E client SHOULD display the I P hostname and TCP Port that
is being used for the TN3270E connection. This gives the user
know edge of which TN3270E server the session is connected to. For
exanpl e, the I P host address could be displayed in the w ndow system
status bar.
The TN3270E client SHOULD display the resource nanme that is returned
by the TN3270E server after connection and TN3270E negotiation is
conpleted. This gives the user know edge of which LU resource name
in the LUPOOL the session is connected to. For exanple, the resource
nane coul d be displayed in the Wndows status bar, or even in the
3270 A A line.

In the event that after the TN3270E client has determ ned the |east
| oaded server and the connection to that server fails for sone
reason, the connection should be closed and an attenpt nade to
connect to other TN3270E servers in the list of |east |oaded servers.
For exanple, a TN3270E server may reject a connection to a specific
pool if the pool is full, or if the device type does not nmatch what
is available in the pool. |If this occurs, then an attenpt to other
| east | oaded TN3270E servers SHOULD be perforned.

6. Sanple Trace Flow of SLP and Sessi on Bal anci ng
This sample trace flow is provided for informational purposes only.
SLP API: Service Request: TN3270//LUPOOL == POOL2 3270002/
SLP API: Service Reply: service:tn3270://206.109. 45. 139: 23
SLP API: Service Reply: service:tn3270://206.109. 45. 140: 23
Connecting to 206.109. 45. 139: 23..
Ter m nal Type=NVT
Connecti on established
Recv <- DO TN3270E
Send -> WLL TN3270E
Term nal Type=TN3270E

Recv <- SEND DEVI CE_TYPE
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Send -> DEVI CE_TYPE REQUEST | BM 3278-2- E CONNECT POOL2
Recv <- DEVICE_TYPE IS | BM 3278-2-E CONNECT TN8003
Send -> FUNCTI ONS REQUEST BI ND_I MAGE SYSREQ

Recv <- FUNCTIONS | S Bl ND_| MAGE SYSREQ

7. Service Tenplates and Service Registration

The Service Location Protocol uses the "service:" URL schenme nane to
define URLs called "service: URLs". These schenes provide a way for
clients to obtain configuration information that is needed to
establish a 3270 session through the TN3270E server. The Service
Location Protocol provides for service: URLs to be registered and
di scover ed.

Service Registration These service registrations contain a service
URL, and possible attributes associated with that service. The
service registration informati on are shown bel ow for the server.

Service Tenpl ates Service tenplates are docunents defining in a
formal way the attributes associated with that service that a client
may want to use. For nore information on service tenpl ates pl ease
refer to, Service Tenplates and service: Schenes. [2]. The server
service tenplate and TN3270 service tenplates are shown bel ow.

7.1 The TN3270E Service Type Tenpl ate

The 'service:tn3270:’ tenplate defined bel ow conforns to the granmar
described in "Service Tenpl ates and service: Schenmes". Please refer
to [2] for detailed explanation of the syntax.

Nanme of submitters: Jim Naugle <jnaugle@s.ibmconpr

Gregg Ledford <gl edf ord@ephyrcorp. conp

K. Kast hurirangan <kasthuri @s.ibm conpr
Language of service tenplate: en
Security Considerations:
Service Location Protocol can help clients discover security services
supported by the TN3270E server. |If security services are inmportant
or required, using SLP authentication, and protected scopes in
Service Location Protocol version 1 is recomended [1]. Well known
ci phersuite nanes are used in the template [3].
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Tenpl ate text:

tenpl at e-t ype=t n3270e
tenmpl at e-version=1.0

tenpl at e- descri ption=
The tn3270 service provides 3270 gateway access to an SNA network
via the TN3270 protocol. The attributes reflect the types of 3270
devi ces, LU Pools, and | oad information avail able on the server.

tenpl at e-url - synt ax=

# service:tn3270:// <host nane>: <port >
# <host name>

# <port >

| oad=i nt eger

# This is the | oad bal ancing quantity to use in determining the

# |l east | oaded TN3270E server to attach to for the service. The
#range of valid values is an integral 0 to 100 with O indicating the
#| owest possible | oad and 100 the hi ghest

LUPool =string X ML
This attribute takes on one or nore val ues as defi ned bel ow.
The <TAB> char. 0x09 is literal and will be used as a separator.

<pool name>
<name>

<name> / <nane> "<TAB>" <dev type>
1* ALPHANUM
"3270DscC

Identifies the LU pool nanes of LU pools available for use on this
service with the associ ated device types supported in each pool
Each value is a record where the first token is the pool nane of
the pool and the second token is a device type supported in that
pool. A pool name w thout a device type indicates that LUs of
unknown type are included in the pool. Records associated with a
gi ven pool nane are repeated for each supported device type. A
given pool is included in a registration request if any PU profile
that contributes at least one LU to the pool is active on the
server. The range of valid dev_types are:

dev_type Meani ng

HHEHFEHFFHFFHHHHFEFEHFEHFEHFHFH R
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# 3270002 Lu Type 2 Mdel 2
Z 3270003 Lu Type 2 Mdel 3
ﬁ 3270004 Lu Type 2 Model 4
Z 3270005 Lu Type 2 Mdel 5
z 3270DSC Printer LU

#

Bl ND=keywor d

# The server supports the SNA bind i mage TN3270E function

DATA=keywor d
# The non- SNA 3270 data streamis supported by server.

RESPONSES=keywor d
# The server supports SNA response node.

SCS=keywor d
# The server supports SNA 3270 SCS data stream

SYSREQ=keywor d
# The SYSREQ keyboard key is supported on server.

RFC1576=keyword
# RFC1576 options supported.

RFC1646=keyword
# RFCL1646 options supported.

RFC2355=keywor d
# RFC2355 options supported.

security=string M

# This is the security techni que supported on the server.
# The defined val ues are:

NONE

SSLV3

Ci phersuites=string M

# Ci pher specifications supported by this server.

# Additional values will be defined in future tenpl ates.
NULL_NULL,

NULL_MD5,

NULL_SHA,

RC4_MD5_EXPORT,
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RC4A_MD5_US,
RCA_SHA_US,
RC2_MD5_EXPORT,
DES_SHA_EXPORT,
TRI PLE_DES_SHA US

platfornmestring X

# This is the network operating system platform underlying the

# advertising service. The defined values are:

#

#1W Server uses IntranetWare or Net\Ware operating system
#

# NT Server uses the Mcrosoft NT operating system

#

# OS2 Server uses the OS2 operating system

#

# Al X Server uses the Al X operating system

#

I WNT, OS2, Al X

protocol =string X

# This is the protocol (s) supported by the server providing this

# service. The defined val ues are:

#

# 1P Server supports client connections over I[P (TCP/IP or
# UDP/ | P)

#

# 1 PX Server supports client connections over |PX (SPX/ 1PX)
#

I

P, I PX
server nanme=string
# This is the nane of the server that was configured during
# installation.

rel ease=string X

# This is the version and rel ease | evel of the server advertising

# services. |Its format is vv.rr.mMm where "vv" is the mgjor version
# nunber, "rr" is the mnor version nunmber, and "mi is the

# modi fication level. Al nunbers are padded on the left with zeroes
# to two characters.

# Exanple: version 3, release 0, nod level 0 is "03.00.00"

—————————————————— tenplate ends here ---------------------o---o
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7.2 Server Service Type Tenpl ate
The 'service:comserver:’ tenplate defined bel ow conforms to the
grammar described in "Service Tenpl ates and service: Schenmes".

Pl ease refer to [2] for detail ed explanation of the syntax.

Nane of submitters: Jim Naugle <jnaugle@s.ibmconp

Gregg Ledford <gl edf ord@ephyrcorp. conp

K. Kasthurirangan <kasthuri @s.ibm comnm
Language of service tenplate: en
Security Considerations:
Service Location Protocol can help clients discover security
services supported by the TN3270E server. |If security services are
i mportant or required, using SLP authentication, and protected
scopes [1] is recomended.

Templ ate text:

t enpl at e- t ype=commser ver
tenpl at e-versi on=1.0

t enpl at e-descri pti on=
The server service type is registered whenever the comruni cations
software is | oaded on the server. 1t describes generic attributes of
the server. These attributes are also repeated on the other service
types provided.

tenpl at e-url - synt ax=

# service: commserver:// <host nanme>: <port >
# <host name>

# <port >

platfornmestring X
# This is the network operating system platformunderlying the

# advertising service. The defined values are:

#

#1W Server uses Novell IntranetWare or NetWare operating
# system

# NT Server uses the Mcrosoft NT operating system

#

# OS2 Server uses the OS2 operating system

#

# Al X Server uses the Al X operating system

#

I WNT, G52, Al X
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protocol =string X
# This is the protocol (s) supported by the server providing this

# service. The defined values are:

#

# 1P Server supports client connections over IP (TCP/IP or
# UDP/ | P)

#

# |1 PX Server supports client connections over |PX (SPX/ |PX)
#

I P, I PX

server nane=string
# This is the nane of the server that was configured during
# installation.

rel ease=string X

This is the version and rel ease | evel of the commserver

advertising services. Its format is vv.rr.mmwhere "vv" is the
nmaj or version nunber, "rr" is the minor version nunber, and "mfi

is the nodification level. Al nunbers are padded on the left with
zeroes to two characters.

HHEHFEHFEHFHFH

Exampl e: version 3, release 0, nod level 0 is "03.00.00"

7.3 Tenpl ate Contact |nformation

Ji m Naugl e <j naugl e@s. i bm cone
Kast huri Kast hurirangan <kasthuri @s.ibm conp
Gregg Ledford <gl edf ord@ephyrcorp. conp

7.4 Security Considerations

Service type tenplates provide information that is used to interpret
i nformati on obtained by the Service Location Protocol. |If these
tenplates are nodified or if false tenplates are distributed
services nmay not correctly register thenselves, or clients mght not
be able to interpret service information.

The service: URLs thensel ves specify the service access point and
protocol for a particular service type. These service: URLs could be
distributed and indicate the | ocation of a service other than that
normal |y wanted to used. SLP [1] provides an authentication

mechani smthat allows service: URLs of registered services to be
signed and for the signatures to be verified by clients.
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Service Location Protocol can help clients discover security services
supported by the TN3270E server. |f security services are inportant
or required, using SLP authentication, and protected scopes [1] is
r ecomended.
7.5 Sanmpl e TN3270 Service Registration Message
URL: service:tn3270:// <addr-spec>: <port-nunber> Attri butes:
[ (SCOPE=<string>), ]
( RELEASE=03. 00. 00) ,
( PLATFORMEI W,
( PROTOCOL=I P) ,
( SERVERNANME=<st ri ng>),
(LOAD=<i nteger 0 to 100>),
[ (LUPOOL=pool - name0/ t ANY,
pool - nanel/t devi ce_typel,
pool - nane2/ t devi ce-type2,
pool - nanen/t devi ce-typen)]
Bl ND,
DATA,
RESPONSES,
SCS,
SYSREQ
( SECURI TY=NONE) ,
RFC1576,
RFC1646,

RFC2355
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7.6 Sanmple Server Service Registration Message
URL: servi ce: cormser ver: // <addr - spec>: <port - nunber >
Attributes: [(SCOPE=<string>),]
( RELEASE=03. 00. 00),
( PLATFORMEI W,
( PROTOCOL=I P) ,
( SERVERNAME=<st ri ng>)
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10. Full Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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