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An experinental LDAP referral service

Status of this Meno

This meno defines an Experinental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nmeno is unlimted.
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Abstract

The OpenLDAP Project is operating an experinental LDAP (Lightweight
Directory Access Protocol) referral service known as the "QpenLDAP
Root Service". The automated system generates referrals based upon
service location information published in DNS SRV RRs (Donai n Nane
System | ocati on of services resource records). This docunent

descri bes this service.

1. Background

LDAP [ RFC2251] directories use a hierarchical nam ng scheme inherited
from X 500 [ X500]. Traditionally, X 500 deploynents have used a
geo-political nam ng schene (e.g., CN=Jane

Doe, OU=Engi neeri ng, O=Exanpl e, ST=CA, C=US). However, registration
infrastructure and | ocation services in many portions of the nam ng
hi erarchi cal are inadequate or nonexistent.

The construction of a global directory requires a robust registration
infrastructure and | ocation service. Use of Internet domai n-based
nam ng [ RFC2247] (e.g., U D=jdoe, DC=eng, DC=exanpl e, DC=net) al |l ows
LDAP directory services to |l everage the existing DNS [ RFC1034]
registration infrastructure and DNS SRV [ RFC2782] resource records
can be used to | ocate services [LOCATE].

Zei |l enga Experi nment al [ Page 1]



RFC 3088 OpenLDAP Root Service April 2001

1.1. The due

Most exi sting LDAP inplenentations do not support |ocation of
directory services using DNS SRV resource records. However, nost
servers support generation of referrals to "superior" server(s).
This service provides a "root" LDAP service which servers may use as
their superior referral service

Client may al so use the service directly to | ocate services
associated with an arbitrary Distinguished Name [ RFC2253] within the
domai n based hi erarchy.

Noti ce:
The nechani sns used by service are experinmental. The descriptions
provi ded by this docunent are not definitive. Definitive
nmechani sns shall be published in a Standard Track docunent(s).

2. CGenerating Referrals based upon DNS SRV RRs

This service returns referrals generated from DNS SRV resource
records [ RFC2782].

2.1. DN to Domai n Nane Mappi ng

The service maps a DN [ RFC2253] to a fully qualified domain nane
using the follow ng al gorithm

domai n = nul |
foreach RDN | eft-to-right 1 [1]

{

if not multi-valued RDN and
RDN. t ype == domai nConponent

{
if ( domin == null || domain == "." )
{ /] start
domain = "";
}
el se
{ /1 append separ at or
domain .= ".";
}
if ( RDN.value == "." )
{ /1 root
domain = ".";
}
el se
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{ /1 append donai nConponent

domai n .= RDN. val ue;
}
conti nue;
}
domain = null;
}
Exanpl es:
Di sti ngui shed Nane Domai n
DC=exanpl e, DC=net exanpl e. net
Ul D=j doe, DC=exanpl e, DC=net exanpl e. net
DC=. . [ 2]
DC=exanpl e, DC=net , DC=. . [ 3]
DC=exampl e, DC=. , DC=net net [ 4]
DC=exanpl e. net exanpl e.net [5]
CN=Jane Doe, C=exanpl e, C=US nul |
Ul D=j doe, DC=exanpl e, C=US nul |
DC=exanpl e, O=exanpl e, DC=net net
DC=exampl e+O=exanpl e, DC=net net
DC=exampl e, C=US+DC=net nul |

Not es:

0) Alater incarnation will use a Standard Track mechani sm

1) Alater incarnation of this service may use a right-to-left
al gorithm

2) RFC 2247 does not state how one can map the domain representing
the root of the domain tree to a DN. W suggest the root of the
domain tree be mapped to "DC=." and that this be reversable.

3) RFC 2247 states that dommin "exanple.net" should be mapped to the
DN " DC=exanpl e, DC=net", not to "DC=exanpl e, DC=net,DC=.". As it is
not our intent to introduce or support an alternative domain to DN
mappi ng, the al gorithmignores domai nConponents to the left of

4) RFC 2247 states that domain "exanple.net" should be mapped to the

DN " DC=exanpl e, DC=net", not to "DC=exanple, DC=.,DC=net". As it is
not our intent to introduce or support an alternative domain to DN
mappi ng, the al gorithmignores domai nConponents to the left of
"DC=." and "DC=." itself if further domai nConponents are found to
the right.
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5) RFC 2247 states that value of an DC attribute type is a domain
conponent. It should not contain nultiple domain conponents. A
later incarnation of this service may map this domain to null or
be coded to return invalid DN error

If the domain is null or ".", the service aborts further processing

and returns noSuchObject. Later incarnation of this service my

abort processing if the resulting donmain is a top-1level domain

2.2. Locating LDAP services

The root service |locates services associated with a given fully
qual i fied domai n name by querying the Dormai n Name System for LDAP SRV
resource records. For the dommin exanple.net, the service would do a
i ssue a SRV query for the domain " _|dap. _tcp.exanmple.net". A
successful query will return one or nore resource records of the
form

_ldap. _tcp.exanple.net. IN SRV 0 0 389 | dap. exanpl e. net.

If no LDAP SRV resource records are returned or any DNS error occurs,
the service aborts further processing and returns noSuchObj ect.

Later incarnations of this service will better handle transient
errors.

2.3. Constructing an LDAP Referrals
For each DNS SRV resource record returned for the domain, a LDAP URL
[ RFC2255] is constructed. For the above resource record, the URL
woul d be:

| dap:/ /1 dap. exanpl e. net : 389/

These URLs are then returned in the referral. The URLs are currently
returned in resolver order. That is, the server itself does not nake
use of priority or weight infornmation in the SRV resource records. A
| ater incarnation of this service nay.

3. Protocol Operations
Thi s section describes how the service perforns basic LDAP

operations. The service supports operations extended through certain
controls as described in a later section
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3.1. Basic Qperations

Basi ¢ (add, conpare, delete, nodify, renane, search) operations
return a referral result if the target (or base) DN can be mapped to
a set of LDAP URLs as descri bed above. O herw se a noSuchObj ect
response or other appropriate response is returned.

3.2. Bind Operation

The service accepts "anonynous" bind specifying version 2 or version

3 of the protocol. Al other bind requests will return a non-
successful resultCode. |In particular, clients which subnmt clear
text credentials will be sent an unwillingToPerformresultCode with a

cautionary text regardi ng providing passwords to strangers.

As this service is read-only, LDAPv3 authentication [ RFC2829] is not
support ed.

3.3. Unbind Operations

Upon recei pt of an unbind request, the server abandons al
out st andi ng requests made by client and di sconnects.

3.4. Extended Operations
The service currently does recogni ze any extended operation. Later
i ncarnations of the service may support Start TLS [ RFC2830] and ot her
operations.

3.5. Update Operations

A later incarnation of this service may return unwillingToPerformfor
all update operations as this is an unauthenticated service.

4. Controls

The service supports the ManageDSAit control. Unsupported controls
are serviced per RFC 2251.

4.1. ManageDSAit Contro

The server recogni zes and honors the ManageDSAit control [ NAMVEDREF]
provi ded with operations.

If DNS |l ocation information is available for the base DN itself, the
service will return unwillingToPerformfor non-search operations.

For search operations, an entry will be returned if within scope and
mat ches the provided filter. For exanple:
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c: searchRequest {
base=" DC=exanpl e, DC=net "
scope=base
filter=(objectd ass=*)
ManageDSAi t

s: searchEntry {
dn: DC=exanpl e, DC=net
objectC ass: referra
obj ect Cl ass: extensi bl e(bj ect
dc: exanple
ref: |dap://Idap. exanpl e. net: 389/
associ at edDomai n: exanpl e. net

}
s: searchResult {
success
}
If DNS location information is available for the DC portion of a
subordinate entry, the service will return noSuchCbject with the

mat chedDN set to the DC portion of the base for search and update
operations.

c: searchRequest {
base=" CN=subor di nat e, DC=exanpl e, DC=net "
scope=base
filter=(objectd ass=*)
ManageDSAi t
}

s: searchResult {
noSuchj ect
mat chedDN=" DC=exanpl e, DC=net "

}
5. Using the Service

Servers may be configured to refer superior requests to
<l dap://root. openl dap. or g: 389>.

Though clients may use the service directly, this is not encouraged.
Clients should use a | ocal service and only use this service when
referred to it.

The service supports LDAPv3 and LDAPv2+ [ LDAPv2+] clients over
TCP/ 1 Pv4. Future incarnations of this service may support TCP/IPv6
or other transport/internet protocols.
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6.

6

Lessons Lear ned

.1. Scaling / Reliability

This service currently runs on a single host. This host and

associ ated network resources are not yet exhausted. |[|f they do
beconme exhausted, we believe we can easily scale to neet the denmand
t hrough comon distributed | oad bal anci ng technics. The service can
al so easily be duplicated |ocally.

.2. Protocol interoperability

Thi s service has abl e avoi ded known interoperability issues in
supporting variants of LDAP

6.2.1. LDAPv3
The server inplenments all features of LDAPv3 [ RFC2251] necessary to
provi de the service.

6.2.2. LDAPv2
LDAPv2 [ RFC1777] does not support the return of referrals and hence
may not be referred to this service. Though a LDAPv2 client could
connect and issue requests to this service, the client would treat
any referral returned to it as an unknown error

6.2.3. LDAPv2+
LDAPv2+ [ LDAPv2+] provides a nunber of extensions to LDAPv2,
including referrals. LDAPv2+, |ike LDAPv3, does not require a bind
operation before issuing of other operations. As the referra
representation differ between LDAPv2+ and LDAPv3, the service returns
LDAPv3 referrals in this case. However, as comonly depl oyed LDAPv2+
clients issue bind requests (for conpatibility with LDAPv2 servers),
this has not generated any interoperability issues (yet).
A future incarnation of this service may drop support for LDAPv2+
(and LDAPv2).

6.2.4. CLDAP

CLDAP [ RFC1798] does not support the return of referrals and hence is
not supported.
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7. Security Considerations

This service provides information to "anonymous" clients. This
information is derived fromthe public directories, namely the Donain
Name System

The use of authentication would require clients to disclose
information to the service. This would be an unnecessary invasion of
privacy.

The | ack of encryption all ows eavesdropping upon client requests and
responses. A later incarnation of this service may support
encryption (such as via Start TLS [ RFC2830]).

Information integrity protection is not provided by the service. The
service is subject to varies forns of DNS spoofing and attacks. LDAP
session or operation integrity would provide fal se sense of security
concerning the integrity of DNS information. A later incarnation of
this service may support DNSSEC and provide integrity protection (via
SASL, TLS, or |PSECQ).

The service is subject to a variety of denial of service attacks.
The service is capabl e of blocking access by a nunmber of factors.
This capability have yet to be used and likely would be ineffective
in preventing sophisticated attacks. Later incarnations of this
service will likely need better protection fromsuch attacks.

8. Concl usi ons
DNS is good glue. By leveraging of the Domain Nane System gl oba
LDAP directories may be built without requiring a protocol specific
registration infrastructures.
In addition, use of DNS service location allows global directories to
be built "ad hoc". That is, anyone with a domai n nane can
participate. There is no requirenment that the superior domain
partici pate.

9. Additional Information

Addi ti onal information about the OpenLDAP Project and the OpenLDAP
Root Service can be found at <http://ww. openl dap. org/ >.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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