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1. Introduction

The Extensible Provisioning Protocol (EPP, [2]) was originally
designed to provide a standard Internet domain nane registration
protocol for use between Internet donain name registrars and domain
nane registries. However, specific design decisions were nmade to
ensure that the protocol could also be used in other provisioning
environnents. Specifically:

o Extensibility has been a design goal fromthe very beginning. EPP
is represented in the Extensible Mirkup Language (XM, [3]), and
is specified in XML Schema ([4] and [5]) with XM. nanespaces [ 6]
used to identify protocol grammars.

o The EPP core protocol specification describes general protoco
functions, not objects to be nanaged by the protocol. Managed
obj ect definitions, such as the mapping for Internet domai n nanes
[10] (itself a protocol extension), are |oosely coupled to the
core specification.

o A concentrated effort was nade to separate required mini num
protocol functionality from object managenent operating | ogic.

o Several extension mechanisnms were included to allow designers to
add new features or to custom ze existing features for different
operating environnents.

Thi s docunent describes EPP's extensibility features in detail and
provi des guidelines for their use. Though witten specifically for
prot ocol designers considering EPP as the solution to a provisioning
problem anyone interested in using XM. to represent |ETF protocols
m ght find these guidelines useful.

XM is case sensitive. Unless stated otherwi se, XM instances and

exanpl es provided in this docunent MUST be interpreted in the

character case presented to devel op a conform ng inplenentation
1.1. Conventions Used In This Documnent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].
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In exanples, "C." represents |ines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
white space in exanmples is provided only to illustrate el ement

rel ati onships and is not a REQU RED feature of this specification.

2. Principles of Protocol Extension

The EPP extension nodel is based on the XM. representation for a

wi | dcard schenma conponent using an <any> el enent information item (as
described in section 3.10.2 of [4]) and XM. nanespaces [6]. This
section provides guidelines for the devel opnent of protoco

ext ensi ons and descri bes the extension nodel in detail

Extendi ng a protocol inplies the addition of features without
changing the protocol itself. In EPP that neans that an extension
MUST NOT alter an existing protocol schema as changes may result in
new versions of an existing schema, not extensions of an existing
schema. For exanple, a designer MJST NOT add new el enents to an

exi sting schema and call the result an "extension" of the protocol
The result is a new, non-backwards-conpatibl e version of an existing
schema. Extensions MJST adhere to the principles described in this
section to be considered valid protocol extensions.

EPP ext ensi ons MUST be specified in XM.. This ensures that parsers
capabl e of processing EPP structures will also be capable of
processi ng EPP extensions. GQuidelines for the use of XML in | ETF
protocol s (thus good information for extension designers) can be
found in RFC 3470 [ 11].

A desi gner MUST renenber that extensions thensel ves MAY al so be
extensi ble. A good chain of extensions is one in which the protoco
schemas evolve fromgeneral functionality to nore specific (perhaps
even nore limted) functionality.

2.1. Docunenting Extensions

The EPP core specification [2] has an appendi x that contains a
suggested outline to docunent protocol extensions. Designers are
free to use this tenplate or any other format as they see fit, but
the extension docunent SHOULD at a m ni num address all of the topics
listed in the tenplate

Ext ensi on desi gners need to consider the intended audi ence and
consuners of their extensions. Extensions MAY be documented as
Internet-Draft and RFC docunents if the designer is facing

requi renments for coordination, interoperability, and broad

di stribution, though the intended maturity level (informational
proposed standard, etc.) largely depends on what is being extended
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and the anpunt of general interest in the extension. An extension to
a standards-track specification with broad interest mght well be a
candi date for standards track publication, whereas an extension to a
standards track specification with limted interest m ght be better
suited for informational publication

Ext ensi ons need not be published as Internet-Draft or RFC docunents
if they are intended for operation in a closed environment or are
otherwi se intended for a limted audi ence. |In such cases extensions
MAY be documented in a file and structural format that is appropriate
for the intended audi ence.

2.2. ldentifying Extensions

An EPP extension is uniquely identified by a Uniform Resource
Identifier (URI, defined in RFC 2396 [7]). The URI used to identify
the extension MJST al so be used to identify the XML nanmespace
associated with the extension. Any valid URI MAY be used to identify
an EPP extension, though the selection of a URI form (Uniform
Resource Locator (URL) vs. Uniform Resource Name (URN), hierarchica
vs. relative, etc.) SHOULD depend on factors such as organizationa
pol i cies on change control and a bal ance between | ocating resources
and requirenments for persistence. An extension namespace MAY
describe nmultiple extension nechani sns, such as definition of new
protocol features, objects, or elenments, within the schema used to
defi ne the nanmespace.

The foll owi ng are sanpl e extension-identifying URIs:

urn:ietf:parans: xm:ns:foo-extl

http://custom obj lext-1.0
Ext ensi on desi gners MAY include version information in the UR used
to identify an extension. |If version information is included in the
URI, the URI itself will need to change as the extension is revised
or updat ed.

2.2.1. Standards Track Extensions

URIs for extensions intended for |ETF standards track use MJST

conformto the URN syntax specifications and regi stration procedures
described in [8].
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2.2.2. Oher Extensions

URIs for extensions that are not intended for | ETF standards track
use MUST conformto the URI syntax specifications described in RFC
2396.

2.3. Extension Announcerent and Sel ection

An EPP server MJST announce extensions that are available for client
use as part of a <greeting> elenent that is sent to a client before
the client establishes an interactive session with the server. The
<greeting> el enent contains zero or nore <svcExtension> el enents
that, if present, contain a URI identifying an avail abl e extension

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:params: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
Xsi : schemalLocati on="urn:ietf: parans: xm:ns:epp-1.0
epp- 1. 0. xsd" >
<greeting>
<svl D>Exanpl e EPP server epp. exanpl e. conk/svl D>
<svDat e>2000- 06- 08T22: 00: 00. 0Z</ svDat e>
<svcMenu>
<versi on>1. 0</ ver si on>
<l ang>en</ | ang>
<l ang>fr</| ang>
<obj URI >urn:ietf:parans: xm : ns: obj 1</ obj URl >
<obj URI >urn:ietf: paranms: xm : ns: obj 2</ obj URI >
<obj URI >urn:ietf: params: xm : ns: obj 3</ obj URI >
<svcExt ensi on>
<ext URI >urn:ietf:parans: xm:ns: foo-ext1l</ext URl >
<ext URI >htt p:// cust onl obj 1ext - 1. 0</ ext URI >
</ svcExt ensi on>
</ svcMenu>
<dcp>
<access><al | / ></ access>
<st at enent >
<pur pose><adm n/ ><pr ov/ ></ pur pose>
<reci pi ent ><our s/ ><publ i ¢/ ></r eci pi ent >
<retention><stated/ ></retention>
</ st at enent >
</ dcp>
</ greeting>
S: </ epp>

PRUVVLRLRLVVLLLLVLVLLLLLLLLLLWY

In the exanpl e above, the server is announcing the availability of
two extensions:
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urn:ietf:parans: xm:ns:foo-extl, and
http://custom obj lext-1.0

An EPP client MJST establish a session with an EPP server using the
EPP <l ogi n> command before attenpting to use any standard conmands or
ext ensions. The <l ogi n> command contains zero or nore <svcExtension>
elenents that, if present, contain a URl identifying an avail able
extension that the client wishes to use during the course of the
sessi on:

C. <?xm version="1.0" encodi ng="UTF- 8" standal one="no"?>
C. <epp xm ns="urn:ietf:paranms: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="urn:ietf:paranms: xm:ns:epp-1.0
epp-1. 0. xsd">
<comand>
<l ogi n>
<cl I D>C i ent X</ cl | D>
<pw>f 00- BAR2</ pw>
<newPWebar - FOO2</ newPWs
<opti ons>
<versi on>1. 0</ versi on>
<l ang>en</| ang>
</ opti ons>
<svcs>
<obj URI >urn:ietf:parans: xm : ns: obj 1</ obj URl >
<obj URI >urn:ietf: paranms: xm : ns: obj 2</ obj URI >
<obj URI >urn:ietf: params: xm : ns: obj 3</ obj URI >
<svcExt ensi on>
<ext URI >htt p: // cust onT obj lext - 1. 0</ ext URI >
</ svcExt ensi on>
</ svcs>
</l ogi n>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
C. </ epp>

Q000000000000 0000000000

In the exanpl e above, the client indicates that it w shes to use an
extension identified by the http://custom objlext-1.0 URl during the
session established upon successful conpletion of the <l ogin>
command.

An EPP server MJST announce all extensions that are publicly
available for client use. An EPP client MJUST NOT request an

ext ensi on that has not been announced by the server. An EPP server
MAY restrict a client’s ability to sel ect an extension based on a
client’s identity and authorizations granted by the server operator.
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2.4. Protocol -1 evel Extension

EPP defines a set of structures for client-server conmand-response

i nteraction, but additional structures MAY be added to the protocol
New structure definition is a matter of defining a schema for the
structures that defines needed functionality and assigning a URl to
uni quely identify the object nanespace and schena. Specific
protocol -1 evel extension mechani snms are described in section 2.7.1 of
the EPP core protocol specification [2].

2.5. (bject-level Extension

EPP conmands and responses do not contain attributes that are
specific to any managed object. Every command and response MJST
contain el ements bound to an object nanespace. Object definition is
a matter of defining a schema for the object that defines
functionality for each needed conmand and associ ated response, and
assigning a URI to uniquely identify the object namespace and schena.
Speci fic object-1evel extension mechanisns are described in section
2.7.2 of the EPP core protocol specification [2].

2.6. Command- Response Extension

EPP conmmand and response structures defined in existing object

mappi ngs MAY al so be extended. For exanple, an object nmapping that
describes general functionality for the provisioning of I|nternet
domai n nanmes can be extended to included additional comuand and
response el ements needed for the provisioning of domain names that
represent E. 164 tel ephone nunbers [12]. Specific conmand-response
ext ensi on nmechani sns are described in section 2.7.3 of the EPP core
protocol specification [2].

2.7. Authentication |Information Extension

Sone EPP obj ect mappings, such as the Internet domain nane nmappi ng
[10], include elenments to associate authentication information (such
as a password) with an object. The schema for any object mapping
that supports authentication informtion SHOULD be flexible enough to
specify multiple forms of authentication information. Wth XM
Schema ([4] and [5]), this can be acconplished by offering an el enent
choice that includes an <any> elenent information item

<any nanespace="##ot her"/>
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3.

Sel ecting an Extension Mechani sm

Extensibility is a powerful feature of XM, but it also provides

mul tiple opportunities to nake poor design decisions. There are
typically several different ways to acconplish a single task, and
while all may "work" (for some definition of "work") one extension
formwi |l usually be nore appropriate than others to conplete a given
task. The foll owi ng sequence of steps can be followed to select an
appropriate extension formto solve an extension problem

o Command- Response Extension: Adding elenents to an existing object
mapping is the sinplest formof extension available, and is thus
the formthat should be explored before any other formis
consi dered. The first question to ask when considering an
extension formis thus:

Can the task be acconplished by adding to an existing object
mappi ng or changi ng an exi sting object napping slightly?

If the answer to this question is "yes", you should consider

ext endi ng an existing object mapping to conplete your task.
Knowi ng where to find object mappings is critical to being able to
answer this question; see section Section 3.1 for information
descri bi ng mapping archives. |If the answer to this question is
"no", consider an object-|evel extension next.

0 bject-level Extension: If there is no existing object nmapping
that can be extended to neet your requirenments, consider
devel opi ng a new object mapping. The second question to ask when
consi dering an extension formis thus:

Can the task be acconplished using the existing EPP conmand and
response structures applied to a new object?

If the answer to this question is "yes", you should consider

devel opi ng a new obj ect mapping to conplete your task. A new

obj ect nmapping should differ significantly from existing object
mappings; if you find that a new mapping is replicating a

signi ficant nunber of structures found in an existing mappi ng you
probably answered the comrand-response question incorrectly. |If
the answer to this question is "no", consider a protocol-Ieve

ext ensi on next.

0o Protocol-level Extension: If there is no existing object mapping
that can be extended to neet your requirenments and the existing
EPP command and response structures are insufficient, consider
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devel opi ng new protocol comrands, responses, or other structures.
The third and final question to ask when considering an extension
formis thus:

Can the task be acconplished by addi ng new EPP conmands,
responses, or other structures applied to new or existing
obj ects?

If the answer to this question is "no", EPP can not be used
directly to conplete your task. |If the answer to this question is
"yes", extend the protocol by defining new operational structures.

The extension forns and decision points |isted here are presented in
order of conplexity. Selecting an extension formw thout carefu
consi deration of the avail abl e extension options can add conplexity
wi thout any gain in functionality.

3.1. Mapping and Extension Archives

Exi sting object mappings are a critical resource when trying to

sel ect an appropriate extension form Existing nappings or

ext ensions can provide a solid basis for further extension, but
desi gners have to know where to find themto consider themfor use.

Several organi zations maintain archives of XML structures that can be
useful extension platfornms. These include:

o The | ETF: nject mappings and ot her extensions have been
documented in RFCs and Internet-Drafts.

o | ANA: CQuidelines and registration procedures for an | ANA XM
registry used by the I ETF are described in "The | ETF XM. Regi stry"

[8].

o OASIS [16]: OASIS mmintains an XM archive containing schema
definitions for use in the business applications of XM.

o XM..org [17]: XM..org nmintains an XM. archi ve containing schema
definitions for use in nultiple industries.

o0 Oher archives are likely in the future. Consult your favorite
I nternet search engine for additional resources.

4. Internationalization Considerations
EPP is represented in XM [3], which requires confornming parsers to

recogni ze both UTF-8 [13] and UTF-16 [14]; support for other
character encodings is also possible. EPP extensions MJST observe
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7.

7.

both the Internationalization Considerations described in the EPP
core protocol specification [2] and | ETF policy on the use of
character sets and | anguages described in RFC 2277 [9].

| ANA Consi der ati ons

This meno has no direct inpact on the IANA.  Guidelines for
extensions that require | ANA action are described in Section 2.2.1.

Security Consi derations

EPP extensions inherit the security services of the protoco

structure that’'s being extended. For exanple, an extension of an

obj ect nmapping inherits all of the security services of the object
mappi ng. Extensions MAY specify additional security services, such
as services for peer entity authentication, confidentiality, data
integrity, authorization, access control, or non-repudi ation

Ext ensi ons MUST NOT mandate renoval of security services available in
the protocol structure being extended.

Prot ocol designers devel opi ng EPP extensions need to be aware of the
security threats to be faced in their intended operating environnent
so that appropriate security services can be provided. Guidelines
for designers to consider and suggestions for witing an appropriate
Security Considerations section can be found in RFC 3552 [15].
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