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Abst r act

Thi s docunent provides an evaluation of the applicability of SNW

(Si npl e Network Managenent Protocol), RSIP (Real m Specific Internet
Protocol ), Megaco, Dianmeter, and COPS (Comon Open Policy Service) as
the M DCOM (M ddl ebox Conmuni cations) protocol. A sunmary of each of
the proposed protocols against the M DCOM requirenments and the M DCOM
framework is provided. Conpliancy of each of the protocols against
each requirenent is detailed. A conclusion summarizes how each of
the protocols fares in the eval uation.
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Overvi ew

Thi s docunent provides an evaluation of the applicability of SNWP
(Si mpl e Network Managenent Protocol), RSIP (Real m Specific Internet
Protocol ), Megaco, Dianmeter and COPS (Common Open Policy Service) as
the M DCOM (M ddl ebox Conmuni cations) protocol. This evaluation
provi des overvi ews of the protocols and general statenents of
applicability based upon the M DCOM framework [2] and requirenents
[1] docunents.

The process for the protocol evaluation was fairly straightforward as
i ndividuals volunteered to provide an individual docunent eval uating
a specific protocol. Thus, sone protocols that m ght be considered
as reasonably applicable as the M DCOM protocol are not evaluated in
thi s docunent since there were no volunteers to chanpion the work.
The i ndi vi dual protocol documents for which there were volunteers
were subm tted for discussion on the list with feedback being

i ncorporated into an updated docunent. The updated versions of these
documents formed the basis for the content of this W5 docunent.

Section 1 contains a list of the proposed protocols subnmitted for the
pur poses of the protocol evaluation with some background information
on the protocols and simlarities and differences with regards to the
applicability to the framework [2] provided.

Section 2 provides the itemlevel evaluation of the proposed
protocol s agai nst the Requirements [1].

Section 3 provides a summary of the evaluation. A table containing a
nunerical breakdown for each of the protocols, with regards to its
applicability to the requirenents, for the followi ng categories is
provided: Fully met, Partially net through the use of extensions,
Partially net through other changes to the protocol, or Failing to be
met. This sunmary is not neant to provide a concl usive statenment of
the suitability of the protocols, but rather to provide information
to be considered as input into the overall protocol decision process.

In order for this docunment to serve as a conplete evaluation of the
protocol s, sone of the background information and nore detail ed
aspects of the proposal s docunenting enhancenments and applications of
the protocols to conply with the M DCOM framework and requirenents
are included i n Appendi ces.

Bar nes I nf or mati onal [ Page 2]



RFC 4097 M DCOM Pr ot ocol Eval uati on June 2005

Conventions Used in this Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [4].

1. Protocol Proposals

The foll owing protocols were subnmitted to the M DCOM W5 f or
consi deration:

SNVP
RSI P
Megaco
Di anet er
COPS

OO0OO0OO0OOo

The foll owi ng provides an overvi ew of each of the protocols and the
applicability of each protocol to the M DCOM franewor k.

1.1. SNwWP

This section provides a general statement with regards to the
applicability of SNMP as the M DCOM protocol. A general overview and
sone specific details of SNVMP are provided in Appendix A This

eval uation of SNMP is specific to SNVWPv3, which provides the security
required for M DCOM usage. SNWPv1l and SNWPv2c woul d be inappropriate
for M DCOM since they have been declared Historic, and because their
messages have only trivial security. Some specifics with regards to
exi sting support for NAT and Firewall Control are provided in section
1.1.2. The differences between the SNW franmework and the M DCOM
framework are addressed in section 1.1.3.

1.1.1. SNWP General Applicability

The primary advantages of SNMPv3 are that it is a mature, well
under st ood protocol, currently deployed in various scenarios, with
mature tool sets available for SNVP managers and agents.

Application intelligence is captured in MB nodul es, rather than in
the messagi ng protocol. M B nodul es define a data nodel of the

i nformati on that can be collected and configured for a nanaged
functionality. The SNMP nessagi ng protocol transports the data in a
standardi zed format without needing to understand the senmantics of
the data being transferred. The endpoints of the commruni cation
understand the semantics of the data.
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Partly due to the lack of security in SNMPvl and SNWPv2c, and partly
due to variations in configuration requirenments across vendors, few
M B nodul es have been devel oped that enabl e standardized
configurati on of nmanaged devi ces across vendors. Since nonitoring
can be done using only a | east-conmon-denomn nat or subset of

i nformati on across vendors, nmany M B nodul es have been devel oped to
provi de standardi zed nonitoring of nmanaged devices. As a result,
SNVP has been used primarily for nonitoring rather than for
configuri ng network nodes.

SNWVPv3 buil ds upon the design of w dely-depl oyed SNVMPv1l and SNWPv2c
versions. Specifically, SNMPv3 shares the separation of data
nodeling (MBs) fromthe protocol to transfer data, so all existing
M Bs can be used with SNWPv3. SNWPv3 al so uses the SMv2 standard,
and it shares operations and transport with SNWPv2c. The maj or

di fference between SNMPv3 and earlier versions is the addition of
strong message security and controll ed access to data.

SNVPv3 uses the architecture detailed in RFC 3411 [5], where all SNWP
entities are capable of performng certain functions, such as the
generation of requests, response to requests, the generation of
asynchronous notifications, the receipt of notifications, and the
proxy-forwardi ng of SNMP nmessages. SNWP is used to read and
mani pul ate virtual databases of managed-application-specific
operational paraneters and statistics, which are defined in MB

nodul es.

1.1.2. SNWP Existing Support for NAT and Firewall Contro

For configuring NATs, a NAT M B nodul e [ 16] has been devel oped. The
NAT M B nodul e neets all of the M DCOM requirenents concerni ng NAT
control with the exception of grouping of policy rules (requirenent
2.2.3.). In order to support this, an additional grouping table in
the NAT M B nodul e is required.

Existing work for firewall control with SNVP only considered the
nonitoring of firewalls and not the configuration. Further work is
required towards the devel opnent of MBs for configuring firewalls.

1.1.3. Architectural Differences between SNVP and M DCOM
The SNMP nanagenent framework provides functions equivalent to those
defined by the M DCOM franework, although there are a few
architectural differences.
Traditionally, SNVP entities have been call ed Manager and Agent.

Manager and agent are now recogni zed as entities designed to support
particul ar configurations of SNMPv3 functions. A traditional nmanager
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is an entity capable of generating requests and receiving
notifications, and a traditional agent is an entity capabl e of
respondi ng to requests and generating notifications. The SNWP use of
the termagent is different fromits use in the M DCOM franmework: The
SNVP Manager corresponds to the M DCOM agent and the SNMP Agent
corresponds to the M DCOM PDP. The SNWP eval uati on assunes that the
M DCOM PDP (SNMP Agent) is physically part of the m ddl ebox, which is
all owed by the M DCOM framework as described in section 6.0 of [2].
Thus, for the purpose of this evaluation, the SNV agent corresponds
to the M ddl ebox.

Wiile this evaluation is based on the assunption that the SNWP agent
corresponds to the m ddl ebox, SNVWP does not force such a restriction.

Proxy means many things to many people. SNWP can be depl oyed using
internediate entities to forward messages, or to help distribute
policies to the mddl ebox, simlar to the proxy capabilities of the
ot her candi date protocols. Since proxy adds configuration and

depl oyment conplexity and is not necessary to neet the specified

M DCOM requi renents, the use of a proxy agent or md-level nanager is
not considered in this evaluation. Further details on SNMP proxy
capabilities are provided in Appendix A

Al t hough the SNWP managenent framework does not have the concept of a
session, session-like associations can be established through the use
of managed objects. |In order to inplenent the M DCOM protocol based
on SNMP, a MDCOM M B nodule is required. Al requests fromthe

M DCOM agent to the M ddl ebox woul d be performed using wite access
to managed objects defined in the MDCOM M B nodule. Replies to
requests are signaled by the Mddl ebox (SNWP agent), by nodifying the
nmanaged objects. The M DCOM agent (SNVP nmanager) can receive this

i nformati on by reading or polling, if required, the corresponding
managed obj ect.

1.2. RSIP

The RSIP framework and detail ed protocol are defined in RFC 3102 [ 17]
and RFC 3103 [18] respectively.

1.2.1. Framework El ements in Common to M DCOM and RSI P

The foll owing framework el enents are common to M DCOM and RSIP |isted
by their M DCOM nanes, with the RSIP nane indicated in parenthesis:

Host s

Appl i cations

M ddl eboxes (RSIP gat eways)
Private domain (private realn

(e} elelNe]
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o External domain (public realn

o M ddl ebox conmuni cation protocol (RSIP)

o M DCOM agent registration (host registration)

o M DCOM session (RSIP session)

o MDCOMFilter (local / renote address and port number(s) pairs)

1.2.2. M DCOM Franewor k El enents Not Supported by RSIP

The foll owing M DCOM franmework el ements are not supported by RSIP

o Policy actions and rules. RSIP always inplicitly assunes a permt
action. To support MDCOM a nore general and explicit action
par aret er woul d have to be defined. RSIP requests specifying
local / renote address and port nunber(s) pairs would have to be
extended to include an action parameter, in M DCOM rul es.

o MDCOM agents. RSIP nmakes no distinction between applications and
agents; address assignment operations can be perforned equally by
applications and agents.

o Policy Decision Points. RSIP assunes that m ddl eboxes grant or
deny requests with reference to a policy known to them the policy
could be determined jointly by the m ddl ebox and a policy decision
poi nt; such joint determnation is not addressed by the RSIP
framework, nor is it specifically precluded.

1.2.3. RSIP Framework El enents Not Supported by M DCOM

The followi ng el enents are unique to the RSIP framework. [If RSIP

were adopted as the basis for the M DCOM protocol, they could be

added to the M DCOM franmewor k:

o RSIPclient: that portion of the application (or agent) that talks
to the RSIP gateway using RSIP.

o RSIP server: that portion of an RSIP gateway that talks to
applications using RSIP.

0 Realm Specific Address IP (RSA-I1P) and Real m Specific Address and
Port IP (RSAP-1P): RSIP distinguishes between filters that include
all ports on an | P address and those that do not.

o Demultiplexing Fields: Any set of packet header or payload fields
that an RSIP gateway uses to route an inconm ng packet to an RSIP
host. RSIP allows a gateway to perform and an application to
control, packet routing to hosts in the private domai n based on
nore than | P header fields.
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1

1

1

0 Host-to-m ddl ebox tunnels: RSIP assunes that data conmuni cated
between a private real mhost and a public real mhost is
transferred through the private real mby a tunnel between the
i nner host and the niddle box, where it is converted to and from
native | P based conmunications to the public real mhost.

2.4. Conparison of M DCOM and RSI P Framewor ks

RSIP wi th tunneling, has the advantage that the public realmIP
addresses and port numbers are known to the private real mhost
application, thus no translation is needed for protocols such as SDP
the FTP control protocol, RTSP, SML, etc. However, this does
require that an RSIP server and a tunneling protocol be inplenented
in the mddl ebox and an RSIP client and the tunneling protocol be

i mpl emented in the private realmhost. The host nodifications can
general ly be made wi thout nodification to the host application or
requiring the inplementation of a host application agent. This is
viewed as a significant advantage over NAT (Network Address

Transl ation).

Further details on the evaluation of RSIP with regards to tunneling
in the context of NAT support are available in Appendix B of this
docunent .

3. Megaco
3.1. Megaco Architectural Mde

Megaco is a master-slave, transaction-oriented protocol defined in
RFC 3015 [20] in which Media Gateway Controllers (M3C) control the
operation of Media Gateways (M5. Oiginally designed to control IP
Tel ephony gateways, it is used between an application-unaware device
(the Media Gateway) and an intelligent entity (the Media Gateway
Controll er) having application awareness.

The Megaco nodel includes the foll owi ng key concepts:

1. Terminations: Logical entities on the M5 that act as sources or
sink of packet streams. A ternination can be physical or
epheneral and is associated with a single MGC

2. Context: An association between Term nations for sharing nedia
between the Termi nations. Term nations can be added, subtracted
froma Context and can be noved fromone Context to another. A
Context and all of its Terminations are associated with a single
MGC.
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3. Virtual Media Gateways: A physical Ms can be partitioned into
multiple virtual Mcs allowing nultiple Controllers to interact
with disjoint sets of Contexts/Terminations within a single
physi cal device.

4. Transactions/ Messages: Each Megaco command applies to one
Termination within a Context and generates a uni que response.
Conmands may be replicated inplicitly so that they act on al
Term nations of a given Context through wildcarding of Term nation
identifiers. Miltiple commands addressed to different Contexts
can be grouped in a Transaction structure. Simlarly, multiple
Transactions can be concatenated into a Message.

5. Descriptors/Properties: A Termination is described by a nunber of
characterizing paranmeters or Properties, which are grouped in a
set of Descriptors that are included in commands and responses.

6. Events and signals: A Termi nation can be programmed to perform
certain actions or to detect certain events and notify the Agent.

7. Packages: Packages are groups of properties, events, etc.
associated with a Term nati on. Packages are sinple means of
extendi ng the protocol to serve various types of devices or
M ddl eboxes.

1.3.2. Conparison of the Megaco and M DCOM Architectural Frameworks

In the M DCOM architecture, the M ddl ebox plays the role of an

appl i cati on-unawar e device being controlled by the application-aware
Agent. In the Megaco architecture, the Media Gateway controller
serves a role simlar to the MDCOM Agent (MA) and the Media Gat eway
serves a role simlar to the Mddlebox (MB). One major difference
bet ween t he Megaco nodel and the M DCOM protocol requirements is that
M DCOM requi res that the M DCOM Agent establish the session

VWereas, the Megaco definition is that a M5 (M ddl ebox) establishes
conmuni cation with an MaC (M DCOM Agent).

1.4. D aneter
1.4.1. D aneter Architecture

Di ameter is designed to support AAA for network access. It is neant
to operate through networks of Di aneter nodes, which both act upon
and route nessages toward their final destinations. Endpoints are
characterized as either clients, which performnetwork access
control, or servers, which handl e authentication, authorization and
accounting requests for a particular realm |Intermedi ate nodes
performrelay, proxy, redirect, and translation services. Design
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requi renents for the protocol include robustness in the face of
bursty nessage | oads and server failures, resistance to specific DOS
attacks and protection of nmessage contents, and extensibility

i ncl udi ng support for vendor-specific attributes and nmessage types.

The protocol is designed as a base protocol in RFC 3588 [24] to be
supported by all inplenentations, plus extensions devoted to specific
applications. Messages consist of a header and an aggregation of
"Attribute-Value Pairs (AVPs)", each of which is a tag-Iength-val ue
construct. The header includes a comrand code, which deternines the
processi ng of the nessage and what other AVP types nust or may be
present. AVPs are strongly typed. Sone basic and conpound types are
provi ded by the base protocol specification, while others may be
added by application extensions. One of the types provided in the
base is the IPFilterRule, which nmay be sufficient to express the
Policy Rules that M DCOM deal s with.

Messagi ng takes the form of request-answer exchanges. Sone exchanges
may take multiple round-trips to conplete. The protocol is
connection-oriented at both the transport and application levels. In
addition, the protocol is tied closely to the idea of sessions, which
rel ate sequences of nmessage exchanges through use of a commpn session
identifier. Each application provides its own definition of the
semantics of a session. Miltiple sessions may be open

si mul t aneousl y.

1.4.2. Conparison of Diameter Wth M DCOM Architectural Requirenents

The M DCOM Agent does not performthe functions of a D aneter client,
nor does the M ddl ebox support the functions of a D aneter server.
Thus the M DCOM application would introduce two new types of
endpoints into the Dianmeter architecture. Mreover, the M DCOM
requirenents do not at this time inply any type of internedi ate node.

A general assessnent m ght be that D ameter neets and exceeds M DCOM
architectural requirenents, however the connection orientation may be
too heavy for the nunber of relationships the M ddl ebox must support.
Certainly the focus on extensibility, request-response nessagi ng
orientation, and treatnment of the session, are all well-matched to
what M DCOM needs. At this point, MDCOMis focused on sinple

poi nt-to-point relationships, so the proxying and forwarding
capabilities provided by D aneter are not needed. Mst of the
conmands and AVPs defined in the base protocol are also surplus to

M DCOM r equi renent s.
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1.5. COPS

Overall, COPS, defined in RFC 2748 [25], and COPS-PR, defined in RFC
3084 [26], have simlar compliancy with regards to the M DCOM
protocol requirements. In this docunent, references to COPS are
general |y applicable to both COPS and COPS-PR However, COPS-PR is
explicitly identified to neet two of the requirenments. The only

ot her major difference between COPS-PR and COPS, as applied to the

M DCOM protocol, would be the description of the M DCOM policy rule
attributes with COPS-PR M DCOM PIB attributes rather than COPS M DCOM
client specific objects.

1.5.1. COPS Protocol Architecture

COPS is a sinple query and response protocol that can be used to
exchange policy information between a policy server (Policy Decision
Point or PDP) and its clients (Policy Enforcement Points or PEPS).
COPS was defined to be a sinple and extensible protocol. The main
characteristics of COPS include the foll ow ng:

1. The protocol enploys a client/server nodel. The PEP sends
requests, updates, and deletions to the rennote PDP and t he PDP
returns deci sions back to the PEP

2. The protocol uses TCP as its transport protocol for reliable
exchange of nessages between policy clients and a server.

3. The protocol is extensible in that it is designed to | everage
self-identifying objects and can support diverse client specific
i nformati on without requiring nodification of the COPS protocol

4. The protocol was created for the general adm nistration
configuration, and enforcenment of policies.

5. COPS provi des nessage | evel security for authentication, replay
protection, and nmessage integrity. COPS can nake use of existing
protocols for security such as IPSEC [22] or TLS [21] to
aut henti cate and secure the channel between the PEP and the PDP

6. The protocol is stateful in two main aspects:

(1) Request/Decision state is shared and kept synchronized in a
transactional manner between client and server. Requests from
the client PEP are installed or renenbered by the renote PDP
until they are explicitly deleted by the PEP. At the sane
time, Decisions fromthe renote PDP can be generated
asynchronously at any tinme for a currently installed request
state.

Bar nes I nf or mati onal [ Page 10]



RFC 4097 M DCOM Pr ot ocol Eval uati on June 2005

(2) State fromvarious events (Request/Decision pairs) may be
i nter-associ ated. The server may respond to new queries
differently because of previously installed, related
Request/ Deci sion state(s).

7. The protocol is also stateful in that it allows the server to push
configuration information to the client, and then allows the
server to renmove such state fromthe client when it is no | onger
appl i cabl e.

1.5.2. Conparison of COPS and the M DCOM Fr amewor k

In the M DCOM franmework, the M ddl ebox enforces the policy controlled
by an application-aware Agent. Thus, when conpared to the COPS
architecture, the M ddl ebox serves as the PEP (COPS Client) and the
M DCOM Agent serves as the PDP (COPS Policy Server). One mgjor

di fference between the COPS protocol nodel and the M DCOM protoco
requirenents is that M DCOM requires that the M DCOM Agent establish
the session. Wereas, the COPS definition is that a PEP (M ddl ebox)
establ i shes comunication with a PDP (M DCOM Agent) .

2. Item Level Conpliance Eval uation

This section contains a review of the protocol’s |evel of conpliance
to each of the M DCOM Requirenents [1]. The followi ng key will be
used to identify the I evel of conpliancy of each of the individua

pr ot ocol s:

T = Total Conpliance. Meets the requirement fully.

P+ = Partial Conpliance+. Fundanmentally neets the requirenent
through the use of extensions (e.g., packages, additiona
paraneters, etc).

P = Partial Conpliance. Meets sone aspect of the requiremnent,
however, the necessary changes require nore than an extension
and/ or are inconsistent with the design intent of the
pr ot ocol

F = Failed Conpliance. Does not neet the requirenent.

2.1. Protocol Machinery
Thi s section describes the conpliancy of the proposed protocols
agai nst the protocol machinery requirenents fromsection 2.1 of the

requi rements docurment [1]. A short description of each of the
protocols is provided to substantiate the eval uation
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2.1.1. Ability to Establish Association Between Agent and M ddl ebox.
SNWP: T, RSIP: P+, Megaco: P, Dianeter: T, COPS: P

SNWVP:  SNWPv3 provides mutual authentication at the user |eve
(where the user can be an application or a host if desired) via
shared secrets. Each authenticated principal is associated with a
group that has access rights that control the principals ability
to perform operations on specific subsets of data. Failure to
aut henticate can generate a SNVP notification (adm nistrator
confi gurabl e choi ce).

RSIP: RSIP all ows sessions to be established between mi ddl eboxes
and applications and M DCOM agents. Authorization credentials
woul d have to be added to the session establishnent request to
all ow the m ddl ebox to authorize the session requestor.

Megaco: There is a directionality conponent inplicit in this
requirenent in that the MA initiates the establishnment of the
aut hori zed session. Megaco defines this association to be
established in the opposite direction, i.e., the M ddl ebox( M3
initiates the establishnent. |If this restriction is not
consi dered, then Megaco nmakes the syntax and semantics avail abl e
for the endpoint to initiate the connection

Di ameter: Although this is out of scope, the D aneter specification
descri bes several ways to discover a peer. Having done so, a
Di amet er node establishes a transport connection (TCP, TLS, or
SCTP) to the peer. The two peers then exchange Capability
Exchange Request/Answer nessages to identify each other and
determ ne the Di aneter applications each supports.

If the connection between two peers is lost, Dianmeter prescribes
procedures whereby it may be re-established. To ensure that |oss
of connectivity is detected quickly, Diameter provides the

Devi ce- Wat chdog Request/ Answer nessages, to be used when traffic
between the two peers is | ow.

Di anmeter provides an extensive state machine to govern the
rel ati onshi p between two peers.

COPS: COPS does not neet the directionality part of the
requirenent. The definition of COPS allows a PEP (M ddl ebox) to
establ i sh conmunication with a PDP (M DCOM Agent). However,
not hing explicitly prohibits a PDP from establishing conmunication
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with a PEP. The PEP coul d have | ocal policies dictating what
action to take when it is contacted by an unknown PDP. These
actions, defined in the local policies, would ensure the proper
establ i shnent of an authorized associ ati on.

2.1.2. Agent Can Relate to Multiple M ddl eboxes
SNWP: T, RSIP. P, Megaco: T, Dianeter: T, COPS. T

SNVP:  An SNVP manager can communi cate sinultaneously with severa
M ddl eboxes.

RSIP: RSIP sessions are identified by their |IP source and
destinati on addresses and their TCP / UDP port nunbers. Thus each
RSIP client can communicate with multiple servers, and each server
can comunicate with multiple clients. However, RSIP did not
explicitly include agents in its design. The architecture and
semantics of RSIP nessages do not preclude agents, thus the RSIP
architecture could certainly be extended to explicitly include
agents; therefore RSIP is deened partially conpliant to this
requi renent.

Megaco: Megaco allows an MA to control several M ddl eboxes. Each
nessage carries an identifier of the endpoint that transmitted the
nessage all owi ng the recipient to deternine the source.

Di ameter: Dianeter allows connection to nore than one peer (and
encourages this for inproved reliability). Wether the D aneter
connection state nmachine is too heavy to support the nunber of
connections needed is a matter for discussion

COPS: COPS PDPs are designed to communicate with several PEPs.

2.1.3. Mddl ebox Can Relate to Miultiple Agents

SNWP: T, RSIP: P, Megaco: T, Dianeter: T, COPS: T

SNMP:  An SNMP agent can communi cate with several SNVP nanagers
Si mul t aneousl y.

RSIP: Refer to 2.1.2.

Megaco: Megaco has the concept of Virtual Media Gateways (VMG),
allowing nmultiple M3Cs to communi cate simultaneously with the same
Mz Applying this nodel to M DCOM woul d al l ow t he sanme mi ddl ebox
(M5 to have associations with multiple M DCOM Agents (M3Cs).
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2.

1

Di ameter: Dianeter allows connection to nore than one peer and
encourages this for inproved reliability. Wether the D aneter
connection state nmachine is too heavy to support the nunmber of
connections needed is a matter for discussion. The M ddl ebox and
Agent play symretric roles as far as Dianmeter peering is
concer ned.

COPS: The COPS-PR framework specifies that a PEP should have a
uni que PDP in order to achieve effective policy control. The
COPS- PR protocol would allow the scenari o whereby a PEP
est abl i shes comuni cation with multiple PDPs by creating a COPS
client instance per PDP

4. Deternministic Qutcome Wien Miultiple Requests are Presented to
the M ddl ebox Si nmultaneously

SNWP: T, RSIP: T, Megaco: T, Dianeter: T, COPS: T

SNVP:  Wile the architectural design of SNVMP can pernmit race
conditions to occur, there are nechani sns defined as part of the
SNWPv3 standard, such as view based access control and advisory
| ocking that can be used to prevent the conditions, and MB
nodul es may al so contain special functionality, such as RMONs
Owmner String, to prevent conflicts. Determnistic behavior of SNW
agents when bei ng accessed by nultiple managers is inportant for
several managenent applications and supported by SNWP

RSIP: Al RSIP requests are defined to be atom c. Near simnultaneous
requests are executed as is they were sequenti al

Megaco: Megaco supports the concept of VM3 to nake these
interactions deternministic and to avoi d resource access conflicts.
Each VMG has a single owner, in a M, and there can be no overlap
bet ween the sets of Term nations belonging to multiple VM. The
Megaco protocol messages also include the identifier of the
sending entity, so that the MG can easily determine to whomto
send the response or asynchronously report certain events.

Di ameter: Di aneter depends partly upon the transport protocol to
provide flow control when the server becones heavily |oaded. It
al so has application-layer nmessaging to indicate that it is too
busy or out of space (Diameter TOO BUSY and Di aneter OUT_OF SPACE
result codes).

COPS: COPS has built-in support for clear state and policy
instances. This would allow the creation of well-behaved M DCOM
st ate machi nes.
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2.1.5. Known and Stable State
SNVP: T, RSIP: T, Megaco: T, Dianmeter: P, COPS: T

SNWVP:  Requests are atomic in SNMP. M B nodul es can defi ne which
data is persistent across reboots, so a known startup state can be
establ i shed. The manager can poll the agent to determ ne the
current state.

RSI P: RSIP assunes that on m ddl ebox start-up no sessions are
defined, and thus no allocations have been made. |In effect, al
resources are released upon restart after failure.

Megaco: Megaco has extensive audit capabilities to synchronize
states between the Mz and the M3C. Megaco al so provides the MC
with the ability to do mass resets, as well as individual resets.
The MZC can al ways rel ease resources in the Mac The M5 can al so
initiate the rel ease of resources by the MEC

Di ameter: Di aneter docunentation does not discuss the degree of
atomicity of message processing, so this would have to be
specified in the M DCOM ext ensi on

COPS: The COPS protocol mmintains synchroni zed states between
M ddl eboxes and MA hence all the states are known on both sides.

2.1.6. Mddl ebox Status Report
SNWP: T, RSIP: T, Megaco: T, Dianeter: T, COPS: T

SNVP:  The status of a m ddl ebox can be reported using asynchronous
comuni cations, or via polling.

RSIP: All RSIP client requests have explicit server responses.
Additionally, a client may explicitly request server status using
a QUERY request.

Megaco: Megaco has extensive audit capabilities for the MGto
report status information to the M3C. It can also report sone
status updates using the Servi ceChange comrand.

Di ameter: Di aneter provides a nunber of response codes by neans of
which a server can indicate error conditions reflecting status of
the server as a whole. The Di sconnect- Peer-Request provides a
neans in the extrene case to termnate a connection with a peer
gracefully, inform ng the other end about the reason for the
di sconnecti on.
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COPS: The COPS Report nessage is designed to indicate any
asynchronous conditions/events.

2.1.7. Mddl ebox Can CGenerate Unsolicited Messages
SNWP: T, RSIP: T, Megaco: T, Dianeter: T, COPS: T

SNMP:  SNMPv3 supports both confirned and unconfirned asynchronous
notifications.

RSIP. An RSIP server will send an unsolicited DE REA STER RESPONSE
to force an RSIP host to relinquish all of its bindings and
terminate its relationship with the RSIP gateway. An RSIP server
can send an asynchronous ERROR _RESPONSE to indicate | ess severe
condi tions.

Megaco: Megaco supports the asynchronous notification of events
using the Notify command.

Di ameter: The Dianmeter protocol pernmits either peer in a connection
to originate transactions. Thus the protocol supports M ddl ebox-
ori gi nat ed messages.

COPS: The COPS Report nessage is designed to indicate any
asynchronous conditions/events.

2.1.8. Mutual Authentication
SNWP: T, RSIP: T, Megaco: T, Dianeter: T, COPS: T

SNWVP: SNMPv3 neets this requirement. SNWPv3 supports user
aut hentication and explicitly supports synmretric secret key
encryption between M DCOM agent (SNWVP nmanager) and M ddl ebox ( SNWP
agent), thus supporting rmutual authentication. The default
aut hentication and encrypti on nethods are specified in RFC 3414
[11] (MD5, SHA-1, and DES). Different users at the sane
managenent applicati on (M DCOM agent) can authenticate thensel ves
with different authentication and encryption nethods, and
addi ti onal nethods can be added to SNMPv3 entities as needed.

RSI P: This requirenent can be met by operating RSIP over |PSec as
described in RFC 3104 [19]. The RSIP franework reconmrends al
conmuni cati on between an RSIP host and gateway be authenti cat ed.
Aut hentication, in the formof a nessage hash appended to the end
of each RSIP protocol packet, can serve to authenticate the RSIP
host and gateway to one another, provide nmessage integrity, and
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avoid replay attacks with an anti-replay counter. However, the
nessage hash and replay counter paraneters would need to be
defined for the RSIP protocol

Megaco: Megaco provides for the use of I PSec [22] for all security
nmechani sns i ncludi ng nutual authentication, integrity check and
encryption. Use of IKE is recomrended with support of RSA
signatures and public key encryption

Di ameter: The Di ameter base protocol assunes that messages are
secured by using either IPSec or TLS [21]. Dianeter requires that
when using the latter, peers nust nutually authenticate
t hensel ves.

COPS: COPS has built-in nmessage |level security for authentication
replay protection, and nessage integrity. COPS can al so use TLS
or | PSec.

2.1.9. Termination of session by either party
SNWP: T, RSIP: T, Megaco: T, Diameter: T, COPS: T

SNVP: Each SNMPv3 message i s authenticated and authorized, so each
nessage coul d be considered to have its own session, which
automatically term nates after processing. Processing may be
stopped for a nunber of reasons, such as security, and a response
is sent.

Ei ther peer may stop operating, and be unavail able for further
operations. The authentication and/or authorization paraneters of
a principal may be changed between operations if desired, to
prevent further authentication or authorization for security
reasons.

Addi tional |y, managed objects can be defined for realizing
sessions that persist beyond processing of a single nessage. The
M B nmodul e woul d need to specify the responsibility for cleanup of
the objects follow ng nornal /abnornmal termnation

RSIP: An RSIP client may term nate a session with a
DE REG STER REQUEST. An RSIP server may terminate a session with
an unsolicited DE_REG STER RESPONSE, and then respond to
subsequent requests on the session with a REG STER FI RST error

Megaco: The Megaco protocol allows both peers to term nate the
associ ation with proper reason code.
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Di ameter: Either peer in a connection may issue a D sconnect - Peer -
Request to end the connection gracefully.

COPS: COPS all ows both the PEP and PDP to term nate a session
2.1.10. Indication of Success or Failure
SNVP: T, RSIP: T, Megaco: T, Dianmeter: T, COPS: T

SNWVP: Each operation request has a correspondi hg response nessage
that contains an error status to indicate success or failure. For
conpl ex requests that the m ddl ebox cannot conpl ete i mediately,
the corresponding M B nodul e nay be designed to al so provide
asynchronous notifications of the success or failure of the
conpl ete transaction, and/or may provide pollabl e objects that
i ndicate the success or failure of the conplete transaction. For
exanpl e, see ifAdm nStatus and ifQperStatus in RFC 2863 [ 28].

RSIP: All RSIP requests result in a paired RSIP response if the
request was successful or an ERROR RESPONSE if the request was not
successful .

Megaco: Megaco defines a special descriptor called an Error
descriptor that contains the error code and an optiona
expl anatory string

Di ameter: Every Dianmeter request is matched by a response, and this
response contains a result code as well as other information.

COPS: The COPS Report nessage directly fulfills this requirenent.
2.1.11. Version |nterworking
SNWP: T, RSIP: T, Megaco: T, Dianmeter: T, COPS: T

SNVP: SNMP has a separation of the protocol to carry data, and the
data that defines additional managenent functionality. Additiona
functionality can be added easily through MBs. Capability
exchange in SNWP is usually uni-directional. Mnagers can query
the m ddl ebox (SNMP agent) to determ ne which M Bs are supported.
In addition, multiple nmessage versions can be supported
simul taneously, and are identified by a version nunber in the
nessage header.

RSI P: Each RSIP nmessage contains a version paraneter.

Megaco: Version interworking and negotiation are supported both for
the protocol and any extension Packages.
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Di ameter: The Capabilities Exchange Request/Answer allows two peers
to determ ne information about what each supports, including
protocol version and specific applications.

COPS: The COPS protocol can carry a M DCOM versi on number and
capability negotiation between the COPS client and the COPS
server. This capability negotiation nmechanismallows the COPS
client and server to communi cate the supported
features/capabilities. This would allow seam ess version
i nt erwor ki ng.

2.1.12. Determnistic Behaviour in the Presence of Overl apping
Rul es

SNVP: T, RSIP: T, Megaco: P, Diameter: T, COPS: T

SNWP: Rul esets would be defined in MBs. The priority of rulesets,
and the resolution of conflict, can be defined in the MB nodul e
definition. The SNMPConf policy MB defines nechanisnms to achieve
determi ni stic behavior in the presence of overlapping rule sets.

RSIP: Al requests for allocation of |IP addresses, or ports or both
resulting in rule overlap are rejected by an RSIP server with a
LOCAL_ADDR | NUSE error.

Megaco: This is met with the help of a nodel that separates Megaco
protocol elenents fromthe overlapping Policy rules (see Appendix
C). However, new behavior for the Megaco protocol el enents needs
to be specified as part of a new M DCOM specific Package

Diameter: The IPFilterRul e type specification, which would probably
be used as the type of a Policy Rule AVP, cones with an extensive
semantic description providing a deterninistic outconme, which the
i ndi vi dual Agent cannot know unless it knows all of the Policy
Rul es installed on the Mddl ebox. Rules for the appropriate
direction are evaluated in order, with the first matched rule
term nating the evaluation. Each packet is evaluated once. If no
rul e matches, the packet is dropped if the last rul e eval uated was
a permt, and passed if the last rule was a deny. The
IPFilterRule format and further details on its applicability to
this requirenment are provided in Appendi x D

COPS: The COPS protocol provides transactional -based comunication
bet ween the PEP and PDP, hence the behavior is totally
deternini stic provided the m ddl ebox state nachine is designed
correctly. The COPS protocol features encourage and support good
state nmachi ne design.
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2.2. Protocol Semantics

This section contains the individual protocols as eval uated agai nst
the protocol semantic requirenents fromsection 2.2 of the

requi rements docunment [1]. A short description of each of the
protocols is provided to substantiate the eval uation

2.2.1. Extensibility
SNWP: T, RSIP: T, Megaco: T, Dianmeter: T, COPS: T

SNVP: Extensibility is a basic feature of the SNVP nanagenent
Fr anewor k.

RSIP: Al RSIP nessages consist of three nandatory fields (protoco
versi on, message type, and nessage | ength) and a sequence of
paranmeter Type / length / value 3-tuples. New nessages may be
defined by defining new values for the nessage type field. New
paraneter types may be defined, and exi sting nessages nay be
ext ended, by defining new paraneterType values. |f new nessages,
paraneters, or both are added in a non-backward conpati ble way, a
new val ue of the protocol version field may be defined. This nmay
be desirable even of the additions are backward compati bl e.

Megaco: Megaco is easily extensible through new Packages, which
allow definition of new attributes and behavior of a Term nation

Di ameter: Dianeter provides a great deal of flexibility for
ext ensi ons, including allowance for vendor-defined comands and
AVPs and the ability to flag each AVP as nust-understand or
i gnorabl e if not understood.

COPS: The COPS protocol is extensible, since it was designed to
separate the Protocol fromthe Policy Control |nformation

2.2.2. Support of Miltiple Mddl ebox Types
SNWP: T, RSIP: P+, Megaco: T, Dianeter: P+, COPS: T
SNWVP: SNMP explicitly supports managi ng different device types with
different capabilities. First the managed object called
sysCbjectID frombasic MB-I1 [3] identifies the type of box. For

boxes with variable capabilities, SNMP can check the availability
of correspondi ng M Bs.
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RSIP: Al types of middl eboxes are supported so |long as the rul eset
action is permt. Qher actions would require the definition of a
new RSI P message parameter with values for pernit and the other
desired actions.

Megaco: Megaco can support nultiple M ddl ebox types on the sane
interface either by designing the properties representing the
Policy Rules to provide this support, or by using nultiple
terminations in the same session, each representing one type of
action. In the latter case, the Megaco Context can be used as a
conveni ent nmeans of nmanaging the related term nations as a group
However, the inherent idea of flow between term nations of a
context is irrelevant and woul d have to be di scarded.

Di ameter: Any necessary additional AVPs or val ues must be specified
as part of the M DCOM application extension (see <2.2.8> bel ow).

COPS: COPS allows a PDP to provide filters and actions to nultiple
PEP functions through a single COPS session.

2.2.3. Ruleset Goups
SNWP: T, RSIP: P+, Megaco: T, Dianeter: T, COPS: T

SNVP: Thi s requirenment can be realized via the SNVP nmanagenent
framework by an appropriate definition of a MB nodule. The
SNMPConf WG has al ready defined an SNMP Policy MB that permts
the definitions of policy rulesets and groupi ng of rul esets.

RSIP: RSIP currently only allows one |IP address, or address and
port range, to be assigned to a bind-1D. RSIP could inplenent
rul esets as required by addi ng an optional bind-1D paraneter to
the ASSI GN REQUESTs to extend an existing rul eset rather than
creating a newone. Sinmlarly, the FREE REQUESTs woul d have to be
ext ended by addi ng optional, |ocal and renote, address and port
par anet ers.

Megaco: The Megaco context can be used to group terminations to be
managed together. For exanple, all of the term nations, each
representing an instantiation of a Policy Rule, can be deleted in
one command by doing a wi|ldcarded Subtract fromthe context.
However, the inherent idea of nmedia flows between term nations of
a context would be irrelevant in this application of the protocol

Di ameter: Dianeter allows nessage syntax definitions where nmultiple
i nstances of the same AVP (for exanple, a Policy Rule AVP whose
syntax and | ow1|evel semantics are defined by the IPFilterRule
type definition) may be present. |If a tighter grouping is
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required, the set of Dianmeter base types includes the G ouped
type. M DCOM can choose how to nake use of these capabilities to
nmeet the rul eset group requirenment when defining its application
extension to the Di aneter protocol

COPS: The COPS-PR Handl e State may be used to associate the set of
closely related policy objects. As the M ddl ebox |earns
addi ti onal requirements, the M ddl ebox adds these resource
requi renents under the same handle I D, which constitutes the
requi red aggregation.

2.2.4. Lifetime Extension
SNWP: P+, RSIP: T, Megaco: T, Dianeter: T, COPS. P+

SNWP: Thi s requirenment can be realized via the SNVP managenent
framework by an appropriate definition of a MB nodule. The
SNVPConf WG has devel oped a Policy MB nodul e that includes a
pnPol i cySchedul e object with a nodifiable lifetine.

RSIP: A client may request an explicit |ease tine when a request is
made to assign one or nore | P addresses, ports or both. The
server may grant the requested |lease tinme, or assign one if none
was requested. Subsequently, the lease tine nay be extended if a
client’s EXTEND REQUEST is granted by the server.

Megaco: The MG can report the inmmnent expiry of a policy rule to
the MGC, which can then extend or delete the corresponding
Term nati on.

Di ameter: The Di ameter concept of a session includes the session
lifetime, grace period, and lifetime extension. It may nake sense
to associate the Dianeter session with the lifetine of a M DCOM
Policy Rule, in which case support for lifetime extension cones
r eady- made.

COPS: COPS allows a PDP to send unsolicited decisions to the PEP
However, the unsolicited events will be relevant to the COPS
M DCOM specific client or the M DCOM specific PIB which needs to
be defined. This would allow the PDP to extend the lifetinme of an
exi sting rul eset.
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2.2.5. Handling of Mandatory/ Optional Nature of Unknown Attributes
SNWP: T, RSIP: T, Megaco: P+, Dianeter: P+, COPS: T

SNWVP:  Unknown attributes in a read operation are flagged as
exceptions in the Response nessage, but the rest of the read
succeeds. In a wite operation (a SET request), all attributes
are validated before the wite is perforned. |If there are unknown
attributes, the request fails and no wites are done. Unknown
attributes are flagged as exceptions in the Response nessage, and
the error status is reported.

RSIP: Al options of all requests are fully specified. Not
under st ood paraneters nmust be reported by an ERROR RESPONSE wit h
an EXTRA PARM error value, with the entire request otherw se
i gnor ed.

Megaco: Megaco entities provide Error codes in response nessages.
If a command nmarked "Optional" in a transaction fails, the
remai ni ng commands wi Il continue. However, the specified
requi rement deals with rules of processing properties that need
definition in new Package.

Di ameter: Indication of the mandatory or optional status of AVPs is
fully supported, provided it is enabled in the AVP definition. No
gui dance is inposed regarding the return of diagnostic information
for optional AVPs.

COPS: COPS provides for the exchange of capabilities and
limtations between the PEP and PDP to ensure well-known outcomes
are understood for scenarios with unknown attributes. There is
al so clear error handling for situations when the request is
rej ected.

2.2.6. Actionable Failure Reasons
SNWP: T, RSIP: P+, Megaco: T, Dianeter: T, COPS: T

SNMP: The SNMPv3 protocol returns error codes and exception codes
i n Response nmessages, to permt the requestor to nodify their
request. FErrors and exceptions indicate the attribute that caused
the error, and an error code identifies the nature of the error
encount er ed.

If desired, a M B can be designed to provide additional data about

error conditions either via asynchronous notifications or polled
obj ect s.
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RSIP: RSIP defines a fairly |arge nunber of very specific error
values. It is anticipated that additional error values will also
have to be defined along with the new nmessages and paraneters
required for M DCOM

Megaco: The MG can provide Error codes in response nmessages
allowing the MC to nodify its behavior. Megaco uses transaction
identifiers for correlation between a response and a command. |f
the same transaction id is received nore than once, the receiving
entity silently discards the nmessage, thus providing some
protecti on agai nst replay attacks.

Di ameter: Di aneter provides an extensive set of failure reasons in
the base protocol

COPS: COPS uses an error object to identify a particular COPS
protocol error. The error sub-code field may contain additiona
detailed COPS client (M DCOM M ddl ebox) specific error codes.

2.2.7. Miltiple Agents Operating on the Sane Rul eset.
SNWP: T, RSIP: P, Megaco: P, Dianeter: T, COPS: P

SNWVP: The SNWP framework supports nultiple managers working on the
sanme managed obj ects. The Vi ew based Access Control Mdel (VACM
RFC 3415 [14]) even offers neans to custom ze the access rights of
different managers in a fine-grained way.

RSIP: RSIP neither explicitly permts nor precludes an operation on
a binding by a host that had not originally create the binding.
However, to support this requirenment, the RSIP semantics nust be
extended to explicitly permt any authorized host to request
operations on a binding; this does not require a change to the
pr ot ocol

Megaco: If the Megaco state nmachine on the Mddle Box is decoupl ed
fromthe Mddle Box policy rule nmanagenent, this requirenent can
be met with local policies on the Mddle Box. However, this
violates the spirit of the Megaco protocol, thus Megaco is
consi dered partially conpliant to this requirenent.

Di anmeter: The Diameter protocol, as currently defined, would allow
nmultiple agents to operate on the sane rul eset.

COPS: It is possible to use COPS to operate the same resource with
mul tiple agents. An underlying resource managenent function
separate fromthe COPS state machi ne, on the M ddl ebox will handle
the arbitrati on when resource conflicts happen
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2.2.8. Transport of Filtering Rul es
SNWP: P+, RSIP: P+, Megaco: P+, Dianeter: P+, COPS: P+

SNVMP: Thi s requirement can be net by an appropriate definition of a
M DCOM M B nodule. SM, the | anguage used for defining MB
nodul es, is flexible enough to allow the inplenmentation of a MB
nodul e to neet the semantics of this requirenent.

RSI P: To support this requirenent, a new optional enumeration
paranmeter, transportProtocol, can be added to the RSIP
ASSI GN_REQUESTs. \When the paraneter is included, the binding
created applies only to the use of the bound addresses and ports,
by the specific transportProtocol. Wen the paraneter is not
i ncl uded, the binding applies to the use of all the bound
addresses and ports, by any transport protocol, thus maintaining
backward compatibility with the current definition of RSIP.

Megaco: Megaco protocol can neet this requirenment by defining a new
property for the transport of filtering rules.

Di ameter: Wile Diameter defines the promsing IPFilterRule data
type (see 2.1.12 above), there is no existing nmessage, which woul d
convey this to a M ddl ebox along with other required M DCOV
attributes. A new M DCOM application extension of Di aneter woul d
have to be defi ned.

COPS: The COPS protocol can neet this requirement by using a COPS
M DCOM specific client or a M DCOM specific PIB

2.2.9. Mapped Port Parity
SNWVP: P+, RSIP: P+, Megaco: P+, Dianeter: P+, COPS: P+

SNVMP: Thi s requirement can be net by an appropriate definition of a
M DCOM M B nodul e

RSI P: To support this requirement, a new optional bool ean
paraneter, portQddity, can be added to the RSIP ASSI GN REQUESTs.
If the paraneter is TRUE, the renpte port nunber of the binding
created woul d have the sane oddity as the local port. |If the
paranmeter is not specified, or is FALSE, the renpote port’s oddity
i s i ndependent of the local port’'s oddity, thus maintaining
backward conpatibility with the current definition of RSIP.

Megaco: Megaco can be easily extended using a M DCOM specific
Package to support this feature
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Diameter: This capability is not part of the current IPFilterRule
type definition. Rather than nodify the IPFilterRule type, M DCOM
could group it with other AVPs which add the missing information.

COPS: The COPS protocol has all the flexibility to neet this
requi renent by using a COPS M DCOM specific client or a M DCOM
specific PIB.

2.2.10. Consecutive Range of Port Numbers
SNWP: P+, RSIP: T, Megaco: P+, Diameter: P+, COPS: P+

SNVP: This requirenment can be net by an appropriate definition of a
M DCOM M B nodule. SM, the | anguage used for defining MB
nodul es, is flexible enough to allow the inplenentation of a MB
nmodul e to neet the semantics of this requirenent.

RSI P: The ports paraneter of the RSIP ASSI GN REQUESTs specifically
allows nultiple, consecutive port nunbers to be specified.

Megaco: Megaco can be easily extended using a M DCOM specific
Package to support this feature.

Diameter: This capability is not part of the current IPFilterRule
type definition. Rather than nodify the IPFilterRule type, M DCOM
could group it with other AVPs which add the mssing information.

COPS: The COPS protocol has all the flexibility to neet this
requi renent by using a COPS M DCOM specific client or a M DCOM
specific PIB.

2.2.11. Mdre Precise Rulesets Contradicting Overlappi ng Rul esets
SNWP: P+, RSIP: P+, Megaco: P+, Dianeter: T, COPS: P+

SNVP: This requirement can be net by an appropriate definition of a
M DCOM M B nodul e.

RSI P: To support this requirement, a new optional bool ean
par amet er, overlapOK, can be added to the RSIP ASSI GN REQUESTS.
If the paraneter is TRUE, the binding may overlap with an existing
binding. If the parameter is unspecified, or is FALSE, the

binding will not overlap with an existing binding, thus
mai nt ai ni ng backward conpatibility with the current definition of
RSI P.
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Megaco: This requirenment would be net if the policy in the
M ddl ebox al l ows contradi ctory, overlapping policy rules to be
i nstall ed.

Diameter: Allowed by the IPFilterRule semantics described in
Appendi x D.

COPS: The COPS protocol has all the flexibility to neet this
requi rement by using a COPS M DCOM specific client or a M DCOM
specific PIB.

2.3. Ceneral Security Requirenents

This section contains the individual protocols as eval uated agai nst
the General Security requirements fromsection 2.3 of the

requi rements docurment [1]. A short description of each of the
protocols is provided to substantiate the eval uation

2.3.1. Message Authentication, Confidentiality and Integrity
SNWP: T, RSIP: T, Megaco: T, Diameter: T, COPS: T

SNVMP:  SNWMPv3 includes the User-based Security Mdel (USM
RFC 3414 [11]), which defines three standardi zed nethods for
provi di ng authentication, confidentiality, and integrity.
Addi tionally, USM has specific built-in mechanisms for preventing
repl ay attacks including unique protocol engine IDs, tiners and
counters per engine and time wi ndows for the validity of nessages.

RSI P: This requirenent can be nmet by operating RSIP over |PSec. The
RSI P franmework recomends all communi cati on between an RSIP host
and gateway be authenticated. Authentication, in the formof a
nessage hash appended to the end of each RSIP protocol packet, can
serve to authenticate the RSIP host and gateway to one anot her
provi de nmessage integrity, and avoid replay attacks with an anti -
replay counter. However, the nmessage hash and repl ay counter
paranmeters woul d need to be defined for the RSIP protocol

Megaco: Megaco provides for these functions with the conbi ned usage
of IPSEC [22] or TLS [21].

Dianeter: Dianeter relies on either IPSEC or TLS for these
functions.

COPS: COPS has built-in nmessage |level security for authentication
replay protection, and nessage integrity. COPS can al so use TLS
or | PSec, thus reusing existing security nechani sns that have
i nteroperated in the nmarkets.
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2.3.2. Optional Confidentiality Protection

SNWP: T, RSIP: T, Megaco: T, Dianmeter: T, COPS: T

SNVP:  SNWPv3 includes the User-based Security Mdel, which defines
three standardi zed nethods for providing authentication
confidentiality, and integrity, and is open to add further
met hods. The nethod to use can be optionally chosen

RSIP: Refer to 2.3.1.

Megaco: Refer to 2.3.1

Di ameter: | nplenentation support of | PSEC ESP (RFC 2406 [23]) in
Di ameter applications is not optional. Deploynment of either |PSEC
or TLS is optional

COPS: Refer to 2.3.1.

2.3.3. (Operate Across Untrusted Domai ns

SNWP: T, RSIP: T, Megaco: T, Dianmeter: T, COPS: T

SNWVP:  The User-based Security Mdel of SNMPv3 defines three
st andardi zed et hods for providing authentication
confidentiality, and integrity, and it is open to add further
nmet hods. These mnet hods operate securely across untrusted donmains.

RSI P: Refer to 2.3.1.

Megaco: Refer to 2.3.1.

Di ameter: The Diameter specification [24] recomends the use of
TLS [21] across untrusted domains.

COPS: Refer to 2.3.1
2.3.4. Mtigates Replay Attacks on Control Messages
SNWP: T, RSIP: T, Megaco: T, Dianmeter: T, COPS: T
SNVP:  The User-based Security Mdel for SNMPv3 has specific built-
in mechani sns for preventing replay attacks including uni que
protocol engine IDs, tiners and counters per engine and tine

wi ndows for the validity of messages.

RSIP: Refer to 2.3.1

Bar nes I nf or mati onal [ Page 28]



RFC 4097 M DCOM Pr ot ocol Eval uati on June 2005

Megaco: Megaco comands and responses include matching transaction
identifiers. The recipient receiving the sane transaction id
multiple times would discard the nessage, thus providing sone

protecti on agai nst replay attacks. |If even stronger protection
agai nst replay attack is needed, Megaco provides for the use of
| PSec or TLS.

Di ameter: Dianeter requires that inplenmentations support the replay
protection nmechani snms of | PSEC.

COPS: Refer to 2.3.1
3. Concl usi ons
The overall statistics with regards to the number of Fully Conpliant,

Partially Conmpliant (P+ and P) and Failing Compliancy requirements
for each of the protocols is summarized in table 1

T P+ P F
SNWVP 22 5 0 0
RSI P 17 7 3 0
Megaco 19 5 3 0
D anmet er 21 5 1 0
COPS 20 5 2 0

Tabl e 1: Totals across all Requirenents

In considering the P+ category of conpliancy, an inportant aspect is
the nmechani sm for support of extensibility. The extension nmechani sm
provi ded by SNMP and COPS-PR using M Bs and PIBs respectively,

provi des extensions with no inpact to the protocol. D aneter

ext ensi ons require protocol changes, thus has a higher inpact,

al t hough the extensions can be handl ed by other Di aneter entities

wi t hout bei ng understood. Megaco’ s extension nmechani sms of packages
al so requires protocol changes that nust be understand by both
sendi ng and receiving entities, also being considered higher inpact.
The RSI P extension mechani sm has the | argest inpact on the existing
protocol and is based upon defining the necessary new paraneters.

The SNVP nmanagement framework neets all the specified M DCOM protoco
requirenents with the appropriate design of a M DCOM M B nodul e

SNVWP is a proven technology with stable and proven devel oprment tool s,
al ready has extensions defined to support NAT configuration and

pol i cy-based management. SNWPv3 is a full standard, is nore mature
and has undergone nore validation than the other protocols in
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the eval uation, and has been depl oyed to manage | arge-scal e real -
worl d networks (e.g., DOCSIS cabl e nodem networks). The
applicability of SNMP to the M DCOM framework has a restriction in
that it assumes the M DCOM PDP is part of the M ddl ebox.

RSIP fully nmeets many of the M DCOM requirenents. However, it does
require additions and extensions to neet several of the requirenents.
RSI P woul d al so require several franework elements to be added to the
M DCOM framework as identified in section 1.2.3. |In addition, the
tunneling required for RSIP as described in section 1.2.4, results in
RSI P not being acceptable by the W5 as the M DCOM pr ot ocol

Megaco fully neets nost of the key requirements for the M DCOM

Protocol. Additional extensions in the formof a new Term nation /
Package definition would be required for MDCOMto neet several of
the requirenents. 1In order to nmeet the remaining requirenents,

nodel i ng the underlying M ddl ebox resources (e.g., filters, policy
rul es) as separate elenments fromthe Megaco entities might allowthe
usage of the protocol as-is, satisfying sone of the resource access
control requirenents.

The Di ameter evaluation indicated a good overall fit. Some partially
met requirements were identified that coul d be addressed by a new
application extension. However, the Dianeter architecture nay be too
heavy for the M DCOM application and clearly much of the Di aneter
base is not needed. In addition, Diameter is the only protocol, at
the time of this evaluation, for which the RFCs had not yet been
published. her than these reservations, the protocol is a good fit
to M DCOM requirenents.

The COPS eval uation indicates that the protocol neets the nmajority of
the M DCOM protocol requirenents by using the protocol’s native

ext ensi on techni ques, with COPS-PR being explicitly required to neet
requirenents 2.1.3 and 2.2.3. In order to fully satisfy one
partially net requirenent, 2.1.1, the COPS nodel would need to all ow
a PDP to establish communication with a PEP. Wile not explicitly
prohi bited by the COPS nodel, this would require additions, in the
formof local policy, to ensure the proper establishnent of an

aut hori zed associ ati on.

4. Security Considerations
Security considerations for the M DCOM protocol are covered by the
conpari son agai nst the specific Security requirenents in the M DCOV

requi renments docurment [1] and are specifically addressed by section
2.1.8 and section 2. 3.
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Appendi x A - SNWP Overvi ew

The SNVP Management Framework presently consists of five mgjor
conponent s:

o0 An overall architecture, described in RFC 3411 [5]. A nore
detail ed introduction and applicability statements for the SNWP
Managenent Framework can be found in RFC 3410 [15].

o Mechani sms for describing and nam ng objects and events for the
pur pose of managenent. The current version of this Structure of
Managenent Information (SM) is called SMv2 and described in RFC
2578 [6], RFC 2579 [7] and RFC 2580 [8].

o Message protocols for transferring managenent information. The
current version of the nessage protocol is called SNMPv3 and
described in RFC 3412 [10], RFC 3414 [11] and RFC 3417 [9].

o Protocol operations for accessing nmanagenent information. The
current version of the protocol operations and associ ated PDU
formats is described in RFC 3416 [12].

o A set of fundanental applications described in RFC 3413 [13] and
t he vi ew based access control nechani sm described in RFC 3415
[14].

Managed objects are accessed via a virtual information store, terned
the Managerent Information Base or MB. bjects in the MB are
defined using the mechani snms defined in the SM.

A. 1 SNWPv3 Proxy Forwarding

SNWPv3 proxy forwarding (RFC 3413 [13]) provides a standardized
mechani smto configure an internediate node to forward SNVP nessages.
A command generating entity sends requests to a proxy forwarding
entity that forwards the request to a third entity.

One SNWP entity may serve both functions as the SNWP agent to nonitor
and configure the node on which it is resident, and as an

i nternedi ate node in a proxy relationship to permt nonitoring and
configuration of additional entities.

Each entity is identified by a unique enginel D value, specifically to
support proxy between addressi ng donmai ns and/or trust domains. An
SNWPv3 nessage contains two engi nel Ds- one to identify the database
to be used for message security, and one to identify the source (or
target) of the contained data. Message security is applied between
the originator and the proxy, and then between the proxy and the
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end-target. The PDU contains the enginelD of the node whose data is
contained in the nessage, which passes end-to-end, unchanged by the

pr oxy.

SNWPv3 proxy was designed to provide a standard SNMP approach to
inserting an internediate node in the mddle of conmunications for a
variety of scenarios. SNMPv3 proxy can support crossing addressing
domai ns, such as IPv4 and | Pv6, crossing SNVP version donai ns, such
as SNMPv3 and SNMPv1, crossing security mechani sm domains, such as
DES and AES, and for providing a single point of nmanagenent contact
for a subset of the network, such as managing a private network
through a NAT device or a VPN endpoint.

A. 2 Proxies Versus Application Level Gateways

Proxies are generally preferred to Application Level Gateways for
SNWP. ALGs typically nodify the headers and content of nessages.
SNWP is a protocol designed for troubl eshooting network (ms-)
configurations. Because an operator needs to understand the actua
configuration, the translation of addresses within SNVMP data causes
confusion, hiding the actual configuration of a managed device from
the operator. ALGs also introduce security vulnerabilities, and

ot her complexities related to nodifying SNMP data

SNWVP Proxi es can nodi fy nmessage headers without nodifying the
contained data. This avoids the issues associated with translating
the payl oad data, while pernmitting application |evel translation of
addr esses.

The issues of ALGs versus proxies for SNVP Payl oad Address
Transl ation are discussed at length in RFC 2962 [ 27].

Appendi x B - RSIP with Tunneling

NAT requires ALGs (Application Layer Gateways) in m ddl eboxes without
M DCOM and application nodifications or agents for m ddl eboxes with
M DCOM

Support for NAT wi thout tunneling could easily be added to the RSIP
control protocol. NAT would be defined as a new, null tunnel type.
Support for the NAT null tunnels could be inplemented in hosts, or in
applications or application agents.

I f support for NAT null tunnels were inplemented in hosts, no

nodi fications to applications would be required, and no application

agents or ALGs would be required. This has obvi ous advantages. In

addition to the NAT null tunnel, the host would have to inplenent an
RSIP/ MDCOMclient (or a STUN client) and the m ddl ebox woul d have
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to inplenent an RSIP / M DCOM server, or a STUN server would have to
be avail able beyond_the niddl ebox. Note that the STUN client /
server approach may not work with all types of m ddl eboxes.

I f support for NAT null tunnels were NOT inplemented in hosts, then
applications would have to be nodified, or application agents or ALGs
woul d have to be inplemented. This has the advantage over tunnels
(whether null or not) of not requiring nodification to hosts, but
woul d require the nodification of host applications or the

i mpl enent ati on of application agents, both of which would include an
RSIP/ MDCOMclient, and the inplenmentation of an RSI P/ M DCOM server
in the mddl ebox. Again, in sone situations, STUN could be used
instead of RSIP / M DCOM

Tunnel ed or not, an RSIP / M DCOM server is needed in the niddl ebox.
Tunnel ed, the host needs to be nodified, but not the application.
Untunnel ed, an agent nust be added or the application nust be
nmodi fi ed, but there would be no host nodifications. The

advant ages/ di sadvant ages of tunneling would need to be evaluated in
consi deri ng RSIP.
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Appendi x C - Megaco Model i ng Approach

To nmodel the M ddl ebox functions such as firewall, NAT etc., a new
M ddl ebox Terni nation type needs to be defined within Megaco. |If
policy-rule overlap or nodification by nultiple Agents is NOT
required, then a policy rule is equivalent to a Term nation (see
Figure 1). The various conponents of a Policy rule such as filter,
action, life-tine, creator etc. are described as various properties
of a Termination. Use of the Virtual Media Gateway (VM3 concept
allows for conflict-free interaction of multiple MA's with the same
VB.

R + R +
|  MA-1 | | MA-2 |
|+ ....... |+ |1 F2 |+ ------- |+
| | |
oo EEEEEEEES EEREEREEE SRR +
S + | +------ee- - +
|F1 | VMGL | +--+ | | | +--+ +--+ |VM® |IF3
---------- | | Tx]-------+ - | Ty|-- | Tz] - - - - - -
| | +--+ || | +--+ -t |
| | RS + |
| e + |
| .
| M ddl ebox | 1 F4
o m e o e e emeeiaoaa +

Tx: Termnation x = Policy rule x
Ty: Termnationy = Policy rule y
Tz: Termination z = Policy rule z
MA: M DCOM Agent

I F: Interface

Figure 1.
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If it is required to allow nultiple agents mani pul ate the sane

M ddl ebox resource (e.g., a Policy rule or a filter), the latter
needs to be kept separate fromthe Ternmination (the Policy rule is
mani pul ated by the MA by manipul ating the properties of the

associ ated Termination). For exanple, if overlapping policy rule
mani pul ation is required, then a Term nation shall be associated with
a single policy rule, but a policy rule my be associated with nore
than one Termination. Thus, a Term nation can share a policy rule

wi th anot her Termi nation, or have a policy rule partially overlapping
with that of another Termination. This nodel allows two MAs,
controlling two distinct Termi nations (see Figure 2), manipulate the
sanme or overlapping policy rules. In Figure 2, policy rules 1 and 2
are overlapping and they are shared by MA-1 and MA-2

R + R +
| MA-1 | | MA- 2 |
| | |
R, + |1 F2 R, +
| | | VB
R |- EEEEREEEEE |- +
| e + | +----meem - +
IF1 |vM&El | +--+ | | | +-+ +-+ |VMX |IF3
------------------ | Ty|----+ +---|TX|--|Tz|----------------
| s I e |
| | R e R Voo |
| oo |-+ / \ |
| | Y L
| [ e e oo - + [ + ||F4
| | Pol'icyl Policy2 | | Policy|
| | | | | | 3 | |
| R ey S e + S e +
o m e e e e e e e e e e e e e e e e e ee e eaa oo +

Tx: Term nation X
Ty: Term nation vy
Tz: Term nation z
MA: M DCOM Agent
IF: Interface

MB: M ddl ebox

Fi gure 2.

This requires that the Agent and the M ddl ebox adhere to the
foll owi ng principles:

(1) Only one Termination has read/wite access to a filter at any
time.
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(2) When the policy rule is being nodified by a new agent (i.e., not
the one that created the policy) the M ddl ebox makes a policy
deci si on and deci des whether to accept the requested nodification
or not. In the case the nodification is accepted the initia
M DCOM agent may be notified.

Appendix D - Dianeter IPFilter Rule

The IPFilterRule format is derived fromthe CctetString AVP Base
Format. It uses the UTF-8 encoding and has the sane requirenents as
the UTF8String. Packets may be filtered based on the foll ow ng
information that is associated with it:

Direction (in or out)
Source and destination |IP address (possibly masked)
Pr ot oco

Source and destination port (l'ists or ranges)
TCP fl ags

| P fragment flag

| P options

| CVP types

Rul es for the appropriate direction are evaluated in order, with the
first matched rule term nating the evaluation. Each packet is

eval uated once. |If no rule natches, the packet is dropped if the
last rule evaluated was a pernit, and passed if the last rule was a
deny.

IPFilterRule filters MJUST follow the format:

action dir proto fromsrc to dst [options]

action permit - Allow packets that match the rule
deny - Drop packets that match the rule.

dir "in" is fromthe termnal, "out" is to the
term nal

proto An | P protocol specified by nunmber. The "ip"
keyword neans any protocol w |l match.

src and dst <address/nmask> [ports]
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The <address/ mask> nmay be specified as:

i pno An | Pv4 or | Pv6 nunmber in dotted-
gquad or canonical I1Pv6 form Only
this exact I P number will match the
rul e.

ipno/bits An |IP nunber as above with a nask
width of the form1.2.3.4/24. In
this case, all | P nunbers from
1.2.3.0 to 1.2.3.255 will match.
The bit width MJUST be valid for the
I P version and the | P nunber MJST
NOT have bits set beyond the mask.

For a match to occur, the sane |IP
versi on nust be present in the
packet that was used in describing
the IP address. To test for a
particular |IP version, the bits part
can be set to zero. The keyword
"any" is 0.0.0.0/0 or the IPv6

equi valent. The keyword "assigned”
is the address or set of addresses
assigned to the terminal. For |Pv4,
atypical first rule is often

"deny in ip! assigned"

The sense of the match can be inverted by
precedi ng an address with the not nodifier (!),
causing all other addresses to be nmtched
instead. This does not affect the selection of
port nunbers.

Wth the TCP, UDP and SCTP protocols, optiona
ports may be specified as:

{port|port-port}[,ports[,...]]

The '-’ notation specifies a range of ports
(i ncl udi ng boundari es).

Fragment ed packets that have a non-zero of fset
(i.e., not the first fragnent) will never match
a rule that has one or nore port

specifications. See the frag option for
details on matching fragnmented packets.
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options:

frag Match if the packet is a fragment and this is not
the first fragment of the datagram frag nay not
be used in conjunction with either tcpflags or
TCP/ UDP port specifications.

i poptions spec
Match if the | P header contains the comm
separated list of options specified in spec. The
supported | P options are:

ssrr (strict source route), Isrr (loose source
route), rr (record packet route) and ts
(timestanmp). The absence of a particular option
may be denoted with a "!’.

t cpopti ons spec
Match if the TCP header contains the comma
separated list of options specified in spec. The
supported TCP options are:

mss (maxi mum segnent size), wi ndow (tcp w ndow
advertisenent), sack (selective ack), ts (rfcl323
timestanp) and cc (rfcl644 t/tcp connection
count). The absence of a particular option may
be denoted with a '!’.

est abl i shed
TCP packets only. Match packets that have the RST
or ACK bits set.

setup TCP packets only. Match packets that have the SYN
bit set but no ACK bit.

tcpfl ags spec
TCP packets only. WMatch if the TCP header
contains the conma separated list of flags
specified in spec. The supported TCP flags are:

fin, syn, rst, psh, ack and urg. The absence of a
particular flag may be denoted with a '!". Arule
that contains a tcpflags specification can never
match a fragmented packet that has a non-zero
offset. See the frag option for details on

mat chi ng fragnent ed packets.
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i cnptypes types
| CMP packets only. Match if the ICMP type is in
the list types. The list nmay be specified as any
conbi nati on of ranges or individual types
separated by commas. Both the numeric val ues and
the synbolic values |isted bel ow can be used. The
supported | CVP types are:

echo reply (0), destination unreachable (3),
source quench (4), redirect (5), echo request

(8), router advertisement (9), router
solicitation (10), time-to-live exceeded (11), IP
header bad (12), tinestanp request (13),
timestanmp reply (14), information request (15),
information reply (16), address mask request (17)
and address nmask reply (18).

There is one kind of packet that the access device MJIST al ways
discard, that is an IP fragment with a fragnent offset of one. This
is a valid packet, but it only has one use, to try to circunvent
firewalls.

An access device that is unable to interpret or apply a deny rule
MUST term nate the session. An access device that is unable to
interpret or apply a permt rule MAY apply a nore restrictive rule.
An access device MAY apply deny rules of its own before the supplied
rules, for exanple to protect the access device owner’s

i nfrastructure

The rule syntax is a nodified subset of ipfw(8) from FreeBSD, and the
i pfw.c code may provide a useful base for inplenentations.
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Ful | Copyright Statenent
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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