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Abst r act

Thi s docunent addresses security aspects pertaining to Provider-
Provisioned Virtual Private Networks (PPVPNs). First, it describes
the security threats in the context of PPVPNs and def ensive

techni ques to conbat those threats. It considers security issues
deriving both frommalicious behavi or of anyone and from negligent or
i ncorrect behavior of the providers. It also describes how these
security attacks should be detected and reported. It then discusses
possi bl e user requirements for security of a PPVPN service. These
user requirenents translate into correspondi ng provider requirenents.
In addition, the provider may have additional requirenents to make
its network infrastructure secure to a level that can neet the PPVPN
customer’s expectations. Finally, this document defines a tenplate
that may be used to describe and anal yze the security characteristics
of a specific PPVPN technol ogy.
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1. Introduction

Security is an integral aspect of Provider-Provisioned Virtua
Private Network (PPVPN) services. The notivation and rationale for
bot h Provider-Provisioned Layer-2 VPN and Provi der-Provi si oned
Layer-3 VPN services are provided by [ RFC4110] and [ RFC4031]. These
docunents acknow edge that security is an inportant and integra
aspect of PPVPN services, for both VPN custoners and VPN service
providers. Both will benefit froma PPVPN Security Franework
docunent that lists the customer and provider security requirenents
rel ated to PPVPN services, and that can be used to assess how nmuch a
particul ar technol ogy protects against security threats and fulfills
the security requirenents.

First, we describe the security threats that are relevant in the
context of PPVPNs, and the defensive techniques that can be used to
conbat those threats. W consider security issues deriving both from
mal i ci ous or incorrect behavior of users and other parties and from
negligent or incorrect behavior of the providers. An inportant part
of security defense is the detection and report of a security attack
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which is also addressed in this docurment. Special considerations
engendered by IP nobility within PPVPNs are not in the scope of this
document .

Then, we di scuss the possible user and provider security requirenents
for a PPVPN service. Users expectations nmust be net for the security
characteristics of a VPN service. These user requirenents translate
into correspondi ng requirenents for the providers offering the
service. Furthernore, providers have security requirements to
protect their network infrastructure, securing it to the |eve
required to provide the PPVPN services in addition to other services.

Finally, we define a tenplate that may be used to describe the
security characteristics of a specific PPVPN technol ogy in a nmanner
consistent with the security framework described in this docunent.
It is not within the scope of this docunment to anal yze the security
properties of specific technologies. Instead, our intention is to
provide a comon tool, in the formof a checklist, that may be used
i n other docunents dedicated to an in-depth security analysis of

i ndi vi dual PPVPN technol ogies to describe their security
characteristics in a conprehensive and coherent way, thereby
providing a cormon ground for compari son between different

t echnol ogi es.

It is inmportant to clarify that this docurment is linmted to

descri bing users’ and providers’ security requirenents that pertain
to PPVPN services. It is not the intention to fornul ate precise
"requi rements" on each specific technol ogy by defining the nechani sns
and techni ques that nust be inplenented to satisfy such users’ and
providers’ requirenents.

This docunment is organized as follows. Section 2 defines the
term nol ogy used in the docunment. Section 3 defines the security
reference nodel for security in PPVPN networks. Section 4 describes
the security threats that are specific of PPVPNs. Section 5 reviews
def ense techni ques that may be used agai nst those threats. Section 6
descri bes how attacks may be detected and reported. Section 7

di scusses the user security requirenents that apply to PPVPN
services. Section 8 describes additional security requirenents on
the provider to guarantee the security of the network infrastructure
provi ding PPVPN services. In Section 9, we provide a tenplate that
may be used to describe the security characteristics of specific
PPVPN t echnol ogi es. Finally, Section 10 di scusses security

consi derati ons.
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2.

3.

Ter m nol ogy

Thi s docunent uses PPVPN specific term nology. Definitions and
details specific to PPVPN term nol ogy can be found in [ RFC4026] and
[ RFC4110]. The nost inportant definitions are repeated in this
section; for other definitions, the reader is referred to

[ RFC4026] and [ RFC4110].

CE: Custoner Edge device, a router or a switch in the custoner
network interfacing with the service provider’s network.

P: Provider Router. The Provider Router is a router in the
service provider’s core network that does not have interfaces
directly toward the custoner. A P router is used to
i nterconnect the PE routers. A P router does not have to
mai ntain VPN state and is thus VPN unaware.

PE: Provider Edge device, the equipnent in the service provider’s
network that interfaces with the equiprment in the custoner’s
net wor k.

PPVPN: Provider-Provisioned Virtual Private Network, a VPN that is
configured and nmanaged by the service provider (and thus not by
the custoner itself).

SP: Service Provider.

VPN: Virtual Private Network, which restricts comrunication
between a set of sites using an | P backbone shared by traffic
that is not going to or coming fromthose sites.

Security Reference Mde

This section defines a reference nodel for security in PPVPN
net wor ks.

A PPVPN core network is the central network infrastructure (P and PE
routers) over which PPVPN services are delivered. A PPVPN core
networ k consists of one or nore SP networks. Al network elements in
the core are under the operational control of one or nore PPVPN
service providers. Even if the PPVPN core is provided by severa
service providers, it appears to the PPVPN users as a single zone of
trust. However, several service providers providing a conmmon PPVPN
core still have to secure thensel ves agai nst the other providers.
PPVPN servi ces can al so be delivered over the Internet, in which case
the Internet forns a |ogical part of the PPVPN core.
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A PPVPN user is a conpany, institution or residential client of the
PPVPN service provider.

A PPVPN service is a private network service nade available by a
service provider to a PPVPN user. The service is inplenented using
virtual constructs built on a shared PPVPN core network. A PPVPN
service interconnects sites of a PPVPN user.

Extranets are VPNs in which nultiple sites are controlled by
different (legal) entities. Extranets are another exanple of PPVPN
depl oynment scenarios wherein restricted and controll ed comruni cati on
is allowed between trusted zones, often via well-defined transit
poi nt s.

Thi s docunment defines each PPVPN as a trusted zone and the PPVPN core
as another trusted zone. A primary concern is security aspects that
relate to breaches of security fromthe "outside" of a trusted zone
to the "inside" of this zone. Figure 1 depicts the concept of
trusted zones within the PPVPN framework.

e + e +
| PPVPN R T R R + PPVPN
| user PPVPN user
| site A R XXX- - - - - + site
e + e mm e e aaaaas XXK--+  H---mmmmm oo - +
| PPVPN cor e | | |
o m e e e eeaaaaa | |--+
||
[RSEEEEE \
e [/ Internet

Figure 1. The PPVPN trusted zone node

In principle, the trusted zones should be separate. However, PPVPN
core networks often offer Internet access, in which case a transit
poi nt (marked "XXX' in the figure) is defined.

The key requirement of a "virtual private" network (VPN) is that the
security of the trusted zone of the VPN is not conprom sed by sharing
the core infrastructure with other VPNs.

Security against threats that originate within the sane trusted zone
as their targets (for exanple, attacks froma user in a PPVPN to
other users within the same PPVPN, or attacks entirely within the
core network) is outside the scope of this document.

Al so outside the scope are all aspects of network security that are
i ndependent of whether a network is a PPVPN network or a private
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network. For exanple, attacks fromthe Internet to a web server
inside a given PPVPN will not be considered here, unless the
provi si oni ng of the PPVPN network could make a difference to the
security of this server.

4. Security Threats
This section discusses the various network security threats that may
endanger PPVPNs. The discussion is linmted to threats that are
uni que to PPVPNs, or that affect PPVPNs in uni que ways. A successfu
attack on a particular PPVPN or on a service provider’s PPVPN
infrastructure may cause one or nore of the following ill effects:
- oObservation, nodification, or deletion of PPVPN user data,
- replay of PPVPN user data,
- injection of non-authentic data into a PPVPN
- traffic pattern analysis on PPVPN traffic,
- disruption of PPVPN connectivity, or
- degradation of PPVPN service quality.
It is useful to consider that threats to a PPVPN, whether malicious
or accidental, may come fromdifferent categories of sources. For
exanpl e they may come from
- users of other PPVPNs provided by the sane PPVPN service provider
- the PPVPN service provider or persons working for it,

- other persons who obtain physical access to a service provider
site,

- other persons who use social engineering nmethods to influence
behavi or of service provider personnel

- users of the PPVPN itself, i.e., intra-VPN threats (such threats
are beyond the scope of this docunent), or

- others, i.e., attackers fromthe Internet at |arge.
In the case of PPVPNs, some parties may be in nore advant ageous

positions that enable themto | aunch types of attacks not avail able
to others. For exanple, users of different PPVPNs provided by the
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sanme service provider nay be able to launch attacks that those who
are conpletely outside the network cannot.

G ven that security is generally a conprom se between expense and
risk, it is also useful to consider the |likelihood of different
attacks. There is at |least a perceived difference in the likelihood
of nost types of attacks being successfully nounted in different

envi ronnents, such as

- in a PPVPN contained within one service provider’s network, or
- in a PPVPN transiting the public Internet.

Most types of attacks becone easier to nount, and hence nore likely,
as the shared infrastructure that provides VPN service expands froma
single service provider to nultiple cooperating providers, and then
to the global Internet. Attacks that may not be sufficiently likely
to warrant concern in a closely controlled environnent often nerit

def ensi ve nmeasures in broader, nore open environnents.

The foll owi ng sections discuss specific types of exploits that
t hreat en PPVPNSs.

4.1. Attacks on the Data Pl ane

Thi s category enconpasses attacks on the PPVPN user’s data, as viewed
by the service provider. Note that fromthe PPVPN user’s point of
view, sone of this might be control plane traffic, e.g., routing
protocol s running from PPVPN user site to PPVPN user site via an L2
PPVPN.

4.1.1. Unauthorized Cbservation of Data Traffic
This refers to "sniffing" VPN packets and exam ning their contents.
This can result in exposure of confidential information. It can also
be a first step in other attacks (described below) in which the
recorded data is nodified and re-inserted, or re-inserted unchanged.
4.1.2. Modification of Data Traffic

This refers to nodifying the contents of packets as they traverse the
VPN.

4.1.3. Insertion of Non-authentic Data Traffic: Spoofing and Repl ay
This refers to the insertion into the VPN (or "spoofing") of packets

that do not belong there, with the objective of having them accepted
as legitimte by the recipient. Also included in this category is
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the insertion of copies of once-legitinmate packets that have been
recorded and repl ayed.

4.1.4. Unauthorized Deletion of Data Traffic

This refers to causing packets to be discarded as they traverse the
VPN. This is a specific type of Denial-of-Service attack

4.1.5. Unauthorized Traffic Pattern Anal ysis

This refers to "sniffing"” VPN packets and exam ni ng aspects or neta-
aspects of themthat nmay be visible even when the packets thensel ves
are encrypted. An attacker nmight gain useful infornmation based on
the amount and tinming of traffic, packet sizes, source and
destinati on addresses, etc. For nobst PPVPN users, this type of
attack is generally considered significantly less of a concern than
are the other types discussed in this section

4.1.6. Denial-of-Service Attacks on the VPN

Deni al - of - Servi ce (DoS) attacks are those in which an attacker
attenpts to disrupt or prevent the use of a service by its legitimte
users. Taking network devices out of service, nodifying their
configuration, or overwhelmng themw th requests for service are
several of the possible avenues for DoS attack

Overwhel ming the network with requests for service, otherw se known
as a "resource exhaustion" DoS attack, may target any resource in the
network, e.g., link bandw dth, packet forwarding capacity, session
capacity for various protocols, and CPU power.

DoS attacks of the resource exhaustion type can be nmounted agai nst
the data plane of a particular PPVPN by attenpting to insert (spoof)
an overwhel ming quantity of non-authentic data into the VPN from
outside of that VPN. Potential results mght be to exhaust the
bandwi dth available to that VPN or to overwhel mthe cryptographic
aut henti cati on nechani sns of the VPN

Dat a pl ane resource exhaustion attacks can al so be nmounted by
overwhel mi ng the service provider’s general (VPN independent)
infrastructure with traffic. These attacks on the genera
infrastructure are not usually a PPVPN-specific issue, unless the
attack is mounted by another PPVPN user froma privil eged position
For exanple, a PPVPN user night be able to nonopolize network data
pl ane resources and thus to disrupt other PPVPNs.)
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4.2. Attacks on the Control Plane

Thi s category enconpasses attacks on the control structures operated
by the PPVPN service provider.

4.2.1. Denial-of-Service Attacks on Network Infrastructure

Control plane DoS attacks can be nounted specifically against the
mechani sns that the service provider uses to provide PPVPNs (e.qg.

| Psec, MPLS) or against the general infrastructure of the service
provider (e.g., P routers or shared aspects of PE routers.) At t acks
agai nst the general infrastructure are within the scope of this
docunent only if the attack happens in relation to the VPN service;

ot herwi se, they are not a PPVPN-specific issue.

O special concern for PPVPNs is denial of service to one PPVPN user
caused by the activities of another. This can occur, for exanple, if
one PPVPN user’s activities are allowed to consune excessive network

resources of any sort that are al so needed to serve other PPVPN
users.

The attacks described in the foll owi ng sections nay each have deni a
of service as one of their effects. Oher DoS attacks are al so
possi bl e.

4.2.2. Attacks on Service Provider Equi pnment via Managenent
I nterfaces

Thi s includes unauthorized access to service provider infrastructure
equi prent, in order, for exanple, to reconfigure the equiprment or to

extract information (statistics, topology, etc.) about one or nore
PPVPNs.

Thi s can be acconplished through malicious entrance of the systens,
or as an inadvertent consequence of inadequate inter-VPN isolation in
a PPVPN user sel f-managenent interface. (The former is not
necessarily a PPVPN specific issue.)

4.2.3. Social Engineering Attacks on Service Provider
Infrastructure

Attacks in which the service provider network is reconfigured or
danmaged, or in which confidential information is inproperly

di scl osed, may be mounted through mani pul ati on of service provider
personnel. These types of attacks are PPVPN-specific if they affect
PPVPN- servi ng mechani snms. |t may be observed that the organizationa
split (customer, service provider) that is inherent in PPVPNs may
nmake it easier to nount such attacks agai nst provider-provisioned
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VPNs than agai nst VPNs that are sel f-provisioned by the custoner at
the IP |ayer.

4.2.4. Cross-Connection of Traffic between PPVPNs

This refers to events where expected isol ati on between separate
PPVPNs is breached. This includes cases such as:

- a site being connected into the "wong" VPN,
- two or nore VPNs being inproperly merged,
- a point-to-point VPN connecting the wong two points, or

- any packet or frane being inproperly delivered outside the VPN it
is sent in.

M sconnection or cross-connection of VPNs may be caused by service
provi der or equi prent vendor error, or by the malicious action of an
attacker. The breach may be physical (e.g., PE-CE links

m sconnected) or |ogical (inproper device configuration).

Anecdot al evi dence suggests that the cross-connection threat is one
of the largest security concerns of PPVPN users (or woul d-be users).

4.2.5. Attacks agai nst PPVPN Routing Protocols

Thi s enconpasses attacks agai nst routing protocols that are run by
the service provider and that directly support the PPVPN service. In
layer 3 VPNs this, typically relates to nenbership discovery or to
the distribution of per-VPN routes. In layer 2 VPNs, this typically
rel ates to nmenbershi p and endpoi nt discovery. Attacks against the
use of routing protocols for the distribution of backbone (non-VPN)
routes are beyond the scope of this docunment. Specific attacks

agai nst popul ar routing protocols have been wi dely studied and are
descri bed in [ RFC3889].

4.2.6. Attacks on Route Separation

"Rout e separation"” refers here to keeping the per-VPN topol ogy and
reachability information for each PPVPN separate from and

unavail able to, any other PPVPN (except as specifically intended by
the service provider). This concept is only a distinct security
concern for layer-3 VPN types for which the service provider is
involved with the routing within the VPN (i.e., VR BGP-MPLS, routed
version of IPsec). A breach in the route separation can revea

topol ogy and addressing information about a PPVPN. It can al so cause
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bl ack hol e routing or unauthorized data plane cross-connection
bet ween PPVPNs.

4.2.7. Attacks on Address Space Separation

In layer-3 VPNs, the | P address spaces of different VPNs have to be
kept separate. |In layer-2 VPNs, the MAC address and VLAN spaces of
di fferent VPNs have to be kept separate. A control plane breach in
this addressing separation may result in unauthorized data pl ane
cross-connecti on between VPNs.

4.2.8. Oher Attacks on PPVPN Control Traffic

Besi des routing and managenent protocols (covered separately in the
previ ous sections), a nunber of other control protocols may be
directly involved in delivering the PPVPN service (e.g., for
menber shi p di scovery and tunnel establishnent in various PPVPN
approaches). These include but may not be limted to:

- MPLS signaling (LDP, RSVP-TE)

- 1 Psec signaling (IKE)

- L2TP,

- BGP-based menbership di scovery, and

- Dat abase- based nenbership discovery (e.g., RAD US-based).

Attacks m ght subvert or disrupt the activities of these protocols,
for exanple, via inpersonation or DoS attacks.

5. Defensive Techni ques for PPVPN Service Providers

The defensive techniques discussed in this docunent are intended to
descri be nethods by which sone security threats can be addressed.
They are not intended as requirenents for all PPVPN inpl ementations.
The PPVPN provider should determine the applicability of these
techniques to the provider’s specific service offerings, and the
PPVPN user may wi sh to assess the value of these techniques in regard
to the user’s VPN requirenents.

The techni ques di scussed here include encryption, authentication
filtering, firewalls, access control, isolation, aggregation, and
ot her techni ques.

Not hing is ever 100% secure. Defense therefore protects against
those attacks that are nost likely to occur or that could have the
nost dire consequences. Absolute protection against these attacks is
sel dom achi evabl e; nore often it is sufficient to make the cost of a
successful attack greater than what the adversary would be willing to
expend.
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Successful defense agai nst an attack does not necessarily mean that
the attack nust be prevented from happening or fromreaching its
target. In many cases, the network can instead be designed to

wi thstand the attack. For exanple, the introduction of non-authentic
packets coul d be defended agai nst by preventing their introduction in
the first place, or by making it possible to identify and elimnate
them before delivery to the PPVPN user’s system The latter is
frequently a nmuch easier task.

5.1. Cryptographi c Techni ques

PPVPN def enses against a wide variety of attacks can be enhanced by
the proper application of cryptographic techniques. These are the
same cryptographic techniques that are applicable to general network
conmuni cations. In general, these techni ques can provide
confidentiality (encryption) of comunication between devi ces,

aut hentication of the identities of the devices, and detection of a
change of the protected data during transit.

Privacy is a key part (the nmiddle nane!) of any Virtual Private
Network. In a PPVPN, privacy can be provided by two mechani sns:
traffic separation and encryption. This section focuses on
encryption; traffic separation is addressed separately.

Several aspects of authentication are addressed in sonme detail in a
separate "Authentication" section

Encrypti on adds conplexity, and thus it may not be a standard
offering within every PPVPN service. There are a few reasons for
this. Encryption adds an additional conputational burden to the
devi ces perform ng encryption and decryption. This may reduce the
nunber of user VPN connections that can be handl ed on a device or

ot herwi se reduce the capacity of the device, potentially driving up
the provider’s costs. Typically, configuring encryption services on
devi ces adds to the conplexity of the device configuration and adds
i ncrenental |abor cost. Encrypting packets typically increases
packet |engths, thereby increasing the network traffic | oad and the
l'i kel'i hood of packet fragmentation, with its increased overhead.
(Packet length increase can often be mitigated to sone extent by data
conpressi on techni ques, but with additional conputational burden.)
Finally, some PPVPN providers may enpl oy enough ot her defensive
techni ques, such as physical isolation or filtering/firewal

techni ques, that they may not perceive additional benefit from
encryption techni ques.

The trust nodel anobng the PPVPN user, the PPVPN provider, and ot her

parts of the network is a key elenment in determning the
applicability of encryption for any specific PPVPN i npl ementation.
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In particular, it determ nes where encryption should be applied, as
fol | ows.

- |If the data path between the user’s site and the provider’'s PE
is not trusted, then encryption may be used on the PE-CE |ink

- |If sonme part of the backbone network is not trusted,
particularly in inplenmentations where traffic may travel across
the Internet or nultiple provider networks, then the PE-PE
traffic may be encrypted.

- |If the PPVPN user does not trust any zone outside of its
prem ses, it nay require end-to-end or CE-CE encryption
service. This service fits within the scope of this PPVPN
security framework when the CE is provisioned by the PPVPN
provi der.

- |If the PPVPN user requires renote access to a PPVPN from a
systemthat is not at a PPVPN custoner |ocation (for exanple,
access by a traveler), there may be a requirenent for
encrypting the traffic between that system and an access point
on the PPVPN or at a customer site. |f the PPVPN provider
provi des the access point, then the custoner nust cooperate
with the provider to handl e the access control services for the
renote users. These access control services are usually
i mpl enented by using encryption, as well.

Al t hough CE-CE encryption provides confidentiality against third-
party interception, if the PPVPN provider has conpl ete managenent
control over the CE (encryption) devices, then it may be possible for
the provider to gain access to the user’s VPN traffic or interna
network. Encryption devices can potentially be configured to use
nul | encryption, to bypass encryption processing altogether, or to
provi de sone neans of sniffing or diverting unencrypted traffic.
Thus, a PPVPN i mpl enentati on using CE-CE encryption has to consider
the trust relationship between the PPVPN user and provider. PPVPN
users and providers may w sh to negotiate a service | evel agreenent
(SLA) for CE-CE encryption that will provide an acceptabl e

demar cati on of responsibilities for managenent of encryption on the
CE devi ces.

The denmarcation may al so be affected by the capabilities of the CE
devices. For exanple, the CE m ght support sone partitioning of
managenment or a configuration | ock-down ability, or it mght allow

both parties to verify the configuration. |In general, if the managed
CE- CE nodel is used, the PPVPN user has to have a fairly high | eve
of trust that the PPVPN provider will properly provision and nanage

t he CE devi ces.
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5.1.1. [|Psec in PPVPNs

| Psec [ RFC2401] [ RFC2402] [RFC2406] [RFC2407] [RFC2411] is the
security protocol of choice for encryption at the IP |ayer (Layer 3),
as discussed in [RFC3631]. |Psec provides robust security for IP
traffic between pairs of devices. Non-IP traffic nust be converted
to | P packets, or it cannot be transported over |Psec. Encapsulation
i s a common conver si on net hod.

In the PPVPN nodel, |Psec can be enployed to protect IP traffic

bet ween PEs, between a PE and a CE, or fromCE to CE. CE-to-CE |IPsec
may be enployed in either a provider-provisioned or a user-
provi si oned nodel. The user-provisioned CE-CE | Psec nodel is outside
the scope of this docunment and outside the scope of the PPVPN Wrking
Group. Likewi se, data encryption that is performed within the user’s
site is outside the scope of this document, as it is sinply handl ed
as user data by the PPVPN. 1Psec can also be used to protect IP
traffic between a renote user and the PPVPN

| Psec does not itself specify an encryption algorithm It can use a
variety of encryption algorithms with various key |engths, such as
AES encryption. There are trade-offs between key | ength,
conput ati onal burden, and the | evel of security of the encryption. A
full discussion of these trade-offs is beyond the scope of this
docunent. |In order to assess the |level of security offered by a
particul ar | Psec-based PPVPN service, sonme PPVPN users may wi sh to
know t he specific encryption algorithmand effective key | ength used
by the PPVPN provider. However, in practice, any currently
recommended | Psec encryption offers enough security to substantially
reduce the likelihood of being directly targeted by an attacker

QO her, weaker, links in the chain of security are likely to be
attacked first. PPVPN users may wi sh to use a Service Leve
Agreenent (SLA) specifying the service provider’s responsibility for
ensuring data confidentiality rather than to anal yze the specific
encryption techni ques used in the PPVPN servi ce.

For many of the PPVPN provider’s network control nessages and sone
PPVPN user requirenents, cryptographic authentication of nessages

wi t hout encryption of the contents of the nessage nay provide
acceptabl e security. Wth |IPsec, authentication of nessages is

provi ded by the Authentication Header (AH) or by the Encapsul ating
Security Protocol (ESP) with authentication only. Were contro
nessages require authentication but do not use |Psec, other
cryptographi c authentication nmethods are avail able. Message

aut hentication nethods currently considered to be secure are based on
hashed nessage aut hentication codes (HVAC) [RFC2104] inplenmented with
a secure hash algorithmsuch as Secure Hash Algorithm 1 (SHA-1)

[ RFC3174] .
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One recommended nechani sm for providing a conbination
confidentiality, data origin authentication, and connectionl ess
integrity is the use of AES in C pher Block Chaining (CBC) Mde, with
an explicit Initialization Vector (1V) [RFC3602], as the |Psec ESP

PPVPNs that provide differentiated services based on traffic type may
encounter sone conflicts with IPsec encryption of traffic. As
encryption hides the content of the packets, it nmay not be possible
to differentiate the encrypted traffic in the sane manner as
unencrypted traffic. Al though D ffServ markings are copied to the

| Psec header and can provide sonme differentiation, not all traffic
types can be accommpdat ed by this nechani sm

5.1.2. Encryption for Device Configuration and Managenent

For configuration and managenent of PPVPN devi ces, encryption and
aut hentication of the managenent connection at a | evel comparable to
that provided by IPsec is desirable.

Several nethods of transporting PPVPN device managenent traffic offer
security and confidentiality.

- Secure Shell (SSH) offers protection for TELNET [ STD3] or
termnal -1i ke connections to allow device configuration

- SNWP v3 [STD62] provides encrypted and authenticated protection
for SNVP-managed devi ces.

- Transport Layer Security (TLS) [RFC2246] and the cl osely-rel ated
Secure Sockets Layer (SSL) are wi dely used for securing HITP-based
conmuni cati on, and thus can provide support for nobst XM.- and
SOAP- based devi ce managenent approaches.

- As of 2004, extensive work is proceeding in several organizations
(OASIS, WBC, Ws-1, and others) on securing device managenent
traffic within a "Web Services" framework. This work uses a wi de
variety of security nodels and supports multiple security token
formats, multiple trust domains, multiple signature formats, and
mul tiple encryption technol ogi es.

- | Psec provides the services with security and confidentiality at
the network layer. Wth regard to devi ce nmanagenent, its current
use is primarily focused on in-band nanagenent of user-nanaged
| Psec gateway devi ces.
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5.1.3. Cryptographic Techniques in Layer-2 PPVPNs

Layer-2 PPVPNs will generally not be able to use | Psec to provide
encryption throughout the entire network. They may be able to use
| Psec for PE-PE traffic where it is encapsulated in | P packets, but
| Psec will generally not be applicable for CE-PE traffic in Layer-2
PPVPNs.

Encryption techniques for Layer-2 links are wi dely available but are
not within the scope of this document or | ETF docunments in general
Layer-2 encryption could be applied to the links fromCE to PE, or it
could be applied fromCE to CE, as long as the encrypted Layer-2

packets can be handl ed properly by the intervening PE devices. In
addi tion, the upper-layer traffic transported by the Layer-2 VPN can
be encrypted by the user. |In this case, confidentiality will be

mai nt ai ned; however, this is transparent to the PPVPN provider and is
out side the scope of this docunent.

5.1.4. End-to-End vs. Hop-by-Hop Encryption Tradeoffs in PPVPNs

In PPVPNs, encryption could potentially be applied to the VPN traffic
at several different places. This section discusses some of the
tradeoffs in inplenmenting encryption in several different connection
t opol ogi es anong di fferent devices within a PPVPN

Encryption typically involves a pair of devices that encrypt the
traffic passing between them The devices may be directly connected
(over a single "hop"), or there may be intervening devices that
transport the encrypted traffic between the pair of devices. The
extreme cases invol ve hop-by-hop encrypti on between every adj acent
pair of devices along a given path or "end-to-end" encryption only
bet ween the end devices along a given path. To keep this discussion
within the scope of PPVPNs, we consider the "end to end" case to be
CE to CE rather than fully end to end.

Figure 2 depicts a sinplified PPVPN topol ogy, show ng the Custoner
Edge (CE) devices, the Provider Edge (PE) devices, and a variable
nunber (three are shown) of Provider core (P) devices that m ght be
present along the path between two sites in a single VPN, operated by
a single service provider (SP).

Site_ 1---CE---PE---P---P---P---PE---CE---Site_2

Figure 2. Sinmplified PPVPN topol ogy
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Wthin this sinplified topology and assuning that P devices are not
to be involved with encryption, there are four basic feasible
configurations for inplenmenting encryption on connections anong the
devi ces:

1) Site-to-site (CE-to-CE): Encryption can be configured between
the two CE devices, so that traffic will be encrypted
t hroughout the SP's network.

2) Provider edge-to-edge (PE-to-PE): Encryption can be configured
between the two PE devices. Unencrypted traffic is received at
one PE fromthe custoner’s CE;, then it is encrypted for
transm ssion through the SPPs network to the other PE, where it
is decrypted and sent to the other CE

3) Access link (CE-to-PE): Encryption can be configured between
the CE and PE, on each side (or on only one side).

4) Configurations 2) and 3) can be conbined, with encryption
running fromCE to PE, then fromPE to PE, and then fromPE to
CE.

Among the four feasible configurations, key tradeoffs in considering
encryption include the foll ow ng:

- Mulnerability to |ink eavesdroppi ng: Assumi ng that an attacker can
observe the data in transit on the links, would it be protected by
encryption?

- Mulnerability to device conprom se: Assum ng an attacker can get
access to a device (or freely alter its configuration), would the
dat a be protected?

- Complexity of device configuration and managenent: G ven Nce, the
nunber of sites per VPN custoner, and Npe, the nunber of PEs
participating in a given VPN, how nany device configurations have
to be created or nmintained and how do those configurations scal e?

- Processing |l oad on devices: How many encryption or decryption
operations rmust be done, given P packets? This influences
consi derati ons of device capacity and perhaps end-to-end del ay.
- Ability of SP to provide enhanced services (QS, firewall,
i ntrusion detection, etc.): Can the SP inspect the data in order
to provide these services?

These tradeoffs are di scussed bel ow for each configuration
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1) Site-to-site (CE-to-CE) Configurations
o Link eavesdropping: Protected on all 1inks.
o Device conprom se: Vul nerable to CE conprom se
o Complexity: Single admnistration, responsible for one device
per site (Nce devices), but overall configuration per VPN

scal es as Nce**2.

o Processing |load: on each of two CEs, each packet is either
encrypted or decrypted (2P).

o Enhanced services: Severely linited; typically only D ffServ
markings are visible to SP, allow ng some QoS services.

2) Provider edge-to-edge (PE-to-PE) Configurations

o Link eavesdropping: Vul nerable on CE-PE |inks; protected on
SP's network |inks.

o Device conprom se: Vulnerable to CE or PE conprom se

o Complexity: Single adm nistration; Npe devices to configure.
(Multiple sites may share a PE device, so Npe is typically nuch
| ess than Nce.) Scalability of the overall configuration
depends on the PPVPN type: |f the encryption is separate per

VPN context, it scales as Npe**2 per custoner VPN. |[If the
encryption is per PE, it scales as Npe**2 for all customer VPNs
conbi ned.

0 Processing |oad: On each of two PEs, each packet is either
encrypted or decrypted (2P)

o Enhanced services: Full; SP can apply any enhancements based on
detailed view of traffic.

3) Access link (CE-to-PE) Configuration

o Link eavesdropping: Protected on CE-PE |link; vulnerable on SP' s
network |inks.

o Device conpromise: Vulnerable to CE or PE conprom se.
o Complexity: Two administrations (custoner and SP) with device
configuration on each side (Nce + Npe devices to configure),

but as there is no mesh, the overall configuration scales as
Nce.
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o Processing load: On each of two CEs, each packet is either
encrypted or decrypted. On each of two PEs, each packet is
ei ther encrypted or decrypted (4P)

o Enhanced services: Full; SP can apply any enhancements based on
detailed view of traffic.

4) Comnbi ned Access |ink and PE-to-PE (essentially hop-by-hop).

o Link eavesdropping: Protected on all 1inks.
o Device conprom se: Vulnerable to CE or PE conprom se

o Complexity: Two administrations (custoner and SP), wi th device
configuration on each side (Nce + Npe devices to configure).
Scal ability of the overall configuration depends on the PPVPN
type. |If the encryption is separate per VPN context, it scales
as Npe**2 per custormer VPN. |If the encryption is per-PE, it
scal es as Npe**2 for all custoner VPNs conbi ned.

o Processing load: On each of two CEs, each packet is either
encrypted or decrypted. On each of two PEs, each packet is
both encrypted and decrypted (6P).

o Enhanced services: Full; SP can apply any enhancenents based on
detail ed view of traffic.

G ven the tradeoffs di scussed above, a few concl usi ons can be
r eached.

Fang

Configurations 2 and 3, which are subsets of 4, may be appropriate
alternatives to 4 under certain threat nodels. The renai nder of
these concl usions conmpare 1 (CE-to-CE) with 4 (conbi ned access

i nks and PE-to- PE).

If protection fromlink eavesdropping is nost inportant, then
configurations 1 and 4 are equival ent.

If protection from device conpronise is nost inmportant and the
threat is to the CE devices, both cases are equivalent; if the
threat is to the PE devices, configuration 1 is best.

I f reducing complexity is nost inportant and the size of the
network is very small, configuration 1 is the best. Oherw se,
the compari son between options 1 and 4 is relatively conplex ,
based on a nunber of issues such as, how close the CE to CE
conmuni cation is to a full mesh, and what tools are used for key
managenent. Option 1 requires configuring keys for each CE-CE
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pair that is communicating directly. Option 4 requires
configuring keys on both CE and PE devices but may offer benefit
fromthe fact that the nunmber of PEs is generally nuch smaller
than the nunber of CEs.

Al so, under some PPVPN approaches, the scaling of 4 is further

i nproved by sharing the sane PE-PE nesh across all VPN contexts.
The scaling characteristics of 4 may be increased or decreased in
any given situation if the CE devices are sinmpler to configure
than the PE devices, or vice versa. Furthernore, with option 4,
the inpact of operational error may be significantly increased.

- |If the overall processing load is a key factor, then 1 is best.

- |If the availability of enhanced services support fromthe SP is
nost important, then 4 is best.

As a quick overall conclusion, CE-to-CE encryption provides greater
protection agai nst device conpromise, but it comes at the cost of
enhanced services and with additional operational conplexity due to
the Order(n**2) scaling of the mesh.

This analysis of site-to-site vs. hop-by-hop encryption tradeoffs
does not explicitly include cases where nultiple providers cooperate
to provide a PPVPN service, public Internet VPN connectivity, or
renote access VPN service, but nany of the tradeoffs will be simlar

5.2. Authentication

In order to prevent security issues fromsome denial -of -service
attacks or fromnmalicious msconfiguration, it is critical that
devices in the PPVPN should only accept connections or contro
nmessages fromvalid sources. Authentication refers to nethods for
ensuring that message sources are properly identified by the PPVPN
devices with which they communi cate. This section focuses on
identifying the scenarios in which sender authentication is required,
and it reconmends authentication nmechanisnms for these scenari os.

Crypt ographi c techni ques (authentication and encryption) do not
protect agai nst sone types of denial-of-service attacks,
specifically, resource exhaustion attacks based on CPU or bandw dth
exhaustion. |In fact, the processing required to decrypt or check
aut hentication nmay in some cases increase the effect of these
resource exhaustion attacks. Cryptographic techniques nmay, however,
be useful against resource exhaustion attacks based on exhaustion of
state information (e.g., TCP SYN attacks).
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5.2.1. VPN Menber Authentication

This category includes techniques for the CEs to verify that they are
connected to the expected VPN. It includes techniques for CE-PE

aut hentication, to verify that each specific CE and PE is actually
conmuni cating with its expected peer.

5.2.2. Managenent System Aut hentication

Management system authentication includes the authentication of a PE
to a centrally-managed directory server when directory-based "auto-

di scovery" is used. It also includes authentication of a CEto its
PPVPN configuration server when a configuration server systemis
used.

5.2.3. Peer-to-Peer Authentication

Peer -t o- peer authentication includes peer authentication for network
control protocols (e.g., LDP, BGP), and other peer authentication
(i.e., authentication of one | Psec security gateway by another).

5.2.4. Authenticating Renote Access VPN Menbers

This section describes nethods for authenticati on of renpte access
users connecting to a VPN

Ef fective authentication of individual connections is a key
requi rement for enabling renote access to a PPVPN froman arbitrary
Internet address (for instance, by a traveler).

There are several w dely used standards-based protocols to support
renote access authentication. These include RAD US [ RFC2865] and

DI AMETER [ RFC3588]. Digital certificate systens al so provide

aut hentication. In addition, there has been extensive devel opnent
and depl oyment of mechani snms for securely transporting individua
renote access connections within tunneling protocols, including L2TP
[ RFC2661] and | Psec.

Renot e access involves connection to a gateway devi ce, which provides
access to the PPVPN. The gateway device nay be managed by the user
at a user site, or by the PPVPN provider at any of several possible

| ocations in the network. The user-nmanaged case is of limted
interest within the PPVPN security framework, and it is not

consi dered at this tine.

VWhen a PPVPN provi der manages authentication at the renote access

gateway, this inplies that authentication databases, which are
usual |y extrenely confidential user-nmanaged systens, will have to be
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referenced in a secure manner by the PPVPN provider. This can be
acconpl i shed through proxy authentication services, which accept an
encrypted authentication credential fromthe renpote access user, pass
it to the PPVPN user’s authentication system and receive a yes/no
response as to whether the user has been authenticated. Thus, the
PPVPN provi der does not have access to the actual authentication

dat abase, but it can use it on behalf of the PPVPN user to provide
renote access authentication

Speci fic cryptographic techniques for handling authentication are
described in the foll owi ng sections.

5.2.5. Cryptographic Techni ques for Authenticating ldentity

Crypt ographi c techni ques offer several mechani snms for authenticating
the identity of devices or individuals. These include the use of
shared secret keys, one-tinme keys generated by accessory devices or
software, user-1D and password pairs, and a range of public-private
key systenms. Another approach is to use a hierarchical Certificate
Aut hority systemto provide digital certificates.

This section describes or provides references to the specific

crypt ographi c approaches for authenticating identity. These
approaches provide secure nechani sns for nost of the authentication
scenarios required in operating a PPVPN

5.3. Access Control Techni ques

Access control techniques include packet-by-packet or packet flow -
by - packet flow access control by nmeans of filters and firewalls, as
wel |l as by neans of admitting a "session" for a

control /signaling/ managenent protocol that is being used to inplenent
PPVPNs. Enforcenent of access control by isolated infrastructure
addresses is discussed el sewhere in this docunent.

We di stinguish between filtering and firewalls primarily by the
direction of traffic flow W define filtering as being applicable
to unidirectional traffic, whereas a firewall can analyze and contro
both sides of a conversation.

There are two significant corollaries of this definition

- Routing or traffic flow symmetry: A firewall typically requires
routing symretry, which is usually enforced by locating a firewall
where the network topol ogy assures that both sides of a
conversation will pass through the firewall. A filter can then
operate upon traffic flowng in one direction w thout considering
traffic in the reverse direction
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3.

- Stateful ness: Because it receives both sides of a conversation, a
firewall nay be able to obtain a significant amount of infornation
concerning that conversation and to use this information to
control access. A filter can naintain sone limted state
information on a unidirectional flow of packets, but it cannot
determ ne the state of the bi-directional conversation as
precisely as a firewall can

1. Filtering

It is relatively common for routers to filter data packets. That is,
routers can |l ook for particular values in certain fields of the IP or
hi gher level (e.g., TCP or UDP) headers. Packets that natch the
criteria associated with a particular filter may be either discarded
or given special treatnent.

In discussing filters, it is useful to separate the filter
characteristics that may be used to deterni ne whet her a packet
matches a filter fromthe packet actions that are applied to packets
that match a particular filter.

o Filter Characteristics

Filter characteristics are used to determ ne whether a particul ar
packet or set of packets matches a particular filter.

In many cases, filter characteristics may be stateless. A
stateless filter determ nes whether a particul ar packet matches a
filter based solely on the filter definition, on normal forwarding
i nformati on (such as the next hop for a packet), and on the
characteristics of that individual packet. Typically, stateless
filters may consider the i ncom ng and outgoi ng | ogical or physica
interface, information in the | P header, and information in higher
| ayer headers such as the TCP or UDP header. Information in the

| P header to be considered may, for exanple, include source and
destination | P address, Protocol field, Fragment O fset, and TGOS
field. Filters nay also consider fields in the TCP or UDP header
such as the Port fields and the SYNfield in the TCP header

Stateful filtering maintains packet-specific state information to
aid in determning whether a filter has been nmet. For exanple, a
device mght apply stateless filters to the first fragnent of a
fragnmented I P packet. |[If the filter natches, then the data unit

I D may be renenbered, and other fragments of the sanme packet may
then be considered to match the same filter. Stateful filtering
is more commnly done in firewalls, although firewall technol ogy
may be added to routers.

Fang I nf or mati onal [ Page 23]



RFC 4111 PPVPN Security Franmework July 2005

Fang

Actions Based on Filter Results

If a packet, or a series of packets, match a specific filter, then
there are a variety of actions that may be taken based on that
filter match. Exanples of such actions include:

- Discard

In many cases, filters may be set to catch certain undesirable
packets. Exanples may include packets with forged or invalid
source addresses, packets that are part of a DoS or DDoS
attack, or packets that are trying to access forbidden
resources (such as network managenent packets from an

unaut hori zed source). Were such filters are activated, it is
conmon to silently discard the packet or set of packets
matching the filter. The discarded packets may al so be counted
and/ or | ogged, of course.

-  Set CoS

A filter my be used to set the O ass of Service associated
wi th the packet.

- Count Packets and/or Bytes
- Rate Limt

In some cases, the set of packets that match a particul ar
filter may be limted to a specified bandw dth. Packets and/ or
bytes woul d be counted and forwarded nornmally up to the
specified limt. Excess packets may be di scarded or narked
(for example, by setting a "discard eligible" bit in the IP ToS
field or the MPLS EXP field).

- Forward and Copy

It is useful in sone cases not only to forward sonme set of
packets normally, but also to send a copy to a specified other
address or interface. For exanple, this nmay be used to

i mpl enent a lawful intercept capability, or to feed sel ected
packets to an Intrusion Detection System

Q her Issues Related to Packet Filters
There may be a very wide variation in the performance inpact of

filtering. This may occur both due to differences between
i mpl enent ati ons, and due to differences between types or nunbers
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of filters deployed. For filtering to be useful, the performance
of the equi pnent has to be acceptable in the presence of filters.

The precise definition of "acceptable" may vary from service
provider to service provider and may depend on the intended use of
the filters. For exanple, for sone uses a filter nay be turned on
all the time in order to set CoS, to prevent an attack, or to
mtigate the effect of a possible future attack. |In this case it
is likely that the service provider will want the filter to have
m ni mal or no inpact on performance. |In other cases, a filter may
be turned on only in response to a major attack (such as a major
DDoS attack). In this case a greater perfornmance inmpact may be
acceptabl e to sone service providers.

A key consideration with the use of packet filters is that they
can provide few options for filtering packets carrying encrypted
data. Because the data itself is not accessible, only packet
header information or other unencrypted fields can be used for
filtering.

2. Firewalls

Firewal | s provide a mechanismfor control over traffic passing
between different trusted zones in the PPVPN nodel, or between a
trusted zone and an untrusted zone. Firewalls typically provide nuch
nore functionality than filters, as they may be able to apply
detail ed anal ysis and | ogical functions to flows and not just to

i ndi vi dual packets. They may offer a variety of conplex services,
such as threshol d-driven deni al -of -service attack protection, virus
scanning, or acting as a TCP connection proxy. As with other access
control techniques, the value of firewalls depends on a clear
under st andi ng of the topol ogi es of the PPVPN core network, the user
networks, and the threat nodel. Their effectiveness depends on a
topology with a clearly defined inside (secure) and outside (not
secure).

Wthin the PPVPN framework, traffic typically is not allowed to pass
bet ween the various user VPNs. This inter-VPN isolation is usually
not perforned by a firewall, but it is a part of the basic VPN
mechani sm An exception to the total isolation of VPNs is the case
of "extranets", which allow specific external access to a user’s VPN,
potentially fromanother VPN. Firewalls can be used to provide the
services required for secure extranet inplenentation
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In a PPVPN, firewalls can be applied between the public Internet and
user VPNs, in cases where Internet access services are offered by the
provider to the VPN user sites. |In addition, firewalls may be
appl i ed between VPN user sites and any shared network-based services
of fered by the PPVPN provider.

Firewalls nay be applied to help protect PPVPN core network functions
fromattacks originating fromthe Internet or from PPVPN user sites,
but typically other defensive techniques will be used for this

pur pose.

Wiere firewalls are enployed as a service to protect user VPN sites
fromthe Internet, different VPN users, and even different sites of a
single VPN user, may have varying firewall requirenents. The overal
PPVPN | ogi cal and physical topology, along with the capabilities of
the devices inplementing the firewall services, will have a
significant effect on the feasibility and manageability of such
varied firewall service offerings.

Anot her consideration with the use of firewalls is that they can
provi de few options for handling packets carrying encrypted data. As
the data itself is not accessible, only packet header information,

ot her unencrypted fields, or analysis of the flow of encrypted
packets can be used for nmki ng decisions on accepting or rejecting
encrypted traffic.

5.3.3. Access Control to Managenent |nterfaces

Most of the security issues related to managenent interfaces can be
addressed through the use of authentication techniques described in
the section on authentication. However, additional security may be
provi ded by controlling access to nanagenent interfaces in other
ways.

Management interfaces, especially console ports on PPVPN devices, may
be configured so that they are only accessible out of band, through a
systemthat is physically or logically separated fromthe rest of the
PPVPN i nfrastructure

VWhere managenent interfaces are accessible in-band within the PPVPN
domain, filtering or firewalling techniques can be used to restrict
unaut hori zed in-band traffic from having access to managenent

i nterfaces. Depending on device capabilities, these filtering or
firewal ling techniques can be configured either on other devices
through which the traffic m ght pass, or on the individual PPVPN
devi ces thensel ves.
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5.4. Use of Isolated Infrastructure

One way to protect the infrastructure used for support of VPNs is to
separate the VPN support resources fromthe resources used for other
pur poses (such as support of Internet services). |In some cases, this
may require the use of physically separate equi pnent for VPN
services, or even a physically separate network.

For exanple, PE-based L3 VPNs may be run on a separate backbone not
connected to the Internet, or they may use separate edge routers from
those used to support Internet service. Private |P addresses (loca
to the provider and non-routable over the Internet) are sonetines
used to provide additional separation

It is common for CE-based L3VPNs to make use of CE devices that are
dedi cated to one specific VPN. |In many or nost cases, CE-based VPNs
may make use of normal Internet services to interconnect CE devices.

5.5. Use of Aggregated Infrastructure

In general it is not feasible to use a conpletely separate set of
resources for support of each VPN. One of the nmain reasons for VPN
services is to allow sharing of resources between multiple users,
including multiple VPNs. Thus, even if VPN services nake use of a
separate network fromlInternet services, there will still be nultiple
VPN users sharing the sane network resources. |In sonme cases, VPN
services will share the use of network resources with Internet
services or other services.

It is therefore inportant for VPN services to provide protection

bet ween resource use by different VPNs. Thus, a well-behaved VPN
user should be protected from possi bl e m sbehavi or by ot her VPNs.
This requires that limts be placed on the anount of resources that
can be used by any one VPN. For exanple, both control traffic and
user data traffic may be rate limted. |In some cases or in sone
parts of the network where a sufficiently |arge nunber of queues are
avai | abl e, each VPN (and, optionally, each VPN and CoS within the
VPN) may meke use of a separate queue. Control-plane resources such
as link bandwi dth and CPU and nenory resources may be reserved on a
per - VPN basi s.

The techniques that are used to provision resource protection between
mul tiple VPNs served by the same infrastructure can also be used to
protect VPN services fromlInternet services.

The use of aggregated infrastructure allows the service provider to
benefit from stochastic multiplexing of multiple bursty flows and may
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al so, in sonme cases, thwart traffic pattern analysis by comnbining the
data fromnultiple VPNs.

5.6. Service Provider Quality Control Processes

Depl oynent of provider-provisioned VPN services requires a relatively
| arge anount of configuration by the service provider. For exanple,
the service provider has to configure which VPN each site belongs to,
as well as QS and SLA guarantees. This |arge amount of required
configuration leads to the possibility of msconfiguration.

It is inmportant for the service provider to have operationa
processes in place to reduce the potential inpact of

m sconfiguration. CE-to-CE authentication nmay al so be used to detect
m sconfigurati on when it occurs.

5.7. Depl oynent of Testable PPVPN Service

This refers to solutions that can readily be tested for correct
configuration. For exanple, for a point-point VPN, checking that the
i ntended connectivity is working largely ensures that there is not
connectivity to some unintended site.

6. Mnitoring, Detection, and Reporting of Security Attacks

A PPVPN service may be subject to attacks froma variety of security
threats. Many threats are described in another part of this
docunent. Many of the defensive techniques described in this
docunent and el sewhere provide significant |evels of protection from
a variety of threats. However, in addition to silently enploying
def ensi ve techniques to protect against attacks, PPVPN services can
add val ue for both providers and custoners by inplenenting security-
noni toring systens that detect and report on any security attacks
that occur, regardl ess of whether the attacks are effective.

Attackers often begin by probing and anal yzi ng def enses, so systens
that can detect and properly report these early stages of attacks can
provi de significant benefits.

I nformati on concerning attack incidents, especially if available

qui ckly, can be useful in defending against further attacks. It can
be used to help identify attackers and their specific targets at an
early stage. This know edge about attackers and targets can be used
to further strengthen defenses agai nst specific attacks or attackers,
or to inprove the defensive services for specific targets on an as-
needed basis. Information collected on attacks may al so be useful in
i dentifying and devel opi ng def enses agai nst novel attack types.
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Moni toring systens used to detect security attacks in PPVPNs wil |l
typically operate by collecting information from Provider Edge (PE)
Customer Edge (CE), and/or Provider backbone (P) devices. Security
nmoni toring systens should have the ability to actively retrieve
information fromdevices (e.g., SNWP get) or to passively receive
reports fromdevices (e.g., SNWP notifications). The specific

i nformati on exchanged will depend on the capabilities of the devices
and on the type of VPN technology. Particular care should be given
to securing the comuni cati ons channel between the nonitoring systens
and the PPVPN devi ces.

The CE, PE, and P devices should enploy efficient methods to acquire
and comuni cate the informati on needed by the security nonitoring
systens. It is inportant that the comruni cati on nmet hod bet ween PPVPN
devi ces and security nmonitoring systens be designed so that it wll
not disrupt network operations. As an exanple, multiple attack
events may be reported through a single nmessage, rather than all ow
each attack event to trigger a separate nessage, which mght result
in a flood of nessages, essentially becom ng a denial - of -service
attack against the nonitoring systemor the network.

The nechani snms for reporting security attacks should be flexible
enough to neet the needs of VPN service providers, VPN customers, and
regul atory agencies. The specific reports will depend on the
capabilities of the devices, the security nonitoring system the type
of VPN, and the service |evel agreenments between the provider and
cust omer .

7. User Security Requirenents

This section defines a list of security-related requirenents that the
users of PPVPN services nmay have for their PPVPN service. Typically,
these translate into requirenents for the provider in offering the
servi ce.

The foll owi ng sections detail various requirenents that ensure the
security of a given trusted zone. Since in real life there are
various |levels of security, a PPVPN may fulfill any or all of these
security requirenents. This docunment does not state that a PPVPN
must fulfill all of these requirements to be secure. As nentioned in
the Introduction, it is not within the scope of this docunent to
define the specific requirements that each VPN technol ogy nust

fulfill in order to be secure.
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7.

7.

7.

7.

7.

1. Isolation

A virtual private network usually defines "private" as isolation from
other PPVPNs and the Internet. Mre specifically, isolation has
several components, which are discussed in the foll ow ng sections.
1.1. Address Separation

A given PPVPN can use the full Internet address range, including
private address ranges [ RFC1918], without interfering with other
PPVPNs that use PPVPN services fromthe sane service provider(s).
When Internet access is provided (e.g., by the same service provider
that is offering PPVPN service), NAT functionality may be needed.

In layer-2 VPNs, the same requirenment exists for the layer 2
addr essi ng schenes, such as MAC addresses.

1.2. Routing Separation

A PPVPN core nust maintain routing separation between the trusted
zones. This nmeans that routing information nust not |eak from any
trusted zone to any other, unless the zones are specifically

engi neered this way (e.g., for Internet access.)

In layer-2 VPNs, the switching information nust be kept separate
bet ween the trusted zones, so that switching information of one PPVPN
does not influence other PPVPNs or the PPVPN core.

1.3. Traffic Separation

Traffic froma given trusted zone nmust never |eave this zone, and
traffic fromanother zone nust never enter this zone. Exceptions are
made where zones are is specifically engineered that way (e.g., for
extranet purposes or Internet access.)

2. Protection

The common perception is that a conpletely separated "private"
network has defined entry points and is only subject to attack or

i ntrusi on over those entry points. By sharing a comobn core, a PPVPN
appears to | ose sonme of these clear interfaces to networks outside
the trusted zone. Thus, one of the key security requirenents of
PPVPN services is that they offer the sane | evel of protection as
private networks.
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7.2.1. Protection against Intrusion

An intrusion is defined here as the penetration of a trusted zone
fromoutside. This could be fromthe Internet, another PPVPN, or the
core network itself.

The fact that a network is "virtual" nust not expose it to additiona
threats over private networks. Specifically, it must not add new
interfaces to other parts outside the trusted zone. Intrusions from
known interfaces such as Internet gateways are outside the scope of
this document.

7.2.2. Protection against Denial -of -Service Attacks

A deni al -of -service (DoS) attack ainms at making services or devices
unavailable to legitimate users. 1In the franework of this document,
only those DoS attacks are considered that are a consequence of
providi ng network service through a VPN. DoS attacks over the
standard interfaces into a trusted zone are not considered here.

The requirement is that a PPVPN is not nore vul nerabl e agai nst DoS
attacks than it would be if the same network were private.

7.2.3. Protection agai nst Spoofing
It nust not be possible to violate the integrity of a PPVPN by
changi ng the sender identification (source address, source | abel
etc) of traffic in transit. For exanple, if two CEs are connected to
the same PE, it nust not be possible for one CE to send crafted
packets that nake the PE believe those packets are coming fromthe
other CE, thus inserting theminto the wong PPVPN.

7.3. Confidentiality

Thi s requirement neans that data must be cryptographically secured in
transit over the PPVPN core network to avoid eavesdropping.

7.4. CE Authentication
VWhere CE authentication is provided, it is not possible for an
outsider to install a CE and pretend to belong to a specific PPVPN to
which this CE does not belong in reality.

7.5. Integrity

Data in transit nust be secured in such a manner that it cannot be
altered or that any alteration may be detected at the receiver.
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7.6. Anti-replay

Anti-replay nmeans that data in transit cannot be recorded and
replayed later. To protect against anti-replay attacks, the data
must be cryptographically secured.

Not e: Even private networks do not necessarily neet the requirenents
of confidentiality, integrity, and anti-reply. Thus, when private
and "virtually private" PPVPN services are conpared, these
requirenents are only applicable if the comparable private service

al so included these services. However, the fact that VPNs operate
over a shared infrastructure nmay nake sone of these requirenents nore
important in a VPN environnent than in a private network environment.

8. Provider Security Requirements

In this section, we discuss additional security requirenents that the
provider may have in order to secure its network infrastructure as it
provi des PPVPN servi ces.

The PPVPN service provider requirenents defined here are the
requirements for the PPVPN core in the reference nodel. The core
network can be inplenented with different types of network
technol ogi es, and each core network may use different technologies to
provide the PPVPN services to users with different levels of offered

security. Therefore, a PPVPN service provider may ful fill any nunber
of the security requirenents listed in this section. This docunent
does not state that a PPVPN nust fulfill all of these requirenents to
be secure.

These requirenments are focused on 1) how to protect the PPVPN core
fromvarious attacks outside the core, including PPVPN users and

non- PPVPN al i ke, both accidentally and naliciously, and 2) howto
protect the PPVPN user VPNs and sites thenmselves. Note that a PPVPN
core is not nore vul nerabl e agai nst attacks than a core that does not
provi de PPVPNs. However, providing PPVPN services over such a core
may |lead to additional security requirenents, if only because nopst
users are expecting higher security standards in a core delivering
PPVPN servi ces.

8.1. Protection within the Core Network
8.1.1. Control Plane Protection
- Protocol Authentication within the Core:

PPVPN t echnol ogi es and infrastructure nmust support mechani sns for
aut hentication of the control plane. For an IP core, |IGP and BGP
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sessions nay be authenticated by using TCP MD5 or IPsec. |If an
MPLS core is used, LDP sessions nmay be authenticated by using TCP
MD5. In addition, IGP and BGP authentication should al so be
consi dered. For a core providing |ayer-2 services, PE to PE

aut hentication may al so be used via |Psec.

Wth the cost of authentication com ng down rapidly, the
application of control plane authentication nmay not increase the
cost of inplenmentation for providers significantly, and it wll

i mprove the security of the core. |If the core is dedicated to VPN
services and there are no interconnects to third parties, then it
may reduce the requirenent for authentication of the core contro

pl ane.

El ements protection
Here we di scuss means to hide the provider’s infrastructure nodes.

A PPVPN provider may nake the infrastructure routers (P and PE
rout ers) unreachabl e by outside users and unauthorized interna
users. For exanple, separate address space nay be used for the
i nfrastructure | oopbacks.

Normal TTL propagati on may be altered to make the backbone | ook
i ke one hop fromthe outside, but caution should be taken for

| oop prevention. This prevents the backbone addresses from being
exposed through trace route; however, it nust al so be assessed
agai nst operational requirenments for end-to-end fault tracing.

An I nternet backbone core may be re-engi neered to nake |nternet
routing an edge function, for exanple, by using MPLS | abe
switching for all traffic within the core and possibly by nmaking
the Internet a VPN within the PPVPN core itself. This helps
detach Internet access from PPVPN servi ces.

PE devi ces may i npl enent separate control plane, data plane, and
managenent plane functionality in terns of hardware and software,
to inprove security. This nmay help limt the probl ems when one
particular area is attacked, and it nay all ow each plane to

i mpl enent additional security measurement separately.

PEs are often nore vulnerable to attack than P routers, since, by
their very nature, PEs cannot be nmade unreachabl e to outside
users. Access to core trunk resources can be controlled on a
per-user basis by the application of inbound rate-
[imting/shaping. This can be further enhanced on a per-C ass of
Service basis (see section 8.2.3).
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8.

In the PE, using separate routing processes for Internet and PPVPN
service may hel p i nprove the PPVPN security and better protect VPN
customers. Furthernore, if the resources, such as CPU and nenory,
may be further separated based on applications, or even on

i ndi vidual VPNs, it may hel p provide inproved security and
reliability to individual VPN customners.

Many of these were not particular issues when an |IP core was
designed to support Internet services only. Providing PPVPN
services introduces new security requirenents for VPN services.
Sim | ar consideration apply to L2 VPN services.

1.2. Data Plane Protection

PPVPN usi ng | Psec technol ogi es provides VPN users with encryption of
secure user data.

In today’'s MPLS, ATM and Frane Rel ay networks, encryption is not
provided as a basic feature. Mechanisns can be used to secure the
MPLS data plane and to secure the data carried over the MPLS core.
Additionally, if the core is dedicated to VPN services and there are
no external interconnects to third party networks, then there is no
obvi ous need for encryption of the user data pl ane.

Inter-working I Psec/L3 PPVPN technol ogi es or | Psec/L2 PPVPN
technol ogi es may be used to provide PPVPN users with end-to-end PPVPN
servi ces.

2. Protection on the User Access Link

Peer/ Nei ghbor protocol authentication my be used to enhance
security. For exanple, BGP MD5 authentication may be used to enhance
security on PE-CE links using eBGP. In the case of an inter-provider
connection, authentication/encryption nechani sns between ASes, such
as | Psec, may be used.

WAN | i nk address space separation for VPN and non- VPN users nay be
i mpl enented to inprove security in order to protect VPN custoners if
mul tiple services are provided on the sanme PE platform

Firewal | /Filtering: Access control mechanisnms can be used to filter
out any packets destined for the service provider’s infrastructure
prefix or to elimnate routes identified as illegitinate.
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Rate limting may be applied to the user interface/logical interfaces
agai nst DDoS bandwi dth attack. This is very hel pful when the PE
device is supporting both VPN services and Internet services,
especially when it supports VPN and I nternet services on the same
physical interfaces through different |ogical interfaces.

8.2.1. Link Authentication

Aut henti cati on mechani sms can be enployed to validate site access to
the PPVPN network via fixed or logical (e.g., L2TP, |Psec)
connections. \When the user wishes to hold the 'secret’ associated to
acceptance of the access and site into the VPN, then PPVPN based
solutions require the flexibility for either direct authentication by
the PE itself or interaction with a customer PPVPN aut hentication
server. Mechanisns are required in the latter case to ensure that
the interaction between the PE and the custoner authentication server
is controlled, for exanple, by limting it sinmply to an exchange in
relation to the authentication phase and with other attributes (e.g.
optional filtering of RADIUS).

8.2.2. Access Routing

Mechani sms may be used to provide control at a routing protocol |eve
(e.g., RIP, OSPF, BGP) between the CE and PE. Per-nei ghbor and per-
VPN routing policies nmay be established to enhance security and
reduce the inmpact of a nalicious or non-malicious attack on the PE
in particular, the follow ng nmechani sms shoul d be consi dered:

- Limting the nunmber of prefixes that may be advertised into the PE
on a per-access basis . Appropriate action nmay be taken should a
limt be exceeded; for exanple, the PE nmight shut down the peer
session to the CE

- Applying route danpening at the PE on received routing updates.

- Definition of a per-VPN prefix limt, after which additiona
prefixes will not be added to the VPN routing table.

In the case of inter-provider connection, access protection, |ink
aut hentication, and routing policies as described above may be
applied. Both inbound and outbound firewall/filtering mechani sm may
be applied between ASes. Proper security procedures nust be

i mpl enented in inter-provider VPN interconnection to protect the
providers’ network infrastructure and their custoner VPNs. This nay
be custom desi gned for each inter-Provider VPN peering connection
and both providers rmust agree on it.
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8.2.3. Access QS

PPVPN providers offering QoS-enabl ed services require nmechanisns to
ensure that individual accesses are validated against their
subscribed QOS profile and are granted access to core resources that
match their service profile. Mechanisnms such as per-C ass of Service
rate limting/traffic shaping on ingress to the PPVPN core are one
option in providing this level of control. Such nechani sns may
require the per-Cl ass of Service profile to be enforced by marking,
remarki ng, or discarding traffic that is outside of the profile.

8.2.4. Custoner VPN Monitoring Tools

End users requiring visibility of VPN-specific statistics on the core
(e.g., routing table, interface status, QoS statistics) inpose

requi rements for mechanisms at the PE both to validate the incom ng
user and to limt the views available to that particular user’s VPN
Mechani sns shoul d al so be considered to ensure that such access
cannot be used to create a DoS attack (either nalicious or
accidental) on the PE itself. This could be acconplished either
through separation of these resources within the PEitself or via the
capability to rate-limt such traffic on a per-VPN basis.

8.3. GCeneral Requirenents for PPVPN Providers
The PPVPN provi ders must support the users’ security requirenments as
listed in Section 7. Depending on the technol ogi es used, these
requi renents may include the follow ng.

- User control plane separation: Routing isolation

- User address space separation: Supporting overl appi ng addresses
fromdifferent VPNs.

- User data plane separation: One VPN traffic cannot be intercepted
by other VPNs or any other users.

- Protection against intrusion, DoS attacks and spoofi ng.

- Access Authentication

- Techni ques highlighted through this docunent identify
net hodol ogi es for the protection of PPVPN resources and

infrastructure

Har dware or software bugs in equi pnment that |ead to security breaches
are outside the scope of this document.
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Security Evaluation of PPVPN Technol ogi es

This section presents a brief tenplate that may be used to eval uate
and sumari ze how a gi ven PPVPN approach (sol ution) measures up
agai nst the PPVPN Security Framework. An evaluation using this
tenpl ate should appear in the applicability statement for each PPVPN
appr oach.

Eval uati ng the Tenpl ate

The first part of the tenplate is in the formof a list of security
assertions. For each assertion the approach is assessed and one or
nore of the following ratings is assigned:

- The requirenent is not applicable to the VPN approach because ..
(fill in reason).

- The base VPN approach conpletely addresses the requirenment by ..
(fill in technique).

- The base VPN approach partially addresses the requirenment by ..
(fill in technique and extent to which it addresses the
requi renent).

- An optional extension to the VPN approach conpletely addresses the

requirement by ... (fill in technique).

- An optional extension to the VPN approach partially addresses the
requirenment by ... (fill in technique and extent to which it
addresses the requirenent).

- The requirenent is addressed in a way that is beyond the scope of

the VPN approach. (Explain.) (One exanple of this would be a VPN

approach in which sone aspect, such as nenbership di scovery, is

done via configuration. The protection afforded to the

configuration woul d be beyond the scope of the VPN approach.).
- The VPN approach does not neet the requirenent.

Templ at e

The foll owing assertions solicit responses of the types listed in the

previ ous section.

1. The approach provides conplete | P address space separation for
each L3 VPN
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2. The approach provides conplete L2 address space separation for
each L2 VPN

3. The approach provides conplete VLAN I D space separation for each
L2 VPN.

4. The approach provides conplete IP route separation for each L3
VPN.

5. The approach provides conplete L2 forwardi ng separation for each
L2 VPN.

6. The approach provides a neans to prevent inproper cross-
connection of sites in separate VPNs.

7. The approach provides a neans to detect inproper cross-connection
of sites in separate VPNs.

8. The approach protects against the introduction of unauthorized
packets into each VPN
a. in the CE-PE |ink,
b. in a single- or multi-provider PPVPN backbone, or
c. in the Internet used as PPVPN backbone.

9. The approach provides confidentiality (secrecy) protection for
PPVPN user data
a. in the CE-PE |ink,
b. in a single- or multi-provider PPVPN backbone, or
c. in the Internet used as PPVPN backbone.

10. The approach provi des sender authentication for PPVPN user data.
a. in the CE-PE |ink,
b. in a single- or nulti-provider PPVPN backbone, or
c. in the Internet used as PPVPN backbone.

11. The approach provides integrity protection for PPVPN user data
a. in the CE-PE |ink,
b. in a single- or nulti- provider PPVPN backbone, or
c. in the Internet used as PPVPN backbone.

12. The approach provi des protection agai nst replay attacks for PPVPN
user data
a. in the CE-PE |ink,
b. in a single- or nulti-provider PPVPN backbone, or
c. in the Internet used as PPVPN backbone.
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13. The approach provi des protection agai nst unauthorized traffic
pattern analysis for PPVPN user data
a. in the CE-PE |ink,
b. in a single- or multi-provider PPVPN backbone, or
c. in the Internet used as PPVPN backbone.

14. The control protocol (s) used for each of the follow ng functions
provi des nessage integrity and peer authentication

a. VPN nenbership di scovery.
b. Tunnel establishnment.
c. VPN topol ogy and reachability advertisenent:
i. PE-PE
ii. PE-CE
d. VPN provisioning and managenent.
e. VPN nonitoring, attack detection, and reporting.
f. Gher VPN-specific control protocols, if any (list).

The foll owi ng questions solicit free-form answers.

15. Describe the protection, if any, the approach provi des agai nst
PPVPN- speci fic DoS attacks (i.e., inter-trusted-zone DoS
attacks):

a. Protection of the service provider infrastructure against
Data Plane or Control Plane DoS attacks originated in a
private (PPVPN user) network and ai med at PPVPN mechani sis.

b. Protection of the service provider infrastructure against
Data Pl ane or Control Plane DoS attacks originated in the
Internet and ai med at PPVPN nechani sns.

c. Protection of PPVPN users against Data Plane or Contro
Pl ane DoS attacks originated fromthe Internet or from ot her
PPVPN users and ai ned at PPVPN nechani sns.

16. Describe the protection, if any, the approach provi des agai nst
unstabl e or malicious operation of a PPVPN user network

a. Protection against high levels of, or malicious design of,
routing traffic from PPVPN user networks to the service
provi der networKk.

b. Protection against high levels of, or nalicious design of,

networ k managenent traffic from PPVPN user networks to the
service provi der network.
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c. Protection against worns and probes originated in the PPVPN
user networks, sent toward the service provider network.

17. |Is the approach subject to any approach-specific vulnerabilities
not specifically addressed by this tenplate? |If so, describe the
defense or mitigation, if any, that the approach provides for
each.

10. Security Considerations

Security considerations constitute the sole subject of this meno and
hence are discussed throughout. Here we recap what has been
presented and explain at a very high |l evel the role of each type of
consi deration in an overall secure PPVPN system The docunent

descri bes a nunber of potential security threats. Some of these
threats have al ready been observed occurring in running networKks;
others are largely theoretical at this tine.

DoS attacks and intrusion attacks fromthe Internet against service
provider infrastructure have been seen. DoS "attacks" (typically not
mal i ci ous) have al so been seen in which CE equi pnent overwhel ms PE
equi prent with high quantities or rates of packet traffic or routing
informati on. Operational/provisioning errors are cited by service
providers as one of their prime concerns.

The docurent describes a variety of defensive techniques that may be
used to counter the suspected threats. Al of the techniques
presented involve mature and w dely inplenented technol ogies that are
practical to inplenent.

The docunent describes the inportance of detecting, nmonitoring, and
reporting both successful and unsuccessful attacks. These activities
are essential for "understanding one’s eneny", nobilizing new

def enses, and obtaining nmetrics about how secure the PPVPN service
is. As such, they are vital conponents of any conplete PPVPN
security system

The docurent eval uates PPVPN security requirenents froma custoner
perspective and froma service provider perspective. These sections
re-evaluate the identified threats fromthe perspectives of the
various stakehol ders and are neant to assist equi pnent vendors and
service providers, who nust ultinmately decide what threats to protect
against in any given equi pnent or service offering.

Finally, the docurment includes a tenplate for use by authors of PPVPN

techni cal solutions for evaluating how those sol uti ons neasure up
agai nst the security considerations presented in this neno.
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