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1

The | nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
njects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it describes managed objects used for inplenentations
of the User Datagram Protocol (UDP), as defined in RFC 768 [ RFC0768],
in an | P version i ndependent manner

The current UDP-M B defined in this nenp consists of one table and a
group of scal ars:

o The udp group of scalars reports paraneters and statistics of a
UDP protocol engine. Two scal ars, udpHCl nDat agrans and
udpHCQut Dat agr ans, have been added to this group since the
publication of RFC 2013 [RFC2013] in order to provide high-
capacity counters for fast networks. Discontinuities in the
val ues of the counters in this group are indicated by
di scontinuities in the value of the sysUpTi ne object, which is
defined in RFC 3418 [ RFC3418].

o The udpEndpoi nt Tabl e provi des access to status information for al
UDP endpoi nts handl ed by a UDP protocol engine. The table
provides for strictly listening endpoints, as with the historica
udpTabl e, and al so for "connected" UDP endpoints, which only
accept packets froma given renote system It also reports
identification of the operating systemlevel processes that handl e
UDP connections. Addresses and ports of UDP endpoints in this
table are represented using the |netAddressType, |netAddress, and
| net Port Number textual conventions defined in RFC 4001 [ RFC4001].
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Rel ati onship to O her M Bs

This section discusses the relationship of this UDP-MB nodule to
ot her M B nodul es.

1. Relationship to RFC1213-M B

UDP related M B objects were originally defined as part of the
RFC1213-M B, defined in RFC 1213 [RFC1213]. The UDP rel ated objects
of the RFC1213-M B were later copied into a separate M B nodul e and
published in RFC 2013 [RFC2013] in SMv2 fornmat.

The previous versions of the UDP-M B both defined the udpTabl e, which
has been deprecated for basically two reasons:

(1) The udpTable only supports |Pv4.

The current approach in the IETF is to wite IP version neutra
M Bs rather than have different definitions for various version
of IP. This reduces the ampunt of overhead when new objects are
i ntroduced, since there is only one place to add them Hence,
the approach taken in RFC 2454 [ RFC2454] of having separate
tables is not continued.

(2) The udpTabl e does not permt describing "connected" UDP
endpoi nt s.

It turns out that "connected" endpoints tend to have a different
behavi our and managenent access pattern fromthose of |istening
endpoi nts. Adding renpte endpoint information to the

udpEndpoi nt Tabl e thus allows for the addition of specific status
and statistic objects for "connected" endpoints and connecti ons.

2. Relationship to the | PV6-UDP-M B

The |1 PV6-UDP-M B, defined in RFC 2454 [ RFC2454], has been noved to
Hi storic because the approach of having separate |IP version specific
tables is not followed anynore. |nplenentation of RFC 2454 is thus
not suggested anynore.

Not e that because scoped addresses are now represented using the

| Pvdz and | Pv6z address types, there is no longer a need to
explicitly include the iflndex in the index clause of the
udpEndpoi nt Table. This is a change fromthe use of ipv6Udplflndex in
RFC 2454.
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2.1.3. Relationship to HOST- RESOURCES- M B and SYSAPPL-M B

The udpEndpoi nt Tabl e reports the identification of the operating
system | evel process that handles a connection or a listening
endpoint. The value is reported as an Unsigned32, which is expected
to be the sane as the hr SWRunl ndex of the HOST- RESOURCES- M B

[ RFC2790] (if the value is smaller than 2147483647) or the

sysAppl El nt Runl ndex of the SYSAPPL-M B [ RFC2287]. This all ows
managenment applications to identify the UDP connections that bel ong
to an operating systemlevel process, which has proven valuable in
operational environnents.

3. Definitions

UDP-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, | nteger32, Counter32, Counter64,
Unsi gned32, | pAddress, mb-2 FROM SNWVPv2- SM

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF
| net Addr ess, | net AddressType,
| net Port Nunber FROM | NET- ADDRESS- M B;

udpM B MODULE- | DENTI TY
LAST- UPDATED "200505200000Z2" -- May 20, 2005
ORGANI ZATI ON
"I ETF | Pv6 Working G oup
http://ww.ietf.org/htm.charters/ipv6-charter.htm"
CONTACT- | NFO
"Bill Fenner (editor)

AT&T Labs -- Research
75 W11 ow Rd.
Menl o Park, CA 94025

Phone: +1 650 330-7893
Emai | : <fenner @esearch. att. conp

John Flick (editor)

Hewl et t - Packard Conpany

8000 Foothills Blvd. MS 5557
Rosevill e, CA 95747

Phone: +1 916 785 4018
Emai |l : <john.flick@mp.conr

Send comments to <i pv6@etf.org>"
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DESCRI PTI ON

"The M B nodul e for nanagi ng UDP i npl enent ati ons.
Copyright (C The Internet Society (2005). This
version of this MB nodule is part of RFC 4113;
see the RFC itself for full legal notices.”

REVI SI ON "200505200000Z" -- May 20, 2005
DESCRI PTI ON

"I P version neutral revision, incorporating the
foll owi ng revisions:

- Added udpHCl nDat agr ans and udpHCCut Dat agrans i n order
to provide high-capacity counters for fast networks.

- Added text to the descriptions of all counter objects
to indicate how discontinuities are detected.

- Deprecated the | Pv4-specific udpTable and replaced it
with the version neutral udpEndpointTable. This
tabl e includes support for connected UDP endpoints
and support for identification of the operating
system process associated with a UDP endpoi nt.

- Deprecated the udpGroup and replaced it with object
groups representing the current set of objects.

- Deprecated udpM BCompl i ance and replaced it with
udpM BConpl i ance2, which includes the conpliance
i nformation for the new object groups.

Thi s version published as RFC 4113."

REVI SI ON "199411010000Z" -- Novenber 1, 1994
DESCRI PTI ON

"Initial SMv2 version, published as RFC 2013."

REVI SI ON "199103310000Z" -- March 31, 1991
DESCRI PTI ON

“"The initial revision of this MB nodul e was part of
MB-11, published as RFC 1213."

:={ mb-2 50}

-- the UDP group

udp

OBJECT IDENTIFIER ::={ mb-2 7}

udpl nDat agr ams OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total number of UDP datagrans delivered to UDP
users.
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Di scontinuities in the value of this counter can occur
at re-initialization of the nanagenent system and at
other times as indicated by discontinuities in the
val ue of sysUpTine."

:={ udp 1}

udpNoPorts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of received UDP datagrans for which
there was no application at the destination port.

Di scontinuities in the value of this counter can occur
at re-initialization of the management system and at
other times as indicated by discontinuities in the
val ue of sysUpTine."

o= { udp 2}

udpl nErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of received UDP datagrans that could not be
delivered for reasons other than the lack of an
application at the destination port.

Di scontinuities in the value of this counter can occur
at re-initialization of the nanagenent system and at
other tinmes as indicated by discontinuities in the
val ue of sysUpTine."

c:={ udp 3}

udpQut Dat agr ans OBJECT- TYPE

Fenner

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total number of UDP datagrans sent fromthis
entity.

Di scontinuities in the value of this counter can occur
at re-initialization of the nmanagenment system and at
other times as indicated by discontinuities in the
val ue of sysUpTine."

o= { udp 4}
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udpHCI nDat agr ans OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The total nunber of UDP datagrans delivered to UDP

users, for devices that can receive nore than 1
mllion UDP datagrans per second.

Di scontinuities in the value of this counter can occur
at re-initialization of the management system and at
other tines as indicated by discontinuities in the
val ue of sysUpTine."

o= { udp 8}

udpHCQut Dat agr ans OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total number of UDP datagranms sent fromthis
entity, for devices that can transmt nore than 1
mllion UDP datagranms per second.

Di scontinuities in the value of this counter can occur
at re-initialization of the nanagenent system and at
other times as indicated by discontinuities in the
val ue of sysUpTine."

c:={ udp 9}

-- { udp 6 } was defined as the ipveUdpTabl e in RFC2454’ s
-- | PV6-UDP-M B. This RFC obsoletes RFC 2454, so { udp 6 } is
-- obsol et ed.

-- The UDP "Endpoint" table.

udpEndpoi nt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF UdpEndpoi nt Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing information about this entity' s UDP
endpoi nts on which a local application is currently
accepting or sendi ng datagrans.

Fenner & Flick St andar ds [ Page 7]



RFC 4113

UbP M B June 2005

The address type in this table represents the address
type used for the comunication, irrespective of the
hi gher-1 ayer abstraction. For exanple, an application
using 1 Pv6 'sockets’ to conmunicate via | Pvd between
c:ffff:10.0.0.1 and ::ffff:10.0.0.2 would use

| net Addr essType ipv4(1l).

Unli ke the udpTable in RFC 2013, this table also allows
the representation of an application that conpletely
specifies both | ocal and renote addresses and ports. A
listening application is represented in three possible
ways:

1) An application that is willing to accept both |Pv4
and | Pv6 datagrans is represented by a
udpEndpoi nt Local Addr essType of unknown(0) and a
udpEndpoi nt Local Address of "' h (a zero-length
octet-string).

2) An application that is willing to accept only |Pv4d
or only IPv6 datagrans is represented by a
udpEndpoi nt Local Addr essType of the appropriate
address type and a udpEndpoi nt Local Addr ess of
"0.0.0.0" or '"::' respectively.

3) An application that is listening for datagrams only
for a specific |P address but fromany renote
systemis represented by a
udpEndpoi nt Local AddressType of the appropriate
address type, with udpEndpoi nt Local Address
speci fying the | ocal address.

In all cases where the renote is a wildcard, the
udpEndpoi nt Renot eAddr essType i s unknown(0), the
udpEndpoi nt Renot eAddress is ' h (a zero-length
octet-string), and the udpEndpoi nt RenotePort is O.

If the operating systemis denultiplexing UDP packets
by renote address and port, or if the application has
"connected’ the socket specifying a default renote
address and port, the udpEndpoi nt Renote* val ues shoul d
be used to reflect this."

o= { udp 7 }

udpEndpoi nt Ent ry OBJECT- TYPE

SYNTAX

UdpEndpoi nt Ent ry

MAX- ACCESS not - accessi bl e

STATUS

Fenner & Flick
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DESCRI PTI ON
"I'nformati on about a particular current UDP endpoint.

| mpl ementers need to be aware that if the total nunber
of elements (octets or sub-identifiers) in
udpEndpoi nt Local Addr ess and udpEndpoi nt Renot eAddr ess
exceeds 111, then O Ds of colum instances in this table
will have more than 128 sub-identifiers and cannot be
accessed using SNWPv1l, SNWPv2c, or SNWPv3."
I NDEX  { udpEndpoi nt Local Addr essType,
udpEndpoi nt Local Addr ess,
udpEndpoi nt Local Port,
udpEndpoi nt Renot eAddr essType,
udpEndpoi nt Renot eAddr ess,
udpEndpoi nt Renot ePort ,
udpEndpoi nt | nst ance }
::= { udpEndpointTable 1 }

UdpEndpoi nt Entry ::= SEQUENCE {
udpEndpoi nt Local Addr essType | net Addr essType,
udpEndpoi nt Local Addr ess | net Addr ess,
udpEndpoi nt Local Port | net Port Nurber ,
udpEndpoi nt Renot eAddr essType | net Addr essType,
udpEndpoi nt Renot eAddr ess | net Addr ess,
udpEndpoi nt Renot ePor t | net Port Nurrber ,
udpEndpoi nt | nst ance Unsi gned32,
udpEndpoi nt Process Unsi gned32
}
udpEndpoi nt Local Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of udpEndpoi ntLocal Address. Only
| Pv4, 1Pv4z, |IPv6, and | Pv6z addresses are expected, or
unknown(0) if datagrans for all local |P addresses are
accepted. "
::= { udpEndpointEntry 1}

udpEndpoi nt Local Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The local |P address for this UDP endpoint.

The value of this object can be represented in three
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possi bl e ways, depending on the characteristics of the
i stening application:

1. For an application that is willing to accept both
| Pv4 and | Pv6 datagrans, the value of this object
nust be ''h (a zero-length octet-string), wth
the val ue of the correspondi ng i nstance of the
udpEndpoi nt Local Addr essType obj ect bei ng unknown(O0).

2. For an application that is willing to accept only |Pv4
or only I Pv6 datagrans, the value of this object
nmust be '0.0.0.0" or '::’, respectively, while the

correspondi ng i nstance of the
udpEndpoi nt Local Addr essType object represents the
appropriate address type.

3. For an application that is listening for data
destined only to a specific |IP address, the val ue
of this object is the specific IP address for which
this node is receiving packets, with the
correspondi ng i nstance of the
udpEndpoi nt Local Addr essType object representing the
appropriate address type.

As this object is used in the index for the

udpEndpoi nt Tabl e, inplenentors of this table should be

careful not to create entries that would result in O Ds

with nmore than 128 subidentifiers; else the information

cannot be accessed using SNWPv1l, SNwWPv2c, or SNWPv3.™"
::= { udpEndpointEntry 2 }

udpEndpoi nt Local Port OBJECT- TYPE

SYNTAX | net Port Nurmber
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | ocal port nunmber for this UDP endpoint."
;= { udpEndpointEntry 3}

udpEndpoi nt Renot eAddr essType OBJECT- TYPE

Fenner

SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of udpEndpoi nt Renot eAddress. Only
| Pv4, 1Pv4z, IPv6, and | Pv6z addresses are expected, or
unknown(0) if datagrans for all renote | P addresses are
accepted. Also, note that sonme conbi nations of

& Flick St andar ds [ Page 10]



RFC 4113

UbP M B June 2005

udpEndpoi nt Local Adr essType and
udpEndpoi nt Renot eAddr essType are not supported. In
particular, if the value of this object is not
unknown(0), it is expected to always refer to the
same | P version as udpEndpoi nt Local AddressType. "

;.= { udpEndpointEntry 4 }

udpEndpoi nt Renot eAddr ess OBJECT- TYPE

SYNTAX

| net Addr ess

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

o={ u

"The renote | P address for this UDP endpoint. If

dat agrans fromany renpte systemare to be accepted
this value is "' h (a zero-length octet-string).

O herwise, it has the type described by
udpEndpoi nt Renot eAddr essType and is the address of the
renote system from which datagrans are to be accepted
(or to which all datagrams will be sent).

As this object is used in the index for the
udpEndpoi nt Tabl e, inplenentors of this table should be
careful not to create entries that would result in O Ds
with nore than 128 subidentifiers; else the information
cannot be accessed using SNWPvl, SNwWPv2c, or SNWPv3."
dpEndpoi ntEntry 5 }

udpEndpoi nt Renot ePort OBJECT- TYPE

SYNTAX

| net Por t Nunber

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

o={ u

"The renote port nunmber for this UDP endpoint. |If
datagrans fromany renmpte systemare to be accepted,
this value is zero."

dpEndpoi ntEntry 6 }

udpEndpoi nt | nst ance OBJECT- TYPE

Fenner

SYNTAX

Unsi gned32 (1..'ffffffff’h)

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

& Flick

"The instance of this tuple. This object is used to
di stingui sh anong multiple processes 'connected to
the sane UDP endpoint. For exanple, on a system
i mpl enenting the BSD sockets interface, this would be
used to support the SO REUSEADDR and SO REUSEPCRT
socket options."
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.= { udpEndpointEntry 7 }

udpEndpoi nt Process OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The systenis process ID for the process associated with
this endpoint, or zero if there is no such process.
This value is expected to be the sane as
HOST- RESOURCES- M B: : hr SWRunl ndex or SYSAPPL- M B:
sysAppl El nt Runl ndex for some row in the appropriate
tables."

;= { udpEndpointEntry 8 }

-- The deprecated UDP Listener table

-- The deprecated UDP |istener table only contains informtion
-- about this entity's I Pv4 UDP end-points on which a | oca

-- application is currently accepting datagranms. |t does not
-- provide nore detailed connection information, or information
-- about I Pv6 endpoints.

udpTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF UdpEntry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"A table containing | Pv4d-specific UDP |istener
information. It contains information about all |oca

| Pv4 UDP end-points on which an application is
currently accepting datagrams. This table has been
deprecated in favor of the version neutra
udpEndpoi nt Tabl e. "

c:={ udp 5}

udpEnt ry OBJECT- TYPE
SYNTAX UdpEnt ry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"Informati on about a particular current UDP |istener."
I NDEX { udpLocal Address, udplLocal Port }
::={ udpTable 1 }

UdpEntry ::= SEQUENCE {
udpLocal Addr ess | pAddr ess,
udpLocal Port I nt eger 32

Fenner & Flick St andar ds [ Page 12]



RFC 4113 UbP M B June 2005

}

udpLocal Address OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"The local IP address for this UDP listener. 1In the
case of a UDP listener that is willing to accept
datagrans for any IP interface associated with the
node, the value 0.0.0.0 is used."

;.= { udpEntry 1 }

udpLocal Port OBJECT- TYPE
SYNTAX I nt eger 32 (0..65535)
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The | ocal port nunmber for this UDP |istener."
::= { udpEntry 2}

-- confornmance i nfornmation
udpM BConf or mance OBJECT | DENTI FI ER :

udpM BConpl i ances OBJECT | DENTI FI ER :
udpM BGr oups OBJECT | DENTI FI ER ::

{ udpM B 2 }
{ udpM BConf ormance 1 }
{ udpM BConf or mance 2 }

-- compliance statenents

udpM BConpl i ance2 MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statement for systens that inplenent
UDP.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2, but
for which we have the foll owi ng conpliance

requi rements, expressed in OBJECT clause formin this
description cl ause:

-- OBJECT udpEndpoi nt Local Addr essType

- - SYNTAX | net Addr essType { unknown(0), ipv4(1l),
-- i pv6(2), ipvaz(3),
-- i pv6z(4) }

-- DESCRI PTI ON

-- Support for dns(5) is not required.

-- OBJECT udpEndpoi nt Local Addr ess
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- - SYNTAX | net Addr ess (Sl ZE(O| 4| 8| 16| 20))

-- DESCRI PTI ON

-- Support is only required for zero-length
-- octet-strings, and for scoped and unscoped
-- | Pv4 and | Pv6 addresses.

-- OBJECT udpEndpoi nt Renot eAddr essType

-- SYNTAX | net Addr essType { unknown(0), ipv4(1l),
-- i pv6(2), ipvaz(3),
-- i pv6z(4) }

-- DESCRI PTI ON

-- Support for dns(5) is not required.

-- OBJECT udpEndpoi nt Renot eAddr ess

-- SYNTAX | net Addr ess (Sl ZE(O| 4| 8| 16| 20))

-- DESCRI PTI ON

-- Support is only required for zero-length
-- octet-strings, and for scoped and unscoped
-- | Pv4 and | Pv6 addresses.

MODULE -- this nodul e
MANDATORY- GROUPS { udpBaseGroup, udpEndpoi nt G- oup }
GROUP udpHCG oup
DESCRI PTI ON
"This group is mandatory for systens that
are capable of receiving or transmtting nore than
1 mllion UDP datagrans per second. 1 nillion
dat agrans per second will cause a Counter32 to
wap in just over an hour."
::= { udpM BConpl i ances 2 }

udpM BConpl i ance MODULE- COVPLI ANCE
STATUS depr ecat ed
DESCRI PTI ON
"The conpliance statement for |Pv4-only systens that

i mpl enent UDP. For | P version independence, this
conpliance statement is deprecated in favor of
udpM BConpl i ance2. However, agents are still
encouraged to inplenment these objects in order to
interoperate with the depl oyed base of nanagers."

MODULE -- this nodul e

MANDATORY- GROUPS { udpG oup }
::= { udpM BCompliances 1 }

-- units of confornmance
udpG oup OBJECT- GROUP
OBJECTS { udpl nDat agranms, udpNoPorts,

udpl nErrors, udpQut Dat agr ans,
udpLocal Addr ess, udpLocal Port }
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STATUS depr ecat ed

DESCRI PTI ON
"The deprecated group of objects providing for
management of UDP over |Pv4."

::={ udpM BG oups 1}

udpBaseG oup OBJECT- GROUP
OBJECTS { udpl nDat agrans, udpNoPorts, udplnErrors,
udpQut Dat agr ans }

STATUS current

DESCRI PTI ON
"The group of objects providing for counters of UDP
statistics."

;.= { udpM BGroups 2 }

udpHCG oup OBJECT- GROUP
OBJECTS  { udpHCI nDat agr anms, udpHCQut Dat agr ans }
STATUS current
DESCRI PTI ON
"The group of objects providing for counters of high
speed UDP inplenmentations."”
::={ udpM BG oups 3}

udpEndpoi nt Group OBJECT- GROUP
OBJECTS { udpEndpoi nt Process }
STATUS current
DESCRI PTI ON
"The group of objects providing for the IP version
i ndependent managenent of UDP ' endpoints’."
;.= { udpM BG oups 4 }

END
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6. Security Considerations

There are no managenent objects defined in this MB that have a MAX-
ACCESS cl ause of read-wite and/or read-create. So, if this MBis
i npl enented correctly, then there is no risk that an intruder can
alter or create any nanagenent objects of this MB nodule via direct
SNVP SET operati ons.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessi ble) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

The indi ces of the udpEndpoi nt Tabl e and udpTabl e contain infornmation
on the listeners on an entity. |In particular, the
udpEndpoi nt Local Port and udpLocal Port objects in the indices can be
used to identify what ports are open on the nmachi ne and what attacks
are likely to succeed, without the attacker having to run a port
scanner.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.
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It is recomended that the inplenentors consider the security
features as provided by the SNMPv3 framework (see [ RFC3410], section
8), including full support for the SNMPv3 cryptographi c nechani sns
(for authentication and privacy).

Furthernore, deploynment of SNWVP versions prior to SNMPv3 i s NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

7. | ANA Consi derations

The M B nmodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues, recorded in the SM Nunbers registry:

Fom ek o e e e e e e aa oo +
| Descriptor | OBJECT | DENTIFI ER val ue |
T o e e e e e e oo +
| udp | { mib-2 7} |
| udpM B | { mb-2 50} |
S o e e e e e e oo oo +
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this standard. Pl ease address the information to the IETF at ietf-
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