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Thi s docunent proposes the addition of new cipher suites to the
Transport Layer Security (TLS) protocol to support the Canellia
encryption algorithmas a bul k ci pher algorithm

1. Introduction

Thi s docunent proposes the addition of new ci pher suites to the TLS
protocol [TLS] to support the Camellia encryption algorithmas a bulk
ci pher algorithm This proposal provides a new option for fast and
efficient bulk cipher algorithns.

Not e: This work was done when the first author worked for NITT.
1.1. Canellia

Canellia was selected as a recomrended cryptographic primtive by the
EU NESSI E (New European Schenes for Signatures, Integrity and
Encryption) project [NESSIE] and included in the list of
cryptographi c techni ques for Japanese e- Governnent systemns, which
were sel ected by the Japan CRYPTREC ( Cryptography Research and

Eval uation Conmittees) [CRYPTREC]. Canellia is also included in
specification of the TV-Anytime Forum [ TV-ANYTIME]. The TV-Anytine
Forumis an association of organizations that seeks to devel op

Moriai, et al. St andards Track [ Page 1]



RFC 4132 Canellia G pher Suites for TLS July 2005

specifications to enabl e audi o-vi sual and ot her services based on
mass- mar ket hi gh-vol une digital storage in consuner platforms.
Canellia is specified as C pher Suite in TLS used by Phase 1 S-7
(Bi-directional Metadata Delivery Protection) specification and S-5
(TV-Anytime Ri ghts Managenent and Protection Information for

Br oadcast Applications) specification. Canellia has been subnmitted
to other several standardization bodies such as 1SO (1SQO'| EC 18033)
and |ETF SIMME Mail Security Wrking Goup [Canellia-CV5].

Canel lia supports 128-bit block size and 128-, 192-, and 256-bit key
sizes; i.e., the sane interface specifications as the Advanced
Encryption Standard (AES) [AES].

Canel lia was jointly devel oped by NTT and M tsubishi Electric

Corporation in 2000 [CanelliaTech]. It was carefully designed to
wi thstand all known cryptanal ytic attacks and even to have a
sufficiently large security leeway. It has been scrutinized by

wor | dwi de crypt ographi c experts.

Canellia was al so designed to be suitable for both software and
hardwar e i npl ementations and to cover all possible encryption
applications, fromlow cost smart cards to hi gh-speed network
systens. Conpared to the AES, Canellia offers at |east conparable
encryption speed in software and hardware. 1In addition, a

di stinguishing feature is its small hardware design. Canellia
perfectly neets one of the current TLS narket requirenments, for which
| ow power consunption is mandatory.

The al gorithm specification and object identifiers are described in
[Camel lia-Desc]. The Canellia honepage,
http://info.isl.ntt.co.jp/canellial/, contains a wealth of information
about canellia, including detail ed specification, security analysis,
performance figures, reference inplenentation, and test vectors.

1.2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOMVENDED', "MAY", and "OPTIONAL" in this docunment (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].

2. Proposed Ci pher Suites

The new ci pher suites proposed here have the follow ng definitions:

G pherSuite TLS_RSA W TH CAMELLI A 128 CBC_SHA = { 0x00, 0x41 };
G pherSuite TLS_DH DSS W TH CAVELLI A 128 CBC SHA = { 0x00, 0x42 };
G pherSuite TLS_DH_RSA W TH CAVELLI A 128 CBC SHA = { 0x00, 0x43 };
G pherSuite TLS_DHE _DSS W TH_CAMVELLI A 128 CBC SHA = { 0x00, 0x44 };
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Ci pherSuite TLS DHE RSA W TH CAMELLI A 128 CBC SHA = { 0x00, 0x45 };
Ci pherSuite TLS DH anon_ W TH CAMELLI A 128 CBC SHA = { 0x00, 0x46 };
Ci pherSuite TLS RSA W TH CAMELLI A 256_CBC _SHA = { 0x00, 0x84 };
Ci pherSuite TLS DH DSS W TH CAMELLI A 256_CBC SHA = { 0x00, 0x85 };
Ci pherSuite TLS DH RSA W TH CAMELLI A 256_CBC_SHA = { 0x00, 0x86 };
Ci pherSuite TLS DHE DSS W TH CAMELLI A 256_CBC SHA = { 0x00, 0x87 };
Ci pherSuite TLS DHE RSA W TH_CAMELLI A 256_CBC _SHA = { 0x00, 0x88 };
Ci pherSuite TLS DH anon_W TH_CAMELLI A 256_CBC_SHA = { 0x00, 0x89 };

3. G pher Suite Definitions
3.1. Cipher

Al'l the cipher suites described here use Canellia in cipher block
chaining (CBC) node as a bul k cipher algorithm Canelliais a 128-
bit block cipher with 128-, 192-, and 256-bit key sizes; i.e., it
supports the sanme bl ock and key sizes as the Advanced Encryption
Standard (AES). However, this docunent only defines cipher suites
for 128- and 256-bit keys as well as AES cipher suites for TLS

[ AES-TLS]. These cipher suites are efficient and practical enough
for most uses, including high-security applications.

Key Expanded Effective IV  Block
Ci pher Type Material Key Material Key Bits Size Size
CAMELLI A 128 CBC Bl ock 16 16 128 16 16
CAMELLI A 256_CBC Bl ock 32 32 256 16 16

3.2. Hash
Al'l the cipher suites described here use SHA-1 [ SHA-1] in a Hashed
Message Aut henticati on Code (HVAC) construction, as described in
section 5 of [TLS].

3.3. Key Exchange

The cipher suites defined here differ in the type of certificate and
key exchange nethod. They use the follow ng options:

Ci pher Suite Key Exchange Al gorithm
TLS_RSA W TH_CAMELLI A _128_CBC_SHA RSA

TLS DH DSS W TH_CAMELLI A 128 CBC_SHA DH_DSS

TLS _DH RSA W TH _CAMELLI A 128_CBC_SHA DH _RSA

TLS_DHE_DSS W TH_CAMELLI A 128 CBC_SHA DHE_DSS

TLS_DHE_RSA W TH_CAMELLI A 128 _CBC_SHA DHE_RSA

TLS_DH anon_W TH_CAMELLI A 128_CBC_SHA DH_anon
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5.

5.

5.

TLS_RSA W TH_CAMELLI A 256_CBC_SHA RSA
TLS_DH_DSS W TH_CAMELLI A 256_CBC_SHA DH_DSS
TLS_DH_RSA_ W TH_CAMELLI A_256_CBC_SHA DH_RSA
TLS_DHE_DSS_W TH_CAMELLI A 256_CBC_SHA DHE_DSS
TLS_DHE_RSA_W TH_CAMELLI A_256_CBC_SHA DHE_RSA
TLS_DH_anon_W TH_CAMELLI A_256_CBC_SHA DH_anon

For the neanings of the terms RSA, DH DSS, DH RSA, DHE DSS, DHE_RSA,
and DH anon, please refer to sections 7.4.2 and 7.4.3 of [TLS]

Security Considerations

It is not believed that the new ci pher suites are ever |ess secure
than the correspondi ng ol der ones. Canellia is considered secure,
and it has withstood extensive cryptanalytic efforts in several open
wor | dwi de crypt ographi c eval uation projects [ CRYPTREC] [ NESSI E] .

At the time of witing this docunent, there are no known weak keys
for Camellia.

For other security considerations, please refer to the security
consi derati ons of the correspondi ng ol der cipher suites described in
[TLS] and [ AES-TLS].
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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