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1. Introduction

Thi s docunent describes the Internet X 509 Public Key Infrastructure
(PKlI) Certificate Management Protocol (CWMP). Protocol nessages are
defined for certificate creation and managenent. The term
"certificate" in this docunent refers to an X 509v3 Certificate as
defined in [ X509].

Thi s specification obsol etes RFC 2510. This specification differs
fromRFC 2510 in the foll ow ng areas:

The PKI managenent nessage profile section is split to two
appendi ces: the required profile and the optional profile. Sone
of the fornerly mandatory functionality is noved to the optiona
profile.

The nessage confirmati on nechani sm has changed substantially.

A new pol ling mechanismis introduced, deprecating the old polling
met hod at the CWMP transport |evel.

The CMWP transport protocol issues are handled in a separate
docunent [CMPtrans], thus the Transports section is renpved.

A newinplicit confirmation nmethod is introduced to reduce the
nunber of protocol nessages exchanged in a transaction

The new specification contains some |ess prom nent protoco
enhancenents and i nmproved expl anatory text on several issues.

2. Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOMVENDED', "MAY", and "OPTIONAL" in this docunment (in uppercase
as shown) are to be interpreted as described in [ RFC2119].

3. PKI Managenent Overvi ew

The PKI must be structured to be consistent with the types of

i ndi viduals who must adm nister it. Providing such adm nistrators
wi t h unbounded choi ces not only conplicates the software required,
but al so increases the chances that a subtle m stake by an

adm ni strator or software devel oper will result in broader
conpromise. Sinmilarly, restricting adm nistrators with cunbersone
mechani sns will cause themnot to use the PKI
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Managenent protocols are REQU RED to support on-line interactions
bet ween Public Key Infrastructure (PKI) conponents. For exanple, a
managenent protocol m ght be used between a Certification Authority
(CA) and a client systemw th which a key pair is associated, or
between two CAs that issue cross-certificates for each other

3.1. PKI Managenent Mode

Bef ore specifying particul ar message formats and procedures, we first
define the entities involved in PKI nmanagement and their interactions
(in terns of the PKI managenent functions required). W then group
these functions in order to accommpdate different identifiable types
of end entities.

3.1.1. Definitions of PKI Entities

The entities involved in PKI managenent include the end entity (i.e.
the entity to whomthe certificate is issued) and the certification
authority (i.e., the entity that issues the certificate). A

regi stration authority MAY al so be involved in PKI managenent.

3.1.1.1. Subjects and End Entities

The term "subject"” is used here to refer to the entity to whomthe
certificate is issued, typically naned in the subject or

subject AltName field of a certificate. Wen we wi sh to distinguish
the tools and/or software used by the subject (e.g., a loca

certificate nanagenment nodule), we will use the term "subject

equi pment”. In general, the term"end entity" (EE), rather than
"subject", is preferred in order to avoid confusion with the field
nane. It is inportant to note that the end entities here wll

i nclude not only human users of applications, but also applications
thenselves (e.g., for IP security). This factor influences the
protocol s that the PKI nanagenent operations use; for exanple,
application software is far nore likely to know exactly which
certificate extensions are required than are human users. PK
nmanagenent entities are also end entities in the sense that they are
sonmetines nanmed in the subject or subjectAltNanme field of a
certificate or cross-certificate. Were appropriate, the term"end-
entity" will be used to refer to end entities who are not PK
management entities.

Al end entities require secure |ocal access to sone infornation --
at a mninum their own nanme and private key, the name of a CA that
is directly trusted by this entity, and that CA's public key (or a
fingerprint of the public key where a self-certified version is
avai |l abl e el sewhere). Inplenentati ons MAY use secure | ocal storage
for nore than this mnimum (e.g., the end entity’'s own certificate or
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application-specific information). The formof storage will also
vary -- fromfiles to tanper-resistant cryptographic tokens. The

i nformation stored in such local, trusted storage is referred to here
as the end entity’s Personal Security Environment (PSE)

Though PSE formats are beyond the scope of this docunent (they are
very dependent on equi pnent, et cetera), a generic interchange format
for PSEs is defined here: a certification response nessage MAY be
used.

3.1.1.2. Certification Authority

The certification authority (CA) may or nay not actually be a rea
“third party" fromthe end entity’'s point of view (Quite often, the
CAwill actually belong to the sane organization as the end entities
it supports.

Again, we use the term"CA" to refer to the entity naned in the
issuer field of a certificate. Wuen it is necessary to distinguish
the software or hardware tools used by the CA, we use the term"CA
equi prment " .

The CA equi pment will often include both an "off-1ine" conponent and
an "on-line" conponent, with the CA private key only available to the
"off-1ine" conmponent. This is, however, a matter for inplenenters
(though it is also relevant as a policy issue).

We use the term"root CA" to indicate a CAthat is directly trusted
by an end entity; that is, securely acquiring the value of a root CA
public key requires sone out-of-band step(s). This termis not neant
toinply that a root CA is necessarily at the top of any hierarchy,
sinmply that the CAin question is trusted directly.

A "subordinate CA" is one that is not a root CA for the end entity in
guestion. Oten, a subordinate CAwll not be a root CA for any
entity, but this is not mandatory.

3.1.1.3. Registration Authority

In addition to end-entities and CAs, nmany environments call for the
exi stence of a Registration Authority (RA) separate fromthe
Certification Authority. The functions that the registration
authority may carry out will vary fromcase to case but MAY include
per sonal authentication, token distribution, revocation reporting,
name assignnent, key generation, archival of key pairs, et cetera.
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Thi s docunent views the RA as an OPTI ONAL conponent: when it is not
present, the CA is assuned to be able to carry out the RA's functions
so that the PKI managenent protocols are the same fromthe end-
entity’'s point of view

Agai n, we distinguish, where necessary, between the RA and the tools
used (the "RA equi pnent").

Note that an RAis itself an end entity. W further assune that al
RAs are in fact certified end entities and that RAs have private keys
that are usable for signing. How a particular CA equi pnent
identifies sone end entities as RAs is an inplenentation issue (i.e.
this docunent specifies no special RA certification operation). W
do not nandate that the RAis certified by the CAwith which it is
interacting at the nmonent (so one RA may work with nore than one CA
whil st only being certified once).

In sone circunstances, end entities will communicate directly with a
CA even where an RA is present. For exanmple, for initia

regi stration and/or certification, the subject nay use its RA, but
conmuni cate directly with the CAin order to refresh its certificate.

3.1.2. PKI Mnagenent Requirenents

The protocols given here neet the follow ng requirenents on PK
management

1. PKI managenent nust conformto the 1SQ |1EC 9594-8/1TU- T X. 509
st andar ds.

2. It nust be possible to regularly update any key pair wthout
affecting any other key pair.

3. The use of confidentiality in PKI managenent protocols nust be
kept to a mnimumin order to ease acceptance in environments
where strong confidentiality m ght cause regul atory probl ens.

4. PKI managenent protocols must allow the use of different
i ndustry-standard cryptographic algorithms (specifically
i ncludi ng RSA, DSA, MD5, and SHA-1). This means that any given
CA, RA, or end entity may, in principle, use whichever
algorithns suit it for its own key pair(s).

5. PKI managenent protocols nmust not preclude the generation of key
pairs by the end-entity concerned, by an RA, or by a CA. Key
generation may al so occur el sewhere, but for the purposes of PK
management we can regard key generation as occurring wherever
the key is first present at an end entity, RA or CA
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6. PKI managenent protocols must support the publication of
certificates by the end-entity concerned, by an RA, or by a CA
Different inplenmentations and different environnments may choose
any of the above approaches.

7. PKI managenent protocols must support the production of
Certificate Revocation Lists (CRLs) by allowing certified end
entities to nake requests for the revocation of certificates.
This rmust be done in such a way that the denial -of-service
attacks, which are possible, are not made sinpler

8. PKI managenent protocols must be usable over a variety of
"transport" nechani sns, specifically including mail, http,
TCP/ 1P and ftp.

9. Final authority for certification creation rests with the CA
No RA or end-entity equi pment can assume that any certificate
issued by a CAwill contain what was requested; a CA nmay alter
certificate field values or may add, delete, or alter extensions
according to its operating policy. 1In other words, all PK
entities (end-entities, RAs, and CAs) nust be capabl e of
handl i ng responses to requests for certificates in which the
actual certificate issued is different fromthat requested (for
exanple, a CA may shorten the validity period requested). Note
that policy may dictate that the CA nmust not publish or
otherwi se distribute the certificate until the requesting entity
has revi ewed and accepted the new y-created certificate
(typically through use of the certConf message).

10. A graceful, schedul ed change-over from one non-conprom sed CA
key pair to the next (CA key update) nust be supported (note
that if the CA key is conpromi sed, re-initialization nust be
performed for all entities in the domain of that CA). An end
entity whose PSE contains the new CA public key (following a CA
key update) must also be able to verify certificates verifiable
using the old public key. End entities who directly trust the
old CA key pair nust also be able to verify certificates signed
using the new CA private key (required for situations where the
old CA public key is "hardwired" into the end entity’s
crypt ographi c equi prent).

11. The functions of an RA may, in sone inplenmentations or
environnents, be carried out by the CAitself. The protocols
must be designed so that end entities will use the same protoco
regardl ess of whether the comrunication is with an RA or CA
Naturally, the end entity nust use the correct RA of CA public
key to protect the communication
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12. \Were an end entity requests a certificate containing a given
public key value, the end entity nust be ready to denonstrate
possessi on of the corresponding private key value. This may be
acconpl i shed in various ways, depending on the type of
certification request. See Section 4.3 for details of the in-
band net hods defined for the PKIX-CWP (i.e., Certificate
Managenent Protocol) nessages.

3.1.3. PKI Managenent Operations

The foll owi ng di agram shows the rel ationship between the entities
defined above in terns of the PKI managenment operations. The letters
in the diagramindicate "protocols" in the sense that a defined set

of PKI nanagenent nessages can be sent along each of the lettered
lines.
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gure 1 - PKI Entities

At a high level, the set of operations for which managenent
nessages are defined can be grouped as foll ows.

1. CA establishment: When establishing a new CA, certain steps are
required (e.g., production of initial CRLs, export of CA public

key).
2. End entity initialization: this includes inporting a root CA

public key and requesting information about the options supported
by a PKI managenent entity.
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Certification: various operations result in the creation of new
certificates:

1

initial registration/certification: This is the process
whereby an end entity first makes itself known to a CA or RA
prior to the CAissuing a certificate or certificates for
that end entity. The end result of this process (when it is
successful) is that a CA issues a certificate for an end
entity’s public key, and returns that certificate to the end
entity and/or posts that certificate in a public repository.
This process may, and typically will, involve nultiple
"steps", possibly including an initialization of the end
entity’'s equipnent. For exanple, the end entity’s equi pnent
nmust be securely initialized with the public key of a CA to
be used in validating certificate paths. Furthernore, an end
entity typically needs to be initialized with its own key

pair(s).

key pair update: Every key pair needs to be updated regularly
(i.e., replaced with a new key pair), and a new certificate
needs to be issued.

certificate update: As certificates expire, they may be
"refreshed" if nothing relevant in the environnent has
changed.

CA key pair update: As with end entities, CA key pairs need
to be updated regul arly; however, different nechanisns are
required.

cross-certification request: One CA requests issuance of a
cross-certificate fromanother CA.  For the purposes of this
standard, the following terns are defined. A "cross-
certificate" is a certificate in which the subject CA and the
i ssuer CA are distinct and SubjectPublicKeylnfo contains a
verification key (i.e., the certificate has been issued for
the subject CA's signing key pair). Wen it is necessary to
di stinguish more finely, the following terms may be used: a
cross-certificate is called an "inter-domain cross-
certificate" if the subject and issuer CAs belong to
different adm nistrative domains; it is called an "intra-
domai n cross-certificate" otherw se.

1. Note 1. The above definition of "cross-certificate"
aligns with the defined term"CA-certificate" in X 509.
Note that this termis not to be confused with the X 500
"cACertificate" attribute type, which is unrel ated.
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Adars,

2. Note 2. In many environnents, the term "cross-
certificate", unless further qualified, will be
understood to be synonynous with "inter-domain cross-
certificate" as defined above.

3. Note 3. Issuance of cross-certificates may be, but is
not necessarily, mutual; that is, two CAs nay issue
cross-certificates for each other

6. «cross-certificate update: Simlar to a normal certificate
update, but involving a cross-certificate.

Certificate/ CRL discovery operations: sonme PKI nmanagenent
operations result in the publication of certificates or CRLs:

1. certificate publication: Having gone to the trouble of
producing a certificate, some nmeans for publishing it is
needed. The "neans" defined in PKIX MAY invol ve the nessages
specified in Sections 5.3.13 to 5.3.16, or MAY involve ot her
net hods (LDAP, for exanple) as described in [ RFC2559],

[ RFC2585] (the "Operational Protocols" docurments of the PKIX
series of specifications).

2. CRL publication: As for certificate publication

Recovery operations: sone PKI managenent operations are used when
an end entity has "lost" its PSE

1. key pair recovery: As an option, user client key materials
(e.g., a user’'s private key used for decryption purposes) NAY
be backed up by a CA, an RA, or a key backup system
associated with a CAor RA. |If an entity needs to recover
these backed up key materials (e.g., as a result of a
forgotten password or a lost key chain file), a protoco
exchange may be needed to support such recovery.

Revocati on operations: sonme PKI operations result in the creation
of new CRL entries and/or new CRLs:

1. revocation request: An authorized person advises a CA of an
abnormal situation requiring certificate revocation

PSE operations: whilst the definition of PSE operations (e.g.
novi ng a PSE, changing a PIN, etc.) are beyond the scope of this
specification, we do define a PKI Message (Cert RepMessage) that
can formthe basis of such operations.
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Note that on-line protocols are not the only way of inplenenting the
above operations. For all operations, there are off-line nmethods of
achieving the same result, and this specification does not nandate
use of on-line protocols. For exanple, when hardware tokens are
used, many of the operations MAY be achieved as part of the physica
t oken delivery.

Later sections define a set of standard nessages supporting the above
operations. Transport protocols for conveying these exchanges in

di fferent environnents (file-based, on-line, E-mail, and WWy are
beyond the scope of this docunent and are specified separately.

4. Assunptions and Restrictions
4.1. End Entity Initialization

The first step for an end entity in dealing with PKI nanagenent
entities is to request information about the PKI functions supported
and to securely acquire a copy of the relevant root CA public key(s).

4.2. Initial Registration/Certification

There are many schenes that can be used to achieve initia
registration and certification of end entities. No one nmethod is
suitable for all situations due to the range of policies that a CA
may i nplenment and the variation in the types of end entity which can
occur.

However, we can classify the initial registration/certification
schenes that are supported by this specification. Note that the word
“initial", above, is crucial: we are dealing with the situati on where
the end entity in question has had no previous contact with the PKI
Were the end entity already possesses certified keys, then sone
simplifications/alternatives are possible.

Havi ng classified the schenes that are supported by this
specification we can then specify sone as mandatory and sone as
optional. The goal is that the mandatory schenes cover a sufficient
nunber of the cases that will arise in real use, whilst the optiona
schenes are avail able for special cases that arise less frequently.
In this way, we achieve a bal ance between flexibility and ease of

i mpl enent ati on.

We will now describe the classification of initia
registration/certification schenes.
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4.2.1. Criteria Used
4.2.1.1. Initiation of Registration/Certification

In terms of the PKI nessages that are produced, we can regard the
initiation of the initial registration/certification exchanges as
occurring wherever the first PKI nessage relating to the end entity
is produced. Note that the real-world initiation of the
registration/certification procedure may occur el sewhere (e.g., a
personnel departnment nmay tel ephone an RA operator).

The possible locations are at the end entity, an RA, or a CA
4.2.1.2. End Entity Message Origin Authentication

The on-1ine nessages produced by the end entity that requires a
certificate may be authenticated or not. The requirenent here is to
aut henticate the origin of any nessages fromthe end entity to the
PKI (CA/ RA).

In this specification, such authentication is achieved by the PK
(CA/RA) issuing the end entity with a secret value (initia

aut hentication key) and reference value (used to identify the secret
val ue) via sone out-of-band nmeans. The initial authentication key
can then be used to protect relevant PKlI nessages.

Thus, we can classify the initial registration/certification schene
according to whether or not the on-line end entity -> PKI messages
are authenticated or not.

Note 1: We do not discuss the authentication of the PKI -> end entity
nessages here, as this is always REQU RED. In any case, it can be
achi eved sinply once the root-CA public key has been installed at the
end entity’s equi pnent or it can be based on the initia

aut henti cati on key.

Note 2: An initial registration/certification procedure can be secure
where the messages fromthe end entity are authenticated via sone
out - of - band nmeans (e.g., a subsequent visit).

4.2.1.3. Location of Key CGeneration
In this specification, "key generation" is regarded as occurring
wherever either the public or private conponent of a key pair first

occurs in a PKIMessage. Note that this does not preclude a
centralized key generation service; the actual key pair MAY have been

Adans, et al. St andards Track [ Page 15]



RFC 4210 CcwP Sept enber 2005

generated el sewhere and transported to the end entity, RA or CA
using a (proprietary or standardi zed) key generation request/response
protocol (outside the scope of this specification).

Thus, there are three possibilities for the | ocation of "key
generation": the end entity, an RA, or a CA

4.2.1.4. Confirmation of Successful Certification

Foll owi ng the creation of an initial certificate for an end entity,
addi ti onal assurance can be gained by having the end entity
explicitly confirmsuccessful receipt of the nessage containing (or
indicating the creation of) the certificate. Naturally, this
confirmati on nmessage nust be protected (based on the initia

aut henti cation key or other means).

This gives two further possibilities: confirmed or not.

4.2.2. Mandatory Schenes
The criteria above allow for a |large nunber of initia
registration/certification schenes. This specification mandates that
conform ng CA equi prent, RA equi pnent, and EE equi pnent MJST support
the second schene listed below (Section 4.2.2.2). Any entity MNAY
additional ly support other schenmes, if desired.

4.2.2.1. Centralized Schene

In terms of the classification above, this schene is, in some ways,
the sinpl est possible, where:

o initiation occurs at the certifying CA
0 no on-line nmessage authentication is required;

o "key generation" occurs at the certifying CA (see Section
4.2.1.3);

o no confirmation nessage is required.

In terms of message flow, this scheme nmeans that the only nessage
required is sent fromthe CAto the end entity. The nessage mnust
contain the entire PSE for the end entity. Sone out-of-band neans
nmust be provided to allow the end entity to authenticate the nessage
recei ved and to decrypt any encrypted val ues.
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4.2.2.2. Basic Authenticated Scheme
In terms of the classification above, this scheme is where:
o initiation occurs at the end entity;
0 nessage authentication is REQU RED
o "key generation" occurs at the end entity (see Section 4.2.1.3);
o a confirmation nmessage i s REQUI RED

In terns of nessage flow, the basic authenticated schene is as
foll ows:

End entity RA/ CA

out-of -band distribution of Initial Authentication
Key (1 AK) and reference value (RN CA -> EE)
Key generation
Creation of certification request
Protect request with | AK
-->>-- certification request -->>--
verify request
process request
create response
--<<-- certification response --<<--
handl e response
create confirmation
-->>-- cert conf nessage -->>- -
verify confirmation
create response
--<<-- conf ack (optional) - - <<--
handl e response

(Where verification of the cert confirmation nessage fails, the RA/ CA
MUST revoke the newly issued certificate if it has been published or
ot herwi se nade avail able.)

4.3. Proof-of-Possession (POP) of Private Key

In order to prevent certain attacks and to allow a CAVRA to properly
check the validity of the binding between an end entity and a key
pair, the PKI managenent operations specified here make it possible
for an end entity to prove that it has possession of (i.e., is able
to use) the private key corresponding to the public key for which a
certificate is requested. A given CARAis free to choose how to
enforce POP (e.g., out-of-band procedural neans versus PKI X- C\VP
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i n-band nessages) in its certification exchanges (i.e., this may be a
policy issue). However, it is REQU RED that CAs/RAs MJST enforce POP
by sone neans because there are currently many non-PKI X operationa
protocols in use (various electronic mail protocols are one exanple)
that do not explicitly check the binding between the end entity and
the private key. Until operational protocols that do verify the

bi nding (for signature, encryption, and key agreenent key pairs)

exi st, and are ubiquitous, this binding can only be assuned to have
been verified by the CANRA  Therefore, if the binding is not
verified by the CARA certificates in the Internet Public-Key
Infrastructure end up being somewhat |ess neani ngful.

POP is acconplished in different ways dependi ng upon the type of key
for which a certificate is requested. |If a key can be used for
mul tipl e purposes (e.g., an RSA key) then any appropriate method MAY

be used (e.g., a key that may be used for signing, as well as other
pur poses, SHOULD NOT be sent to the CA/RA in order to prove
possessi on).

This specification explicitly allows for cases where an end entity
supplies the rel evant proof to an RA and the RA subsequently attests
to the CA that the required proof has been received (and validated!).
For exanple, an end entity w shing to have a signing key certified
could send the appropriate signature to the RA, which then sinmply
notifies the relevant CA that the end entity has supplied the
required proof. O course, such a situation may be disall owed by
some policies (e.g., CAs may be the only entities permtted to verify
POP during certification).

4.3.1. Signature Keys

For signature keys, the end entity can sign a value to prove
possessi on of the private key.

4.3.2. Encryption Keys
For encryption keys, the end entity can provide the private key to
the CA/RA, or can be required to decrypt a value in order to prove
possessi on of the private key (see Section 5.2.8). Decrypting a
val ue can be achieved either directly or indirectly.

The direct nethod is for the RA/CA to issue a random chall enge to
whi ch an i medi ate response by the EE is required.
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The indirect method is to issue a certificate that is encrypted for
the end entity (and have the end entity denonstrate its ability to
decrypt this certificate in the confirmation nmessage). This allows a
CAto issue a certificate in a formthat can only be used by the

i ntended end entity.

Thi s specification encourages use of the indirect nethod because it
requires no extra nessages to be sent (i.e., the proof can be
denonstrated using the {request, response, confirmation} triple of
nessages) .

4.3.3. Key Agreenent Keys

For key agreenent keys, the end entity and the PKI managenent entity
(i.e., CAor RA nust establish a shared secret key in order to prove
that the end entity has possession of the private key.

Note that this need not inmpose any restrictions on the keys that can
be certified by a given CA. In particular, for D ffie-Hellmn keys
the end entity may freely choose its al gorithm paraneters provided
that the CA can generate a short-term (or one-tine) key pair with the
appropriate paraneters when necessary.

4.4. Root CA Key Update

Thi s discussion only applies to CAs that are directly trusted by sone
end entities. Self-signed CAs SHALL be considered as directly
trusted CAs. Recognizing whether a non-self-signed CA is supposed to
be directly trusted for sone end entities is a matter of CA policy
and is thus beyond the scope of this docunent.

The basis of the procedure described here is that the CA protects its
new public key using its previous private key and vice versa. Thus,
when a CA updates its key pair it nust generate two extra
cACertificate attribute values if certificates are nade avail abl e
using an X. 500 directory (for a total of four: A dWthdd,

O dWthNew, NewWthd d, and NewW t hNew) .

When a CA changes its key pair, those entities who have acquired the
old CA public key via "out-of-band" neans are nost affected. It is
these end entities who will need access to the new CA public key
protected with the old CA private key. However, they will only
require this for a limted period (until they have acquired the new
CA public key via the "out-of-band" mechanism. This will typically
be easily achi eved when these end entities’ certificates expire.
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The data structure used to protect the new and old CA public keys is
a standard certificate (which may al so contain extensions). There
are no new data structures required.

Note 1. This schene does not make use of any of the X 509 v3
extensions as it nust be able to work even for version 1
certificates. The presence of the Keyldentifier extension would nmake
for efficiency inprovenents.

Note 2. While the schene could be generalized to cover cases where
the CA updates its key pair nore than once during the validity period
of one of its end entities’ certificates, this generalization seens
of dubi ous value. Not having this generalization sinply nmeans that
the validity periods of certificates issued with the old CA key pair
cannot exceed the end of the O dWthNew validity period.

Note 3. This schene ensures that end entities will acquire the new
CA public key, at the latest by the expiry of the last certificate
they owned that was signed with the old CA private key (via the
"out -of -band" nmeans). Certificate and/or key update operations
occurring at other tinmes do not necessarily require this (depending
on the end entity’s equipnent).

4.4.1. CA Operator Actions
To change the key of the CA the CA operator does the follow ng:
1. Cenerate a new key pair;

2. Create a certificate containing the old CA public key signed with
the new private key (the "old with new' certificate);

3. Create a certificate containing the new CA public key signed with
the old private key (the "new with ol d" certificate);

4. Create a certificate containing the new CA public key signed with
the new private key (the "new with new' certificate);

5. Publish these new certificates via the repository and/or other
means (perhaps using a CAKeyUpdAnn message);

6. Export the new CA public key so that end entities nmay acquire it
usi ng the "out-of-band" nmechanism (if required).

The old CA private key is then no longer required. However, the old
CA public key will remain in use for some tinme. The old CA public
key is no |onger required (other than for non-repudi ati on) when al
end entities of this CA have securely acquired the new CA public key.
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The "old with new' certificate nmust have a validity period starting
at the generation time of the old key pair and ending at the expiry
date of the old public key.

The "new with ol d" certificate nust have a validity period starting
at the generation tine of the new key pair and ending at the tinme by
which all end entities of this CAwll securely possess the new CA
public key (at the latest, the expiry date of the old public key).

The "new with new' certificate nmust have a validity period starting

at the generation tine of the new key pair and ending at or
the time by which the CA will

4.4. 2.

Normal |y when verifying a signature,

Verifying Certificates

bef ore

next update its key pair

the verifier verifies (anong

other things) the certificate containing the public key of the

si gner.

However ,
range of new possibilities.

Repository contai ns NEW
and OLD public keys

once a CAis allowed to update its key there are a
These are shown in the table bel ow

Repository contains only OLD

public key (due to,

e.g.,

delay in publication)

PSE PSE Contai ns PSE Contai ns PSE Cont ai ns
Cont ai ns OLD public NEW publ i c OLD public
NEW publ i c key key key
key
Signer’s Case 1: Case 3: Case 5: Case 7
certifi- This is In this case Although the In this case
cate is t he the verifier CA operator the CA
protected standard nmust access has not operator has
usi ng NEW case where t he updated the not updat ed
public the repository in repository the the repository
key verifier order to get verifier can and so the
can the value of wverify the verification
directly the NEW certificate will FAIL
verify the public key directly -
certificate this is thus
wi t hout the sane as
using the case 1.
repository
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Signer’s Case 2:
certifi- In this
cate is case the
protected verifier
using OLD nust
public access the
key repository
i n order
to get the
val ue of
the QLD
public key
4.4.2. 1.

In these cases,

the verifier
that can be used to verify the certificate directly.

CcwP

Case 4.

In this case
the verifier
can directly
verify the
certificate
wi t hout
using the
repository

Verification in Cases 1, 4, 5,

has a | oca

Case 6:
The verifier
thinks this
is the

situation of
case 2 and

will access
t he
repository;
however, the
verification
will FAIL
and 8
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Case 8:

Al t hough the
CA operator
has not
updated the
repository the
verifier can
verify the
certificate
directly -
this is thus
t he sane as
case 4.

copy of the CA public key

This is the

sanme as the situation where no key change has occurr ed.

Note that case 8 may arise between the tinme when the CA operator

has

generated the new key pair and the time when the CA operator stores

the updated attributes in the repository.

the CA operator

Case 5 can only arise if

has issued both the signer’'s and verifier’s

certificates during this "gap" (the CA operator SHOULD avoid this as
it leads to the failure cases described bel ow)

4.4.2. 2.

I n case 2,

the verifier

Verification in Case 2

CA. The verifier does the follow ng:

nust get access to the old public key of the

1. Look up the caCertificate attribute in the repository and pick
the O dWthNew certificate (determ ned based on validity periods;
note that the subject and issuer fields nmust match);

2. Verify that this is correct using the new CA key (which the

verifier has locally);
3. |If correct,
Case 2 will

certificate,

certificate; so it

Adans, et al.

then changed the key,
is quite a typica

ari se when the CA operator
and then issued the verifier’'s

check the signer’s certificate using the old CA key.

has issued the signer’s

case.
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4.4.2.3. Verification in Case 3

In case 3, the verifier nust get access to the new public key of the
CA. The verifier does the foll ow ng:

1. Look up the CACertificate attribute in the repository and pick
the NewNthd d certificate (determ ned based on validity periods;
note that the subject and issuer fields nust match);

2. Verify that this is correct using the old CA key (which the
verifier has stored |ocally);

3. If correct, check the signer’'s certificate using the new CA key.
Case 3 will arise when the CA operator has issued the verifier’s
certificate, then changed the key, and then issued the signer’s
certificate; so it is also quite a typical case

4.4.2. 4. Failure of Verification in Case 6
In this case, the CA has issued the verifier’s PSE, which contains
the new key, without updating the repository attributes. This neans
that the verifier has no means to get a trustworthy version of the
CA's old key and so verification fails.
Note that the failure is the CA operator’s fault.

4.4.2.5. Failure of Verification in Case 7
In this case, the CA has issued the signer’s certificate protected
with the new key w thout updating the repository attributes. This
nmeans that the verifier has no nmeans to get a trustworthy version of
the CA's new key and so verification fails.
Note that the failure is again the CA operator’s fault.

4.4.3. Revocation - Change of CA Key
As we saw above, the verification of a certificate becomes nore
conpl ex once the CAis allowed to change its key. This is also true
for revocation checks as the CA may have signed the CRL using a newer
private key than the one within the user’s PSE

The analysis of the alternatives is the sane as for certificate
verification.
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5. Data Structures

This section contains descriptions of the data structures required
for PKI nanagenment nessages. Section 6 describes constraints on
their values and the sequence of events for each of the various PK
managemnment operati ons.

5.1. Overall PKI Message

Al of the nessages used in this specification for the purposes of
PKI managenent use the follow ng structure

PKI Message ::= SEQUENCE ({
header PKI Header
body PKI Body,

protection [0] PKIProtecti on OPTI ONAL
extraCerts [1] SEQUENCE SI ZE (1..MAX) OF CMPCertificate
OPTI ONAL

}
PKI Messages ::= SEQUENCE SI ZE (1..MAX) OF PKI Message

The PKI Header contains information that is conmmon to nmany PK
nmessages.

The PKI Body contai ns nessage-specific infornmation.

The PKI Protection, when used, contains bits that protect the PK
nmessage.

The extraCerts field can contain certificates that nay be useful to
the recipient. For exanple, this can be used by a CAor RAto
present an end entity with certificates that it needs to verify its
own new certificate (if, for example, the CA that issued the end
entity's certificate is not a root CAfor the end entity). Note that
this field does not necessarily contain a certification path; the
reci pient may have to sort, select from or otherw se process the
extra certificates in order to use them

5.1.1. PKI Message Header

Al PKI nessages require sone header information for addressing and
transaction identification. Some of this information will also be
present in a transport-specific envel ope. However, if the PK
nmessage is protected, then this information is also protected (i.e.
we nake no assunption about secure transport).
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The following data structure is used to contain this information:

PKI Header ::= SEQUENCE {
pvno | NTEGER { cnp1999(1), cnmp2000(2) },
sender Gener al Nane,
reci pi ent Gener al Nane,
nessageTi nme [0] CeneralizedTine OPTI ONAL
protectionAl g [1] Algorithmdentifier OPTI ONAL
sender KI D [2] Keyldentifier OPTI ONAL
reci pKl D [3] Keyldentifier OPTI ONAL
transactionlD [4] OCTET STRI NG OPTI ONAL
sender Nonce [5] OCTET STRI NG OPTI ONAL
reci pNonce [6] OCTET STRI NG OPTI ONAL
freeText [ 7] PKIFreeText OPTI ONAL
general Info [ 8] SEQUENCE SI ZE (1..MAX) OF

I nf oTypeAndVal ue OPTI ONAL
}
PKI FreeText ::= SEQUENCE S| ZE (1..MAX) OF UTF8Stri ng

The pvno field is fixed (at 2) for this version of this
speci fication.

The sender field contains the nane of the sender of the PKIMessage.
This name (in conjunction with senderKID, if supplied) should be
sufficient to indicate the key to use to verify the protection on the
nessage. |f nothing about the sender is known to the sending entity
(e.g., inthe init. req. nessage, where the end entity may not know
its own Distinguished Name (DN), e-mail nane, |P address, etc.), then
the "sender” field MUST contain a "NULL" value; that is, the SEQUENCE
OF rel ative distinguished nanes is of zero length. |In such a case,
the senderKID field MJST hold an identifier (i.e., a reference
nunber) that indicates to the receiver the appropriate shared secret
information to use to verify the nessage.

The recipient field contains the nane of the recipient of the
PKI Message. This nanme (in conjunction with recipKID, if supplied)
shoul d be usable to verify the protection on the nessage.

The protectionAl g field specifies the algorithmused to protect the
nmessage. |If no protection bits are supplied (note that PKIProtection
is OPTIONAL) then this field MIUST be omitted; if protection bits are
supplied, then this field MJST be supplied.

senderKI D and reci pKID are usable to indicate which keys have been

used to protect the nessage (recipKIDwill normally only be required
where protection of the nessage uses Diffie-Hell man (DH) keys).
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These fields MJUST be used if required to uniquely identify a key
(e.g., if nmore than one key is associated with a given sender nane)
and SHOULD be onitted ot herw se.

The transactionlD field within the nessage header is to be used to
all ow the recipient of a nessage to correlate this with an ongoing
transaction. This is needed for all transactions that consist of
nore than just a single request/response pair. For transactions that
consi st of a single request/response pair, the rules are as foll ows.
A client MAY popul ate the transactionlD field of the request. If a
server receives such a request that has the transactionlD field set,
then it MUST set the transactionlD field of the response to the sane

value. |If a server receives such request with a m ssing
transactionlD field, then it MAY set transactionlD field of the
response.

For transactions that consist of nore than just a single
request/response pair, the rules are as follows. Cients SHOULD

generate a transactionlD for the first request. |If a server receives
such a request that has the transactionlD field set, then it MJST set
the transactionlD field of the response to the same value. |If a

server receives such request with a mssing transactionlD field, then
it MJUST popul ate the transactionlD field of the response with a
server-generated ID. Subsequent requests and responses MJST all set
the transactionlD field to the thus established value. In all cases
where a transactionlD is being used, a given client MJUST NOT have
nore than one transaction with the same transactionl D in progress at
any time (to a given server). Servers are free to require uni queness
of the transactionlD or not, as long as they are able to correctly
associ ate nessages with the corresponding transaction. Typically,
this neans that a server will require the {client, transactionl D}
tuple to be unique, or even the transactionlD alone to be unique, if
it cannot distinguish clients based on transport-Ilevel information.

A server receiving the first nessage of a transaction (which requires
nore than a single request/response pair) that contains a
transactionl D that does not allow it to neet the above constraints
(typically because the transactionlD is already in use) MJST send
back an ErrorMsgContent with a PKIFailurelnfo of transactionldlnUse.
It is RECOWENDED that the clients fill the transactionlD field with
128 bits of (pseudo-) random data for the start of a transaction to
reduce the probability of having the transactionlD in use at the
server.

The sender Nonce and reci pNonce fields protect the PKI Message agai nst
replay attacks. The senderNonce will typically be 128 bits of
(pseudo-) random data generated by the sender, whereas the reci pNonce
is copied fromthe senderNonce of the previous nessage in the
transacti on.
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The nessageTinme field contains the tine at which the sender created
the message. This may be useful to allow end entities to
correct/check their local time for consistency with the tine on a
central system

The freeText field may be used to send a hunan-readabl e nessage to
the recipient (in any nunber of |anguages). The first |anguage used
in this sequence indicates the desired | anguage for replies.

The generallnfo field nay be used to send machi ne-processabl e
additional data to the recipient. The follow ng generallnfo
ext ensi ons are defined and MAY be supported.

5.1.1.1. InplicitConfirm

This is used by the EE to informthe CA that it does not wish to send
a certificate confirmation for issued certificates.

inmplicitConfirmOBIJECT IDENTIFIER ::= {id-it 13}
I mplicitConfirnvalue ::= NULL

If the CA grants the request to the EE, it MJST put the sane
extension in the PKIHeader of the response. |If the EE does not find
the extension in the response, it MJST send the certificate
confirmation.

5.1.1.2. ConfirmMitTine
This is used by the CAto informthe EE how long it intends to wait
for the certificate confirmation before revoking the certificate and
del eting the transacti on.

confirmMitTime OBJECT IDENTIFIER ::= {id-it 14}
ConfirmMitTi nreVal ue ::= GeneralizedTi ne

5.1.2. PKI Message Body

PKI Body ::= CHO CE {
ir [0] CertRegMessages, --Initialization Req
ip [1] CertRepMessage, --Initialization Resp
cr [2] CertRegMessages, --Certification Req
cp [3] CertRepMessage, --Certification Resp
plOcr [4] CertificationRequest, --PKCS #10 Cert. Req.

popdecc [5] POPODecKeyChall Content --pop Chall enge
popdecr [6] POPODecKeyRespContent, --pop Response

kur [7] CertRegMessages, - -Key Updat e Request
kup [8] CertRepMessage, --Key Updat e Response
krr [9] CertRegMessages, --Key Recovery Req
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krp [ 10] KeyRecRepContent, --Key Recovery Resp
rr [11] RevRegContent, --Revocati on Request
rp [12] RevRepContent, --Revocati on Response
ccr [13] Cert RegMessages, --Cross-Cert. Request
cecp [14] Cert RepMessage, --Cross-Cert. Resp
ckuann [ 15] CAKeyUpdAnnCont ent, --CA Key Update Ann
cann [16] Cert AnnContent, --Certificate Ann
rann [17] RevAnnContent, --Revocati on Ann.
crlann [ 18] CRLAnnContent, --CRL Announcenent

pki conf [19] PKI ConfirnContent, --Confirmation

nest ed [ 20] Nest edMessageContent, --Nested Message

genm [21] GenMsgContent, --General Message
genp [ 22] GenRepContent, --General Response
error [23] ErrorMsgContent, --Error Message

cert Conf [24] CertConfirmContent, --Certificate confirm
pol | Req [25] Poll ReqContent, --Pol I'i ng request
pol | Rep [26] Poll RepContent --Poll'ing response

}

The specific types are described in Section 5.3 bel ow.
5.1.3. PKI Message Protection

Sone PKI nessages will be protected for integrity. (Note that if an
asymmetric algorithmis used to protect a nessage and the rel evant
public component has been certified already, then the origin of the
nmessage can al so be authenticated. On the other hand, if the public
conponent is uncertified, then the message origin cannot be
automatically authenticated, but nmay be authenticated via out-of-band
neans. )

When protection is applied, the followi ng structure is used:
PKI Protection ::= BIT STRI NG

The input to the calculation of PKIProtection is the DER encodi ng of
the follow ng data structure:

Prot ectedPart ::= SEQUENCE {
header PKI Header
body PKI Body

}

There MAY be cases in which the PKIProtection BIT STRINGis

del i berately not used to protect a nessage (i.e., this OPTIONAL field
is omtted) because other protection, external to PKIX, wll be
applied instead. Such a choice is explicitly allowed in this
specification. Exanples of such external protection include PKCS #7
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[ PKCS7] and Security Multiparts [RFCL1847] encapsul ation of the

PKI Message (or sinmply the PKIBody (omtting the CHOCE tag), if the
rel evant PKl Header information is securely carried in the externa
mechanisnm). It is noted, however, that many such external nechanisns
require that the end entity already possesses a public-key
certificate, and/or a unique Distinguished Name, and/or other such
infrastructure-related information. Thus, they nmay not be
appropriate for initial registration, key-recovery, or any other
process with "boot-strappi ng" characteristics. For those cases it
may be necessary that the PKIProtection paraneter be used. 1In the
future, if/when external mechanisnms are nodified to acconmodat e

boot - strappi ng scenarios, the use of PKIProtection may becone rare or
non- exi st ent .

Dependi ng on the circunstances, the PKIProtection bits nay contain a
Message Aut henticati on Code (MAC) or signature. Only the follow ng
cases can occur:

5.1.3.1. Shared Secret |Information

In this case, the sender and recipient share secret informtion
(established via out-of-band means or froma previous PKI managenent
operation). PKIProtection will contain a MAC val ue and the
protectionAlg will be the followi ng (see al so Appendix D.2):

i d- Passwor dBasedivac OBJECT IDENTIFIER ::= {1 2 840 113533 7 66 13}
PBMPar anet er :: = SEQUENCE ({

sal t OCTET STRI NG

owf Al gorithm dentifier,

i terationCount | NTECER,

nac Al gorithm dentifier
}

In the above protectionAl g, the salt value is appended to the shared
secret input. The OAN is then applied iterationCount tines, where
the salted secret is the input to the first iteration and, for each
successive iteration, the input is set to be the output of the
previous iteration. The output of the final iteration (called
"BASEKEY" for ease of reference, with a size of "H') is what is used
to formthe symretric key. |If the MAC algorithmrequires a K-bit key
and K <= H, then the nost significant K bits of BASEKEY are used. |If
K > H, then all of BASEKEY is used for the nost significant H bits of
the key, ONF("1" || BASEKEY) is used for the next nobst significant H
bits of the key, OAF("2" || BASEKEY) is used for the next npbst
significant H bits of the key, and so on, until all K bits have been
derived. [Here "N' is the ASCI| byte encoding the nunber N and "||"
represents concatenati on. ]
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Note: it is RECOWENDED that the fields of PBMParameter remain
constant throughout the nmessages of a single transaction (e.g.,
ir/ipl/certConf/pkiConf) in order to reduce the overhead associ ated
wi t h Passwor dBasedMac conput ati on).

5.1.3.2. DH Key Pairs

Where the sender and receiver possess Diffie-Hellman certificates
with conpatible DH paranmeters, in order to protect the nessage the
end entity nmust generate a symmetric key based on its private DH key
val ue and the DH public key of the recipient of the PKI message.

PKI Protection will contain a MAC val ue keyed with this derived

symmetric key and the protectionAlg will be the foll ow ng:

i d- DHBasedMac OBJECT IDENTIFIER ::= {1 2 840 113533 7 66 30}
DHBMPar anet er :: = SEQUENCE {

owf Al gorithm dentifier,

-- Algld for a One-Way Function (SHA-1 recomended)

nac Al gorithm dentifier

-- the MAC Algld (e.g., DES-MAC, Triple-DES-MAC [ PKCS11],
} -- or HWVAC [ RFC2104, RFC2202])

In the above protectionAlg, OAF is applied to the result of the
Diffie-Hell man computation. The OW output (called "BASEKEY" for
ease of reference, with a size of "H') is what is used to formthe
symmetric key. |If the MAC algorithmrequires a K-bit key and K <= H,
then the nmost significant K bits of BASEKEY are used. If K > H, then
all of BASEKEY is used for the npbst significant H bits of the key,
ONF("1" || BASEKEY) is used for the next nost significant H bits of
the key, ONF("2" || BASEKEY) is used for the next nobst significant H
bits of the key, and so on, until all K bits have been derived.

[Here "N' is the ASCI1 byte encoding the number N and "||" represents
concat enati on. ]

5.1.3.3. Signature

In this case, the sender possesses a signature key pair and sinply
signs the PKI nessage. PKIProtection will contain the signature
val ue and the protectionAlg will be an Algorithmdentifier for a
digital signature (e.g., nd5WthRSAEncrypti on or dsaWthSha-1).

5.1.3.4. Miltiple Protection
In cases where an end entity sends a protected PKI nmessage to an RA,
the RA MAY forward that nessage to a CA, attaching its own protection

(which MAY be a MAC or a signature, depending on the information and
certificates shared between the RA and the CA). This is acconplished
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by nesting the entire nessage sent by the end entity within a new PKI
nessage. The structure used is as follows.

Nest edMessageCont ent ::= PKI Messages

(The use of PKI Messages, a SEQUENCE OF PKI Message, |ets the RA batch
the requests of several EEs in a single new nessage. For sinplicity,
all messages in the batch MJST be of the sane type (e.g., ir).) |If
the RA wishes to nmodify the nmessage(s) in some way (e.g., add
particular field values or new extensions), then it MAY create its
own desired PKIBody. The original PKIMessage fromthe EE MAY be
included in the generallnfo field of PKIHeader (to accommpdate, for
exanpl e, cases in which the CA wi shes to check POP or other

i nformation on the original EE nessage). The infoType to be used in
this situation is {id-it 15} (see Section 5.3.19 for the val ue of
id-it) and the infoValue is PKI Messages (contents MJST be in the sane
order as the requests in PKIBody).

5.2. Commpn Data Structures

Bef ore specifying the specific types that may be placed in a PKI Body,
we define sone data structures that are used in nore than one case.

5.2.1. Requested Certificate Contents

Various PKI managenent nmessages require that the originator of the
nmessage indicate some of the fields that are required to be present
in acertificate. The CertTenplate structure allows an end entity or
RA to specify as much as it wi shes about the certificate it requires.
CertTenplate is identical to a Certificate, but with all fields
opt i onal

Note that even if the originator conpletely specifies the contents of
a certificate it requires, a CAis free to nodify fields within the
certificate actually issued. |If the nodified certificate is
unacceptable to the requester, the requester MJST send back a

cert Conf nessage that either does not include this certificate (via a
Cert Hash), or does include this certificate (via a CertHash) al ong
with a status of "rejected". See Section 5.3.18 for the definition
and use of CertHash and the cert Conf message.

See Appendix C and [CRMF] for CertTenpl ate syntax.
5.2.2. Encrypted Val ues
VWere encrypted values (restricted, in this specification, to be

either private keys or certificates) are sent in PKI nessages, the
Encrypt edVal ue data structure i s used.
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See [CRVF] for EncryptedVal ue syntax.

Use of this data structure requires that the creator and intended
reci pient be able to encrypt and decrypt, respectively. Typically,
this will nmean that the sender and recipient have, or are able to
generate, a shared secret key.

If the recipient of the PKI Message al ready possesses a private key
usabl e for decryption, then the encSymmKey field MAY contain a
sessi on key encrypted using the recipient’s public key.

5.2.3. Status codes and Failure Information for PKI Messages

Al'l response nessages will include sone status information. The
foll owi ng val ues are defi ned.

PKI St atus ::= | NTEGER {
accept ed (0),
gr ant edW t hMods (1),
rejection (2),
wai ting (3),
revocat i onWar ni ng (4),
revocati onNotification (5),
keyUpdat eWar ni ng (6)

}

Responders may use the followi ng syntax to provide nore information
about failure cases.

PKI Fai lurelnfo ::= BIT STRI NG {
badAl g (0),
badMessageCheck (1),
badRequest (2),
badTi ne (3),
badCertld (4),
badDat aFor mat (95),
wr ongAut hority (6),
i ncorrectData (7),
m ssi ngTi meSt anp (8),
badPOP (9),
cert Revoked (10),
cert Confirmed (11),
wonglntegrity (12),

badReci pi ent Nonce (13),
ti meNot Avai | abl e (14),
unaccept edPol i cy (15),
unaccept edExt ensi on (16),
addl nf oNot Avai |l abl e (17),
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badSender Nonce (18),
badCert Tenpl at e (19),
si gner Not Tr ust ed (20),
transactionl dlnUse (21),
unsupportedVersion (22),

not Aut hori zed (23),
syst emnavai | (24),
systenfail ure (25),
dupl i cat eCert Req (26)
}
PKI St atusl nfo ::= SEQUENCE {
st at us PKI St at us,
statusString PKIFreeText OPTI ONAL,
faillnfo PKI Fai l urel nfo OPTI ONAL
}

5.2.4. Certificate Identification

In order to identify particular certificates, the Certld data
structure i s used.

See [CRMVF] for Certld syntax.
5.2.5. Qut-of-band root CA Public Key

Each root CA nust be able to publish its current public key via sone

"out - of - band" nmeans. \While such nechani sns are beyond the scope of

this document, we define data structures that can support such

mechani sns.

There are generally two nethods avail able: either the CA directly

publishes its self-signed certificate, or this information is

avail able via the Directory (or equivalent) and the CA publishes a

hash of this value to allow verification of its integrity before use
OOBCert ::= Certificate

The fields within this certificate are restricted as foll ows:

o The certificate MIST be self-signed (i.e., the signature nmust be
verifiable using the SubjectPublicKeylnfo field);

o The subject and issuer fields MJST be identical
o If the subject field is NULL, then both subjectAl tNames and

i ssuer Al t Names ext ensi ons MJUST be present and have exactly the
same val ue;
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o The values of all other extensions nust be suitable for a self-
signed certificate (e.g., key identifiers for subject and issuer
nmust be the same).

OOBCer t Hash :: = SEQUENCE {
hashAl g [0] Algorithmdentifier OPTI ONAL
certld [1] Certld OPTI ONAL
hashVal BI T STRI NG

}

The intention of the hash value is that anyone who has securely
recei ved the hash value (via the out-of-band neans) can verify a
sel f-signed certificate for that CA

5.2.6. Archive Options

Requesters may indicate that they wish the PKI to archive a private
key val ue using the PKI Archi veOQptions structure.

See [CRWF] for PKIArchiveOptions syntax.
5.2.7. Publication Informtion

Requesters may indicate that they wish the PKI to publish a
certificate using the PKIPublicationlnfo structure.

See [CRVF] for PKIPublicationlnfo syntax.
5.2.8. Proof-of-Possession Structures

If the certification request is for a signing key pair (i.e., a
request for a verification certificate), then the proof-of-possession
of the private signing key is denonstrated through use of the
POPQCSI gni ngKey structure.

See Appendi x C and [CRMF] for POPGCSI gni ngKey syntax, but note that
POPGCSI gni ngKeyl nput has the followi ng semantic stipulations in this
speci fication.

POPQCSI gni ngKeyl nput :: = SEQUENCE {
aut hinfo CHO CE {
sender [0] GCeneral Nane,
publ i cKeyMAC PKMACVal ue
} H
publ i cKey Subj ect Publ i cKeyl nf o
}
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On the other hand, if the certification request is for an encryption
key pair (i.e., a request for an encryption certificate), then the

pr oof - of - possessi on of the private decryption key may be denonstrated
in one of three ways.

5.2.8.1. Inclusion of the Private Key

By the inclusion of the private key (encrypted) in the CertRequest
(in the thisMessage field of POPOPrivKey (see Appendix C or in the
PKI Ar chi veOpti ons control structure, dependi ng upon whet her or not
archival of the private key is also desired).

5.2.8.2. Indirect Method

By having the CA return not the certificate, but an encrypted
certificate (i.e., the certificate encrypted under a randomy-
generated synmretric key, and the symetric key encrypted under the
public key for which the certification request is being made) -- this
is the "indirect" nethod nentioned previously in Section 4.3.2. The
end entity proves know edge of the private decryption key to the CA
by providing the correct CertHash for this certificate in the

cert Conf nessage. This denpnstrates POP because the EE can only
conpute the correct CertHash if it is able to recover the
certificate, and it can only recover the certificate if it is able to
decrypt the symetric key using the required private key. Cearly,
for this to work, the CA MJUST NOT publish the certificate until the
cert Conf nessage arrives (when certHash is to be used to denbnstrate
POP). See Section 5.3.18 for further details.

5.2.8.3. Chall enge-Response Protoco

By having the end entity engage in a chall enge-response protoco
(using the messages POPODecKeyChall and POPODecKeyResp; see bel ow)
bet ween Cert RegMessages and Cert RepMessage -- this is the "direct”
nmet hod nentioned previously in Section 4.3.2. (This method woul d
typically be used in an environment in which an RA verifies POP and
then makes a certification request to the CA on behal f of the end
entity. |In such a scenario, the CA trusts the RA to have done POP
correctly before the RA requests a certificate for the end entity.)
The conpl ete protocol then | ooks as follows (note that req’ does not
necessarily encapsul ate req as a nested message):
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EE RA CA

----req ---->

<--- chall ---

---- resp --->
----req --->
<---rep -----
---- conf --->
<--- ack -----

<---rep -----

---- conf --->

<--- ack -----

This protocol is obviously nuch | onger than the 3-way exchange given
in choice (2) above, but allows a |ocal Registration Authority to be
i nvol ved and has the property that the certificate itself is not
actually created until the proof-of-possession is complete. In sone
environnents, a different order of the above nmessages may be
required, such as the following (this my be determ ned by policy):

EE RA CA
----req ---->
<--- chall ---
---- resp --->
----req --->
<---rep -----
<---rep -----
---- conf --->
---- conf --->
<--- ack -----
<--- ack -----

If the cert. request is for a key agreenent key (KAK) pair, then the
POP can use any of the 3 ways descri bed above for enc. key pairs,
with the followi ng changes: (1) the parenthetical text of bullet 2)
is replaced with "(i.e., the certificate encrypted under the
symmetric key derived fromthe CA's private KAK and the public key
for which the certification request is being nade)"; (2) the first
parent hetical text of the challenge field of "Challenge" belowis
replaced with "(using PreferredSymmAl g (see Section 5.3.19.4 and
Appendi x E.5) and a symretric key derived fromthe CA's private KAK
and the public key for which the certification request is being
made)". Alternatively, the POP can use the POPGCSI gni ngKey structure
given in [CRMF] (where the alg field is DHBasedMAC and the signature
field is the MAC) as a fourth alternative for denmonstrating POP if
the CA already has a DH certificate that is known to the EE
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The chal | enge-response nessages for proof-of-possession of a private
decryption key are specified as follows (see [ MMOV97], p.404 for
details). Note that this chall enge-response exchange is associ ated
with the preceding cert. request message (and subsequent cert.
response and confirmati on nessages) by the transactionlD used in the
PKI Header and by the protection (MAC ng or signing) applied to the
PKI Message.

POPQODecKeyChal | Cont ent ::= SEQUENCE OF Chal | enge

Chal | enge ::= SEQUENCE ({
owf Al gorithm dentifier OPTI ONAL,
Wi t ness OCTET STRI NG,
chal | enge OCTET STRI NG

}

Note that the size of Rand needs to be appropriate for encryption
under the public key of the requester. Gven that "int" wll
typically not be longer than 64 bits, this | eaves well over 100 bytes
of roomfor the "sender" field when the nmodulus is 1024 bits. [If, in
some environnment, names are so long that they cannot fit (e.g., very
l ong DNs), then whatever portion will fit should be used (as |ong as
it includes at |east the common nane, and as |long as the receiver is
able to deal meaningfully with the abbreviation).

POPODecKeyRespCont ent :: = SEQUENCE OF | NTEGER
5.2.8.4. Sunmmary of PoP Options

The text in this section provides several options with respect to POP
techni ques. Using "SK" for "signing key", "EK' for "encryption key",
and "KAK" for "key agreenment key", the techniques may be sunmarized
as follows:

RAVeri fi ed;

SKPOP;

EKPOPThi sMessage;
KAKPOPThi sMessage;
KAKPOPThi sMessageDHVAC,
EKPOPENcr ypt edCert ;
KAKPOPENcr ypt edCert ;
EKPOPChal | engeResp; and
KAKPOPChal | engeResp.

Gven this array of options, it is natural to ask how an end entity
can know what is supported by the CARA (i.e., which options it nmay
use when requesting certificates). The follow ng guidelines should
clarify this situation for EE inplenenters.
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RAVerified. This is not an EE decision; the RA uses this if and only
if it has verified POP before forwarding the request on to the CA so
it is not possible for the EE to choose this technique.

SKPOP. If the EE has a signing key pair, this is the only POP method
specified for use in the request for a corresponding certificate.

EKPOPThi sMessage and KAKPOPThi sMessage. Wether or not to give up
its private key to the CARA is an EE decision. |f the EE decides to
reveal its key, then these are the only POP nethods available in this
specification to achieve this (and the key pair type will determne
whi ch of these two nethods to use).

KAKPOPThi sMessageDHVAC.  The EE can only use this nmethod if (1) the
CA has a DH certificate available for this purpose, and (2) the EE

al ready has a copy of this certificate. |If both these conditions
hold, then this technique is clearly supported and may be used by the
EE, if desired.

EKPOPENcr ypt edCert, KAKPOPEncryptedCert, EKPOPChal |l engeResp,
KAKPOPChal | engeResp. The EE picks one of these (in the

subsequent Message field) in the request nessage, dependi ng upon
preference and key pair type. The EE is not doing POP at this point;
it is sinply indicating which method it wants to use. Therefore, if
the CARA replies with a "badPOP" error, the EE can re-request using
the other POP nmet hod chosen in subsequent Message. Note, however,
that this specification encourages the use of the EncryptedCert

choi ce and, furthernore, says that the chall enge-response woul d
typically be used when an RA is involved and doi ng POP verification
Thus, the EE should be able to make an intelligent decision regarding
whi ch of these POP nethods to choose in the request nessage.

5.3. Operation-Specific Data Structures
5.3.1. Initialization Request

An Initialization request nessage contains as the PKIBody a

Cert ReqMessages data structure, which specifies the requested
certificate(s). Typically, SubjectPublicKeylnfo, Keyld, and Validity
are the tenplate fields which may be supplied for each certificate
requested (see Appendix D profiles for further information). This
nessage is intended to be used for entities when first initializing
into the PKI.

See Appendix C and [CRWF] for CertRRegMessages synt ax.
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5.3.2. Initialization Response

An Initialization response nessage contains as the PKIBody an

Cert RepMessage data structure, which has for each certificate
requested a PKI Statusinfo field, a subject certificate, and possibly
a private key (normally encrypted with a session key, which is itself
encrypted with the protocol EncrKey).

See Section 5.3.4 for Cert RepMessage syntax. Note that if the PK
Message Protection is "shared secret information" (see Section
5.1.3), then any certificate transported in the caPubs field may be
directly trusted as a root CA certificate by the initiator.

5.3.3. Certification Request

A Certification request nessage contains as the PKIBody a

Cert ReqMessages data structure, which specifies the requested
certificates. This nessage is intended to be used for existing PK
entities who wish to obtain additional certificates.

See Appendix C and [CRWF] for Cert RRegMessages synt ax.

Al ternatively, the PKIBody MAY be a Certificati onRequest (this
structure is fully specified by the ASN. 1 structure

Certificati onRequest given in [PKCS10]). This structure may be
required for certificate requests for signing key pairs when

i nteroperation with | egacy systens is desired, but its use is
strongly di scouraged whenever not absol utely necessary.

5.3.4. Certification Response

A Certification response nessage contains as the PKIBody a

Cert RepMessage data structure, which has a status value for each
certificate requested, and optionally has a CA public key, failure
information, a subject certificate, and an encrypted private key.

Cert RepMessage ::= SEQUENCE ({
caPubs [1] SEQUENCE Sl ZE (1..MAX) OF Certificate
OPTI ONAL,
response SEQUENCE OF Cert Response
}
Cert Response ::= SEQUENCE ({
certReqld | NTEGER,
st at us PKI St at usl nf o,
certifiedKeyPair CertifiedKeyPair OPTI ONAL
rsplnfo OCTET STRI NG OPTI ONAL

-- analogous to the id-reglnfo-utf8Pairs string defined
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-- for reglnfo in CertRegMsg [ CRVF]

}
CertifiedKeyPair ::= SEQUENCE {
cert O EncCert Cert OrEncCert,
pri vat eKey [0] EncryptedVval ue OPTI ONAL
-- see [CRVF] for comment on encoding
publicationlnfo [1] PKIPublicationlnfo OPTIONAL
}
Cert OrEncCert ::= CHO CE {
certificate [0] Certificate,
encrypt edCert [1] EncryptedVval ue
}

Only one of the faillnfo (in PKIStatusinfo) and certificate (in
CertifiedKeyPair) fields can be present in each CertResponse
(depending on the status). For sone status values (e.g., waiting),
neither of the optional fields will be present.

G ven an EncryptedCert and the rel evant decryption key, the
certificate nmay be obtained. The purpose of this is to allowa CAto
return the value of a certificate, but with the constraint that only
the intended recipient can obtain the actual certificate. The
benefit of this approach is that a CAmay reply with a certificate
even in the absence of a proof that the requester is the end entity
that can use the relevant private key (note that the proof is not
obtained until the certConf nessage is received by the CA). Thus,
the CAwll not have to revoke that certificate in the event that
sonet hi ng goes wong with the proof-of-possession (but MAY do so
anyway, dependi ng upon policy).

5.3.5. Key Update Request Content

For key update requests the Cert RegMessages syntax is used.

Typi cal |y, SubjectPublicKeylnfo, Keyld, and Validity are the tenplate
fields that may be supplied for each key to be updated. This nessage
is intended to be used to request updates to existing (non-revoked
and non-expired) certificates (therefore, it is sonmetinmes referred to
as a "Certificate Update" operation). An update is a repl acenent
certificate containing either a new subject public key or the current
subj ect public key (although the latter practice nmay not be
appropriate for some environnents).

See Appendix C and [CRWF] for CertRRegMessages synt ax.
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5.3.6. Key Update Response Content

For key update responses, the CertRepMessage syntax is used. The
response is identical to the initialization response.

See Section 5.3.4 for Cert RepMessage synt ax.

5.3.7. Key Recovery Request Content
For key recovery requests the syntax used is identical to the
initialization request CertRegMessages. Typically,
Subj ect Publ i cKeyl nfo and Keyld are the tenplate fields that may be
used to supply a signature public key for which a certificate is
required (see Appendix D profiles for further information).
See Appendix C and [CRWMF] for Cert RegMessages syntax. Note that if a
key history is required, the requester nust supply a Protoco
Encryption Key control in the request nessage.

5.3.8. Key Recovery Response Content

For key recovery responses, the follow ng syntax is used. For sone

status values (e.g., waiting) none of the optional fields will be
present.
KeyRecRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
newSi gCert [0] Certificate OPTI ONAL
caCerts [1] SEQUENCE SIZE (1..MAX) OF
Certificate OPTI ONAL

keyPai rHi st [2] SEQUENCE SIZE (1..MAX) OF
CertifiedKeyPair OPTI ONAL
}

5.3.9. Revocation Request Content

When requesting revocation of a certificate (or severa
certificates), the following data structure is used. The nanme of the
requester is present in the PKIHeader structure.

RevReqContent ::= SEQUENCE OF RevDetails
RevDet ai | s ::= SEQUENCE ({
certDetails Cert Tenpl at e,
crlEntryDetails Ext ensi ons OPTI ONAL
}
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5.3.10. Revocation Response Content

The revocation response is the response to the above nessage. |If
produced, this is sent to the requester of the revocation. (A
separate revocati on announcement message MAY be sent to the subject
of the certificate for which revocation was requested.)

RevRepCont ent ::= SEQUENCE {
status SEQUENCE Sl ZE (1..MAX) OF PKI St at usl nfo,
revCerts [0] SEQUENCE SIZE (1..MAX) OF Certld OPTI ONAL,
ZE (

crls [1] SEQUENCE Sl 1..MAX) OF Certificatelist
OPTI ONAL

}

5.3.11. Cross Certification Request Content

Cross certification requests use the same syntax (CertRegMessages) as
normal certification requests, with the restriction that the key pair
MUST have been generated by the requesting CA and the private key

MUST NOT be sent to the responding CA. This request MAY al so be used
by subordinate CAs to get their certificates signed by the parent CA

See Appendix C and [CRWF] for CertRegMessages syntax.

5.3.12. Cross Certification Response Content
Cross certification responses use the same syntax (Cert RepMessage) as
normal certification responses, with the restriction that no
encrypted private key can be sent.
See Section 5.3.4 for Cert RepMessage synt ax.

5.3.13. CA Key Update Announcenent Content

VWhen a CA updates its own key pair, the follow ng data structure MAY
be used to announce this event.

CAKeyUpdAnnCont ent :: = SEQUENCE {
ol dW t hNew Certificate,
newWNt hd d Certificate,
newwW t hNew Certificate

}
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5.3.14. Certificate Announcenent
This structure MAY be used to announce the existence of certificates.
Note that this nessage is intended to be used for those cases (if
any) where there is no pre-existing nmethod for publication of
certificates; it is not intended to be used where, for exanmple, X 500
is the nethod for publication of certificates.
Cert AnnContent ::= Certificate

5.3.15. Revocati on Announcenent

When a CA has revoked, or is about to revoke, a particular
certificate, it MAY issue an announcenent of this (possibly upcomn ng)

event.

RevAnnCont ent ::= SEQUENCE {
st at us PKI St at us,
certld Certld,
wi | | BeRevokedAt Cener al i zedTi ne,
badSi nceDat e Ceneral i zedTi ne,
criDetails Ext ensi ons OPTI ONAL

}

A CA MAY use such an announcenent to warn (or notify) a subject that
its certificate is about to be (or has been) revoked. This would
typically be used where the request for revocation did not come from
the subject concerned.

The wi | | BeRevokedAt field contains the time at which a new entry wll
be added to the rel evant CRLs.

5.3.16. CRL Announcement

When a CA issues a new CRL (or set of CRLs) the follow ng data
structure MAY be used to announce this event.

CRLAnnContent ::= SEQUENCE OF CertificatelList
5.3.17. PKI Confirmation Content
This data structure is used in the protocol exchange as the final
PKI Message. Its content is the same in all cases -- actually there
is no content since the PKIHeader carries all the required

i nf ormati on.

PKI Confi rmContent ::= NULL
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Use of this nessage for certificate confirmati on i s NOT RECOMMENDED;
cert Conf SHOULD be used instead. Upon receiving a PKIConfirmfor a
certificate response, the recipient MAY treat it as a certConf with
all certificates being accepted.

5.3.18. Certificate Confirmation Content

This data structure is used by the client to send a confirmation to
the CAVRA to accept or reject certificates.

Cert ConfirmContent ::= SEQUENCE OF Cert St atus

Cert Status ::= SEQUENCE {
cert Hash OCTET STRI NG,
certReqld | NTECGER,
statuslnfo PKIStatuslnfo OPTI ONAL

}

For any particular CertStatus, om ssion of the statusinfo field

i ndi cat es ACCEPTANCE of the specified certificate. Alternatively,
explicit status details (with respect to acceptance or rejection) MY
be provided in the statuslinfo field, perhaps for auditing purposes at
the CA/ RA

Wthin CertConfirnContent, omi ssion of a CertStatus structure
corresponding to a certificate supplied in the previous response
nmessage i ndi cates REJECTION of the certificate. Thus, an enpty

Cert ConfirmContent (a zero-length SEQUENCE) MAY be used to indicate
rejection of all supplied certificates. See Section 5.2.8, item(2),
for a discussion of the certHash field with respect to proof-of-
possessi on.

5.3.19. PKlI General Message Content

I nf oTypeAndVal ue ::= SEQUENCE ({

i nfoType OBJECT | DENTI FI ER,

i nf oVal ue ANY DEFI NED BY i nfoType OPTI ONAL
}

-- where {id-it} = {id-pkix 4} ={1 36155 7 4}
GenMsgCont ent ::= SEQUENCE OF | nfoTypeAndVval ue

5.3.19.1. CA Protocol Encryption Certificate

This MAY be used by the EE to get a certificate fromthe CAto use to
protect sensitive information during the protocol.
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GenMsg: {id-it 1}, < absent >
GenRep: {id-it 1}, Certificate | < absent >

EEs MUST ensure that the correct certificate is used for this
pur pose.

5.3.19.2. Signing Key Pair Types

This MAY be used by the EE to get the list of signature algorithns
(e.g., RSA, DSA) whose subject public key values the CAis willing to
certify. Note that for the purposes of this exchange, rsaEncryption
and rsaWthSHAL, for exanple, are considered to be equivalent; the
guestion being asked is, "lIs the CAwilling to certify an RSA public
key?"

GenMsg: {id-it 2}, < absent >
GenRep: {id-it 2}, SEQUENCE SIZE (1..MAX) OF
Al gorithm dentifier
5.3.19.3. Encryption/ Key Agreenent Key Pair Types

This MAY be used by the client to get the list of encryption/key
agreement al gorithms whose subject public key values the CAis

willing to certify.
GenMsg: {id-it 3}, < absent >
GenRep: {id-it 3}, SEQUENCE SIZE (1..MAX) OF

Al gorithm dentifier
5.3.19.4. Preferred Symretric Al gorithm
This MAY be used by the client to get the CA-preferred symetric
encryption algorithmfor any confidential information that needs to
be exchanged between the EE and the CA (for exanple, if the EE wants
to send its private decryption key to the CA for archival purposes).

GenMsg: {id-it 4}, < absent >
GenRep: {id-it 4}, A gorithmdentifier

5.3.19.5. Updated CA Key Pair
This MAY be used by the CA to announce a CA key update event.

GenMsg: {id-it 5}, CAKeyUpdAnnCont ent

Adans, et al. St andards Track [ Page 45]



RFC 4210 CcwP Sept enber 2005

5.3.19.6. CRL
This MAY be used by the client to get a copy of the latest CRL

GenMsg: {id-it 6}, < absent >
GenRep: {id-it 6}, CertificatelList

5.3.19.7. Unsupported Object Identifiers
This is used by the server to return a list of object identifiers

that it does not recognize or support fromthe list submtted by the
client.

GenRep: {id-it 7}, SEQUENCE SIZE (1..MAX) OF OBJECT | DENTI FI ER
5.3.19.8. Key Pair Paranmeters

This MAY be used by the EE to request the donmmin paraneters to use
for generating the key pair for certain public-key algorithns. It
can be used, for exanple, to request the appropriate P, Q and Gto
generate the DH/ DSA key, or to request a set of well-known elliptic

curves.
GenMsg: {id-it 10}, OBJECT IDENTIFIER -- (Al gorithm object-id)
GenRep: {id-it 11}, Al gorithmdentifier | < absent >

An absent infoValue in the GenRep indicates that the al gorithm
specified in GenMsg i s not supported.

EEs MUST ensure that the parameters are acceptable to it and that the
GenRep nessage is authenticated (to avoid substitution attacks).

5.3.19.9. Revocation Passphrase
This MAY be used by the EE to send a passphrase to a CA/RA for the
purpose of authenticating a |later revocation request (in the case
that the appropriate signing private key is no |longer available to
aut henticate the request). See Appendix B for further details on the
use of this mechani sm

GenMsg: {id-it 12}, EncryptedVval ue
GenRep: {id-it 12}, < absent >

5.3.19.10. InplicitConfirm

See Section 5.1.1.1 for the definition and use of {id-it 13}.
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5.3.19.11. ConfirmMitTi me
See Section 5.1.1.2 for the definition and use of {id-it 14}.
5.3.19.12 Oiginal PKI Message
See Section 5.1.3 for the definition and use of {id-it 15}.
5.3.19.13. Supported Language Tags
This MAY be used to determ ne the appropriate | anguage tag to use in
subsequent nessages. The sender sends its |ist of supported
| anguages (in order, nost preferred to | east); the receiver returns
the one it wishes to use. (Note: each UTF8String MJST include a
| anguage tag.) |If none of the offered tags are supported, an error
MUST be returned.

GenMsg: {id-it 16}, SEQUENCE SI ZE (1..MAX) OF UTF8Stri ng
GenRep: {id-it 16}, SEQUENCE SI ZE (1) OF UTF8String

5.3.20. PKI General Response Content
GenRepCont ent ::= SEQUENCE OF | nfoTypeAndVval ue

Exampl es of GenReps that MAY be supported include those listed in the
subsecti ons of Section 5.3.19.

5.3.21. Error Message Content

This data structure MAY be used by EE, CA, or RA to convey error

i nfo.
Error MsgContent ::= SEQUENCE {
pKI St at usl nf o PKI St at usl nf o,
error Code | NTEGER OPTI ONAL,
errorDetails PKI Fr eeText OPTI ONAL
}

Thi s message MAY be generated at any time during a PKI transaction.
If the client sends this request, the server MJST respond with a

PKI Confirm response, or another ErrorMsg if any part of the header is
not valid. Both sides MJST treat this nessage as the end of the
transaction (if a transaction is in progress).

If protection is desired on the nessage, the client MJST protect it
using the same technique (i.e., signature or MAC) as the starting
message of the transaction. The CA MJST always sign it with a
signature key.
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5.3.22. Polling Request and Response

This pair of nessages is intended to handl e scenarios in which the
client needs to poll the server in order to determ ne the status of
an outstanding ir, cr, or kur transaction (i.e., when the "waiting"
PKI St at us has been received).

Pol | RegCont ent ::= SEQUENCE OF SEQUENCE {
certReqld | NTEGER }
Pol | RepContent ::= SEQUENCE OF SEQUENCE {
certReqld | NTEGER,
checkAfter I NTEGER, -- tinme in seconds
reason PKI FreeText OPTI ONAL }
The foll owi ng cl auses descri be when polling nmessages are used, and
how they are used. It is assunmed that nultiple certConf nessages can
be sent during transactions. There will be one sent in response to

each ip, cp, or kup that contains a CertStatus for an issued
certificate.

1. In response to an ip, cp, or kup message, an EE will send a
certConf for all issued certificates and, follow ng the ack, a
pol | Req for all pending certificates.

2. In response to a polIReq, a CARA W Il return an ip, cp, or kup
if one or nore of the pending certificates is ready; otherw se,
it will return a poll Rep.

3. If the EE receives a pollRep, it will wait for at least as |ong
as the checkAfter val ue before sendi ng another poll Req.

4. |If an ip, cp, or kup is received in response to a pollReq, then
it will be treated in the sane way as the initial response.
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START
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| | | o | |
| (i ssued) \Y; (wai ting) | |
Add to <----------- Check CertResponse ------ > Add to |
conf |ist for each certificate pendi ng |i st
/ |
/ |
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In the follow ng exchange, the end entity is enrolling for two
certificates in one request.

Step End Entity PKI

1 Format ir

2 ->r ->

3 Handl e ir

4 Manual intervention is

required for both certs.

5

6 Process ip
7 Format pReq
8

9 Check status of cert requests
10 Certificates not ready

11 Format pRep

12 <- pRep <-

13 Wit

14 Format pReq

15 -> pReq ->

16 Check status of cert requests
17 One certificate is ready

18 Format ip

20 Handle ip

21 Format cert Conf

22 -> certConf ->

23 Handl e cert Conf

24 For mat ack

25 <- pki Conf <-

26 Format pReq

27 -> pReq ->

28 Check status of certificate
29 Certificate is ready
30 Format ip

31 <-ip <-

31 Handle ip

32 Format cert Conf

33 -> certConf ->

34 Handl e cert Conf

35 For mat ack

36 <- pki Conf <-
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6.

6.

6.

6.

Mandat ory PKI Managenent Functions

Sone of the PKI managenment functions outlined in Section 3.1 above
are described in this section.

This section deals with functions that are "nmandatory" in the sense
that all end entity and CA/RA i npl ementati ons MJST be able to provide
the functionality described. This part is effectively the profile of
the PKI nmanagenent functionality that MJST be supported. Note,
however, that the nmanagement functions described in this section do
not need to be acconplished using the PKI nessages defined in Section
5 if alternate neans are suitable for a given environnment (see
Appendi x D for profiles of the PKIMessages that MJUST be supported).

1. Root CA Initialization
[See Section 3.1.1.2 for this docunent’s definition of "root CA".]

A newmy created root CA nust produce a "self-certificate", whichis a
Certificate structure with the profile defined for the "newWthNew'
certificate issued following a root CA key update.

In order to make the CA's self certificate useful to end entities
that do not acquire the self certificate via "out-of-band" neans, the
CA nust al so produce a fingerprint for its certificate. End entities
that acquire this fingerprint securely via sonme "out-of-band" neans
can then verify the CA's self-certificate and, hence, the other

attri butes contained therein.

The data structure used to carry the fingerprint is the OOBCert Hash.
2. Root CA Key Update

CA keys (as all other keys) have a finite lifetine and will have to
be updated on a periodic basis. The certificates NewWthNew,
NewWt hd d, and O dWthNew (see Section 4.4.1) MAY be issued by the
CA to aid existing end entities who hold the current self-signed CA
certificate (OdWthd d) to transition securely to the new sel f-
signed CA certificate (NewWNWthNew), and to aid new end entities who
will hold NewNthNew to acquire A dWthd d securely for verification
of existing data.

3. Subordinate CA Initialization

[See Section 3.1.1.2 for this docunent’s definition of "subordinate
CA".]
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Fromthe perspective of PKI nmanagenent protocols, the initialization
of a subordinate CA is the sane as the initialization of an end
entity. The only difference is that the subordinate CA nust al so
produce an initial revocation list.

6.4. CRL production

Before issuing any certificates, a newy established CA (which issues
CRLs) must produce "enpty" versions of each CRL which are to be
peri odi cal |l y produced.

6.5. PKI Infornation Request

When a PKlI entity (CA RA, or EE) wishes to acquire information about
the current status of a CA, it MAY send that CA a request for such
i nf or mati on.

The CA MJST respond to the request by providing (at least) all of the
i nformati on requested by the requester. |f sone of the information
cannot be provided, then an error nust be conveyed to the requester.

I f PKI Messages are used to request and supply this PKI information,
then the request MJST be the GenMsg nessage, the response MJST be the
GenRep nessage, and the error MUST be the Error nessage. These
nessages are protected using a MAC based on shared secret infornmation
(i.e., PasswordBasedMAC) or using any other authenticated nmeans (if
the end entity has an existing certificate).

6.6. Cross Certification

The requester CAis the CAthat will becone the subject of the
cross-certificate; the responder CA will becone the issuer of the
cross-certificate.

The requester CA nust be "up and running" before initiating the
cross-certification operation

6.6.1. One-Way Request - Response Scherne:

The cross-certification scheme is essentially a one way operation;
that is, when successful, this operation results in the creation of
one new cross-certificate. |If the requirenent is that cross-
certificates be created in "both directions", then each CA, in turn
nmust initiate a cross-certification operation (or use anot her
schene) .
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This schene is suitable where the two CAs in question can al ready
verify each other’'s signatures (they have sone comobn points of
trust) or where there is an out-of-band verification of the origin of
the certification request.

Det ai | ed Description

Cross certification is initiated at one CA known as the responder
The CA adninistrator for the responder identifies the CAit wants to
cross certify and the responder CA equi prent generates an

aut horization code. The responder CA adm ni strator passes this

aut hori zati on code by out-of-band neans to the requester CA

adm nistrator. The requester CA admi nistrator enters the

aut hori zation code at the requester CAin order to initiate the on-
i ne exchange.

The aut horization code is used for authentication and integrity
purposes. This is done by generating a symretric key based on the
aut hori zati on code and using the symetric key for generating Message
Aut henti cation Codes (MACs) on all nessages exchanged

(Aut hentication may alternatively be done using signhatures instead of
MACs, if the CAs are able to retrieve and validate the required
public keys by some nmeans, such as an out-of-band hash conparison.)

The requester CA initiates the exchange by generating a cross-
certification request (ccr) with a fresh random nunber (requester
random nunber). The requester CA then sends the ccr nessage to the
responder CA. The fields in this nessage are protected from

nodi fication with a MAC based on the authorization code

Upon recei pt of the ccr nessage, the responder CA validates the
nessage and the MAC, saves the requester random nunber, and generates
its own random nunber (responder random nunber). It then generates
(and archives, if desired) a new requester certificate that contains
the requester CA public key and is signed with the responder CA
signature private key. The responder CA responds with the cross
certification response (ccp) nessage. The fields in this nmessage are
protected fromnodification with a MAC based on the authorization
code.

Upon recei pt of the ccp message, the requester CA validates the
nmessage (including the received random nunbers) and the MAC. The
requester CA responds with the certConf nessage. The fields in this
nessage are protected fromnodification with a MAC based on the

aut hori zation code. The requester CA MAY wite the requester
certificate to the Repository as an aid to later certificate path
construction.
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Upon recei pt of the certConf nmessage, the responder CA validates the
nmessage and the MAC, and sends back an acknow edgenent using the

PKI Confirm message. It MAY al so publish the requester certificate as
an aid to later path construction.

Not es:

1. The ccr nmessage nust contain a "conplete" certification request;
that is, all fields except the serial nunber (including, e.g., a
Basi cConstrai nts extension) nust be specified by the requester
CA

2. The ccp nessage SHOULD contain the verification certificate of
the responder CA; if present, the requester CA nust then verify
this certificate (for exanple, via the "out-of-band" nmechani sm

(A simpler, non-interactive nodel of cross-certification may al so be
envi sioned, in which the issuing CA acquires the subject CA's public
key fromsone repository, verifies it via sone out-of-band nechani sm
and creates and publishes the cross-certificate without the subject
CA's explicit involvenment. This nodel may be perfectly legitinmate
for many environnents, but since it does not require any protoco
message exchanges, its detailed description is outside the scope of
this specification.)

6.7. End Entity Initialization

As with CAs, end entities nmust be initialized. Initialization of end
entities requires at |east two steps:

o acquisition of PKI information
0 out-of-band verification of one root-CA public key

(ot her possible steps include the retrieval of trust condition
i nformati on and/ or out-of-band verification of other CA public keys).

6.7.1. Acquisition of PKI Information
The informati on REQUI RED i s:
o the current root-CA public key
o (if the certifying CAis not a root-CA) the certification path

fromthe root CAto the certifying CA together with appropriate
revocation lists
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o the algorithns and al gorithm paranmeters that the certifying CA
supports for each rel evant usage

Addi tional information could be required (e.g., supported extensions
or CA policy information) in order to produce a certification request
that will be successful. However, for sinplicity we do not nandate
that the end entity acquires this information via the PKI nessages.
The end result is sinply that some certification requests nmay fai
(e.g., if the end entity wants to generate its own encryption key,
but the CA doesn’t allow that).

The required information MAY be acquired as described in Section 6.5.
6.7.2. Qut-of-Band Verification of Root-CA Key

An end entity must securely possess the public key of its root CA
One nethod to achieve this is to provide the end entity with the CA's
self-certificate fingerprint via sone secure "out-of-band" neans.

The end entity can then securely use the CA's self-certificate.

See Section 6.1 for further details.
6.8. Certificate Request

An initialized end entity MAY request an additional certificate at
any time (for any purpose). This request will be nmade using the
certification request (cr) message. |If the end entity already
possesses a signing key pair (with a corresponding verification
certificate), then this cr message will typically be protected by the
entity’'s digital signature. The CA returns the new certificate (if
the request is successful) in a CertRepMessage.

6.9. Key Update

VWen a key pair is due to expire, the relevant end entity MAY request
a key update; that is, it MAY request that the CA issue a new
certificate for a new key pair (or, in certain circunstances, a hew
certificate for the sane key pair). The request is nmade using a key
update request (kur) nessage (referred to, in some environments, as a
"Certificate Update" operation). |If the end entity already possesses
a signing key pair (with a corresponding verification certificate),
then this nmessage will typically be protected by the entity's digita
signature. The CA returns the new certificate (if the request is
successful) in a key update response (kup) nessage, which is
syntactically identical to a CertRepMessage.
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7. Version Negotiation

This section defines the version negotiation used to support ol der
protocol s between client and servers.

If a client knows the protocol version(s) supported by the server
(e.g., froma previous PKI Message exchange or via sone out-of - band
neans), then it MJST send a PKI Message with the highest version
supported by both it and the server. |If a client does not know what
version(s) the server supports, then it MJST send a PKI Message using
the highest version it supports.

If a server receives a nmessage with a version that it supports, then
the version of the response nessage MJST be the sane as the received
version. |f a server receives a nmessage with a version higher or
lower than it supports, then it MJST send back an ErrorMsg with the
unsupportedVersion bit set (in the failurelnfo field of the

pKI Statuslinfo). [If the received version is higher than the highest
supported version, then the version in the error nmessage MJST be the
hi ghest version the server supports; if the received version is |ower
than the | owest supported version then the version in the error
nmessage MJST be the | owest version the server supports.

If a client gets back an ErrorMsgContent with the unsupportedVersion
bit set and a version it supports, then it MAY retry the request with
that version.

7.1. Supporting RFC 2510 I npl enentati ons

RFC 2510 did not specify the behaviour of inplenentations receiving
versions they did not understand since there was only one version in
exi stence. Wth the introduction of the present revision of the
specification, the followi ng versioning behaviour is recommended.

7.1.1. dients Talking to RFC 2510 Servers

If, after sending a cnp2000 nessage, a client receives an

Error MsgContent with a version of cnpl999, then it MJST abort the
current transaction. It MAY subsequently retry the transaction using
versi on cnmpl999 nessages.

If a client receives a non-error PKIMessage with a version of

cnpl999, then it MAY decide to continue the transaction (if the
transaction hasn’t finished) using RFC 2510 semantics. |If it does
not choose to do so and the transaction is not finished, then it MJST
abort the transaction and send an Error MsgContent with a version of
cnpl1999.
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7.1.2. Servers Receiving Version cnpl999 PKI Messages

If a server receives a version cnpl999 nessage it MAY revert to RFC
2510 behavi our and respond with version cnpl999 nmessages. |If it does
not choose to do so, then it MJST send back an Error MsgContent as
descri bed above in Section 7.

8. Security Considerations
8.1. Proof-O-Possession with a Decryption Key

Sone cryptographic considerations are worth explicitly spelling out.
In the protocols specified above, when an end entity is required to
prove possession of a decryption key, it is effectively challenged to
decrypt sonething (its own certificate). This schene (and nany

ot hers!) could be vulnerable to an attack if the possessor of the
decryption key in question could be fooled into decrypting an
arbitrary challenge and returning the cleartext to an attacker

Al though in this specification a nunber of other failures in security
are required in order for this attack to succeed, it is conceivable
that some future services (e.g., notary, trusted tinme) could
potentially be vulnerable to such attacks. For this reason, we re-
iterate the general rule that inplenmentations should be very carefu
about decrypting arbitrary "ciphertext" and revealing recovered
"plaintext" since such a practice can |ead to serious security

vul nerabilities.

8.2. Proof-O-Possession by Exposing the Private Key

Not e al so that exposing a private key to the CA/RA as a proof-of-
possessi on techni que can carry sone security risks (dependi ng upon
whet her or not the CA/RA can be trusted to handl e such nateria
appropriately). Inplenmenters are advised to:

Exercise caution in selecting and using this particular POP
mechani sm

When appropriate, have the user of the application explicitly
state that they are willing to trust the CARA to have a copy of
their private key before proceeding to reveal the private key.

8.3. Attack Against Diffie-Hellman Key Exchange

A smal |l subgroup attack during a Diffie-Hellman key exchange may be
carried out as follows. A nalicious end entity may deliberately
choose D-H paraneters that enable hinmher to derive (a significant
nunber of bits of) the D-H private key of the CA during a key
archival or key recovery operation. Arned with this know edge, the

Adans, et al. St andards Track [ Page 57]



RFC 4210 CcwP Sept enber 2005

EE woul d then be able to retrieve the decryption private key of
anot her unsuspecting end entity, EE2, during EE2's legitimate key
archival or key recovery operation with that CA. In order to avoid
the possibility of such an attack, two courses of action are

avail able. (1) The CA may generate a fresh D-H key pair to be used
as a protocol encryption key pair for each EE with which it

interacts. (2) The CA nay enter into a key validation protocol (not
specified in this docunent) with each requesting end entity to ensure
that the EE's protocol encryption key pair will not facilitate this
attack. Option (1) is clearly sinpler (requiring no extra protoco
exchanges fromeither party) and is therefore RECOMVENDED.

9. | ANA Consi derations

The PKI Ceneral Message types are identified by object identifiers
(AODs). The ODs for the PKI General Message types defined in this
docunent were assigned froman arc del egated by the 1ANA to the PKI X
Wor ki ng Group.

The cryptographic algorithnms referred to in this docunent are
identified by object identifiers (ODs). The O Ds for cryptographic
al gorithms were assigned from several arcs owned by various

organi zations, including RSA Security, Entrust Technol ogi es, | ANA and
| ETF.

Shoul d addi tional encryption algorithnms be introduced, the advocates
for such algorithms are expected to assign the necessary O Ds from
their own arcs.

No further action by the ANA is necessary for this docunment or any
antici pated updates.
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Appendi x A.  Reasons for the Presence of RAs

The reasons that justify the presence of an RA can be split into
those that are due to technical factors and those which are
organi zational in nature. Technical reasons include the follow ng.

o If hardware tokens are in use, then not all end entities will have
the equi pnent needed to initialize these; the RA equi pment can
i ncl ude the necessary functionality (this may also be a matter of

policy).

o Sone end entities may not have the capability to publish
certificates; again, the RA may be suitably placed for this.

o The RA will be able to issue signed revocation requests on behal f
of end entities associated with it, whereas the end entity nay not
be able to do this (if the key pair is conpletely lost).

Sone of the organizational reasons that argue for the presence of an
RA are the follow ng.

o It may be nmore cost effective to concentrate functionality in the
RA equi pnent than to supply functionality to all end entities
(especially if special token initialization equipnment is to be
used) .

o Establishing RAs within an organi zati on can reduce the nunmber of
CAs required, which is sonetinmes desirable.

o RAs nay be better placed to identify people with their
"electronic" nanes, especially if the CAis physically renpte from
the end entity.

o For many applications, there will already be in place sone
adm ni strative structure so that candidates for the role of RA are
easy to find (which nay not be true of the CA).

Appendi x B. The Use of Revocation Passphrase

A revocation request nust incorporate suitable security mechani smns,

i ncl udi ng proper authentication, in order to reduce the probability
of successful denial-of-service attacks. A digital signature on the
request -- MANDATORY to support within this specification if
revocation requests are supported -- can provide the authentication
requi red, but there are circunstances under which an alternative
mechani sm may be desirable (e.g., when the private key is no | onger
accessible and the entity wishes to request a revocation prior to
re-certification of another key pair). |In order to accommodate such
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ci rcunst ances, a Passwor dBasedMAC on the request is al so MANDATORY to
support within this specification (subject to |ocal security policy
for a given environnent) if revocation requests are supported and if
shared secret information can be established between the requester
and the responder prior to the need for revocation

A mechani smthat has seen use in sonme environnents is "revocation
passphrase", in which a value of sufficient entropy (i.e., a
relatively | ong passphrase rather than a short password) is shared
between (only) the entity and the CA/RA at some point prior to
revocation; this value is later used to authenticate the revocation
request.

In this specification, the follow ng technique to establish shared
secret information (i.e., a revocation passphrase) is OPTIONAL to
support. Its precise use in CVP nmessages is as foll ows.

o The A D and value specified in Section 5.3.19.9 MAY be sent in a
GenMsg nessage at any time, or MAY be sent in the generallnfo
field of the PKIHeader of any PKI Message at any tine. (In
particul ar, the EncryptedVal ue nay be sent in the header of the
cert Conf nmessage that confirns acceptance of certificates
requested in an initialization request or certificate request
nessage.) This conveys a revocati on passphrase chosen by the
entity (i.e., the decrypted bytes of the encValue field) to the
rel evant CA/RA; furthernore, the transfer is acconplished with
appropriate confidentiality characteristics (because the
passphrase is encrypted under the CA/ RA's protocol Encrypti onKey).

o If a CARA receives the revocati on passphrase (O D and val ue
specified in Section 5.3.19.9) in a GenMsg, it MJST construct and
send a GenRep nessage that includes the OD (with absent val ue)
specified in Section 5.3.19.9. If the CA/RA receives the
revocati on passphrase in the generallnfo field of a PKIHeader of
any PKI Message, it MJST include the O D (with absent value) in the
general Info field of the PKIHeader of the correspondi ng response
PKI Message. |If the CARA is unable to return the appropriate
response nessage for any reason, it MJST send an error nessage
with a status of "rejection" and, optionally, a faillnfo reason
set.

o The valueH nt field of EncryptedVval ue MAY contain a key identifier
(chosen by the entity, along with the passphrase itself) to assist
in later retrieval of the correct passphrase (e.g., when the
revocation request is constructed by the entity and received by
the CA/RA).
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o The revocation request nmessage is protected by a Passwor dBasedMAC,
with the revocation passphrase as the key. |f appropriate, the
senderKID field in the PKIHeader MAY contain the val ue previously
transmitted in val ueH nt.

Usi ng the techni que specified above, the revocati on passphrase may be
initially established and updated at any time without requiring extra
nessages or out-of-band exchanges. For exanple, the revocation
request nessage itself (protected and authenticated through a MAC
that uses the revocation passphrase as a key) may contain, in the

PKI Header, a new revocati on passphrase to be used for authenticating
future revocation requests for any of the entity’'s other

certificates. In sone environnents this nmay be preferable to

nmechani sns that reveal the passphrase in the revocation request
nmessage, since this can allow a denial -of-service attack in which the
reveal ed passphrase is used by an unauthorized third party to

aut henticate revocation requests on the entity's other certificates.
However, because the passphrase is not revealed in the request
nessage, there is no requirenent that the passphrase nust al ways be
updat ed when a revocation request is nmade (that is, the sane
passphrase MAY be used by an entity to authenticate revocation
requests for different certificates at different tinmes).

Furthernore, the above techni que can provide strong cryptographic
protection over the entire revocation request nessage even when a
digital signature is not used. Techniques that do authentication of
the revocation request by sinply revealing the revocati on passphrase
typically do not provide cryptographic protection over the fields of
the request nmessage (so that a request for revocation of one
certificate may be nodified by an unauthorized third party to a
request for revocation of another certificate for that entity).

Appendi x C. Request Message Behavioral Carifications

In the case of updates to [CRVF], which cause interpretation or
interoperability issues, [CRMF] SHALL be the normative documrent.

The following definitions are from[CRWMF]. They are included here in
order to codify behavioral clarifications to that request nessage;
ot herwi se, all syntax and semantics are identical to [ CRVF].

Cert Request ::= SEQUENCE {
certReqld | NTEGER,
certTenpl ate CertTenpl ate,
control s Control s OPTI ONAL }

-- If certTenplate is an enpty SEQUENCE (i.e., all fields
-- omtted), then controls MAY contain the
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id-regCrl-altCertTenplate control, specifying a tenplate
for a certificate other than an X 509v3 publi c-key
certificate. Conversely, if certTenplate is not enpty
(i.e., at least one field is present), then controls MJST
NOT contain id-regCrl- altCertTenplate. The new control is
defined as foll ows:

id-regCrl-altCertTenpl ate OBJECT IDENTIFIER ::= {id-regCrl 7}
AltCert Tenplate ::= Attribut eTypeAndVal ue
POPQCSI gni ngKey :: = SEQUENCE {

poposkl nput [ 0] POPGCSI gni ngKeyl nput OPTI ONAL

al gorithm dentifier Al gorithm dentifier

sighature BI T STRING }

khkkkhkkkhkk*k

* For the purposes of this specification, the ASN.1 conment

* given in [CRVF] pertains not only to certTenplate, but

* also to the altCertTenplate control. That is,

*kkhkkkkkkkk*kx

* The signature (using "algorithmdentifier") is on the

* DER-encoded val ue of poposklnput (i.e., the "value" OCTETs
* of the POPGCSI gni ngKeyl nput DER). NOTE: If CertRegMsg

* certReq certTenplate (or the altCertTenplate control)

* contains the subject and publicKey val ues, then poposkl nput
* MJUST be onmitted and the signature MJST be conputed on the

* DER-encoded val ue of CertReqMsg certReq (or the DER

* encoded value of AltCertTenplate). |If

* certTenpl ate/altCert Tenpl ate does not contain both the

* subject and public key values (i.e., if it contains only

* one of these, or neither), then poposklnput MJST be present
* and MUST be signed.

kkkkkkkhkk*k

POPOPri vKey ::= CHO CE {

Adars,

t hi sMessage [0] BIT STRI NG

*kkkkkhkkkk*k

the type of "thisMessage" is given as BIT STRING in
[CRVF]; it should be "EncryptedVal ue" (in accordance

2005

with Section 5.2.2, "Encrypted Val ues”, of this specification).

Therefore, this docunent makes the behavioral clarification

as an EncryptedVal ue and then wapped in a BIT STRING This

all ows the necessary conveyance and protection of the

private key while nmaintaining bits-on-the-wire conpatibility

wi th [ CRVF] .

*kkkkkkkkx

*
*
*
*
*
* of specifying that the contents of "thisMessage" MJST be encoded
*
*
*
*
*
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subsequent Message [1] Subsequent Message,
dhMAC [2] BIT STRING }

Appendi x D. PKI Managenment Message Profil es (REQU RED)

Thi

s appendi x contains detailed profiles for those PKI Messages that

MUST be supported by conforming inplenmentations (see Section 6).

Profiles for the PKIMessages used in the follow ng PKI management
operations are provided:

o

o

Adars,

initial registration/certification

basi ¢ aut henti cated schene

certificate request

key updat e

CGeneral Rules for Interpretation of These Profil es.

VWhere OPTI ONAL or DEFAULT fields are not nmentioned in individua
profiles, they SHOULD be absent fromthe rel evant nessage (i.e.

a receiver can validly reject a message containing such fields as
bei ng syntactically incorrect). Mndatory fields are not
nmentioned if they have an obvious value (e.g., in this version of
the specification, pvno is always 2).

VWere structures occur in nore than one message, they are
separately profiled as appropriate

The al gorithm dentifiers from PKI Message structures are profiled
separately.

A "special” X.500 DN is called the "NULL-DN'; this means a DN
containing a zero-length SEQUENCE OF Rel ativeDi stingui shedNames
(its DER encoding is then '3000' H).

Where a General Name is required for a field, but no suitable
value is available (e.g., an end entity produces a request before
knowi ng its nanme), then the General Name is to be an X 500 NULL-DN
(i.e., the Nane field of the CHOCE is to contain a NULL-DN).
Thi s special value can be called a "NULL-General Nanme".

VWere a profile omits to specify the value for a General Nane,
then the NULL- General Name value is to be present in the rel evant
PKI Message field. This occurs with the sender field of the

PKI Header for some nessages.
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7. \Were any anbiguity arises due to naming of fields, the profile
nanes these using a "dot" notation (e.g., "certTenplate.subject"
nmeans the subject field within a field called certTenplate).

8. \Where a "SEQUENCE OF types" is part of a nmessage, a zero-based
array notation is used to describe fields within the SEQUENCE OF
(e.g., crnf0].certReq.certTenpl ate. subject refers to a subfield
of the first CertReqMsg contained in a request nessage).

9. Al PKI nessage exchanges in Appendix D.4 to D.6 require a
cert Conf nessage to be sent by the initiating entity and a
PKI Confirmto be sent by the responding entity. The PKI Confirm
is not included in some of the profiles given since its body is
NULL and its header contents are clear fromthe context. Any
aut henti cated nmeans can be used for the protectionAlg (e.g.
passwor d- based MAC, if shared secret information is known, or
signature).

D.2. A gorithmUse Profile

The following table contains definitions of algorithmuses w thin PK
management protocols. The columms in the table are:

Nanme: an identifier used for message profiles
Use: description of where and for what the algorithmis used

Mandat ory: an Al gorithmdentifier which MIST be supported by
conform ng inplenmentations

QO hers: alternatives to the nandatory Al gorithm dentifier

Nanme Use Mandat ory Q hers
MSG_SI G ALG Protection of PKI DSA/ SHA- 1 RSA/ MD5,
nessages using signature ECDSA,
MSG MAC ALG protection of PKI Passwor dBasedvac HVAC,
nessages usi ng MAC ng X9.9..
SYM PENC _ALG synmetric encryption of 3-DES (3-key- AES, RC5,

an end entity's private EDE, CBC node) CAST-128. .
key where symetric
key is distributed
out - of - band
PROT_ENC ALG asynmetric al gorithm D-H RSA,
used for encryption of ECDH
(symmetric keys for
encryption of) private
keys transported in
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PKI Messages
PROT_SYM ALG synmmetric encryption 3-DES (3-key- AES, RC5,
al gorithm used for EDE, CBC node) CAST-128. ..

encryption of private
key bits (a key of this
type is encrypted using
PROT_ENC_ALG
Mandat ory Al gorithm dentifiers and Specifications:

DSA/ SHA- 1:
Algld: {1 2 840 10040 4 3};

Digital Signature Standard [FI PS-186]

Publi ¢ Modul us size: 1024 bhits.

Passwor dBasedMac:

Algld: {1 2 840 113533 7 66 13}, with SHA-1 {1 3 14 3 2 26} as the
owf parameter and HVAC-SHA1 {1 3 6 1 55 8 1 2} as the mac
par anet er ;

(this specification), along with

Secure Hash Standard [FI PS-180] and [ RFC2104]

HVAC key size: 160 bits (i.e., "K' = "H' in Section 5.1.3.1,
"Shared secret information")

3- DES:

Algld: {1 2 840 113549 3 7};
(used in RSA's BSAFE and in S/M ME).

D H:

Algld: {1 2 840 10046 2 1};

[ ANSI - X9. 42]
Public Mbdul us Size: 1024 bits.
Domai nPar aneters ::= SEQUENCE {
p | NTEGER, -- odd prime, p=jq +1
g | NTEGER, -- generator, g*"qg =1 nod p
q | NTEGER, -- prime factor of p-1
] | NTEGER OPTI ONAL, -- cofactor, j>=2

val i dati onParns Val i dati onParns OPTI ONAL
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}

Val i dationParns ::= SEQUENCE {
seed BIT STRING -- seed for prinme generation
pGenCount er | NTEGER -- paraneter verification

}

D. 3. Proof-of-Possession Profile

POP fields for use (in signature field of pop field of

Pr oof Of Possessi on structure) when proving possession of a private
signing key that corresponds to a public verification key for which a
certificate has been requested.

Field Val ue Comrent

algorithmdentifier MSG SIG ALG only signature protection is
all owed for this proof

sighature pr esent bits cal cul ated using M5G SI G ALG

Pr oof - of - possessi on of a private decryption key that corresponds to a
public encryption key for which a certificate has been requested does
not use this profile; the CertHash field of the certConf nessage is
used i nst ead.

Not every CA/RA will do Proof-of-Possession (of signing key,
decryption key, or key agreenent key) in the PKIX-CW in-band
certification request protocol (how POP is done MAY ultimtely be a
policy issue that is nmade explicit for any given CAin its publicized
Policy O D and Certification Practice Staterment). However, this
speci ficati on MANDATES that CA/RA entities MJST do POP (by sone
nmeans) as part of the certification process. Al end entities MJST
be prepared to provide POP (i.e., these conmponents of the PKI X-CWP
prot ocol MJST be supported).

D.4. Initial Registration/Certification (Basic Authenticated Schene)

An (uninitialized) end entity requests a (first) certificate froma
CA. Wen the CA responds with a nessage containing a certificate,
the end entity replies with a certificate confirmation. The CA sends
a PKI Confirm back, closing the transaction. All messages are

aut henti cat ed.

This schene allows the end entity to request certification of a

| ocal | y-generated public key (typically a signature key). The end
entity MAY al so choose to request the centralized generation and
certification of another key pair (typically an encryption key pair).
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Certification may only be requested for one locally generated public
key (for nore, use separate PKI Messages).

The end entity MJST support proof-of-possession of the private key
associated with the | ocally-generated public key.

Precondi ti ons:

1. The end entity can authenticate the CA's signature based on out-
of - band means

2. The end entity and the CA share a symetric MAC ng key

Message fl ow

Step# End entity PKI
1 format ir
2 -> ir ->
3 handle ir
4 format ip
5 <- ip <-
6 handle ip
7 format cert Conf
8 -> cert Conf ->
9 handl e cert Conf
10 f ormat PKI Conf
11 <- PKI Conf <-

12 handl e PKI Conf

For this profile, we mandate that the end entity MJST include al
(i.e., one or two) CertReqMsg in a single PKIMssage, and that the
PKI (CA) MJST produce a single response PKI Message that contains the
conpl ete response (i.e., including the OPTI ONAL second key pair, if
it was requested and if centralized key generation is supported).

For simplicity, we also mandate that this nessage MJST be the fina
one (i.e., no use of "waiting" status val ue).

The end entity has an out-of-band interaction with the CARA. This
transaction established the shared secret, the referenceNunber and
OPTI ONALLY t he di stingui shed name used for both sender and subject
nane in the certificate tenplate. It is RECOMVENDED t hat the shared
secret be at least 12 characters |ong.

Initialization Request -- ir
Field Val ue
reci pi ent CA nane
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-- the nane of the CA who is being asked to produce a certificate
protectionAl g MSG MAC ALG

-- only MAC protection is allowed for this request, based

-- on initial authentication key
sender KI D ref erenceNum

-- the reference nunmber which the CA has previously issued

-- to the end entity (together with the MAC ng key)

transactionl D present
-- inmplementation-specific value, nmeaningful to end
-- entity.

-- [If already in use at the CA then a rejection nmessage MJST
-- be produced by the CAl

sender Nonce present

-- 128 (pseudo-)random bits
freeText any valid val ue
body ir (CertReqgMessages)

only one or two CertReqMsg

are all owed
-- if nmore certificates are required, requests MJST be
-- packaged in separate PKI Messages

Cert RegMsg one or two present
-- see below for details, note: crnf0] neans the first
-- (which MJST be present), crn{1] nmeans the second (which
-- is OPTIONAL, and used to ask for a centrally-generated key)

crni0].certReq. fixed value of zero

certReqld

-- this is the index of the tenplate within the nessage
crnf 0] .certReq pr esent

cert Tenpl at e

-- MJST include subject public key value, otherw se unconstrained
crni 0] . pop. .. optionally present if public key

POPQCSI gni ngKey fromcrnf0].certReq.certTenplate is
a signing key

-- proof-of-possession MAY be required in this exchange

-- (see Appendix D.3 for details)
crni0].certReq. optionally present

control s. archi veQpti ons

-- the end entity MAY request that the | ocally-generated

-- private key be archived

crni0].certReq. optionally present
control s. publicationlnfo
-- the end entity MAY ask for publication of resulting cert.

crnf1].certReq fixed val ue of one
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certReqld
-- the index of the tenplate within the nessage
crni1].certReq pr esent

cert Tenpl at e

-- MJST NOT include actual public key bits, otherw se

-- unconstrained (e.g., the nanes need not be the sane as in
-- crnf0]). Note that subjectPublicKeylnfo MAY be present
-- and contain an Algorithmdentifier foll owed by a

-- zero-length BIT STRING for the subjectPublicKey if it is
-- desired to informthe CA/RA of algorithm and paraneter

-- preferences regarding the to-be-generated key pair

crnf1].certReq. present [object identifier MJST be PROT_ENC ALG

control s. prot ocol Encr Key

-- if centralized key generation is supported by this CA,

-- this short-termasymetric encrypti on key (generated by
-- the end entity) will be used by the CA to encrypt (a

-- symmetric key used to encrypt) a private key generated by
-- the CA on behalf of the end entity

crnil].certReq. optionally present
control s. archi veQpti ons

crnf1].certReq. optionally present
control s. publicationlnfo

protection pr esent

-- bits cal cul ated using MSG MAC ALG

Initialization Response -- ip
Field Val ue
sender CA nane

-- the nane of the CA who produced the nessage
nmessageTi me pr esent

-- time at which CA produced nessage
protectionAl g M5 _MAC ALG

-- only MAC protection is allowed for this response
sender KI D ref erenceNum

-- the reference nunber that the CA has previously issued to the
-- end entity (together with the MAC ng key)

transactionl D pr esent
-- value fromcorresponding ir nessage
sender Nonce present
-- 128 (pseudo-)random bits
reci pNonce pr esent
-- value from senderNonce in corresponding ir nessage
freeText any valid val ue
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body i p (CertRepMessage)
contai ns exactly one response
for each request

-- The PKI (CA) responds to either one or two requests as
-- appropriate. «crc[0] denotes the first (always present);
-- crc[1l] denotes the second (only present if the ir nessage
-- contained two requests and if the CA supports centralized
-- key generation).

crc[0]. fixed value of zero
certReqld
-- MJST contain the response to the first request in the
-- correspondi ng ir nessage

crc[0].status. present, positive values all owed:
st at us "accepted", "grantedWthMds"
negati ve val ues al | owed:
"rejection”
crc[0].status. present if and only if
faillnfo crc[0].status.status is "rejection"
crc[0]. present if and only if

certifiedKeyPair crc[0O].status.status is
"accepted" or "grantedWthMds”
certificate present unless end entity's public
key is an encryption key and POP
is done in this in-band exchange
encrypt edCert present if and only if end entity’'s
public key is an encryption key and
POP done in this in-band exchange
publicationlnfo optionally present

-- indicates where certificate has been published (present
-- at discretion of CA)

crc[1]. fixed val ue of one
certReqld
-- MJST contain the response to the second request in the
-- corresponding ir nessage

crc[1].status. present, positive values all owed:
st at us "accepted", "grantedWthMds"
negati ve val ues al | owed:
"rejection”
crc[1].status. present if and only if
faillnfo crc[0].status.status is "rejection"
crc[1]. present if and only if

certifiedKeyPair crc[0].status.status is "accepted"
or "grantedWthMds"
certificate pr esent
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pri vat eKey pr esent
-- see Appendi x C, Request Message Behavioral Carifications
publ i cationl nfo optionally present

-- indicates where certificate has been published (present
-- at discretion of CA)

protection present
-- bits cal cul ated usi ng MSG_MAC ALG

extraCerts optionally present
-- the CA MAY provide additional certificates to the end
-- entity

Certificate confirm certConf

Field Val ue
sender pr esent
-- same as inir
reci pi ent CA nane
-- the nane of the CA who was asked to produce a certificate
transactionl D pr esent
-- value fromcorresponding ir and i p nessages
sender Nonce pr esent
-- 128 (pseudo-) randombits
reci pNonce present
-- value from senderNonce in corresponding i p nessage
protecti onAl g MSG_MAC ALG

-- only MAC protection is allowed for this nessage. The
-- MAC is based on the initial authentication key shared
-- between the EE and the CA

sender KI D ref erenceNum
-- the reference nunmber which the CA has previously issued
-- to the end entity (together with the MAC ng key)

body cert Conf
-- see Section 5.3.18, "PKI Confirmation Content", for the
-- contents of the certConf fields.
-- Note: two CertStatus structures are required if both an
-- encryption and a signing certificate were sent.

protection pr esent
-- bits cal cul ated usi ng MSG MAC ALG

Confirmati on; PKI Conf

Field Val ue
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sender pr esent
-- same as inip
reci pi ent pr esent
-- sender nane from cert Conf
transactionl D pr esent
-- value fromcert Conf nessage
sender Nonce present
-- 128 (pseudo-) randombits
reci pNonce present
-- value from sender Nonce from cert Conf nessage
protecti onAl g M5G_MAC ALG
-- only MAC protection is allowed for this nessage.
sender Kl D ref erenceNum
body PKI Conf
protection present

-- bits cal cul ated using MSG MAC ALG
D.5. Certificate Request

An (initialized) end entity requests a certificate froma CA (for any
reason). Wen the CA responds with a nessage containing a
certificate, the end entity replies with a certificate confirmation.
The CA replies with a PKIConfirm to close the transaction. Al
nessages are authenti cated.

The profile for this exchange is identical to that given in Appendi x
D.4, with the follow ng exceptions:

o sender nane SHOULD be present

o protectionAlg of MSG SIG ALG MJUST be supported (MsSG MAC ALG MAY
al so be supported) in request, response, certConfirm and
PKI Confi rm nmessages;

0 senderKID and recipKID are only present if required for nessage
verification;

o body is cr or cp;

o body may contain one or two CertReqMsg structures, but either
Cert ReqMsg may be used to request certification of a locally-
generated public key or a centrally-generated public key (i.e.
the position-dependence requirenent of Appendix D. 4 is renoved);

o protection bits are calculated according to the protectionAlg
field.
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D.6. Key Update Request

An (initialized) end entity requests a certificate froma CA (to
update the key pair and/or corresponding certificate that it already
possesses). \Wen the CA responds with a nmessage containing a
certificate, the end entity replies with a certificate confirmation.
The CA replies with a PKIConfirm to close the transaction. Al
nessages are authenti cated.

The profile for this exchange is identical to that given in Appendi X
D.4, with the follow ng exceptions:

1. sender nane SHOULD be present
2. protectionAl g of MSG SI G ALG MUST be supported (MSG MAC ALG MAY
al so be supported) in request, response, certConfirm and

PKI Confi rm messages;

3. senderKID and reci pKID are only present if required for nessage
verification;

4. body is kur or kup;

5. body may contain one or two CertReqMsg structures, but either
Cert ReqMsg may be used to request certification of a locally-
generated public key or a centrally-generated public key (i.e.
the position-dependence requirenent of Appendix D.4 is renoved);

6. protection bits are calculated according to the protectionAlg
field,

7. regCrl OdCertld SHOULD be used (unless it is clear to both
sender and receiver -- by means not specified in this docunent --
that it is not needed).

Appendi x E. PKI Managerment Message Profiles (OPTI ONAL).

Thi s appendi x contains detailed profiles for those PKI Messages that

MAY be supported by inplenmentations (in addition to the nmessages

whi ch MUST be supported; see Section 6 and Appendi x D).

Profiles for the PKIMessages used in the followi ng PKI managenent
operations are provided:

o root CA key update

o information request/response
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E 1.

E. 2.

E. 3.

o cross-certification request/response (1-way)
o in-band initialization using external identity certificate

Later versions of this document may extend the above to include
profiles for the operations listed below (along with other
operations, if desired).

0 revocation request

o certificate publication

o CRL publication

CGeneral Rules for Interpretation of These Profil es.
I dentical to Appendix D. 1.

Al gorithm Use Profile

I dentical to Appendix D. 2.

Sel f-Signed Certificates

Profile of how a Certificate structure nay be "self-signed". These
structures are used for distribution of CA public keys. This can
occur in one of three ways (see Section 4.4 above for a description
of the use of these structures):

Type Functi on
newWt hNew a true "self-signed" certificate; the contained
public key MJST be usable to verify the signature
(though this provides only integrity and no
aut henti cati on what soever)
ol dWt hNew previous root CA public key signed with new private key
newNt hd d new root CA public key signed with previous private key

Such certificates (including rel evant extensions) nust contain
"sensible" values for all fields. For exanple, when present,
subj ect Al t Name MUST be identical to issuerAltNanme, and, when present,
keyldentifiers nust contain appropriate val ues, et cetera.
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E. 4. Root CA Key Update

A root CA updates its key pair. It then produces a CA key update
announcement message that can be nade available (via some transport
mechani snm) to the relevant end entities. A confirmation nessage is
NOT REQUI RED fromthe end entities.

ckuann nessage:

Field Val ue Conment

sender CA nanme CA nane

body ckuann( CAKeyUpdAnnCont ent )

ol dWthNew present see Appendi x E. 3 above
newwt hd d present see Appendi x E. 3 above
newW t hNew  present see Appendi x E. 3 above
extraCerts optionally present can be used to "publish"

certificates (e.qg.
certificates signed using
the new private key)

E.5. PKI Information Request/Response

The end entity sends a general nessage to the PKI requesting details
that will be required for later PKI managenent operations. RA/CA
responds with a general response. |f an RA generates the response,
then it will sinmply forward the equival ent nmessage that it previously
received fromthe CA, with the possible addition of certificates to
the extraCerts fields of the PKIMessage. A confirmation nessage is
NOT REQUI RED fromthe end entity.

Message Fl ows:

Step# End entity PK
1 format genm
2 -> genm ->
3 handl e genm
4 produce genp
5 <- genp <-
6 handl e genp

genM

Field Val ue

reci pi ent CA name

-- the name of the CA as contained in issuerAltNane
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-- extensions or issuer fields within certificates

protectionAl g MSG MAC ALG or MG SIG ALG
-- any authenticated protection alg.
Sender KI D present if required

-- nmust be present if required for verification of nessage
-- protection

freeText any valid val ue
body genr (GenReqContent)
GenMsgCont ent enpty SEQUENCE

-- all relevant information requested
protection pr esent

-- bits cal cul ated using MSG MAC ALG or MSG SI G ALG

genP:
Field Val ue
sender CA nane
-- name of the CA which produced the nessage
protectionAl g MSG MAC ALG or MG SIG ALG
-- any authenticated protection alg.
sender KI D present if required

-- nmust be present if required for verification of nessage
-- protection

body genp (GenRepContent)

CAPr ot EncCert present (object identifier one
of PROT_ENC ALG, with rel evant
val ue

-- to be used if end entity needs to encrypt information for
-- the CA (e.g., private key for recovery purposes)

Si gnKeyPai r Types present, with relevant val ue
-- the set of signature algorithmidentifiers that this CA will
-- certify for subject public keys

EncKeyPai r Types present, with rel evant val ue
-- the set of encryption/key agreenent algorithmidentifiers that
-- this CAwll certify for subject public keys

Pr ef erredSymmAl g present (object identifier one
of PROT_SYM ALG , with rel evant
val ue

-- the symmetric algorithmthat this CA expects to be used
-- in later PKI nessages (for encryption)
CAKeyUpdat el nf o optionally present, with
rel evant val ue
-- the CA MAY provide information about a rel evant root CA
-- key pair using this field (note that this does not inply
-- that the responding CA is the root CA in question)
Current CRL optionally present, with relevant val ue
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-- the CA MAY provide a copy of a conplete CRL (i.e.
-- fullest possible one)

protection present
-- bits cal cul ated using MSG MAC ALG or MSG SI G ALG
extraCerts optionally present

-- can be used to send sone certificates to the end
-- entity. An RA MAY add its certificate here.

E.6. Cross Certification Request/Response (1-way)

Creation of a single cross-certificate (i.e., not two at once). The
requesti ng CA MAY choose who is responsible for publication of the
cross-certificate created by the responding CA through use of the
PKI Publ i cati onl nfo control

Precondi ti ons:

1. Responding CA can verify the origin of the request (possibly
requiring out-of-band nmeans) before processing the request.

2. Requesting CA can authenticate the authenticity of the origin of
the response (possibly requiring out-of-band neans) before
processi ng the response

The use of certificate confirmation and the correspondi ng server
confirmation is determined by the generallnfo field in the PKIHeader
(see Section 5.1.1). The following profile does not mandate support
for either confirmation.

Message Fl ows:

St ep# Requesting CA Respondi ng CA
1 format ccr
2 -> ccr ->
3 handl e ccr
4 produce ccp
5 <- ccp <-
6 handl e ccp
ccr:
Field Val ue
sender Requesti ng CA nane
-- the nane of the CA who produced the nessage
reci pi ent Respondi ng CA nane
-- the nane of the CA who is being asked to produce a certificate
nessageTi nme time of production of nmessage
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-- current tinme at requesting CA

protectionAl g MSG SI G ALG
-- only signature protection is allowed for this request
sender KI D present if required

-- nmust be present if required for verification of nessage
-- protection
reci pKl D present if required
-- must be present if required for verification of nessage
-- protection
transactionl D pr esent
-- inplementation-specific value, meaningful to requesting CA
-- [If already in use at responding CA then a rejection nessage
-- MJST be produced by respondi ng CA

sender Nonce present
-- 128 (pseudo-)random bits
freeText any valid val ue
body ccr (CertRegMessages)
only one Cert RegMsg
al | oned

-- if multiple cross certificates are required, they MJST be
-- packaged in separate PKI Messages

cert Tenpl ate pr esent
-- details foll ow

version vl or v3
-- v3 STRONGLY RECOMVENDED

si gni ngAl g pr esent

-- the requesting CA nmust know in advance with which algorithmit
-- wishes the certificate to be signed

subj ect pr esent

-- may be NULL-DN only if subjectAltNanes extension val ue proposed
validity pr esent

-- MJST be conpletely specified (i.e., both fields present)
i ssuer pr esent

-- may be NULL-DN only if issuerAltNames extension val ue proposed
publ i cKey pr esent

-- the key to be certified (which nust be for a signing algorithn
ext ensi ons optionally present

-- a requesting CA nmust propose values for all extensions

-- that it requires to be in the cross-certificate

POPQCSI gni ngKey pr esent

-- see Section D3: Proof-of-possession profile
protection present

-- bits cal cul ated using MSG SI G ALG
extraCerts optionally present

-- MAY contain any additional certificates that requester w shes
-- to include
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cecp:
Field Val ue
sender Respondi ng CA nane
-- the nane of the CA who produced the nessage
reci pi ent Requesti ng CA nane
-- the nane of the CA who asked for production of a certificate
nessageTi me time of production of nessage
-- current time at respondi ng CA
protecti onAl g MG _SI G ALG
-- only signature protection is allowed for this nessage
sender KI D present if required
-- must be present if required for verification of nessage
-- protection
reci pKl D present if required
transactionl D pr esent
-- value from correspondi ng ccr nessage
sender Nonce present
-- 128 (pseudo-)random bits
reci pNonce pr esent
-- sender Nonce from correspondi ng ccr nessage
freeText any valid val ue
body ccp (Cert RepMessage)
only one Cert Response al |l owed
-- if multiple cross certificates are required they MJST be
-- packaged in separate PKI Messages
response pr esent
status pr esent

PKI St at usl nfo. status present
-- if PKIStatuslnfo.status is one of:
-- accepted, or
-- gr ant edW t hMbds,
-- then certifiedKeyPair MJST be present and faillnfo MJST
-- be absent

faillnfo present dependi ng on
PKI St at usl nf 0. st at us
-- if PKIStatuslnfo.status is:
-- rejection
-- then certifiedKeyPair MJST be absent and faillnfo MJST be
-- present and contain appropriate bit settings

certifiedKeyPair present dependi ng on
PKI St at usl nf 0. st at us
certificate present dependi ng on

certifiedKeyPair
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-- content of actual certificate nust be exam ned by requesting CA
-- before publication

protection present
-- bits calcul ated using MSG SI G ALG
extraCerts optionally present

-- MAY contain any additional certificates that responder wi shes
-- to include

E.7. In-Band Initialization Using External Identity Certificate

An (uninitialized) end entity wishes to initialize into the PKI with
a CA, CA-1. It uses, for authentication purposes, a pre-existing
identity certificate issued by another (external) CA CA-X. A trust
rel ati onship nust already have been established between CA-1 and CA- X
so that CA-1 can validate the EE identity certificate signed by CA-X
Furt hernore, sone nechani sm nust al ready have been established within
the Personal Security Environnent (PSE) of the EE that would allow it
to authenticate and verify PKI Messages signed by CA-1 (as one
exanpl e, the PSE nmay contain a certificate issued for the public key
of CA-1, signed by another CA that the EE trusts on the basis of

out - of - band aut henti cation techni ques).

The EE sends an initialization request to start the transaction

When CA-1 responds with a nessage containing the new certificate, the
end entity replies with a certificate confirmation. CA-1 replies
with a PKIConfirmto close the transaction. Al nessages are signed
(the EE nmessages are signed using the private key that corresponds to
the public key inits external identity certificate; the CA-1
nmessages are signed using the private key that corresponds to the
public key in a

certificate that can be chained to a trust anchor in the EE' s PSE)

The profile for this exchange is identical to that given in Appendi X
D.4, with the follow ng exceptions:

o the EE and CA-1 do not share a symretric MACi ng key (i.e., there
is no out-of-band shared secret information between these
entities);

o sender nane in ir MJST be present (and identical to the subject
nane present in the external identity certificate);

o protectionAlg of MSG SIG ALG MIUST be used in all nessages;
o external identity cert. MJST be carried in ir extraCerts field

o senderKID and reci pKID are not used;
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o body is ir or ip;

0 protection bits are calculated according to the protectionAlg
field.

Appendi x F. Conpilable ASN. 1 Definitions

PKI XCMP {iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) nechanisns(5) pkix(7)
i d-nod(0) id-nod-cnp2000(16)}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

-- EXPORTS ALL --

| MPORTS

Certificate, CertificatelList, Extensions, Al gorithmdentifier
UTF8String -- if required; otherw se, comrent out
FROM PKI X1Explicit88 {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani snms(5) pkix(7)
i d-nmod(0) id-pkixl-explicit-88(1)}

Gener al Nane, Keyl dentifier
FROM PKI X1l nplicit88 {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechani snms(5) pkix(7)
i d-mod(0) id-pkixl-inmplicit-88(2)}

Cert Tenpl ate, PKI Publicationlnfo, Encryptedvalue, Certld,
Cert RegMessages
FROM PKI XCRMF- 2005 {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani snms(5) pkix(7)
i d-mod(0) id-nod-crnf2005(36)}

-- see also the behavioral clarifications to CRVF codified in
-- Appendi x C of this specification

Certificati onRequest
FROM PKCS- 10 {iso(1l) nenber-body(2)
us(840) rsadsi (113549)
pkcs(1l) pkcs-10(10) nodul es(1) pkcs-10(1)}

-- (specified in RFC 2986 with 1993 ASN. 1 syntax and IMPLICIT

-- tags). Alternatively, inplenenters may directly include
-- the [PKCS10] syntax in this nodul e
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-- the rest of the nodul e contains |ocally-defined O Ds and
-- constructs

CWMPCertificate ::= CHO CE {
x509v3PKCer t Certificate
}

-- This syntax, while bits-on-the-wire conpatible with the

-- standard X 509 definition of "Certificate", allows the

-- possibility of future certificate types (such as X 509

-- attribute certificates, WAP WILS certificates, or other Kkinds
-- of certificates) within this certificate nmanagenent protocol,
-- should a need ever arise to support such generality. Those
-- inplementations that do not foresee a need to ever support

-- other certificate types MAY, if they wi sh, coment out the
-- above structure and "un-coment” the follow ng one prior to
-- conpiling this ASN. 1 nodule. (Note that interoperability

-- with inplementations that don't do this will be unaffected by
-- this change.)

-- CWPCertificate ::= Certificate
PKI Message ::= SEQUENCE ({
header PKI Header ,
body PKI Body,

protection [0] PKIProtection OPTI ONAL,
extraCerts [1] SEQUENCE SI ZE (1..MAX) OF CMWPCertificate

OPTI ONAL

}

PKI Messages ::= SEQUENCE SI ZE (1..MAX) OF PKI Message

PKI Header ::= SEQUENCE {
pvno | NTEGER { cnp1999(1), cnp2000(2) },
sender Gener al Nane,
-- identifies the sender
reci pi ent Gener al Nane,
-- identifies the intended recipient
nmessageTi me [0] CeneralizedTinme OPTI ONAL,
-- time of production of this nessage (used when sender
-- believes that the transport will be "suitable"; i.e.,
-- that the time will still be meani ngful upon receipt)
protectionAl g [1] Algorithmdentifier OPTI ONAL,
-- algorithmused for calculation of protection bits
sender KI D [2] Keyldentifier OPTI ONAL,
reci pKi D [3] Keyldentifier OPTI ONAL,

-- toidentify specific keys used for protection
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[4] OCTET STRING

-- identifies the transaction; i.e.

-- correspondi ng request,

-- nessages
sender Nonce
reci pNonce

-- nonces used to provide replay protection
-- is inserted by the creator of this nessage;

response,

[5] OCTET STRI NG
[6] OCTET STRING

Sept ember 2005

OPTI ONAL,
, this will be the sane in
cert Conf, and PKI Conf

OPTI ONAL,

OPTI ONAL,

sender Nonce
reci pNonce

-- is a nonce previously inserted in a rel ated nmessage by
-- the intended recipient of this nmessage

freeText

[ 7] PKIFreeText

OPTI ONAL,

-- this may be used to indicate context-specific instructions

-- (this field is intended for

general Info

-- (this field not primarily intended for

}

PKI Fr eeText

human consunpti on)

[8] SEQUENCE SIZE (1..MAX) OF
I nf oTypeAndVal ue
-- this may be used to convey context-specific information

OPTI ONAL

human consunpti on)

.= SEQUENCE SIZE (1..MAX) OF UTF8String
-- text encoded as UTF-8 String [ RFC3629] (note:
-- UTF8String MAY include an [ RFC3066]

each

| anguage tag

-- to indicate the | anguage of the contained text
-- see [RFC2482] for details)

PKI Body :
ir
ip
cr
cp
plOcr
popdecc
popdecr
kur
kup
krr
krp
rr
rp
ccr
ccp
ckuann
cann
rann
crlann
pki conf
nest ed
genm
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:= CHO CE { .-

[ O]
[ 1]
[2]
[ 3]
[ 4]
[ 5]
[ 6]
[7]
[ 8]
[9]
[ 10]
[11]
[12]
[13]
[ 14]
[ 15]
[ 16]
[17]
[ 18]
[ 19]
[ 20]
[21]

Cert RegMessages,
Cert RepMessage,
Cert RegMessages,
Cert RepMessage,
CertificationRequest,

POPQDecKeyChal | Cont ent
POPODecKeyRespCont ent ,

Cert RegMessages,
Cert RepMessage,
Cert RegMessages,
KeyRecRepCont ent
RevReqgCont ent ,
RevRepCont ent ,

Cert RegMessages,
Cert RepMessage,
CAKeyUpdAnnCont ent ,
Cer t AnnCont ent ,
RevAnnCont ent ,
CRLANNnCont ent ,

PKI Confi r mCont ent ,
Nest edMessageCont ent ,
GCenMsgCont ent

St andards Track

nessage- speci fic body el enents

--Initialization Request
--Initializati on Response
--Certification Request
--Certification Response
--inmported from [ PKCS10]

--pop

- - Key

Chal | enge
Response

Updat e Request
Updat e Response
Recovery Request
Recovery Response

--Revocati on Request
--Revocati on Response

--Cross-Cert.
--Cross-Cert.

Request
Response

--CA Key Update Ann.
--Certificate Ann.
--Revocati on Ann.
--CRL Announcenent
--Confirmation
--Nested Message
--General Message
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genp [ 22] GenRepContent, --General Response
error [23] ErrorMsgContent, --Error Message
cert Conf [24] CertConfirmContent, --Certificate confirm
pol | Req [25] Poll ReqContent, --Pol i ng request
pol | Rep [26] Poll RepCont ent --Poll'ing response
}
PKI Protection ::= BIT STRING
Prot ectedPart ::= SEQUENCE {
header PKI Header
body PKI Body
}
i d- Passwor dBasedivac OBJECT IDENTIFIER ::= {1 2 840 113533 7 66 13}
PBMPar anet er ::= SEQUENCE ({
sal t OCTET STRI NG,
-- note: inplenentations MAY wish to |imt acceptable sizes
-- of this string to values appropriate for their environnent
-- in order to reduce the risk of denial-of-service attacks
owf Al gorithm dentifier,
-- Algld for a One-Way Function (SHA-1 recomended)
i terati onCount | NTEGER,
-- nunber of tines the ONF is applied
-- note: inplenentations MAY wish to |limt acceptable sizes
-- of this integer to values appropriate for their environnment
-- in order to reduce the risk of denial-of-service attacks
mac Al gorithm dentifier
-- the MAC Algld (e.g., DES-MAC, Triple-DES MAC [ PKCS11],
} -- or HVAC [ RFC2104, RFC2202])
i d- DHBasedMac OBJECT IDENTIFIER ::= {1 2 840 113533 7 66 30}
DHBMPar anet er :: = SEQUENCE {
owf Al gorithm dentifier,
-- Algld for a One-Way Function (SHA-1 recomended)
nmac Al gorithm dentifier
-- the MAC Algld (e.g., DES-MAC, Triple-DES MAC [ PKCS11],
}  -- or HVAC [ RFC2104, RFC2202])
Nest edMessageCont ent ::= PKI Messages
PKI Status ::= | NTEGER {
accept ed (0),
-- you got exactly what you asked for
gr ant edW t hMbds (1),

-- you got something |ike what you asked for; the
-- requester is responsible for ascertaining the differences
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rejection (2),
-- you don't get it, nore information el sewhere in the nessage
wai ting (3),

-- the request body part has not yet been processed; expect to
-- hear nore later (note: proper handling of this status

-- response MAY use the polling reg/rep PKI Messages specified

-- in Section 5.3.22; alternatively, polling in the underlying
-- transport |ayer MAY have sone utility in this regard)

revocati onWar ni ng (4),
-- this message contains a warning that a revocation is
-- i mm nent

revocationNotification (5),
-- notification that a revocati on has occurred

keyUpdat eVar ni ng (6)
-- update already done for the oldCertld specified in
-- Cert RegMsg

}

PKI Fai lurelnfo ::= BIT STRI NG {

-- since we can fail in nmore than one way!

-- More codes may be added in the future if/when required.
badAl g (0),
-- unrecogni zed or unsupported Al gorithmldentifier
badMessageCheck (1),
-- integrity check failed (e.g., signature did not verify)
badRequest (2),
-- transaction not permtted or supported
badTi ne (3),

-- nmessageTine was not sufficiently close to the systemti ne,
-- as defined by local policy

badCertl!d (4),

-- no certificate could be found matching the provided criteria
badDat aFor mat (95),

-- the data subnitted has the wong format

wr ongAut hority (6),

-- the authority indicated in the request is different fromthe
-- one creating the response token

i ncorrectData (7),

-- the requester’s data is incorrect (for notary services)

m ssi ngTi meSt anp (8),

-- when the timestanp is m ssing but should be there

-- (by policy)
badPOP (9),
-- the proof-of-possession fail ed
cert Revoked (10),
-- the certificate has already been revoked
cert Confirmed (11),

-- the certificate has already been confirned
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wonglntegrity (12),

-- invalid integrity, password based instead of signature or

-- vice versa
badReci pi ent Nonce (13),

-- invalid recipient nonce, either mssing or wong val ue
ti meNot Avai | abl e (14),

-- the TSA's tine source is not avail able
unaccept edPol i cy (15),

-- the requested TSA policy is not supported by the TSA
unaccept edExt ensi on (16),

-- the requested extension is not supported by the TSA
addl nf oNot Avai | abl e (17),

-- the additional information requested could not be

-- understood or is not available

badSender Nonce (18),
-- invalid sender nonce, either mssing or wong size
badCert Tenpl at e (19),

-- invalid cert. tenplate or mssing nmandatory information
si gner Not Tr ust ed (20),

-- signer of the nessage unknown or not trusted
transactionldlnUse (21),

-- the transaction identifier is already in use
unsupportedVersion (22),

-- the version of the nessage is not supported
not Aut hori zed (23),

-- the sender was not authorized to make the preceding

-- request or performthe preceding action

syst emnavai | (24),
-- the request cannot be handl ed due to systemunavailability
systenfail ure (25),

-- the request cannot be handl ed due to systemfailure
dupl i cat eCert Req (26)

-- certificate cannot be issued because a duplicate

-- certificate already exists

}

PKI St atusl nfo ::= SEQUENCE {
st at us PKI St at us,
statusString PKIFreeText OPTI ONAL
faillnfo PKI Fai l urel nfo OPTI ONAL

}

OOBCert ::= CMPCertificate

OOBCert Hash :: = SEQUENCE {
hashAl g [0] Algorithmdentifier OPTI ONAL
certld [1] Certld OPTI ONAL,
hashVal BI T STRI NG
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-- hashVval is calculated over the DER encodi ng of the
-- self-signed certificate with the identifier certlD.

}
POPQODecKeyChal | Content ::= SEQUENCE OF Chal | enge
-- One Chall enge per encryption key certification request (in the
-- same order as these requests appear in CertRegMessages).
Chal | enge ::= SEQUENCE ({
owf Al gorithm dentifier OPTI ONAL
-- MJST be present in the first Challenge; MAY be omitted in
-- any subsequent Chall enge in POPQDecKeyChal | Content (if
-- omtted, then the owf used in the imedi ately preceding
-- Challenge is to be used).
Wi t ness OCTET STRI NG
-- the result of applying the one-way function (owf) to a
-- random y-generated INTEGER, A [Note that a different
-- | NTEGER MJUST be used for each Chall enge.]
chal | enge OCTET STRI NG
-- the encryption (under the public key for which the cert.
-- request is being nade) of Rand, where Rand is specified as
-- Rand ::= SEQUENCE {
-- i nt | NTEGER
-- - the random y-generated | NTEGER A (above)
-- sender Gener al Nane
-- - the sender’s nane (as included in PKI Header)
-}
}
POPODecKeyRespCont ent :: = SEQUENCE OF | NTEGER
-- One I NTECGER per encryption key certification request (in the
-- same order as these requests appear in CertRegMessages). The
-- retrieved | NTEGER A (above) is returned to the sender of the
-- correspondi ng Chal | enge.
Cert RepMessage ::= SEQUENCE ({
caPubs [1] SEQUENCE SIZE (1..MAX) OF CWPCertificate
OPTI ONAL,
response SEQUENCE OF Cert Response
}
Cert Response ::= SEQUENCE {
certReqld | NTEGER,

-- to match this response with correspondi ng request (a val ue
-- of -1is to be used if certReqld is not specified in the
-- correspondi ng request)
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st at us PKI St at usl nf o,
certifiedKeyPair CertifiedKeyPair OPTI ONAL,
rsplnfo OCTET STRI NG OPTI ONAL

-- analogous to the id-reglnfo-utf8Pairs string defined
-- for reglinfo in CertReqMsg [ CRVF]

}
CertifiedKeyPair ::= SEQUENCE {
cert Or EncCert Cert Or EncCert,
pri vat eKey [0] Encryptedval ue OPTI ONAL,
-- see [CRVF] for conmment on encoding
publicationlnfo [1] PKIPublicationlnfo OPTIONAL
}
Cert OrEncCert ::= CHO CE {
certificate [0] CwPCertificate,
encrypt edCert [1] Encryptedval ue
KeyRecRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
newSi gCert [0] CWPCertificate OPTI ONAL,
caCerts [ 1] SEQUENCE SI ZE (1..MAX) OF
CMPCertificate OPTI ONAL,
keyPai r Hi st [2] SEQUENCE SI ZE (1..MAX) OF
CertifiedKeyPair OPTI ONAL
}
RevReqContent ::= SEQUENCE OF RevDetails
RevDet ai | s ::= SEQUENCE ({
certDetails Cert Tenpl at e,
-- allows requester to specify as much as they can about
-- the cert. for which revocation is requested
-- (e.g., for cases in which serial Nunmber is not avail abl e)
crlEntryDetails Ext ensi ons OPTI ONAL
-- requested crl EntryExtensions
}
RevRepCont ent ::= SEQUENCE {

status SEQUENCE SI ZE (1..MAX) OF PKI Stat uslnfo,
-- in sane order as was sent in RevReqContent
revCerts [0] SEQUENCE SIZE (1..MAX) OF Certld
OPTI ONAL,
-- I Ds for which revocation was requested
-- (same order as status)
crls [1] SEQUENCE SI ZE (1..MAX) OF CertificatelLi st
OPTI ONAL
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-- the resulting CRLs (there nmay be nore than one)

}
CAKeyUpdAnnCont ent ::= SEQUENCE {
ol dWthNew CMPCertificate, -- old pub signed with new priv
newnNthd d CMPCertificate, -- new pub signed with old priv
newNthNew CMPCertificate -- new pub signed with new priv
}
Cert AnnContent ::= CMPCertificate
RevAnnCont ent ::= SEQUENCE {
st at us PKI St at us,
certld Certld,
wi | | BeRevokedAt Gener al i zedTi e,
badSi nceDat e Ceneral i zedTi ne,
criDetails Ext ensi ons  OPTI ONAL
-- extra CRL details (e.g., crl nunber, reason, location, etc.)
}
CRLAnNnContent ::= SEQUENCE OF Certifi cateList
Cert ConfirmContent ::= SEQUENCE OF Cert St atus
Cert Status ::= SEQUENCE {
cert Hash OCTET STRI NG
-- the hash of the certificate, using the same hash al gorithm
-- as is used to create and verify the certificate signature
certReqld | NTEGER,
-- to match this confirmation with the corresponding reg/rep
statusinfo PKIStatuslnfo OPTI ONAL
}
PKI ConfirnContent ::= NULL
| nf oTypeAndVal ue ::= SEQUENCE ({
i nfoType OBJECT | DENTI FI ER,
i nf oVal ue ANY DEFI NED BY i nfoType OPTI ONAL

-- Exampl e I nfoTypeAndVal ue contents include, but are not linmted
-- to, the following (un-coment in this ASN. 1 nodul e and use as
-- appropriate for a given environnent):

-- id-it-caProtEncCert OBJECT IDENTIFIER ::= {id-it 1}

-- CAPr ot EncCert Val ue ::= CWPCertificate

-- id-it-signKeyPairTypes OBJECT IDENTIFIER ::= {id-it 2}

-- Si gnKeyPai r TypesVal ue ;.= SEQUENCE OF Al gorithm dentifier
-- id-it-encKeyPairTypes OBJECT IDENTIFIER ::= {id-it 3}
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-- EncKeyPai r TypesVal ue ;.= SEQUENCE OF Al gorithm dentifier
-- id-it-preferredSymmAl g OBJECT IDENTIFIER ::= {id-it 4}
- - Pr ef erredSymmAl gVal ue .= Algorithmdentifier

-- id-it-caKeyUpdatelnfo OBJECT IDENTIFIER ::= {id-it 5}
-- CAKeyUpdat el nf oVal ue .1 = CAKeyUpdAnnCont ent

-- id-it-currentCRL OBJECT IDENTIFIER ::= {id-it 6}
-- Current CRLVal ue ;1= Certificatelist

-- id-it-unsupportedd Ds OBJECT IDENTIFIER ::= {id-it 7}
-- Unsupport edd DsVal ue ;1= SEQUENCE OF OBJECT | DENTI FI ER
-- id-it-keyPairParamReq OBJECT IDENTIFIER ::= {id-it 10}
-- KeyPai r Par amReqgVal ue : 1= OBJECT | DENTI FI ER

-- id-it-keyPairParamRep OBJECT IDENTIFIER ::= {id-it 11}
-- KeyPai r Par anRepVal ue ::= Al gorithmdentifer

-- id-it-revPassphrase OBJECT IDENTIFIER ::= {id-it 12}
-- RevPassphr aseVal ue ;.= Encrypt edVal ue

-- id-it-inplicitConfirm OBJECT IDENTIFIER ::= {id-it 13}
-- [ mpli cit ConfirnVal ue : 1= NULL

-- id-it-confirmMitTime OBJECT IDENTIFIER ::= {id-it 14}
-- Confi rmAai t Ti meVal ue ;= CeneralizedTi ne

-- id-it-origPKl Message OBJECT IDENTIFIER ::= {id-it 15}
-- Oi gPKI MessageVal ue : 1= PKI Messages

-- i d-it-suppLangTags OBJECT IDENTIFIER ::= {id-it 16}
-- SuppLangTagsVal ue ;1= SEQUENCE OF UTF8Stri ng
-- where

-- i d- pki x OBJECT I DENTIFIER ::= {

-- iso(1l) identified-organization(3)

-- dod(6) internet(1) security(5) nmechani snms(5) pkix(7)}
-- and

-- id-it OBJECT | DENTI FI ER :: = {id-pkix 4}

-- This construct MAY al so be used to define new PKIX Certificate
-- Managenent Protocol request and response nessages, or general -
-- purpose (e.g., announcenent) messages for future needs or for
-- specific environnents.

GenMsgCont ent ::= SEQUENCE OF | nfoTypeAndVal ue

-- May be sent by EE, RA, or CA (depending on nessage content).
-- The OPTI ONAL i nfoVal ue paraneter of |nfoTypeAndVal ue will

-- typically be omtted for sone of the exanples given above

-- The receiver is free to ignore any contained OBJ. IDs that it
-- does not recognize. If sent fromEE to CA the enpty set

-- indicates that the CA nmay send

-- any/all information that it w shes.
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GenRepCont ent ::= SEQUENCE OF | nfoTypeAndVal ue
-- Receiver MAY ignore any contained O Ds that it does not
-- recogni ze
Error MsgContent ::= SEQUENCE ({
pKI St at usl nfo PKI St at usl nfo
error Code | NTEGER OPTI ONAL
-- inmplementation-specific error codes
errorDetails PKI Fr eeText OPTIl ONAL
-- inplementation-specific error details
}
Pol | ReqCont ent ::= SEQUENCE OF SEQUENCE ({
certReqld | NTEGER
}
Pol | RepCont ent ::= SEQUENCE OF SEQUENCE ({
certReqld | NTECER,
checkAfter I NTEGER, -- time in seconds
reason PKI FreeText OPTI ONAL
}

END -- of CMP nodul e
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