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Abst r act

Thi s docunent defines new options to discover the Broadcast and

Mul ticast Service (BCMCS) controller in an IP network. BCMCS is
bei ng devel oped for Third generation (3G cellular tel ephone
networks. Users of the service interact with a controller in the
network via the Mobile Node (M\) to derive information required to
recei ve Broadcast and Milticast Service. Dynam c Host Configuration
Prot ocol can be used to configure the MN to access a particul ar
controller. This docunent defines the related options and option
codes.
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1. Mbtivation

Dynam ¢ Host Configuration Protocol [RFC2131] and [ RFC3315] can be
used to configure various non-|1P address type of paraneters. These
paraneters are required for nornmal operation of various services that
are offered over an | P network.

Br oadcast and Multicast Service (BCMCS) is one such service that is
bei ng standardi zed in various nohile wireless standard bodi es such as
Third Generation Partnership Project 2 (3GPP2), Open Mbile Alliance
(owh), and 3GPP. A description of the BCMCS as defined in 3GPP2 can
be found in [ BCMCS].

VWi | e DHCP al ready defines many options for device configuration, no
option exists for configuring a nobhile device to use BCMCS. This
meno defines extensions for both DHCPv4 and DHCPv6 so that DHCP can
be used to provide necessary configuration information to a nobile
devi ce about the BCMCS controllers.

DHCP is being used in 3GPP2, to assist Mbile Nodes (M\Ns) with the
di scovery of the BCMCS Controller in a nobile operator’s |IP network.
The BCMCS includes a controller conmponent that is responsible for
managi ng the service via interaction with the MN and ot her network
entities. In this docunent, we will call this a BCMCS controller
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An overview of the 3GPP2 BCMCS architecture is given in the next
section. It provides enough information to understand the basics of
the 3GPP2 BCMCS operation. Readers are encouraged to find a nore
detail ed description in [ BCMCS].

As described in [BCMCS], the MNs are required to know the | Pv4 or the
| Pv6 address of the BCMCS controller entity so that they can downl oad
all the necessary informati on about a desired broadcast and/or a

mul ticast program In a roam ng environment, static configuration of
the BCMCS controller’s | P address becones unrealistic. Therefore,
DHCP is considered to be a method to dynami cally configure the M\s
with the IP address or the fully qualified donain name (FQDN) of the
BCMCS controller in the 3G cellular tel ephone networks.

In order to allow the M\Ns to di scover the BCMCS controllers, the M\s
request the appropriate option codes fromthe DHCP server. The DHCP
servers need to return the correspondi ng configurati on options that
carry either BCMCS controller’s | P address or FQDN based on
configuration. This docunent defines the necessary options and
option codes.

Overvi ew of the 3GPP2 BCMCS Net wor k

The Broadcast and Multicast Service architecture in a 3G cellul ar
t el ephone network such as 3GPP2 has the foll owi ng nodel:
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Note that this figure is shown here for a basic understanding of how
Broadcast and Multicast Service works in a 3G cellular tel ephone
network. The network el ements except MV user and the DHCP server are
not relevant to the text in this docunent.
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The MN interacts with the BCMCS Controller to request broadcast/

mul ticast programinformation fromthe network (e.g., scheduled tine,
mul ticast | P address, port nunbers). The MN may al so be

aut henticated by the BCMCS Control |l er while downl oadi ng the rel evant
program security-related information (such as encryption key). These
i nteractions nay happen via HTTP and XML as defined in [ BCMCS].

There may be nore than one BCMCS controller in the network. The M
shoul d di scover the appropriate BCMCS controller to request the

rel evant programinformation. For details of Broadcast and Ml ticast
Service operation in 3GPP2, see [BCMCS].

3. Term nol ogy

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

4. Broadcast and Milticast Service Controller Options

This section defines the configuration option for the BCMCS
control l er of the Broadcast and Milticast Service.

4.1. Broadcast and Multicast Service Controller Domain Nanme List for
DHCPv4

The general format of the BCMCS Controller Domain |ist option for
DHCPv4 is as fol |l ows:

Code Len FQN(s) of BCMCS Controller

The option MAY contain multiple domain names, but these domai n nanes
SHOULD be used to construct Service Record (SRV) | ookups as specified
in [BCMCS], rather than querying for different A records. The client
can try any or ALL of the donmain nanes to construct the SRV | ookups.
The list of domain names MAY contain the domain nane of the access
provider and its partner networks that al so offer Broadcast and

Mul ticast Service.

As an exanple, the access provider may have one or nore partners or
resellers often ternmed as MVNGCs (Mobile Virtual Network Operators)

for Broadcast and Multicast Service. |In this case, the access
provi der should be able to use the same DHCP option to send nultiple
of those domain names (MVNGs). To illustrate this further, let’s

assune that the access provider (operator) has a reseller agreenent
with two MVNGs: nvnol and nwvno2. Therefore, the Broadcast and
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Mul ticast Service Controller Domain Name |ist for the DHCPv4 option
will contain three donmain nanes: operator.com m/nol.com and

mv/no2. com  Upon receiving this option, the BCMCS client may choose
to use one of the domain names to fetch the appropriate BCMCS
control |l er address (based on user’s preference or configuration). |If
no preferred domain nanme is found in the received list, the client
shoul d use a default setting, e.g., use the first one in the |ist.

If the length of the domain |ist exceeds the nmaxi num permi ssible
length within a single option (254 octets), then the domain |ist MJST
be represented in the DHCPv4 nmessage as specified in [RFC3396]. An
exanpl e case when two controller domain nanes, exanple.com and

exanpl e.net, are returned wll be:

T T T LI JEpupup SR R »
| 88 | 26| 7 | 'e'| 'x| a | 'm| "p'| "I"] '€ 3
T T T S T T T o T S i
T T T T T ST
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T T S

|'e” | 3| 'n| e ]| "t’'| 0]
T T T

4.2. Broadcast and Multicast Service Controller Donain Nane List Option
for DHCPv6

The semantics and content of the DHCPv6 encoding of this option are
exactly the same as the encodi ng described in the previous section
ot her than necessary di fferences between the way options are encoded
in DHCPv4 and DHCPv6.

Specifically, the DHCPv6 option for the BCMCS Control Server Domain
Nanes has the follow ng format:

0 1 2 3
01234567890123456789012345678901
R e L i e e i i SR S e e C s
| OPTI ON_BCMCS_SERVER _D | option-Ilength |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| BCMCS Control Server Domain Name Li st |
| - |

R ek i R e s i i S e o + R ek i T S S S e e oI S
option-code: OPTI ON_BCMCS_SERVER D (33).

option-length: Length of the 'BCMCS Control Server Dormain Name List’
field in octets; variable.
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BCMCS Control Server Domain Nanme List: ldentical format as in Section
4.1 (except the Code and Len fields).

4.3. Broadcast and Multicast Service Controller |IPv4 Address Option for
DHCPv4

The Length byte (Len) is followed by a list of |IPv4 addresses

i ndi cati ng BCMCS control ler |1 Pv4 addresses. The BCMCS controllers
MUST be listed in order of preference. Its mninumlength is 4, and
the length MUST be a nultiple of 4. The DHCPv4 option for this
encodi ng has the follow ng format:

Code Len Address 1 Addr ess 2
+o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +- -
| 89 | n | a1l | a2 | a3 | a4 | al
Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - +- -

4.4. Broadcast and Multicast Service Controller 1Pv6 Address Option for
DHCPv 6

Thi s DHCPv6 option MUST carry one or nore 128-bit | Pv6 address(es) of
the BCMCS Controller in an operator’s network.

0 1 2 3
01234567890123456789012345678901
e s T o e T i ik i R T SN R S
OPTI ON_BCMCS_SERVER_A | option-length |
T i T e T sl et i e S S S I S S S T

BCMCS Control server-1 address (I Pv6 address)

BCMCS Control server-2 address (1 Pv6 address)

_—_

T S S S T S S el

+-

|

+-

|

|

|

|

T S T i I S T i S S S S s i
|

|

|

|

+-

| -
I A S I e i o S Sy

option-code: OPTI ON BCMCS SERVER A (34).

option-length: Length of the 'BCMCS Control Server |Pv6 address’
field in octets; variable.
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4.

4.

5. Consideration for Cient Qperation

For DHCPv4, the client MAY request either or both of the BCMCS
Control |l er Domain Nane List and the I Pv4 Address options in the
Par amet er Request List option (code 55) as defined in [ RFC2132].

For DHCPv6, the client MAY request either or both of the BCMCS
Control Il er Dormain Name List and the | Pv6 Address options in the
Options Request Option (ORO as described in [ RFC3315].

If the client receives both the BCMCS Control |l er Dormai n Nane List and
| Pv6 or | Pv4 Address options, it SHOULD use the Donain Nanme Li st
option. In this case, the client SHOULD NOT use the BCMCS Controll er
| Pv6 or | Pv4 Address option unless the server(s) in the BCMCS
Control |l er Domai n Nane List cannot be resol ved or reached.

6. Consideration for Server Qperation

A server MAY send a client either the BCMCS Controll er Domai n Nane
Li st Option or the BCMCS Controller |1 Pv6 Address/|Pv4 Address options
if the server is configured to do so.

If a client requests both the options and the server is configured

with both types of information, the server MAY send the client only
one of the options if it is configured to do so. |In this case, the
server SHOULD send the BCMCS Control |l er Donain Nane List option

A server configured with the BCMCS Controller 1 Pv6 or |Pv4 Address

i nformati on MJST send a client the BCMCS Controller |1Pv6 or |Pv4
Address option if that client requested only the BCMCS Controller

| Pv6 or | Pv4 Address option and not the BCMCS Control |l er Donmai n Nane
List option in the ORO or Paraneter Request List option

If a client requests for the BCMCS Controller 1Pv6 or |Pv4 Address
option and the server is configured only with the domain nane(s), the
server MJST return the Domain Name List and vice versa

The domai n names MJST be concat enated and encoded using the techni que
described in Section 3.3 of "Donmain Names - |nplenmentation and
Speci fication" [RFCL035]. DNS nane conpression MJST NOT be used.
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5.

The foll owi ng table sunmarizes the server’s response:

Client sends in ORO

Par armet er Request Li st Domai n Name Li st | Pv6/ | Pv4 Address
Nei t her option SHOULD MAY
Donmai n Name Li st MUST MAY
| Pv6/1 Pv4 Address MAY MUST
Bot h options SHOULD MAY

Security Considerations

Thi s docunent does not introduce any new security concerns beyond
those specified in the basic DHCP [ RFC2131] and DHCPv6 [ RFC3315]
specifications. 1In the absence of nessage integrity protection for
these options, an attacker could nodify the option values to divert
requests for broadcast service.

| ANA Consi der ati ons

The foll owi ng option codes for Broadcast and Milticast Service
Control |l er option have been assigned by | ANA:

1. The BCMCS Controller Domain Name |ist (Section 4.1) has been
assigned a value of 88 fromthe DHCPv4 option space.

2. The BCMCS Controller Domain Name list (Section 4.2) has been
assigned a value of 33 fromthe DHCPv6 option space, and a nane of
OPTI ON_BCMCS_SERVER_D

3. The BCMCS Controller |IPv4d Address option (Section 4.3) has been
assigned a value of 89 fromthe DHCPv4 option space.

4. The BCMCS Controller 1Pv6 Address option (Section 4.4) has been
assigned a value of 34 fromthe DHCPv6 option space, and a nanme of
OPTI ON_BCMCS_SERVER_A.
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on the procedures with respect to rights in RFC docunents can be
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