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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).

Abst r act
Thi s docunent defines a Pseudo- Random Function (PRF) extension to the
CGeneric Security Service Application ProgramInterface (GSS-API) for
keyi ng application protocols given an established GSS-APlI security
context. The primary intended use of this function is to key secure
session layers that do not or cannot use GSS- APl per-nessage nessage
integrity check (MC) and wap tokens for session protection.
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1. Introduction
A need has arisen for users of the GSS-API to key applications’
cryptographi c protocols using established GSS-API security contexts.
Such applications can use the GSS-APlI [ RFC2743] for authentication
but not for transport security (for whatever reasons), and since the
GSS- APl does not provide a nethod for obtaining keying material from
establ i shed security contexts, such applications cannot make
effective use of the GSS-API.

To address this need, we define a pseudo-random function (PRF)
extension to the GSS-API.

Though this docunment specifies an abstract APl as an extension to the
GSS- APl version 2, update 1, and though it specifies the bindings of
this extension for the C programm ng | anguage, it does not specify a
revi sion of the GSS-API and so does not address the matter of how
portabl e applications detect support for and ensure access to this
extension. W defer this matter to an expected, conprehensive update
to the GSS-API.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. GSS _Pseudo_random()
| nput s:
0 context CONTEXT handl e,
o prf_key | NTEGER
o prf_in OCTET STRI NG

o desired output | en | NTEGER

Cut put s:
o nmmjor_status | NTEGER,
o mnor_status | NTEGER

o prf_out OCTET STRI NG
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Return maj or _status codes:
o GSS S COWLETE indicates no error.

0 GSS S NO CONTEXT indicates that a null context has been provided
as input.

0 GSS S CONTEXT _EXPI RED i ndi cates that an expired context has been
provi ded as input.

0 GSS_S UNAVAI LABLE indicates that the mechani smlacks support for
this function or, if the security context is not fully
establ i shed, that the context is not ready to conpute the PRF with
the given prf_key, or that the given prf_key is not avail able.

0 GSS S FAILURE indicates general failure, possibly due to the given
i nput data being too large or of zero length, or due to the
desired _output | en being zero; the mnor status code may provide
addi ti onal information.

This function applies the established context’s mechani snms keyed
pseudo-random function (PRF) to the input data ('prf_in"), keyed with
key material associated with the given security context and
identified by "prf_key', and outputs the resulting octet string
("prf_out’) of desired output |en |ength.

The minimuminput data |l ength is one octet.

Mechani sms MUST be able to consume all the provided prf_in input data
that is 2714 or fewer octets.

I f a nmechani sm cannot consune as nmuch i nput data as provi ded by the
caller, then GSS Pseudo_random() MJST return GSS_S FAI LURE

The m ni mum desired_output_len is one.
Mechani sns MJUST be able to output at |east up to 2714 octets.

If the inplementation cannot produce the desired output due to |ack
of resources, then it MJST return GSS S FAI LURE and MJUST set a
sui tabl e m nor status code.

The prf_key can take on the follow ng values: GSS C PRF_KEY FULL
GSS_C PRF_KEY_PARTI AL, or nechani smspecific values, if any. This
paraneter is intended to distinguish between the best cryptographic
keys that nmay be available only after full security context
establ i shnent and keys that may be available prior to full security
context establishment. For sone mechani sms, or contexts, those two
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prf_key values MAY refer to the same cryptographic keys; for

mechani sns |i ke the Kerberos V GSS-API nechani sm [ RFC1964] where one
peer nmay assert a key that may be considered better than the others
they MAY be different keys.

GSS _C PRF_KEY_PARTI AL corresponds to a key that would have been used
while the security context was partially established, even if it is
fully established when GSS Pseudo_random() is actually called.
Mechani sm specific prf_key values are intended to refer to any ot her
keys that nay be avail abl e.

The GSS _C PRF_KEY FULL val ue corresponds to the best key avail abl e
for fully-established security contexts.

GSS _Pseudo_random() has the foll owi ng properties:

o its output string MIST be a pseudo-random function [ GGML] [ GGWR]
of the input keyed with key material fromthe given security
context -- the chances of getting the sane output given different
i nput paraneters should be exponentially snall

o when successfully applied to the sane inputs by an initiator and
acceptor using the same security context, it MJST produce the
_same results_ for both, the initiator and acceptor, even if
called nultiple times (as |long as the security context is not
expi red).

o upon full establishnment of a security context, all cryptographic
keys and/or negotiations used for conputing the PRF with any
prf_key MJST be authenticated (nutually, if nutual authentication
is in effect for the given security context).

o the outputs of the nmechanisms GSS _Pseudo_randon() (for different
i nputs) and its per-nessage tokens for the given security context
MJST be "cryptographically separate”; in other words, it nust not
be feasible to recover key material for one nechani sm operation or
transformits tokens and PRF outputs fromone to the other given
only said tokens and PRF outputs. (This is a fancy way of saying
that key derivation and strong cryptographic operations and
constructions rmust be used.)

o as inplied by the above requirenment, it MJST NOT be possible to

access any raw keys of a security context through
GSS Pseudo_randonm(), no matter what inputs are given.
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2.1. GCBindings

#define GSS_C_PRF_KEY_FULL 0
#define GSS_C _PRF_KEY_PARTI AL 1

OM ui nt 32 gss_pseudo_randon(

OM ui nt 32 *m nor _st at us,
gss_ctx_ id_t cont ext,

i nt prf_key,

const gss_buffer_t prf _in,

ssize t desired_out put _| en,
gss_buffer t prf _out

)
Addi tional major status codes for the C- bindings:
0 GSS S CALL_I NACCESSI BLE_READ
0 GSS_S CALL_I NACCESSI BLE WRI TE
See [RFC2744].
3. 1 ANA Consi derations

Thi s docunent has no | ANA considerations currently. |If and when a
rel evant | ANA registry of GSS-APlI synbols is created, then the
generic and | anguage-specific function names, constant nanmes, and
constant val ues descri bed above shoul d be added to such a registry.

4. Security Considerations

Care should be taken in properly designing a mechanisms PRF
function.

GSS nechani sns’ PRF functions shoul d use a key derived from contexts’
aut henti cat ed sessi on keys and shoul d preserve the forward security
properties of the nechani sns’ key exchanges.

Sone mechani sms may support the GSS PRF function with security
contexts that are not fully established, but applications MJST assune
that authentication, nutual or otherw se, has not conpleted until the
security context is fully established.

Call ers of GSS Pseudo_random() should avoid accidentally calling it
with the sane inputs. One useful technique is to prepend to the
prf_in input string, by convention, a string indicating the intended
purpose of the PRF output in such a way that unique contexts in which
the function is called yield unique inputs to it.

WIIlians St andards Track [ Page 5]



RFC 4401 A PRF Extension for the GSS-API February 2006

Pseudo-random functions are, by their nature, capable of producing
only limted ambunts of cryptographically secure output. The exact
amount of output that one can safely use, unfortunately, varies from
one PRF to another (which prevents us fromrecomendi ng specific
nunbers). Because of this, we recommend that unless you really know
what you are doing (i.e., you are a cryptographer and are qualified
to pass judgenent on cryptographic functions in areas of period,
presence of short cycles, etc.), you lint the amount of the PRF

out put used to the necessary mninum See [ RFC4086] for nore

i nformati on about "Randommess Requirenments for Security".

For sonme nechani sns, the conputational cost of conputing

GSS Pseudo_random() nay increase significantly as the I ength of the
prf_in data and/or the desired output length increase. This neans
that if an application can be tricked into providing very large input
octet strings and requesting very |long output octet strings, then
that may constitute a denial of service attack on the application
therefore, applications SHOULD pl ace appropriate limts on the size
of any input octet strings received fromtheir peers without
integrity protection.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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