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Abst r act

The National Institute of Standards and Technol ogy (N ST) has
recently specified the G pher-based Message Authentication Code
(CMAC), which is equivalent to the One-Key CBC-MAC1 (OMACL) al gorithm
submitted by Iwata and Kurosawa. OMACL efficiently reduces the key
size of Extended Ci pher Bl ock Chai ning nmode (XCBC). This nenp
specifies the use of CMAC node on the authentication nechani smof the
| Psec Encapsul ating Security Payload (ESP) and the Authentication
Header (AH) protocols. This new algorithmis named AES- CMAC 96.
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1. Introduction

The National Institute of Standards and Technol ogy (N ST) has
recently specified the G pher-based Message Authentication Code
(CMAC). CMAC [NIST-CMAC] is a message authentication code that is
based on a synmmetric key block cipher such as the Advanced Encryption
Standard [NI ST-AES]. CMAC is equivalent to the One-Key CBC MAC1
(OMACLl) submitted by Iwata and Kurosawa [ OMACla, OVAClb]. OMACIL is
an i nprovenent of the eXtended C pher Bl ock Chai ning node (XCBC)
submitted by Bl ack and Rogaway [ XCBCa, XCBCb], which itself is an

i mprovenent of the basic CBC-MAC. XCBC efficiently addresses the
security deficiencies of CBC-MAC, and OVACl efficiently reduces the
key size of XCBC.

This meno specifies the usage of CMAC on the authentication mechani sm
of the | Psec Encapsul ating Security Payl oad [ ESP] and Authentication

Header [AH] protocols. This new algorithmis named AES-CMAC-96. For
further information on AH and ESP, refer to [ AH and [ ROADVAP].

2. Basic Definitions

CBC C pher Bl ock Chai ning node of operation for nessage
aut henti cati on code.

MAC Message Aut henticati on Code.
A bit string of a fixed | ength, conputed by the MAC
generation algorithm that is used to establish the
authority and, hence, the integrity of a nessage.

CVAC Ci pher -based MAC based on an approved symetric key
bl ock ci pher, such as the Advanced Encryption
St andar d.

Key (K) 128-bit (16-octet) key for AES-128 cipher bl ock.
Denot ed by K.

Message (M Message to be authenti cat ed.

Denoted by M
Length (I en) The [ ength of nessage Min octets.
Denot ed by | en.
The minimumvalue is 0. The nmaxi num val ue i s not
specified in this docunent.

truncate(T,I) Truncate T (MAC) in nost-significant-bit-first
(MBB-first) order to a length of | octets.

T The out put of AES- CVAC
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Truncated T The truncated output of AES-CVAC- 128 in MSB-first
or der.
AES- CVAC CMAC generation function based on AES bl ock ci pher

with 128-bit key.

AES- CVAC- 96 | Psec AH and ESP MAC generation function based on
AES- CVAC, which truncates the 96 nost significant
bits of the 128-bit output.

3. AES-CVAC

The core of AES-CMAC-96 is the AES-CVAC [ AES-CMAC]. The underlying
al gorithnms for AES-CMAC are the Advanced Encryption Standard ci pher
bl ock [ NI ST-AES] and the recently defi ned CMAC node of operation

[ NI ST-CMAC] .  AES- CMAC provi des stronger assurance of data integrity
than a checksum or an error detecting code. The verification of a
checksum or an error detecting code detects only accidental

nodi fications of the data, while CMAC i s designed to detect
intentional, unauthorized nodifications of the data, as well as
accidental nodifications. The output of AES-CMAC can validate the

i nput message. Validating the nessage provides assurance of the
integrity and authenticity over the nessage fromthe source.
According to [ NI ST-CVAC], at |east 64 bits should be used agai nst
guessi ng attacks. AES-CVMAC achieves the simlar security goal of
HVAC [ RFC-HMAC]. Since AES-CMAC is based on a symetric key bl ock
ci pher (AES), while HMAC i s based on a hash function (such as SHA-1),
AES-CMAC i s appropriate for information systens in which AES is nore
readi |l y avail able than a hash function. Detailed information about
AES-CVAC is available in [ AES-CVAC] and [ NI ST- CVAC] .
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4. AES- CVAC- 96

For | Psec nessage authentication on AH and ESP, AES- CMAC-96 shoul d be
used. AES-CMAC-96 is a AES-CMAC with 96-bit truncated output in
MSB-first order. The output is a 96-bit MAC that will neet the
default authenticator length as specified in [AH . The result of
truncation is taken in MSB-first order. For further information on
AES- CMAC, refer to [ AES-CMAC] and [ NI ST- CVAC] .

Figure 1 describes AES-CMAC-96 al gorithm

In step 1, AES-CMAC is applied to the nessage Min length len with
key K

In step 2, the output block T is truncated to 12 octets in MSB-first
order, and Truncated T (TT) is returned.

e o s e a2 L a2 st a2t S S U E B SR B

+ Al gorithm AES- CVAC- 96 +
+H++++H+

+ +
+ I nput : K (128-bit Key described in Section 4.1) +
+ : M (message to be authenticated) +
+ : len (length of nessage in octets) +
+ Qut put . Truncated T (truncated output to length 12 octets) +
+ +
e o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e maa oo +
+ +
+ Step 1. T := AES-CMAC (K, Mlen); +
+ Step 2. TT := truncate (T, 12); +
+ return TT; +

e L L O O L

Figure 1: Al gorithm AES- CVAC- 96
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5. Test Vectors

These test cases are the sane as those defined in [Nl ST- CVAC],

The AES- CMAC Al gorithm and | Psec

the exception of 96-bit truncation.

2b7e1516 28aed2ab

Subkey Generation
AES 128(key, 0) 7df 76b0c 1ab899b3

K1 f beed618 35713366

K2 f 7ddac30 6ae266¢cc

Test Case 1: len =0

M <empty string>

AES _CMAC 96 bb1d6929 e9593728

Test Case 2: len = 16

M 6bclbee2 2e409f 96

AES CMVAC 96 070al6b4 6b4d4144

Test Case 3: len = 40

M 6bclbee2 2e409f 96
ae2d8a57 l1le03ac9c
30c81c46 a35ce4ll

AES CMVAC 96 df a66747 de9ae630

Test Case 4: len = 64

M 6bclbee2 2e409f 96
ae2d8a57 l1le03ac9c
30c81c46 a35ce4ll
f 69f 2445 df 4f 9b17

AES CMAC 96 51f Obebf 7e3b9d92

abf 71588

3e42f 047
7c85e08f
f 90bclle

7fa37d12

e93d7ell
f 79bdd9od

e93d7ell
9eb76f ac

30ca3261

e93d7ell
9eb76f ac
e5f bc119
ad2b417b
fc497417

09cf 4f 3¢

b91b546f
7236a8de
e46d513b

7393172a

7393172a
45af 8e51

7393172a
45af 8e51
laOab52ef
e66¢c3710

Interaction with the ESP C pher

As of this writing,

there are no

of AES-CMAC-96 with any specific

Mechani sm

June 2006

with

known i ssues that preclude the use

ci pher al gorithm

7. Security Considerations

See the security considerations section of [AES-CVAC].

8. | ANA Consi derati ons

The | ANA has al |l ocated value 8 for

Al gorithn) to the AUTH AES CVMAC 96 al gorithm

Song, et al.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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