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Abst r act

The Group Security Policy Token is a structure used to specify the
security policy and configurable paraneters for a cryptographic
group, such as a secure multicast group. Because the security of a
group is conmposed of the totality of multiple security services,
mechani snms, and attri butes throughout the conmunications
infrastructure, an authenticatable representation of the features
that nust be supported throughout the systemis needed to ensure
consi stent security. This docunent specifies the structure of such a
t oken.
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1. Introduction

The Multicast Group Security Architecture [ RFC3740] defines the
security infrastructure to support secure group comunications. The
policy token assumes this architecture in its definition. It defines
the enforceabl e security paraneters for a G oup Secure Association

The policy token is a verifiable data construct signed by the G oup
Omer, the entity with the authorization to create security policy.
The group controllers in a group will use the policy token to ensure
that the mechani sms used to secure the group are correct and to
enforce the access control rules for joining menbers. The group
nmenbers, who nay contribute data to the group or access data fromthe
group, will use the policy token to ensure that the group is owned by
a trusted authority. Al so, the menbers may want to verify that the
access control rules are adequate to protect the data that the nmember
is submitting to the group

The policy token is specified in ASN.1 [X. 208] and is to be DER

[ X. 660] encoded. This specification ability allows the token to
easily inmport group definitions that span different applications and
environnents. ASN. 1 allows the token to specify branches that can be
used by any multicast security protocol. Any group can use this
policy token structure to specify the use of nmultiple protocols in
securing the group.

Care was taken in this specification to provide a core |evel of token
specificity that woul d all ow ease of extensibility and flexibility in
supporting nmechanisns. This was done by using the follow ng
abstracted construct:

Mechani sm : : = SEQUENCE {
nmechani smdentifier OBJECT | DENTIFI ER
mechani snPar anet ers OCTET STRI NG

}

This construct will allow the use of group nechani sns specified in
ot her docunents with the policy token

The policy token is structured to reflect the MSEC Architecture

| ayers for a Group Security Association. Each of the architectura
layers is identified and given a branch in the "Core" token. This
allows a high degree of flexibility for future protoco

specifications at each architectural |ayer wthout the need to change
the "Core" policy token, which can then act as a single point of
reference for defining secure groups using any m x of protocols for
any numnber of environnents.
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2. Token Creation and Recei pt

At the tine of group creation or whenever the policy of the group is
updated, the Group Omer will create a new policy token

To ensure authenticity of the specified policy, the Token MIUST be
signed by the Group Owmer. The signed token MJUST be in accordance
with the Cryptographic Message Syntax (CWVS) [ RFC3852] SignedData

t ype.

The content of the SignedData is the token itself. It is represented
with the Content Type object identifier of

i d-ct-nsec-token OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12. 1.1}

The CMS sid value of the Signerlnfo, which identifies the public key
needed to validate the signature, MJST be that of the G oup Omner

The signedAttrs field MUST be present. In addition to the mninmally
required fields of signedAttrs, the signing-tine attribute MJST be
present.

Upon recei pt of a policy token, the recipient MIST check that

- the Group Owmer, as identified by the sid in the Signerinfo, is
the expected entity.

- the signing-tine value is nore recent than the signing-time val ue
seen in a previously received policy token for that group, or the
policy token is the first token seen by the recipient for that
group.

- the processing of the signature successfully validates in
accordance with RFC 3852.

- the specified security and comuni cation mechani sns (or at | east
one nechani sm of each choice) are supported and are in conpliance
with the recipient’s local policy.
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3. The Policy Token

The structure of the policy token is as foll ows:

Token :: = SEQUENCE {
t okenl nfo Tokenl D,
regi stration SEQUENCE OF Regi stration
rekey SEQUENCE OF Gr oupivhgnt Pr ot ocol
data SEQUENCE OF Dat aProtoco

}

tokenl nfo provides information about the instance of the Policy Token

(PT).

registration provides a |list of acceptable registration and
de-registration policy and mechani sms that may be used to manage
menber-initiated joins and departures froma group. A NULL
sequence indicates that the group does not support registration
and de-registration of nmenbers. A nenber MJST be able to support
at | east one set of Registration mechanisnms in order to join the
group. Wen multiple nechanisns are present, a nenber MAY use
any of the listed methods. The list is ordered in terns of G oup
Owmner preference. A menber MJST choose the highest |isted
mechani smthat |ocal policy supports.

rekey provides the rekey protocols that will be used in managi ng the
group. The nenber MJST be able to accept one of the types of
rekey messages listed. The list is ordered in ternms of Goup
Onmner preference. A menber MJST choose the highest |isted
mechani smthat |ocal policy supports.

data provi des the applications used in the comunications between
group nmenmbers. Wen multiple applications are provided, the
order of the list inplies the order of encapsul ation of the data.
A menmber MJST be able to support all the listed applications and
i f any choices of nechanisns are provided per application, the
nmenber MUST support at |east one of the mechani sns.

For the registration, rekey, and data fields, inplenmentations
encount eri ng unknown protocol identifiers MJST handle this gracefully
by providing indicators that an unknown protocol is anong the

sequence of perm ssible protocols. |f the unknown protocol is the
only all owabl e protocol in the sequence, then the inplenentation
cannot support that field, and the nenber cannot join the group. It

is a mtter of local policy whether a join is permtted when an
unknown protocol exists anmong the all owabl e, known protocols.
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3.

3.

Protocols in addition to registration, rekey, and data SHOULD NOT be
added to subsequent versions of this Token unless the MSEC
archi tecture changes.

Each data field of the PT is specified further in the foll ow ng
sections.

1. Token ldentifiers

tokenlnfo explicitly identifies a version of the policy token for a
particular group. It is defined as

Tokenl D : : = SEQUENCE {
t okenDef Ver si on | NTEGER (1),
gr oupNanme COCTET STRI NG,
edition | NTEGER OPTI ONAL

}

t okenDef Version is the version of the Group Policy Token
Specification. This specification (vl) is represented as one
(1). Changes to the structure of the Goup Security Policy Token
will require an update to this field.

groupNane is the identifier of the group and MJST be unique relative
to the Group Omner.

edition is an optional |INTEGER indicating the sequence nunber of the
PT. If edition is present, group entities MJST accept a PT only
when the value is greater than the | ast value seen in a valid PT
for that group.

The type LifeDate is also defined to provide standard nethods of
indicating timestanps and intervals in the Tokens.

LifeDate ::= CHO CE {
gt Gener al i zedTi ne,
utc UTCTi e,

i nterval | NTEGER
}

2. Registration Policy

The registration security association (SA) is defined in the MSEC
Architecture. During registration, a prospective group nmenber and
the group controller will interact to give the group nenber access to
the keys and information it needs to join the group and participate
in the group Data SA.
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The de-registration piece allows a current group nenber to notify the
Group Controller Key Server (GOJKS) that it will no | onger be
participating in the Data SA.

Regi stration ::= SEQUENCE ({
register G oupWngnt Pr ot ocol ,
de-regi ster G oupihgnt Prot ocol

}

The protocols for registration and de-registration are each specified
as

GroupWngnt Prot ocol ::= CHO CE {
none NULL,
supported Protocol

Prot ocol ::= SEQUENCE {
pr ot ocol OBJECT | DENTI FI ER,
protocol Info OCTET STRI NG

}

For exanple, register mght be specified as the Group Secure

Associ ati on Key Management Protocol (GSAKMP) [ RFC4535] registration

protocol. The OBJECT | DENTI FI ER TBS woul d be foll owed by the

paraneters used in GSAKMP registration as specified in Appendi x B.1.
3.3. Rekey Policy

The Rekey SA is defined in the MSEC Architecture. During the Rekey
of a group, several changes can potentially be nmade:

- refresh/change group protection keys,

- update the policy token,

- change the group nenbership.

Duri ng Rekey, the nenbership of the group can be nodified as well as
refreshing the group traffic protection keys and updating the Policy

Token.

This field is also specified as a sequence of protocols that will be
used by the GC KS.
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3.4. Goup Data Policy

The Data SA is the ultimte consumer of the group keys. The data
field will indicate the keys and nmechani snms that are to be used in
conmuni cati ons between group nmenmbers. There are several protocols
that could nake use of group keys, ranging fromsinple security
applications that only need key for encryption and/or integrity
protection to nore conplex configurable security protocols such as

| Psec and Secure Real -tinme Transport Protocol (SRTP) [RFC3711]. The
sequenci ng of the Data SA mechani snms are from"inside" to "outside".
That is, the first Data SA defined in a policy token nust act on the
raw data. Any Data SA specified after that will be applied in turn.

Dat aProtocol ::= Protoco
4. Security Considerations

Thi s docunent specifies the structure for a group policy token. As
such, the structure as received by a group entity nust be verifiably
authentic. This policy token uses CVM5S to apply authentication
through digital signatures. The security of this scheme relies upon
a secure CMS inplementation, choice of signature nmechani sm of
appropriate strength for the group using the policy token, and
secure, sufficiently strong keys. Additionally, it relies upon
know edge of a well-known Group Oamer as the root of policy

enf or cenent .

Furthernore, while the Goup Owmer may |list alternate nechanisns for
various functions, the group is only as strong as the weakest
accepted nechanisns. As such, the Goup Omer is responsible for
providing only acceptabl e security mechani sms.

5. | ANA Consi derations
The foll owi ng object identifiers have been assi gned:
- id-ct-nmsec-token OBJECT IDENTIFIER ::=1.3.6.1.5.5.12.1.1

- id-securitySuiteOne OBJECT IDENTIFIER ::= 1.3.6.1.5.5.12.2.1

- 1d- GSAKMPv1Regi strationProtoco
OBJECT | DENTI FI ER

1.3.6.1.5.5.12. 3.1

- id-GSAKMPv1DeRegi strati onProtoco
OBJECT | DENTI FI ER:

1.3.6.1.5.5.12.3.2

- id- GSAKMPv1Rekey OBJECT IDENTIFIER := 1.3.6.1.5.5.12.3.3
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i d-rekeyNone OBJECT IDENTIFIER ::= 1.3.6.1.5.5.12.4.1

- id-rekeyMet hod GSAKMPLKH

- id-reliabilityNone OBJECT | DENTIFIER ::

OBJECT IDENTIFIER ::= 1.3.6.1.5.5.12.4.2

.3.6.1.5.5.12.5.1

1
-

- id-reliabilityResend OBJECT IDENTIFIER ::= 1.3.6.1.5.5.12.5.2

- id-reliabilityPost OBJECT | DENTIFIER ::

.3.6.1.5.5.12.5.3

1
=

- id-subGCKSSchemeNone OBJECT IDENTIFIER ::=1.3.6.1.5.5.12.6.1

- i d-subGCKSSchenmeAut ononpbus

OBJECT IDENTIFIER ::= 1.3.6.1.5.5.12.6.2

- id-genericbDataSA OBJECT IDENTIFIER ::=1.3.6.1.5.5.12. 7.1

The Group Security Policy Token can be extended through
specification. Extensions in the formof objects can be registered
through I ANA. Extensions requiring changes to the protocol structure
will require an update to the tokenDefVersion field of the Tokenl D
(see Section 3.1).
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Appendi x A,  Core Policy Token ASN. 1 Mdul e
Pol i cyToken
{1.3.6.1.5.5.12.0. 1}
DEFINITIONS I MPLICI T TAGS :: =
BEG N
Token :: = SEQUENCE ({
tokenl nfo Tokenl D,
regi strati on SEQUENCE OF Regi strati on,
rekey SEQUENCE OF GroupiMhgnt Prot ocol ,
data SEQUENCE OF Dat aPr ot ocol
}
-- Token ID
Tokenl D :: = SEQUENCE {
t okenDef Ver si on | NTEGER (1), -- Goup Security Policy Token vl
gr oupName OCTET STRI NG
edition | NTEGER OPTI ONAL
}
LifeDate ::= CHO CE {
gt Gener al i zedTi e,
utc UTCTi ne,
i nterval | NTEGER
}
-- Registration
Regi stration ::= SEQUENCE ({
register G oupWngnt Pr ot ocol ,
de-regi ster G oupihgnt Prot ocol
}
-- G oupMngnt Pr ot ocol
GroupWngnt Prot ocol ::= CHO CE {
none NULL,
supported Protocol
}
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Protocol ::= SEQUENCE {
pr ot ocol OBJECT | DENTI FI ER
prot ocol I nfo OCTET STRI NG

}

-- Dat aProt oco

Dat aProt ocol ::= Protoco
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Appendi x B. GSAKMPv1l Base Policy

Thi s appendi x provides the data structures needed for when GSAKMP
exchanges are used as the G oupihgnt Protocol for the registration
de-regi stration, and/or Rekey SAs. This GSAKMP Base Policy
specification assunes famliarity with GSAKWP

B.1. GSAKMPv1l Registration Policy

VWhen GSAKMP is used in the G oup Managenment Protocol for

registration, the followi ng object identifier is used in the core
t oken.

i d- GSAKMPv1Regi strati onProtoco
OBJECT IDENTIFIER : = {1.3.6.1.5.5.12. 3.1}

The registration policy for GSAKVP provides 1) information on
aut horizations for group roles, 2) access control information for
group nmenbers, 3) the nechanisns used in the registration process,

and 4) information on what transport the GSAKMP registrati on exchange
will use

GSAKMPv1Regi strationlnfo ::= SEQUENCE {
j oi nAut hori zati on Joi nAut hori zati on
j oi nAccessCont rol SEQUENCE OF AccessContr ol
j oi nMechani ss Joi nMechani sns,
transport Transport

}

B.1.1. Authorization

j oi nAut hori zation provides information on who is allowed to be a
Group Controller Key Server (GO KS) and a sub-GOKS. It also can
indicate if there are limtations on who can send data in a
gr oup.

Joi nAut hori zation ::= SEQUENCE {
gCKS GCKSNarre,
subGCKS SEQUENCE OF GCKSName OPTI ONAL
senders Sender Aut hori zati on

}
The authorization information is in the formof an access contro
list indicating entity name and acceptable certification authority
information for the entity’'s certificate.

GCKSNane ::= SEQUENCE OF User CAPai r
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User CAPai r ::= SEQUENCE ({
groupEntity GSAKMPI D,
cA Cert Aut h

}

groupEntity is defined by type and value. The types are indicated by
i ntegers that correspond to the GSAKMP Identification types.
When a portion of a defined name type is filled with an "*", this
i ndicates a wildcard, representing any valid choice for a field.
This allows the specification of an authorization rule that is a
set of rel ated nanes.

GSAKMPI D :: = SEQUENCE {
typeVal ue | NTECER,
typeDat a OCTET STRI NG

The certificate authority is identified by the X 509 [ RFC3280] key
identifier.

CertAuth ::= Keyldentifier

Senders within a group either can be all (indicating no sender
restrictions) or can be an explicit list of those menbers authorized
to send data.

Sender Aut hori zation ::= CHO CE {

al | [0] NULL,

limted [1] EXPLICIT SEQUENCE COF User CAPai r
}

B.1.2. AccessControl

j oi nAccessControl provides information on who is allowed to be a
G oup Member. The access control list is inplemented as a set of
perm ssions that the nenber nust satisfy and a |ist of nane rules
and the certificate authority that each nmust satisfy.
Additionally, a list of exclusions to the |list may be provided.

AccessControl ::= SEQUENCE ({
per m ssi ons [1] EXPLICIT SEQUENCE OF Perm ssion OPTI ONAL,
accessRul e [2] EXPLICIT SEQUENCE OF User CAPair,

exclusionsRule [3] EXPLICIT SEQUENCE OF User CAPair OPTI ONAL
}

The permissions initially available are an abstract set of nuneric
| evel s that may be interpreted internal to a conmunity.
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Perm ssion ::= CHO CE {
si nmpl ePernmi ssion [1] Sinpl ePernission
}

Si npl ePerm ssi on :: = ENUMERATED {
one(1),
two(2),
three(3),
four(4),
five(H),
si x(6),
seven(7),
ei ght (8),
ni ne(9)

}

B.1.3. Joi nMechani sns

Al | onabl e GSAKMP nechani sm choi ces for a particular group are
specified in joi nMechani sns. Any set of JoinMechanismis acceptable
froma policy perspective.

Joi nMechani sns ::= SEQUENCE OF Joi nMechani sm

Each set of nechanisns used in the GSAKMP Regi stration may be
specified either as an explicitly defined set or as a pre-defined
security suite.

Joi nMechani sm :: = CHO CE {
alaCarte [0] Mechani sns,
suite [1] SecuritySuite

}

B.1.3.1. alaCarte

In an explicitly defined -- or alaCarte -- set, a nechanismis
defined for the signature, the key exchange al gorithm the key
wrappi ng al gorithm the type of acknow edgenent data, and
configuration data for the setting of timeouts.

Mechani sms :: = SEQUENCE {
si gnat ur eDef Si gDef ,
KEAl g KEA g,
keyW ap KeyW ap,
ackDat a AckDat a,
oplnfo ol nfo

}
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The signature definition requires specification of the signature
al gorithm for nessage signing. The |INTEGER that defines the choice
corresponds to the GSAKMP Signature type.

Si gDef ::= SEQUENCE {
sigAlgorithm D | NTEGER
hashAl gorithm D | NTEGER

}

The | NTEGER corresponding to hashAlgorithmw |l map to the GSAKMP
Nonce Hash type values. This algorithmis used in computing the
conmbi ned nonce.

The key exchange algorithmrequires an integer to define the GSAKMP
key creation type and may require additional per type data.

KEAI g ::= SEQUENCE ({
keyExchangeAl gorithm D | NTEGER
keyExchangeAl gorit hnData OCTET STRI NG OPTI ONAL

}

The keyWap is the algorithmthat is used to wap the group key(s)
and the policy token (if included). The integer corresponds to the
GSAKMP encryption type.

KeyWap ::= | NTEGER

Data may potentially be returned in a GSAKMP Key Downl oad ACK/ Fail ure
message. The type of data required by a group is specified by
AckData. No such field is currently supported or required.

AckData ::= CHO CE {
none [0] NULL

ol nfo provides configuration data for the operation of GSAKMP
registration. tinmeQut indicates the el apsed anpbunt of tine
before a sent nessage is considered to be msrouted or lost. It
is specified as the tinmestanp type LifeDate, previously defined
in the core token. terse inforns a GO/ KS whether the group
shoul d be operated in terse (TRUE) or verbose (FALSE) npode. The
optional timestanp field indicates whether a tinmestanp (TRUE) or
a nonce (FALSE) is used for anti-replay protection. |If the field
is absent, the use of nonces is the default node for GSAKMP
regi stration.
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ol nfo ::= SEQUENCE ({
timeQut LifeDate,
terse BOOLEAN,
ti mestanp BOOLEAN OPTI ONAL

}
B.1.3.2. suite

If the choice of mechanismfor the join is a predefined security
suite, then it is identified by OBJECT IDENTIFIER (O D). O her
security suites may be defined el sewhere by specification and
registration of an AD.

SecuritySuite ::= OBJECT | DENTI FlI ER

The O D for security suite 1, as defined within the GSAKWPv1
specification, is

id-securitySuiteOne OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.2.1}

B.1.4. Transport

transport indicates what protocol GSAKMP should ride over. The
choi ce of udpRTJtcpQ her indicates that the GSAKMP Request to
Join nessage is carried by UDP and all other group establishnent
nessages are carried by TCP.

Transport ::= CHO CE {
tcp [0] NULL,
udp [1] NULL,
udpRTJtcpQther [2] NULL
}

B.2. GSAKMPv1l Registration ASN.1 Modul e

GSAKMPv 1Regi strati onSA
{1.3.6.1.5.5.12.0. 2}

DEFINITIONS IMPLICI T TAGS :: =
BEG N
EXPORTS
GCKSNarre;
| MPORTS

Li f eDat e
FROM Pol i cyToken {1.3.6.1.5.5.12.0.1}
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Keyl dentifier
FROM PKI X1l nmplicit88 { iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) nechanisns(5) pkix(7)
i d-nmod(0) id-pkixl-inplicit(19) };

i d- GSAKMPv1Regi strati onPr ot ocol
OBJECT IDENTIFIER : = {1.3.6.1.5.5.12. 7}

GSAKMPv1Regi strationlnfo ::= SEQUENCE {
j oi nAut hori zati on Joi nAut hori zati on,
j oi nAccessCont rol SEQUENCE OF AccessControl,

j oi nMechani sms Joi nMechani sns,
transport Transport

}

Joi nAut hori zation ::= SEQUENCE {

gCKS GCKSNane,
subGCKS SEQUENCE OF GCKSNanme OPTI ONAL,
senders Sender Aut hori zati on

}
CCKSNare ::= SEQUENCE OF User CAPair
User CAPai r ::= SEQUENCE ({
groupEntity GSAKMPI D,
cA Cert Aut h
}
CertAuth ::= Keyldentifier
Sender Aut hori zation ::= CHO CE {
al | [0] NULL,
[imted [1] EXPLICI T SEQUENCE OF User CAPair
}
AccessControl ::= SEQUENCE {
per m ssi ons [1] EXPLICIT SEQUENCE OF Perm ssi on OPTI ONAL,
accessRul e [2] EXPLICIT SEQUENCE OF User CAPair,

exclusionsRul e [3] EXPLICIT SEQUENCE OF User CAPai r OPTI ONAL
}

Perm ssion ::= CHO CE {
si npl ePernmi ssion [1] Sinpl ePernission

}
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Si npl ePer m ssi on ::= ENUMERATED {
one(1l),
two(2),
three(3),
four (4),
five(5),
si x(6),
seven(7),
ei ght (8),
ni ne(9)

}

GSAKMPI D :: = SEQUENCE {
typeVal ue | NTEGER,
typeData OCTET STRI NG

Joi nMechani sns ::= SEQUENCE OF Joi nMechani sm
Joi nMechani sm :: = CHO CE {

al aCarte [0] Mechani sns,
suite [1] SecuritySuite

}
Mechani sns ::= SEQUENCE {
si gnat ur eDef Si gDef,
kEAl g KEA g,
keyW ap KeyW ap,
ackDat a AckDat a,
opl nfo ol nfo
}
SecuritySuite ::= OBJECT | DENTI FI ER
-- SECURITY SU TE ONE - -
i d-securitySuiteOne OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.2.1}
Si gDef ::= SEQUENCE ({

sigAl gorithm D | NTEGER,
hashAl gorithm D | NTEGER

}
KEAl g ::= SEQUENCE {
keyExchangeAl gorithm D | NTEGER,

keyExchangeAl gorit hnDat a OCTET STRI NG OPTI ONAL
}

KeyWap ::= | NTEGER
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AckData ::= CHO CE {
none [0] NULL
}
Opl nfo ::= SEQUENCE ({
ti meQut Li f eDat e,
terse BOOLEAN,
ti mestanmp BOOLEAN OPTI ONAL
}
Transport ::= CHO CE {
tcp [0] NULL,
udp [1] NULL,
udpRTJt cpQt her [2] NULL
}
END

B.3. GSAKMPv1l De-Registration Policy

GSAKMP de-registration provides a method to notify a (S-)GC/ KS that a
menber needs to | eave a group. Wen GSAKMP is the de-registration
Protocol for the Group, the followi ng object identifier is used in
the core token.

i d- GSAKMPv 1DeRegi st rati onPr ot ocol OBJECT | DENTI FIER: : =
{1.3.6.1.5.5.12. 3.2}

The de-registration policy provides the nechani sns needed for the
de-regi strati on exchange nessages, an indication of whether the
exchange is to be done using terse (TRUE) or verbose (FALSE) node,
and the transport used for the GSAKMP de-regi stration nessages.

GSAKMPv1DeRegi strationlnfo ::= SEQJUENCE {
| eaveMechani sns  SEQUENCE OF LeaveMechani sns,
terse BOOLEAN,
transport Transport

}

The policy dictating the nechani sns needed for the de-registration
exchange is defined by | eaveMechanisns. This field is specified as

LeaveMechani sns ::= SEQUENCE ({
sigAl gorithm | NTEGER,
hashAl gorithm | NTEGER,
cA Keyl dentifier

}
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The | NTEGER corresponding to sigAlgorithmwill map to the GSAKMP
Signature type values. This algorithmset is to be used for message
si gni ng.

The | NTEGER corresponding to hashAlgorithmw |l map to the GSAKMP
Nonce Hash type values. This algorithmis used in conputing the
conbi ned nonce.

CA represents a trust point off of which the signer’'s certificate
must certify. It is identified by the Public Key Infrastructure for
X.509 Certificates (PKIX) Keyldentifier [RFC3280] type.

transport will provide the expected transport for GSAKMP
de-registration nessages. Initially, either UDP or TCP will be the
policy for a group.

Transport ::= CHO CE {
tcp [ 0] NULL,
udp [1] NULL

B.4. GSAKMPv1 De- Registration ASN.1 Mdul e

GSAKMPv 1DeRegi st rati onSA
{1.3.6.1.5.5.12.0. 3}

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS
Keyl dentifier
FROM PKI X1l nmplicit88 { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sms(5) pkix(7)
i d-mod(0) id-pkixl-inmplicit(19) };

i d- GSAKMPv1DeRegi st rati onPr ot ocol
OBJECT IDENTIFIER : = {1.3.6.1.5.5.12. 3.2}

GSAKMPv1DeRegi strationlnfo :: = SEQJUENCE {
| eaveMechani sns SEQUENCE OF LeaveMechani sis,
transport Transport

}
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LeaveMechani sns ::= SEQUENCE ({
si gAl gorithm | NTECER,
hashAl gorithm | NTEGER,
cA Keyl dentifier

}

Transport ::= CHO CE {
tcp [ 0] NULL,
udp [1] NULL

}

END
B.5. GSAKMPv1l Rekey Policy

VWhen GSAKMP is used as the Rekey Protocol for the G oup, the
foll owi ng object identifier should be used in the core token as the
rekey protocol:

i d- GSAKMPv1Rekey OBJECT IDENTIFIER : = {1.3.6.1.5.5.12.0. 4}

The GSAKMP rekey policy provides authorization information,

mechani sns for the GSAKMP rekey messages, indicators defining rekey
event definitions that define when the GO KS shoul d send a rekey
nessage, the protocol or nmethod the rekey event will use, the rekey
interval that will allow a nmenber to recognize a failure in the rekey
process, a reliability indicator that defines the nmethod the rekey
will use to increase the likelihood of a rekey delivery (if any), and
finally an indication of how subordinate-GC KSes will handl e rekey.
This policy al so describes the specific rekey policy nethods "None"
and " GSAKMP LKH REKEY".

GSAKMPv1Rekeyl nfo ::= SEQUENCE {
aut hori zati on RekeyAuthori zati on,
mechani sm RekeyMechani sns,

rekeyEvent Def RekeyEvent Def,
rekeyMet hod RekeyMet hod,
rekeyl nterval LifeDate,
reliability Reliability,
SubGCKSI nf o SubGCKSI nf o

B.5.1. Rekey Authorization

RekeyAut hori zation ::= GCKSName
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B.5.2. Rekey Mechani sms

The policy dictating the nechani sns needed for rekey nessage
processing is defined by RekeyMechanisms. This field is specified as

RekeyMechani sns ::= SEQUENCE ({
sigAl gorithm | NTEGER
hashAl gorithm | NTEGER

}

The | NTEGER corresponding to sigAlgorithmwill map to the GSAKMP
Signature type values. This algorithmset is to be used for nessage
si gnhi ng.

The | NTEGER corresponding to hashAlgorithmw |l map to the GSAKMP
Nonce Hash type values. This algorithmis used in computing the
conbi ned nonce.

B.5.3. Rekey Event Definition

Rekey Event Definition provides information to the GO KS about the
systemrequirenents for sending rekey nmessages. This allows
definition of the rekey event in tine as well as event-driven
characteristics (a nunber of de-registration notifications as an
exanpl e), or a conbination of the two (e.g., after x de-registrations
or 24 hours, whichever cones first).

RekeyEvent Def ::= CHO CE {
none [0]  NULL, -- never rekey
timeOnly [1] LifeDate, -- rekey every X units
event [2] |INTEGER, -- rekey after x events

ti mAndEvent [3] Ti meAndEvent
}

The LifeDate specifies the maximumtine a group shoul d exi st between
rekeys. This does not require clock synchronization as this is used
with respect to a local clock (a GJKS clock for sending rekey
nessages or a nmenber clock for determ ning whether a nmessage has been
m ssed).

The | NTEGER corresponding to the event is an indicator of the nunber
of events a group should sustain before a rekey nessage is sent.
This defines the events between rekeys. An exanple of a rel evant
event is de-registration notifications.

The Ti neAndEvent is defined as a couple of the LifeDate and | nteger
pol i ci es.
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Ti meAndEvent ::= SEQUENCE {
tinme LifeDate, -- rekey after x units of tinme OR
event |INTEGER -- x events occur

}

B.5.4. Rekey Met hods

The rekey nethod defines the policy of howthe rekey is to be
acconplished. This field is specified as

RekeyMet hod :: = SEQUENCE {

rekeyMet hodType OBJECT | DENTI FI ER
rekeyMet hodl nfo OCTET STRI NG

}

The rekeyMet hodType will define the rekey method to be used by the
group.

The rekeyMet hodlnfo will supply the Gvs with the information they
need to operate in the correct rekey node.

B.5.4.1. Rekey Met hod NONE
The group defined to work without a rekey protocols supporting it is
supported by the rekeyMet hodType NONE. There is no
RekeyMet hodNonel nfo associated with this option
i d-rekeyNone OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12. 4.1}
RekeyMet hodNonel nfo ::= NULL
B.5.4.2. Rekey Method GSAKMP LKH
The GSAKMP protocol specification defined an interpretation of the
Logi cal Key Hierarchy (LKH) protocol as a rekey method. This nethod
is supported by the follow ng val ues.
i d-rekeyMet hodGSAKMPLKH OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.4.2}
RekeyMet hodGSAKMPLKHI nf o :: = | NTEGER
The GSAKMP LKH net hod requires a gsaknp type value for identifying

the cryptographic algorithmused to wap the keys. This val ue naps
to the GSAKMP encryption type.
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B.5.5. Rekey Interva

Rekey interval defines the nmaxi num delay the GM shoul d see between
valid rekeys. This provides a neans to ensure the GMis

synchroni zed, froma key managenent perspective, with the rest of the
group. It is defined as a tine/date stanp.

B.5.6. Rekey Reliability

The rekey message in the GSAKMP protocol is a single push nessage.
There are reliability concerns with such non-acknow edged nessages
(i.e., nessage exchange). The Reliability policy defines the
mechani smused to deal with these concerns.

Reliability ::= SEQUENCE {
reliabilityMechanism OBJECT | DENTI FI ER
reliabilityMechContent OCTET STRI NG

}

The reliability mechanismis defined by an OBJECT | DENTI FI ER and t he
i nformati on needed to operate that mechanismis defined as
reliabilityMechContent and is an OCTET STRI NG (as before).
B.5.6.1. Rekey Reliability Mechani sm None
In networks with adequate reliability, it may not be necessary to use
a nmechanismto inprove reliability of the rekey nessage. For these
networ ks the ReliabilityMechani sm NONE i s appropri ate.
id-reliabilityNone OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.5.1}
Rel i abi | i tyContent None ::= NULL
B.5.6.2. Rekey Reliability Mechani sm Resend
In networks with unknown or questionable reliability, it may be
necessary to use a nechanismto inprove reliability of the Rekey
Message. For these networks, the ReliabilityMechani sm RESEND is
potentially appropriate. This nechanismhas the GC/ KS repeatedly
sendi ng out the same nmessage.
id-reliabilityResend OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.5.2}
Rel i abilityResendl nfo ::= | NTEGER

The I NTEGER value in the ReliabilityResendl nfo indicates the number
of times the message shoul d be resent.
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B.5.6.3. Rekey Reliability Mechani sm Post

Anot her reliability mechanismis to post the rekey nmessage on some
service that will make it generally available. This is the
reliabilityPost nethod.

id-reliabilityPost OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.5. 3}
ReliabilityContentPost ::= | A5String

The 1 A5String associated with ReliabilityPost is the identifier of
the posting site and rekey nessage.

B.5.7. Distributed Operation Policy

The policy dictating the rel ati onshi ps between GO KS and S- GC/ KS for
di stributed operations is defined as SubGCKSInfo. It is defined as a
coupl e of a subGCKSSchene and sone information relating to that
Scheme in sGCKSCont ent .

SubGCKSI nfo :: = SEQUENCE {

subGCKSScheme OBJECT | DENTI Fl ER,
sGCKSCont ent  OCTET STRI NG

}
B.5.7.1. No Distributed Operation

If the group is not to use S-GCOKS, then that Schene woul d be
SGCKSScheneNone.

i d- subGCKSScheneNone OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.6.1}
SGCKSNoneCont ent ::= NULL
B.5.7.2. Autonomous Distributed Mde

If the group is to use S-GCU KS as defined in the GSAKMP specification
as Autonompus node, then that schene woul d be SGCKSAut ononpus.

i d- subGCKSScheneAut ononopus
OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12. 6.2}

SGCKSAut ononous : : = SEQUENCE {
aut hSubs GCKSNane,
domai n OCTET STRI NG OPTI ONAL
}
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The policy information needed for autononbus node is a |ist of
aut hori zed S-GC/ KSes and restrictions on who they may serve. The
domain field representing these restrictions is NULL for this
versi on.

B.6. GSAKMPv1l Rekey Policy ASN. 1 Mdul e

GSAKMPv 1Rekey SA
{1.3.6.1.5.5.12.0. 4}

DEFINITIONS MPLICI T TAGS :: =

BEG N
| MPORTS
GCKSNane
FROM GSAKMPv1Regi strati onSA {1.3.6.1.5.5.12.0.2}
Li feDate
FROM Pol i cyToken {1.3.6.1.5.5.12.0.1};
i d- GSAKMPv1Rekey OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.0. 4}
GSAKMPv 1Rekeyl nfo :: = SEQUENCE {
aut hori zati on RekeyAut hori zati on,
nmechani sm RekeyMechani sns,
rekeyEvent Def RekeyEventDef, -- tells the GCKS when to rekey
r ekeyMet hod RekeyMet hod,
rekeyl nterval LifeDate, -- menber knows when to rejoin
reliability Reliability, -- what mech will be used to

- - i ncrease the |ikelihood
-- of rekey delivery

subGCKSI nf o SubGCKSI nf o -- what subordi nate GCKS needs
}
RekeyAut hori zati on ::= GCKSNane
RekeyMechani sns ::= SEQUENCE ({

si gAl gorithm | NTECER,
hashAl gorithm | NTEGER

}

RekeyEvent Def ::= CHO CE {
none [0] NULL, -- never rekey
timeOnly [1] EXPLICIT LifeDate, -- rekey every x units
event [2] | NTEGER, -- rekey after x events
ti meAndEvent [3] Ti neAndEvent

}
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Ti meAndEvent ::= SEQUENCE {
time LifeDate, -- rekey after x units of tinme OR
event INTEGER -- x events occur

}

RekeyMet hod :: = SEQUENCE {
rekeyMet hodType OBJECT | DENTI Fl ER,
rekeyMet hodl nfo OCTET STRI NG

}
-- REKEY METHOD NONE - -
i d-rekeyNone OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.4.1}
RekeyMet hodNonel nfo ::= NULL
-- REKEY METHOD GSAKMP LKH - -
i d-rekeyMet hodGSAKMPLKH OBJECT I DENTIFIER ::= {1.3.6.1.5.5.12. 4.2}
RekeyMet hodGSAKMPLKHI nfo ::= | NTEGER -- gsaknp type val ue for
-- wr appi ng nmechani sm
Reliability ::= SEQUENCE {

reliabilityMechanism OBJECT | DENTI FI ER,
reliabilityMechContent OCTET STRI NG

}

-- RELI ABI LI TY MECHANI SM NONE - -

id-reliabilityNone OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.5.1}

Rel i abi i tyCont ent None ::= NULL

-- RELI ABI LI TY MECHANI SM RESEND - -

id-reliabilityResend OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.5. 2}

ReliabilityResendlnfo ::= INTEGER -- # of tines rekey nessage shoul d
-- be resent

-- RELI ABI LI TY MECHANI SM POST - -

id-reliabilityPost OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.5. 3}

Rel i abilityContentPost ::= | A5String

Col egrove & Har ney St andards Track [ Page 28]



RFC 4534 Group Security Policy Token v1 June 2006

SubGCKSI nfo :: = SEQUENCE {
subGCKSSchene OBJECT | DENTI FI ER,
sGCKSCont ent  OCTET STRI NG

}

i d- subGCKSSchenmeNone OBJECT I DENTIFIER ::= {1.3.6.1.5.5.12. 6.1}
SGCKSNoneCont ent :: = NULL

i d- subGCKSSchemeAut onomous OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.6. 2}
SGCKSAuUt ononous : : = SEQUENCE {

aut hSubs GCKSNane,
domai n OCTET STRI NG OPTI ONAL

}
END
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Appendi x C. Data SA Policy

The Data SA provides the data structures needed for the protection

of the data exchanged between group nenbers. This appendi x defines
the data structures needed for a sinple, generic security application
maki ng use of fixed security mechanisns. Such a Data SA requires
only that keys delivered by the registration and rekey protocols be
mapped to the service using them

C.1. Ceneric Data Policy
The Generic Data Policy has the followi ng identifier:
i d-generi cDataSA OBJECT IDENTIFIER :: = {1.3.6.1.5.5.12.7.1}

I f an authenticati on nechanismis used within the security
application, the key identifier (kMeyl D) used in the key managenent
protocol is given, as well as an optional key expiration date.

Li kewi se, if an encryption nmechanismis used within the security
application, the encryption key identifier is given, as well as an
optional key expiration date (keyExpirationDate).

Generi cDat aSAl nfo :: = SEQUENCE ({
aut hentication [0] EXPLICIT Keyl nfo OPTI ONAL,
encryption [1] EXPLICIT Keylnfo OPTI ONAL

Keyl nfo ::= SEQUENCE{
kMKeyl D OCTET STRI NG,
keyExpirationDate LifeDate OPTI ONAL

C.2. Ceneric Data Policy ASN. 1 Mdul e

Ceneri cDat aSA
{1.3.6.1.5.5.12.0.5}

DEFINITIONS IMPLICI T TAGS :: =

BEG N

-- DATA APPLI CATION:  Ceneric

-- This token specification is for data applications with
-- fixed security mechani snms. Such data applications only

-- need a mappi ng of managenent protocol key identification
-- tags to security service.
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| MPORTS
Li feDate
FROM Pol i cyToken {1.3.6.1.5.5.12.0.1}

Keyl dentifier
FROM PKI X1l mplicit88 { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7)
i d-nmod(0) id-pkixl-inplicit(19) };

i d-genericDat aSA OBJECT IDENTIFIER ::= {1.3.6.1.5.5.12.7.1}
Generi cDat aSAl nfo ::= SEQUENCE ({

aut hentication [0] EXPLICIT Keyl nfo OPTI ONAL,

encryption [1] EXPLIC T Keylnfo OPTI ONAL
Keyl nfo ::= SEQUENCE{

kMKeyl D OCTET STRI NG,

keyExpirati onDate LifeDate OPTI ONAL

END
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