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Abst r act

The SIP event notification framework descri bes the usage of the
Session Initiation Protocol (SIP) for subscriptions and notifications
of changes to the state of a resource. The docunent does not
descri be a mechani sm whereby filtering of event notification

i nformation can be achi eved.

Thi s docunent describes the operations a subscriber performs in order
to put filtering rules associated with a subscription to event
notification information in place. The handling, by the subscriber
of responses to subscriptions carrying filtering rules and the
handl i ng of notifications with filtering rules applied to themare

al so described. Furthernore, the docunent conveys how the notifier
behaves when receiving such filtering rules and how a notification is
construct ed.
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1

| ntroducti on

SIP event notification is described in [3]. It defines a genera
framework for sending subscriptions and receiving notifications in
SI P-based systens. It introduces the concept of event packages,

whi ch are concrete applications of the general event framework to a
speci fic usage of events.

Filtering is a mechanismfor controlling the content of event
notifications. Additionally, the subscriber may specify the rules
for when a notification should be sent to it. The filtering

mechani smis expected to be particularly valuable to users of nobile
wirel ess access devices. The characteristics of the devices
typically include high latency, |ow bandw dth, |ow data processing
capabilities, small display, and |imted battery power. Such devices
can benefit fromthe ability to filter the anmount of information
generated at the source of the event notification. However,

i npl enenters need to be aware of the conputational burden on the
source of the event notification. This is discussed further in
Section 8.

It is stated in [3] that the notifier may send a NOTIFY at any tine,
but typically it is sent when the state of the resource changes. It
al so states that the notifications would contain the conplete and
current state of the resource authorized for a certain subscriber to
see. The format of such resource state information is package
specific. In this neno, we assune that the NOTIFY for any package
contai ns an XM. docunent.

Thi s docunent, together with [5], presents a nechanismfor filtering
wher eby a subscriber describes its preference of when notifications
are to be sent to it and what they are to contain. It also describes
how the notifier functions when generating notifications by taking
into account filters and default functionality of the package/

servi ce.

The XML format for defining the filter is described in [5].
Conventi ons

In this document, the key words 'MJST', 'MJST NOTI', ' REQUI RED ,
"SHALL', ' SHALL NOT’', ’'SHOULD , ’'SHOULD NOT', ' RECOMMENDED , ' MAY',
and 'OPTIONAL' are to be interpreted as described in RFC 2119 [1] and
i ndicate requirenent levels for conpliant inplenentations.

"Content" refers to the XM. docurment that appears in a notification
reflecting the state of a resource.
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3. dient Operation
3.1. Transport Mechani sm

Transportation of the filter to the server is achieved by inserting
the XML docunent, as defined in [5], in the body of the SUBSCRI BE
request. Alternatively, the XML docunment can be upl oaded to the
server using nmeans outside the scope of this docunent.

3.2. SUBSCRI BE Bodi es

SIP entities conpliant with this specification MJST support the
content type 'application/sinple-filter+xm’.

3.3. Subscriber CGenerating of SUBSCRI BE Requests

This section presents additional functionality required fromthe
subscri ber when filters are used in the bodies of the SUBSCRI BE
requests. Nornal operations of services (e.g., as defined in [8],
[10], and [4]) are otherw se foll owed.

As defined in [3], the SUBSCRI BE message MAY contain a body. This
body would carry filtering information. Honouring those filters is
at the discretion of the notifier and m ght depend on | ocal policies.

No content in the body of a SUBSCRIBE indicates to the notifier that
no filter is being requested, so the notifier is instructed to send
all the NOTIFY requests using the notifier’s own or service-specific
policy. Note that, for exanple, in the list case [4], the filter

m ght have been upl oaded to the server beforehand (by neans outside
the scope of this docunent).

If the body of the SUBSCRI BE includes the filter, the body MJST be of
the M ME-Type ’application/sinple-filter+xm’.

3.3.1. Defining the Filtering Rul es

Multiple filters MAY be included in one SUBSCRIBE. This is achieved
by including nultiple <filter> elenments in the filter [5]. Each
<filter> elenent may include a "uri’ attribute.

A SUBSCRI BE request destined to a list URI [4] MAY include nultiple
filters specific to individual resources. This is achieved by
including nultiple <filter> elements with different URI's of resources
in each of those elenents. This resource specific resource-specific
filter are processed first before any list specific list-specific
filter, if any. The list specific list-specific filter may or may
not include a URI.
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Furthernore, regardl ess of whether the SUBSCRIBE is destined to a
list URI, there can only be one filter applicable to a single
resource or domain within a single SUBSCRIBE. That is, each filter
within a subscription MJST uniquely identify one resource or one
domai n.

A filter can be enabled and disabled using the 'enabled attribute in
the <filter> elenent, as described in [5].

3.3.2. Request-URl vs. Filter UR

The URI in the filter defines the target resource. For exanple, in
the Presence service case, it is the presentity’'s presence
information to which the filter is applied. The subscriber MAY
choose to leave the URI in the filter undefined. |If the UR is not
defined within the filter, the filter applies to the resource
identified in the Request-URI. Simlarly, the subscriber MAY define
afilter URI. If the Request-URl is a list URI [4], the filter UR
MUST be the list URI, a sub-list URI, or resource whose URl is one of
the URIs that result froma |ookup, by a Resource List Server (RLS)
on the Request-URI. If it is not, the filter nay be ignored or nay
be rejected. URI matching is done according to the matching rul es
defined for a particular scheme (SIP URI matching rules are defined
in RFC 3261 [2]).

A filter may al so be addressed to a dommin using the 'domain’
attribute instead of the "uri’ attribute. 1In this case, the filter
applies to resources in that domain. This can be used when a
subscription is for a resource that is an event list with nmany
resources fromdiffering domains. |f an individual resource-specific
filter is present along with the domain filter, this
resource-specific filter overrides any domain-specific filter, if
any.

3.3.3. Changing Filters within a D al og

The subscri ber MAY reset or change the filter by re-issuing a new
SUBSCRI BE request within the existing dialog. A SUBSCRIBE within the
exiting dialog that does not contain a filter is assumed to maintain
existing filters. This nmeans that filters are persistent within a
di al og and are only explicitly renoved.

A subscriber requiring renoval of a filter may do so by using the
"renmove="true"’ attribute, as defined in [5].

In the case where the URI in the filter is that of alist, a

subscriber may override the existing filter with a filter for an
i ndi vidual resource that is part of the |list subscribed to earlier by
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i ssuing a new SUBSCRIBE within the existing dialog and including a
filter, specific for that individual resource, using a new filter |ID
The new filter need not include the original filter since a filter is
only renoved in the manner indicated above.

A filter is replaced by the subscriber re-issuing the filter using
the sane filter ID and replacing the contents of the filter.
Replacing a filter by changing the filter ID and keeping the resource
URI is considered an error since this causes the server to assune
that two filters are placed for the same resource.

Again, a filter can be disabled and re-enabl ed using the 'enabled’
attribute in the <filter> elenent, as described in [5].

3.3.4. Subscriber Interpreting of SIP Responses

The SUBSCRI BE request will be confirmed with a final response. A
200-cl ass response indicates that the subscription has been accepted
and that a NOTIFY will be sent imediately. A "200" response

i ndi cates that the subscription has been accepted and that the filter
is accepted. A "202" response nerely indicates that the subscription
has been understood, that the content type has been accepted, and
that authorization may or may not have been granted. A "202"
response also indicates that the filter has not been accepted yet.
The acceptance of the filter MAY arrive in a subsequent NOTIFY.

A non-200 class final response indicates that no subscription or

di al og has been created, and no subsequent NOTIFY nmessage will be
sent. Al non-200 class final responses have the same neani ngs and
handl i ng as described in [2] and [3].

Specifically, a "415" response indicates that the MM type
"application/sinple-filter+xm’ is not understood by the notifier. A
"488" response indicates that the content type (filter) is understood
but some aspects of it were either not understood or not accepted.

3.4. Subscriber Processing of NOTIFY Requests
If the 2xx response was returned for the SUBSCRI BE, the NOTIFY that
foll ows MAY contain a body that describes the present state of the
resource after the filters have been appli ed.
If the NOTIFY indicates that a subscription has been term nated [ 3],
the subscription is assuned to be terninated. Behaviour in such
events is also described in [3].

If the subscription is indicated as active, NOTIFY requests are
handl ed as described i n package-specific docunents and in [3].
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4. Resource List Server Behavi our

The Resource List Server is defined in [4]. This section describes
how such an entity behaves in the presence of a filter in a
subscription to a list.

4.1. Request-URI vs. Filter UR

If the URI is not defined within the filter, the filter applies to
the resource list identified in the Request-URl of the SUBSCRI BE
request. This results in the filters being applied to all the
notifications that the RLS issues to this subscription. The sane
processing applies to a filter that defines a URI that matches the
request-URI of the SUBSCRIBE request. That is, the filter applies to
all notifications that the RLS issues to this subscription.

If the URI indicated by the filter is for one resource whose URl is
one of the URIs that result froma | ookup by the RLS on the
Request-URI, the filter for that particular resource is extracted and
propagated in the SUBSCRI BE request sent to that resource. It is
possi ble to have nore than one filter in a SUBSCRI BE request body,
and therefore a filter specific to a resource MIST be extracted and
only that one is propagated. For exanple, if the Request-URl in a
SUBSCRI BE has the val ue "si p: mybuddi es@xanpl e. conf', where
"bob@xanpl e.cont’ is a resource belonging to that list, and the UR
inafilter is "sip:bob@xanple.con, the filter specific for Bob is
extracted and placed in the body of the SUBSCRI BE sent to
"bob@xanpl e. coni'.

If the URI indicated by the filter is for one resource whose URl is
NOT under the RLS administrative control, the RLS propagates the
filter to all the fanned out subscriptions. This is to accommdate
the scenario where the subscriber knows that there are sub-lists in
the event list that are under a different adm nistrative domain from
that where the original subscription was sent, and the subscri ber

wi shes to set a filter for a resource in that sub-1list.

If the URI indicated by the filter is for one resource whose URl is
under the RLS administrative control but is not part of the resource
list that the subscription was addressed to, the filter is not
propagated. In this case, it is the RLS s responsibility to make
sure that this filter is applied to notifications issued, if

i nformati on about that resource is present.
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For exanple: If we have 2 lists, each located on its own RLS
Listl (listl@xanple.com on RLS1 has: bob@xanpl e.com
| ist2@il oxi.com

List2 on RLS2 has: alice@il oxi.com sarah@xanpl e.com
(Note: list2 is a resource in listl)

RLS1 receives the foll owi ng SUBSCRI BE request (the SUBSCRIBE is
addressed to listl and contains 2 filters: one for sarah@xanpl e.com
and the other for alice@il oxi.conj:

SUBSCRI BE si p: Li st 1@xanpl e.com SI P/ 2.0

<?xm version="1.0" encodi ng="UTF-8""?>
<filter-set xm ns="urn:ietf:params:xm:ns:simple-filter">
<ns- bi ndi ngs>
<ns- bi ndi ng prefix="pidf" urn="urn:ietf:parans: xm:ns:pidf"/>
</ ns- bi ndi ngs>
<filter id="999" uri="sip:sarah@xanple.coni'>
<what >
<i ncl ude type="nanespace">
urn:ietf:parans: xm:ns: pidf </incl ude>
<excl ude>
[ I pi df : tupl e/ pi df : not e</ excl ude>
</ what >
</filter>
<filter id="8439" uri="sip:alice@iloxi.conm>
<what >
<i ncl ude>
/I pi df:tuplel/pidf:status/pidf:basic</include>
</ what >
</filter>
</[filter-set>

RLS1 fans out subscriptions to resources on listl. The text above
suggests that if a filter is destined to a resource that is not part
of the list and is outside the adm nistrative domain of an RLS, then
that filter is propagated. The rest are consumed. In our exanple,
only the filter to alice@iloxi.comis propagated since biloxi.comis
not under the adm nistrative domain of RLS1. The filter to
sarah@xanpl e.comis consunmed, and RLS1 needs to apply that filter to
notifications it receives.

URI matching is done according to the matching rules defined for a
particul ar schene (SIP URI matching rules are defined in RFC 3261

[21).
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A filter may al so be addressed to a dommin using the 'domain’

attribute instead of the "uri’ attribute. 1In this case, the filter
applies to resources in that domain, and the RLS MJUST NOT apply
filters to any notifications it sends. Instead, it MJST forward the

filter with all fanned-out subscriptions to the notifiers.

As indicated in Section 3.3.1, nultiple filters can be present in a
SUBSCRI BE request. Filters can also be added or nodified as
indicated in Section 3.3.3. 1In such circunstances, an RLS MJST check
that there are no filters addressed to the same resource or domain,
and if there are, it MJST reject the SUBSCRI BE request with a "488"
error response.

4.2. Changing Filters within a D al og

If an RLS receives a subscription refresh request with no filters
specified (enmpty payl oad), the RLS assunmes that the client does not
wi sh to update the filters. |If an RLS receives a subscription
refresh with a filter containing the 'renove="true"’ attribute, as
defined in [5], the RLS assumes that the client is renoving that
filter identified by the filter ID

If an RLS receives a subscription refresh request with a filter that
al ready exists (i.e., having the sane filter ID), the RLS interprets
it as a replacenent of the existing filter. Replacing a filter by
changing the filter I D and keeping the resource URI is considered an
error since this causes the RLS to assune that two filters are in

pl ace for the same resource.

A filter can be disabled and re-enabled using the 'enabled attribute
inthe <filter> elenent, as described in [5].

5. Server Qperation
5.1. NOTI FY Bodi es

SIP entities conpliant with this specification MJST support
content-type 'application/sinple-filter+xm’.

5.2. Notifier Processing of SUBSCRI BE Requests
This section presents additional functionality required fromthe
notifier when filters are used in the bodi es of the SUBSCRI BE

requests. Nornmal package-specific functionality is otherw se
fol | oned.
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The notifier will exam ne the Content-Type header field and wll
return a 415 response if it does not understand the content type
"application/sinple-filter+xm’.

A 200-cl ass response indicates that the subscription has been
accepted, and the NOTIFY will be sent imediately. A "200" response
i ndi cates that the subscription has been accepted, the user is

aut horized, and the filter is accepted. A "202" response nerely

i ndi cates that the subscription has been understood, but that the
aut hori zati on may or may not have been granted. A "202" response
also indicates that the filters have not been accepted yet. The
acceptance of the filters MAY arrive in a subsequent NOTI FY.

Procedures described in Section 5.4 are followed if an error is
encount er ed.

As indicated in Section 3.3.1, nultiple filters can be present in a
SUBSCRI BE request. Filters can also be added or nodified as
indicated in Section 3.3.3. |In such circunstances, a server MJST
check that there are no filters addressed to the sane resource or
domain, and if they are, it MJST reject the SUBSCRI BE request with a
"488" error response.

5.2.1. Request-URlI vs. Filter UR

The subscri ber may have chosen to leave the URI in the filter
undefined. If the URI is not defined within the filter, the filter
applies to the resource identified in the Request-URI

Simlarly, the subscriber may have chosen to include a URl in the
filter. In this case, the filter applies to all notifications sent
with content associated with the resource with that URl for this
subscription. |If the Request-URI and the URI in the filter do not
match, the filter nmay be ignored or rejected. UR matching is done
according to the matching rules defined for a particular schene (SIP
URI matching rules are defined in RFC 3261 [2]).

A filter may al so be addressed to a dommin using the ’'domain’
attribute instead of the "uri’ attribute. 1In this case, the filter
applies to resources in that domain. A notifier MJST ignore any
filter using a "domain’ attribute containing a domain for which this
notifier is not responsible. The notifier MJST NOT apply such a
filter to any notification it sends. Notifiers belonging to the
domain MUST apply the filter to all notifications it sends for that
subscription, unless policy dictates otherw se.
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5.2.2. Changing Filters within a D al og

If a server receives a subscription refresh request with no filters
specified (enmpty payl oad), it assumes that the client does not w sh
to update the filters. If it receives a subscription refresh with a
filter containing the 'renove="true"’ attribute, as defined in [5],
the server assunmes that the client is renoving the filter identified
by the filter |ID

If the server receives a subscription refresh request with a filter
that already exists (i.e., having the same filter I1D), it interprets
it as a replacenent of the existing filter. Replacing a filter by
changing the filter I D and keeping the resource URl is considered an
error since this causes the server to assunme that two filters are

pl aced for the same resource.

5.3. Notifier Generating of NOTIFY Requests

Upon receiving the SUBSCRIBE with the filter, the notifier SHOULD
retain the filter as long as the subscription persists. The filter
MAY be incorporated within an existing subscription (in an active
di al og) by sending a re-SUBSCRI BE that includes the filter in the
body.

If the response sent to the SUBSCRIBE was a "202" and the "202" was
chosen because the filter could not be accepted that tinme, the NOTIFY
MAY be used to term nate the subscription if the filter is found
unaccept abl e.

As described in [3], the NOTIFY nessage MAY contain a body that
describes the state of the resource. This body is in one of the
formats listed in the Accept header field of the SUBSCRIBE, or in the
package-specific default if the Accept header field is omitted.

Based on the contents of a filter, the foll owi ng processing occurs:

o Afilter with only a <what> elenment will result in sending the
requested resource state information in that <what> el enent
whenever there is a change in the resource state.

o Afilter with only a <trigger> elenment will result in sending al
resource state informati on whenever there is a change in the
resource state that matches the triggers.

o Afilter with <what> and <trigger> elenments will result in sending
the requested resource state information in that <what> el ement
whenever there is a change in the resource state that matches the
triggers.
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When a filter is disabled (by setting the 'enabled attribute to
"false"), it means the sanme thing as the absence of that filter.

That is, all state and state changes are reported by issuing a
notification to the subscriber (assum ng there are no other filters).

When a filter is re-enabled (by setting the 'enabled’ attribute to
“"true" or by omitting the 'enabled attribute), the notifier behaves
as if the filter has just been placed by the SUBSCRI BE request
enabling it. Inmediate NOTIFY rules, as stated in Section 5.3.1,

apply.
5.3.1. GCeneration of NOTIFY Contents

If the NOTIFY being sent is the one sent imediately after a 2xx
response to the original SUBSCRIBE, its contents MJST be popul at ed
according to the filter <what> el ement, unless the processing of the
filters will take too I ong or the NOTIFY request is follow ng a "202"
response to the SUBSCRI BE request and is termnating the
subscription. |In the case that the filter is taking too long to
process, the NOTIFY request being sent nay be enpty or may be

popul ated with a pre-configured value as authorised to that
subscriber. If applying the filter results in no content to be
delivered, the NOTIFY MJUST be sent with enpty contents. If the
filter contains <trigger> elenents, the notifier ignores the trigger
val ues when generating the first NOTIFY request.

The input to the content filter is a package-specific XM. docunent
(e.g., [7] and [9]) derived according to the package-specific
specifications, (e.g., [8] and [10]).

The content is filtered according to the expressions in the <what>
element of the filter. The expression indicates the delivered XM
el ements and/or attributes. Prefixes of the namespaces of the itens
of the XML docunent to be filtered nust be expanded before applying
the filter to the itens.

The expression directly states the XML el ements and attributes to be
delivered in the NOTIFY, along with their values. In addition to the
sel ected contents, the nanespaces of all the selected itens are al so
included in the NOTIFY. The XM el enents and/or attributes indicated
by the expression in the <what> el ement nust be itens that the
subscriber is authorised to see. |If they are not, the notifier
policy dictates the behaviour of the notifier (which can ignore the
filter, parts of the filter, or reject the filter conpletely).

| mpl ementers need to carefully consider such an inplenentation
deci si on; the subscriber may not be aware of the authorised contents
and therefore nmost likely will include a filter requesting

unaut hori sed contents. It is therefore RECOWENDED that notifiers
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just ignore the parts of the filter that are requesting unauthorised
info (i.e., the filter in the <filter> elenment where the unauthorised
contents are requested is ignored). |If polite blocking is used by
the notifier, the notifier may choose to deliver notifications
cont ai ni ng bogus information in the unauthorised el enents or
attributes and applying the filter afterwards.

The resultant XM. docunent MUST be well fornmed and valid according to
the XML schema. This means that all nandatory el enents and
attributes, along with their values, MJST be included in the XM
docunent regardless of the expression. |In other words, if the result
of applying a filter on an XM. docunent is a non-valid XM. docunent,
the notifier MJUST add el enents and attributes, along with their

val ues, fromthe original XM. document into the newy fornul ated one
in order for it to be valid.

5.3.2. Handling of Notification Triggering Rul es

There can be several <trigger> elenents inside one <filter> el enment.
If the criteria for any of the <trigger> elenents are satisfied, a
NOTI FY SHOULD be gener at ed.

The items (XM el ements and/or attributes) indicated by the
expression in the <changed> el ement, <added> el ement, or <renpbved>

el enent must be itens that the subscriber is authorised to access.

If they are not, the notifier policy dictates the behaviour of the
notifier (which can ignore the filter, parts of the filter, or reject
the filter conpletely).

5.4. Handling Abnornmal Cases

In case of an invalid filter definition where the XML docunment of the
filter is not aligned with the XM_ schema of the filter format [5],
the notifier rejects the SUBSCRI BE request with a "488" response. A
Warni ng header field in the response may give a better indication as
to why the filters were not accepted. |If the subscription was
accepted with a "202" response but the invalid filter was discovered
after that, a NOTIFY with a subscription-state of value 'terni nated
is sent. An event-reason-value "badfilter", introduced here, of
subexp-parans [3] MAY be incl uded.

In case of an erroneous expression in the filter definition, the

notifier either ignores the filter definition or term nates the
subscri ption.

If a <what> or <trigger> elenent is enpty, the notifier proceeds as
if the elenment did not exist.
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6.

7.

XML Docunent Validation

The subscriber of the filter MJST ensure that the XM. docunent

i nserted as the SUBSCRI BE request body is well formed and valid. The
subscriber MJUST NOT insert any extension elements or attributes into
the XML docunment unless it has access to the extension schema and can
val idate the XML docunent. The XM. docunent notifier MAY validate
the XML docunent according to the schemas, including extension
schemas, to which it has access that are applicable to this XM
docurent .

Exanpl es

The foll owi ng sections include filtering exanples for Presence and
Wat cher Information. The format of filter is according to [5].

1. Presence Specific Exanples

This section describes three use cases where the presence information
filtering solution is utilised [8]. In the first use case, the

wat cher is interested in getting nmessaging-specific information of a
certain presentity. |In the second use case, the watcher is
interested in getting information about the comuni cati on means and
contact addresses on which the presentity is currently available for
conmuni cation. The third case shows how a presentity can request
triggers to receive notifications.

Below is the presentity’s presence information in PIDF [7]. It
i ncludes two tuples: one for the instant messagi ng and anot her for
the voice-rel ated information.

<?xm version="1.0" encodi ng="UTF-8""?>
<presence xm ns="urn:ietf:params:xm:ns:pidf"
xm ns:rpid="urn:ietf:parans: xm :ns:pidf:rpid"
entity="sip: presentity@xanple.coni>
<tuple id="432sd">
<st at us>
<basi c>cl osed</ basi c>
</ st at us>
<rpi d: cl ass>I M/ rpi d: cl ass>
<cont act >i m presentity@xanpl e. conx/ cont act >
</tupl e>
<tuple id="thr76j k">
<st at us>
<basi c>open</ basi c>
</ status>
<rpi d: cl ass>voi ce</rpi d: cl ass>
<cont act >t el : 2224055555@xanpl e. conx/ cont act >
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</tupl e>
</ presence>

7.1.1. Subscriber Requests Messagi ng-Rel ated I nformation

The subscriber initiates a subscription to the presentity’s messaging
(MVS, IM and SMS) related presence information. The subscription
i ncludes the content Iimting filter.

The filtered content is indicated with an expression. This
expression selects the <basic> element and all the parent elenents
(i.e., the <status>, the <tuple> and its root elenent), the <class>
el enent, and the <contact> elenment. The filter matches if the

<cl ass> el enent contains "MV5', "SM5", or "IM.

In this case, the notification includes the contents of the tuple
that has the value "IM in its <class> el enent.

SUBSCRI BE request fromthe subscriber including filter:

SUBSCRI BE si p: presentity@xanpl e. com

Via: SIP/2.0/ TCP client.exanpl e.com 5060; branch=z9h&AbKxj f dsj f k
To: <sip:presentity@xanple.conp

From <si p: wat cher @xanpl e. conP;tag: 12341111
Cal | -1 D: 32432udfi df j mk342

Cseq: 1 SUBSCRI BE

Expires: 3600

Event: Presence

Cont act: <sip:watcher@lient.exanple.conr
Content - Type: application/sinple-filter+xn
Cont ent - Lengt h:

<?xm version="1.0" encodi ng="UTF-8""?>
<filter-set xm ns="urn:ietf:params:xm:ns:simple-filter">
<ns- bi ndi ngs>
<ns-bi ndi ng prefix="pidf" urn="urn:ietf:parans:xm:ns:pidf"/>
<ns- bi ndi ng prefix="rpid"
urn="urn:ietf:parans: xm:ns:pidf:rpid/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.comn>
<what >
<i ncl ude type="xpath">
[l pidf:tuple[rpid:class="IM or rpid:class="SW"
or rpid:class="MV"]/pidf:status/pidf:basic
</incl ude>
<i ncl ude type="xpath">
[l pidf:tuple[rpid:class="IM or rpid:class="SW"
or rpid:class="MVE"]/rpid:class
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</incl ude>
<i ncl ude type="xpath">
[/ pidf:tuple[rpid:class="IM or rpid:class="SWV"
or rpid:class="M"]/pidf:contact
</incl ude>
</ what >
</filter>
</[filter-set>

Notification to the subscriber

NOTI FY si p: wat cher @l i ent. exanple.com SIP/ 2.0
Via: SIP/2.0/ TCP presence. exanpl e. com 5060; branch=z9hG4bKx| f der
To: <sip:wat cher @xanpl e. conp; tag: 12341111
From <sip:presentity@xanple.conp;tag: 232321
Cal | -1 D: 32432udfi df j nk342

Cseq: 1 NOTIFY

Event: Presence

Subscription-State: active; expires=3599
Contact: sip:presentity@erver.exanple.com
Cont ent - Type: appli cati on/ pi df +xm
Content-Length: ...

<?xm version="1.0" encodi ng="UTF-8""?>
<presence xm ns="urn:ietf:parans: xnm : ns: pi df"
xmns:rpid="urn:ietf:params: xm:ns:pidf:rpid"
entity="sip:presentity@xanple.coni>
<tuple id="432sd">
<stat us>
<basi c>cl osed</ basi c>
</status>
<rpi d: cl ass>l M/ r pi d: cl ass>
<cont act >i m presentity@xanpl e. conx/ cont act >
</tupl e>
</ presence>

7.1.2. Subscriber Fetches Information about "Cpen" Conmunication Means

The subscriber makes a subscription to the presentity’'s avail able
conmuni cati on means. The subscription includes the content-liniting
filter.

The filtered content is indicated with an expression. This
expression selects the <basic> elenent and all the parent elenents
(i.e., the <status> the <tuple> and its root element), the <class>
el ement, and the <contact> elenent. The filter matches if the
<basic> elenment’s value is "open".
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In this case, the notification returns the contents of the tuple that

has the val ue "open" inside the <status> el enent.
SUBSCRI BE request fromthe subscriber including filter:

SUBSCRI BE si p: presentity@xanple.comSIP/2.0
Via: SIP/2.0/ TCP client.exanpl e.com 5060; branch=z9h&4bKxj f dsj f k
To: <sip:presentity@xanple.conp

From <sip:wat cher @xanpl e. conp; tag: 12341111
Cal | -1 D: 32432udfi df j nk342

Cseq: 1 SUBSCRI BE

Expi res: 3600

Event: Presence

Cont act: <sip:watcher@lient.exanple.conp
Content - Type: application/sinple-filter+xn
Cont ent - Lengt h: .

<?xm version="1.0" encodi ng="UTF-8"7?>
<filter-set xmns="urn:ietf:params:xm:ns:simple-filter">
<ns- bi ndi ngs>
<ns- bi ndi ng prefix="pidf" urn="urn:ietf:parans: xm:ns:pidf"/>
<ns- bi ndi ng prefix="rpid"
urn="urn:ietf:parans: xm :ns:pidf:rpid"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.coni>
<what >
<i ncl ude type="xpath">
[/ pidf:tuple/pidf:status|pidf:basic="open"]/pidf:basic
</incl ude>
<i ncl ude type="xpath">
/] pi df:tupl e[ pidf:status/pidf:basic="open"]/rpid:class
</incl ude>
<i ncl ude type="xpath">
[/ pidf:tuple[pidf:status/pidf:basic="open"]/pidf:contact
</incl ude>
</ what >
</filter>
</[filter-set>

Notification to the subscriber

NOTI FY si p: wat cher @l i ent. exanple.com SIP/ 2.0

Via: SIP/2.0/ TCP presence. exanpl e. com 5060; branch=z9hG4bKx| f der
To: <sip: wat cher @xanpl e. conp; tag: 12341111

From <sip:presentity@xanpl e.conp;tag: 232321

Cal | -1 D: 32432udfi df j nk342

Cseq: 1 NOTIFY

Event: Presence
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7.

1

Subscription-State: active; expires=3599
Contact: sip:presentity@erver.exanple.com
Cont ent - Type: appli cati on/ pi df +xm
Content-Length: ...

<?xm version="1.0" encodi ng="UTF-8"7?>
<presence xm ns="urn:ietf:parans: xnm : ns: pi df"
xmns:rpid="urn:ietf:paranms:xm:ns:pidf:rpid"
entity="sip:presentity@xanple.coni>
<tuple id="thr76j k">
<stat us>
<basi c>open</ basi c>
</status>
<rpi d: cl ass>voi ce</rpi d: cl ass>
<cont act >t el : 2224055555@xanpl e. conx/ cont act >
</tupl e>
</ presence>

3. Subscriber Requests Notifications Wen Presentity’'s Status
Changes

The subscriber subscribes to the presentity, specifying in the fi

2006

lter

that it wants notifications only when the <basic> el ement has changed

to val ue "open".
SUBSCRI BE request fromthe subscriber including filter:

SUBSCRI BE si p: presentity@xanpl e. com

Via: SIP/2.0/ TCP client.exanpl e.com 5060; branch=z9h&4bKxj f dsj f k
To: <sip:presentity@xanpl e.conpr

From <si p: wat cher @xanpl e. conp;tag: 12341111
Cal | -1 D: 32432udfi dfj mk342

Cseq: 1 SUBSCRI BE

Expires: 3600

Event: Presence

Contact: <sip:watcher@lient.exanple.conr
Content - Type: application/sinple-filter+xn
Cont ent - Lengt h: .

<?xm version="1.0" encodi ng="UTF-8""?>
<filter-set xm ns="urn:ietf:params:xm:ns:simple-filter">
<ns- bi ndi ngs>
<ns- bi ndi ng prefix="pidf" urn="urn:ietf:parans:xm:ns:pidf"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.comn>
<trigger>
<changed fron¥"cl osed” to="open">
/ pi df : presence/ pi df : t upl e/ pi df : st at us/ pi df : basi c
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</ changed>
</trigger>
</filter>
</filter-set>

At sone point during the subscription, a second PIDF docurent is
created with both tuples having a status of "closed":

<?xm version="1.0" encodi ng="UTF-8""?>
<presence xm ns="urn:ietf:parans: xm : ns: pi df "
xm ns:rpid="urn:ietf:parans: xm :ns: pidf:rpid"
entity="sip: presentity@xanpl e.coni>
<tuple id="432sd">
<status>
<basi c>cl osed</ basi c>
</ st atus>
<rpi d: cl ass>I M/ r pi d: cl ass>
<cont act >i m presentity@xanpl e. conx/ cont act >
</tupl e>
<tuple id="thr76j k">
<stat us>
<basi c>cl osed</ basi c>
</ st atus>
<rpi d: cl ass>voi ce</rpi d: cl ass>
<cont act >t el : 2224055555@xanpl e. conx/ cont act >
</tupl e>
</ presence>

A NOTIFY is not sent to the subscriber in this case.

Now, a third PIDF docunment is created when the I M status changes to
"open":

<?xm version="1.0" encodi ng="UTF-8""?>
<presence xm ns="urn:ietf:parans: xm : ns: pidf"
xm ns:rpid="urn:ietf:parans: xm :ns:pidf:rpid"
entity="sip: presentity@xanpl e.coni>
<tuple id="432sd">
<status>
<basi c>open</ basi c>
</ st atus>
<rpi d: cl ass>I M/ r pi d: cl ass>
<cont act > m presentity@xanpl e. conx/ cont act >
</tupl e>
<tuple id="thr76j k">
<st at us>
<basi c>cl osed</ basi c>
</status>
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<rpi d: cl ass>voi ce</rpi d: cl ass>
<cont act >t el : 2224055555@xanpl e. conx/ cont act >
</tupl e>
</ presence>

Notification containing both tuples is sent to the subscriber in this
case:

NOTI FY si p: wat cher @l i ent. exanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP presence. exanpl e. com 5060; branch=z9hG4bKx| f der
To: <sip:watcher @xanpl e. conp; tag: 12341111
From <sip:presentity@xanple.conp;tag: 232321
Cal | -1 D: 32432udfi df j mk342

Cseq: 1 NOTIFY

Event: Presence

Subscription-State: active; expires=3599
Contact: sip:presentity@erver.exanple.com
Cont ent - Type: appli cation/ pi df +xm

Cont ent - Lengt h: .

<?xm version="1.0" encodi ng="UTF-8""?>
<presence xm ns="urn:ietf:parans: xm : ns: pi df
xm ns:rpid="urn:ietf:parans: xm:ns:pidf:rpid
entity="sip: presentity@xanpl e.coni>
<tuple id="432sd">
<status>
<basi c>cl osed</ basi c>
</ status>
<rpi d: cl ass>I M/ r pi d: cl ass>
<cont act >i m presentity@xanpl e. conx/ cont act >
</tupl e>
<tuple id="thr76j k">
<stat us>
<basi c>open</ basi c>
</ st atus>
<rpi d: cl ass>voi ce</rpi d: cl ass>
<cont act >t el : 2224055555@xanpl e. conk/ cont act >
</tupl e>
</ presence>

Khartabil, et al. St andards Track [ Page 20]



RFC 4660 Functional Description of Filtering Sept ember 2006

7.2. \Watcher Information Specific Exanples

The examples in this section use the winfo tenpl ate-package with the
presence event package [ 10].

Wat cher information to a Presentity:

<?xm version="1.0"7?>
<wat cherinfo xm ns="urn:ietf:parans: xm : ns: wat cherinfo"
versi on="0" state="full">
<wat cher-1list resource="sip: presentity@xanpl e. conf
package="presence" >
<wat cher status="active"
i d="sr8fdsj"
dur ati on- subscri bed="509"
expiration="20"
event =" appr oved" >si p: wat cher A@xanpl e. com' </ wat cher >
<wat cher st atus="pendi ng"
i d="sr8fdsj"
dur ati on-subscri bed="501"
expi ration="100"
event =" subscri be" >si p: wat cher B@xanpl e. conf </ wat cher >
<wat cher status="terni nated"
i d="sr8fdsj"
dur ati on-subscri bed="500"
expi ration="0"
event ="rej ect ed" >si p: wat cher C@xanpl e. com' </ wat cher >
<wat cher status="active"
i d="sr8fdsj"
dur ati on- subscri bed="20"
expiration="30"
event =" appr oved" >si p: wat cher D@xanpl e. com' </ wat cher >
</wat cher-1list>
</ wat cheri nf 0>
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7.2.1. Watcher Subscriber Makes Subscription to Get Al the Infornmation
about Active Watchers

SUBSCRI BE request fromthe presentity including the filter:

SUBSCRI BE si p: presentity@xanpl e. com

Via: SIP/2.0/ TCP client.exanpl e.com 5060; branch=z9h&4bKxj f dsj f k
To: <sip:presentity@xanple.conp

From <sip:presentity@xanple.conp;tag: 12341111
Cal | -1 D: 32432udfi df j nk342

Cseq: 1 SUBSCRI BE

Expi res: 3600

Event: Presence.w nfo

Contact: sip:presentity@lient.exanple.com
Content - Type: application/sinple-filter+xn

Cont ent - Lengt h: .

<?xm version="1.0" encodi ng="UTF-8"7?>
<filter-set xmns="urn:ietf:params:xm:ns:simple-filter">
<ns- bi ndi ngs>
<ns-bi ndi ng prefix="w"
urn="urn:ietf:parans: xm :ns:watcherinfo"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.cont>
<what >
<i ncl ude>
/wi :wat cherinfo/w :watcher-Ilist[@ackage="presence"]/
Wi :wat cher[ @t atus="active"]
</incl ude>
</ what >
</filter>
</[filter-set>

Notification to the subscriber

NOTI FY sip:presentity@lient.exanple.comSIP/2.0

Via: SIP/2.0/ TCP presence. exanpl e. com 5060; branch=z9hG4bKx| f der
To: sip:presentity@xanple.comtag: 12341111

From sip:presentity@xanple.conmtag: 232321

Cal | -1 D: 32432udfi df j nk342

Cseq: 1 NOTIFY

Contact: sip:presentity@erver.exanple.com

Event: Presence.w nfo

Cont ent - Type: appli cati on/ wat cheri nf o+xm
Cont ent - Lengt h:
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<?xm version="1.0"7?>
<wat cherinfo xm ns="urn:ietf:parans: xm :ns:watcherinfo"
version="0" state="full">
<wat cher-1list resource="sip: presentity@xanpl e.conf
package="presence" >
<wat cher status="active"
i d="sr8fdsj"
dur ati on-subscri bed="509"
expi ration="20"
event =" appr oved" >si p: wat cher A@xanpl e. com' </ wat cher >
<wat cher status="active"
i d="sr8fdsj"
dur ati on-subscri bed="20"
expi ration="30"
event =" appr oved" >si p: wat cher D@xanpl e. com' </ wat cher >
</ wat cher-1list>
</ wat cheri nf o>

7.2.2. \Watcher Subscriber Requests Infornmation of Watchers with
Speci fic Subscription Duration Conditions

SUBSCRI BE request fromthe presentity including the filter:

SUBSCRI BE si p: presentity@xanpl e. com

Via: SIP/2.0/ TCP client.exanpl e.com 5060; branch=z9h&4bKxj f dsj f k
To: <sip:presentity@xanple.conp;tag: 12341111
From <sip:presentity@xanple.conp

Cal | -1 D: 32432udfi df j nk342

Cseq: 1 SUBSCRI BE

Expires: O

Event: Presence.w nfo

Contact: <sip:presentity@lient.exanple.conp
Content - Type: application/sinple-filter+xn
Cont ent - Lengt h: .

<?xm version="1.0" encodi ng="UTF-8"7?>
<filter-set xmns="urn:ietf:params:xm:ns:simple-filter">
<ns- bi ndi ngs>
<ns-bi ndi ng prefix="w"
urn="urn:ietf:parans: xm :ns:watcherinfo"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.cont>
<what >
<i ncl ude>
/wi :wat cherinfo/w :watcher-Ilist[@ackage="presence"]/
Wi :wat cher [ @lur ati on- subscri bed>500]
</incl ude>
</ what >
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</filter>
</filter-set>

Notification to the subscriber

NOTI FY si p:presentity@lient.exanple.comSIP/2.0

Via: SIP/2.0/ TCP presence. exanpl e. com 5060; branch=z9hG4bKx| f der
To: sip:presentity@xanple.comtag: 12341111

From sip:presentity@xanple.conmtag: 232321

Cal | -1 D: 32432udfi df j nk342

Cseq: 1 NOTIFY

Contact: sip:presentity@erver.exanple.com

Event: Presence.w nfo

Cont ent - Type: appli cati on/ wat cheri nf o+xm
Cont ent - Lengt h:

<?xm version="1.0"?>
<wat cheri nfo xm ns="urn:ietf:parans: xm :ns: watcherinfo"
version="0" state="full">
<wat cher-1list resource="sip: presentity@xanpl e.conf
package="presence" >
<wat cher status="active"
i d="sr8fdsj"
dur ati on-subscri bed="509"
expi ration="20"
event =" appr oved" >si p: wat cher A@xanpl e. com' </ wat cher >
<wat cher st atus="pendi ng"
i d="sr8fdsj"
dur ati on-subscri bed="501"
expiration="100"
event =" subscri be" >si p: wat cher B@xanpl e. coni </ wat cher >
</wat cher-1list>
</ wat cheri nf 0>

7.2.3. \Watcher Subscriber Requests Specific Watcher Info on Specific
Tri ggers

This filter selects watcher information notifications [9] to be sent
when the pendi ng subscription status has changed from "pending" to
"termnated". In the notification, only the watchers that have a
status of "term nated" and an event of "rejected" are included.

SUBSCRI BE request fromthe Watcher Subscriber including the filter:
SUBSCRI BE si p: presentity@xanpl e. com

Via: SIP/2.0/ TCP client.exanpl e.com 5060; branch=z9h&4bKxj f dsj f k
To: <sip:presentity@xanple.conp;tag: 12341111
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From <sip:presentity@xanple.conp

Cal | -1 D: 32432udfi df j nk342

Cseq: 1 SUBSCRI BE

Expires: O

Event: Presence.w nfo

Contact: <sip:presentity@lient.exanple.conp
Content - Type: application/sinple-filter+xn
Cont ent - Lengt h: .

<?xm version="1.0" encodi ng="UTF-8""?>
<filter-set xm ns="urn:ietf:params: xm:ns:sinmple-winfo-filter">
<ns- bi ndi ngs>
<ns- bi ndi ng prefix="w"
urn="urn:ietf:parans: xm :ns:watcherinfo"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.comn>
<what >
<i ncl ude>
/wi :wat cherinfo/w :watcher-Iist[@ackage="presence"]/
Wi :wat cher[ @tatus="term nated" and @vent="rejected"]
</incl ude>
</ what >
<trigger>
<changed fronm="pendi ng"
to="term nated">
/] @t at us
</ changed>
</trigger>
</filter>
</filter-set>

At sone point during the subscription, a second Wnfo docunent is
created due to sone change:

<?xm version="1.0"7?>
<wat cheri nfo xm ns="urn:ietf:parans: xm : ns: watcheri nfo"
version="0" state="full">
<wat cher-1list resource="sip: presentity@xanpl e.conf
package="presence" >
<wat cher status="active"
i d="sr8fdsj"
dur ati on-subscri bed="509"
expiration="20"
event =" appr oved" >si p: wat cher A@xanpl e. com' </ wat cher >
<wat cher status="terni nated"
i d="sr8fdsj"
dur ati on- subscri bed="501"
expiration="100"
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event ="rej ect ed" >si p: wat cher B@xanpl e. com' </ wat cher >
<wat cher status="terni nated"
i d="sr8fdsj"
dur ati on-subscri bed="500"
expiration="0"
event ="rej ect ed" >si p: wat cher C@&xanpl e. com' </ wat cher >
<wat cher status="active"
i d="sr8fdsj"
dur ati on- subscri bed="20"
expiration="30"
event =" appr oved" >si p: wat cher D@xanpl e. com' </ wat cher >
</wat cher-1list>
</ wat cheri nf o>

Notification to the subscriber is created, taking into account the
<trigger> and <what> el enents:

NOTI FY sip:presentity@lient.exanple.comSIP/2.0

Via: SIP/2.0/ TCP presence. exanpl e. com 5060; branch=z9hG4bKx| f der
To: sip:presentity@xanple.comtag: 12341111

From sip:presentity@xanple.conmtag: 232321

Cal | -1 D: 32432udfi df j nk342

Cseq: 1 NOTIFY

Contact: sip:presentity@erver.exanple.com

Event: Presence.w nfo

Cont ent - Type: appli cati on/ wat cheri nf o+xm
Cont ent - Lengt h:

<?xm version="1.0"?>
<wat cheri nfo xm ns="urn:ietf:parans: xm :ns: watcherinfo"
version="0" state="full">
<wat cher-1ist resource="sip: presentity@xanpl e.conf
package="presence" >
<wat cher status="tern nated"
i d="sr8fdsj"
dur ati on-subscri bed="501"
expi ration="100"
event ="rej ect ed" >si p: wat cher B@xanpl e. com' </ wat cher >
<wat cher status="term nated"
i d="sr8fdsj"
dur ati on-subscri bed="500"
expiration="0"
event ="rej ect ed" >si p: wat cher C@xanpl e. com' </ wat cher >
</wat cher-1list>
</ wat cheri nf 0>

Khartabil, et al. St andards Track [ Page 26]



RFC 4660 Functional Description of Filtering Sept ember 2006

8.

Security Considerations

The presence of filters in the body of a SIP nessage has a
significant effect on the ways in which the request is handled at a
server. As aresult, it is especially inportant that messages
containing this extension be authenticated and aut hori zed.

Aut hentication can be achi eved using the Di gest Authentication
mechani sm described in [2]. The authorisation decision is based on
the permissions that the resource (notifier) has given to the

wat cher. An exanpl e of such auhorisation policy can be found in
[11].

Processing of requests and looking up filters requires set operations
and searches, which can require sone anobunt of conputation. This
enabl es a DoS attack whereby a user can send requests with
substantial nunbers of nmessages with large contents, in the hopes of
overl|l oading the server. To counter this, the server can establish a
limt on the nunber of occurrences of the <what>, <changed>, <added>,
and <renoved> elenents that are allowed in the filters. A default
l[imt of 40 is RECOMVENDED; however, servers mmy raise or |ower the
limt dependi ng upon their specific engineered capacity.

Requests can reveal sensitive information about a User Agent’'s (UA' s)
capabilities. If this information is sensitive, it SHOULD be
encrypted using SIP S/MME capabilities [6]. Al package-specific
security neasures MJST be foll owed.

Propagating filters in SUBSCRI BE requests to foreign domains reveal s
sensitive informati on about a user’s resource lists. It is therefore
required that an RLS does not forward a filter if that filter is
addressed to a resource that is under the adm nistrative domain of
the RLS, but that is not on the resource list. Section 4.1 shows an
exanpl e where such a scenario can occur

Note that a filtered docunment |ocated at a subscriber may project
false reality. For exanple, if a subscriber asked to be notified
when a resource has changed his presence state from"cl osed" to
"“open" but not from "open" to "closed", then the subscriber may
afterwards be under the false inpression that the resource’ s presence
state is "open", even long after the resource has changed it to
"closed". Therefore, subscribers need to be sure what they put in a
filter, understand what they asked for, and be prepared to be out of
sync with the real state of a resource.
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9.

10.

11.

11.

11.

| ANA Consi der ati ons

A new event-reason-value "badfilter"” is defined to represent the
event where the filter is not well forned and/or not accepted. No
| ANA registration is required for this val ue.
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