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Abst r act

This meno specifies two transport mappi ngs of the Real -Tine
Application Quality-of-Service Mnitoring (RAQVON) information nodel
defined in RFC 4710 using TCP as a native transport and the Sinple
Net wor k Management Protocol (SNWMP) to carry the RAQVON i nformation
froma RAQVON Data Source (RDS) to a RAQVON Report Coll ector (RRC
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1. Introduction

The Real -Tine Application QS Mnitoring (RAQVON) Franework, as
outlined by [ RFC4710], extends the Renote Monitoring famly of
protocols (RMON) by defining entities such as RAQVON Data Sources
RDS) and RAQVON Report Collectors (RRC) to performvarious
application nonitoring in real tine. [RFC4710] defines the rel evant
nmetrics for RAQVON nonitoring carried by the conmon protocol data
unit (PDU) used between a RDS and RRC to report QoS statistics. This
meno contains a syntactical description of the RAQVON PDU structure.

The foll owing sections of this menp contain detail ed specifications
for the usage of TCP and SNMP to carry RAQMON infornmation.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Transporting RAQVON Protocol Data Units

The RAQVON Protocol Data Unit (PDU) utilizes a comon data format
under st ood by the RDS and the RRC. A RAQVON PDU does not transport
application data but rather occupies the place of a payl oad
specification at the application |ayer of the protocol stack. As
part of the specification, this nmeno al so specifies the usage of TCP
and SNWP as underlying transport protocols to carry RAQVON PDUs

bet ween RDSs and RRCs. Wile two transport protocol choices have
been provided as options to chose fromfor RDS inplenenters, RRCs
MUST i mpl enent the TCP transport and MAY inpl enent the SNWP
transport.

2.1. TCP as an RDS/ RRC Network Transport Protoco

A transport binding using TCP is included within the RAQVON
specification to facilitate reporting from various types of enbedded
devi ces that run applications such as Voice over |IP, Voice over
W-Fi, Fax over IP, Video over IP, Instant Messaging (IM, E-mil,
sof tware downl oad applications, e-business style transactions, web
access fromw red or wirel ess conmputing devices etc. For many of
these devices, PDUs and a TCP-based transport fit the depl oynent
needs.

The RAQVON transport requirenments for end-to-end congestion contro

and reliability are inherently built into TCP as a transport protoco
[ RFC793] .
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To use TCP to transport RAQVON PDUs, it is sufficient to send the
PDUs as TCP data. As each PDU carries its length, the receiver can
det erm ne the PDU boundari es.

The foll owi ng section details the RAQVON PDU specifications. Though
transmtted as one Protocol Data Unit, a RAQVON PDU is functionally
divided into two different parts: the BASIC part and application
extensions required for vendor-specific extension [RFC4710]. Both
functional parts followa field carrying a SM Network Managenent
Private Enterprise code currently maintai ned by | ANA

http://wwv. i ana. or g/ assi gnnent s/ ent erpri se-nunbers, which is used to
identify the organization that defined the information carried in the
PDU.

A RAQVON PDU in the current version is marked as PDU Type (PDT) = 1.
The paranmeters carried by RAQVON PDUs are shown in Figure 1 and are
defined in section 5 of [RFC4A710].

Vendors MUST use the BASIC part of the PDU to report paraneters pre-
listed here in the specification for interoperability, as opposed to
using the application-specific portion. Vendors MAY al so use
application-specific extensions to convey application-, vendor-, or
devi ce-specific paraneters not included in the BASIC part of the
specification and explicitly publish such data externally to attain
ext ended i nteroperability.
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Figure 1. RAQVON Protocol Data Unit
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2.1.2. The BASIC Part of the RAQVON Protocol Data Unit

A RAQVON PDU nust contain the follow ng BASIC part fields at al
tinmes:

PDU type (PDT): 5 bits - This indicates the type of RAQVON PDU bei ng
sent. PDT =1 is used for the current RAQVON PDU versi on defi ned
in this docunent.

basic (B): 1 bit - Wile set to 1, the basic flag indicates that the
PDU has BASI C part of the RAQVON PDU. A value of zero is
considered valid and i ndicates a RAQVON NULL PDU

trailer (T): 3 bits - Total nunber of Application-Specific Extensions
that follow the BASIC part of RAQVON PDU. A value of zero is
considered valid as nmany times as there is no application-
specific information to add to the basic information

padding (P): 1 bit - If the padding bit is set, the BASIC part of the
RAQVON PDU cont ai ns sone additional padding octets at the end of
the BASIC part of the PDU that are not part of the monitoring
i nformati on. Padding may be needed in sone cases, as reporting is
based on the intent of a RDS to report certain paraneters. Al so,
sone paraneters may be reported only once at the beginning of the
reporting session, e.g., Data Source Nane, Receiver Nane, payl oad
type, etc. Actual padding at the end of the BASIC part of the PDU
is 0, 8 16, or 24 bits to make the length of the BASIC part of
the PDU a multiple of 32 bits

Source IP version Flag (S): 1 bit - Wile set to 1, the source IP
version flag indicates that the Source | P address contained in the
PDU is an | Pv6 address.

Receiver I P version Flag (R: 1 bit - Wiile set to 1, the receiver IP
version flag indicates that the receiver |IP address contained in
the PDU is an | Pv6 address.

record count (RC): 4 bits - Total nunber of application records
contained in the BASIC part of the PDU. A value of zero is
consi dered valid but useless, with the exception of the case of a
NULL PDU indicating the end of a RDS reporting session

length: 16 bits (unsigned integer) - The length of the BASIC part of

the RAQVON PDU in units of 32-bit words nminus one; this count
i ncl udes the header and any paddi ng.
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DSRC. 32 bits - Data Source identifier represents a uni que RAQVON
reporting session descriptor that points to a specific reporting
session between RDS and RRC. Uniqueness of DSRCis valid only
within a reporting session. DSRC val ues should be randomy
gener at ed usi ng vendor-chosen al gorithns for each communi cation
session. It is not sufficient to obtain a DSRC sinply by calling
randon{) without carefully initializing the state. One could use
an algorithmlike the one defined in Appendix A .6 in [ RFC3550] to
create a DSRC. Depending on the choice of algorithm there is a
finite probability that two DSRCs fromtwo di fferent RDSs may be
the sanme. To further reduce the probability that two RDSs pick
the same DSRC for two different reporting sessions, it is
recommended that an RRC use paraneters |ike Data Source Address
(DA), Data Source Nane (DN), and | ayer 2 Media Access Control
(MAC) Address in the PDU in conjunction with a DSRC value. It is
not mandatory for RDSs to send paraneters |ike Data Source Address
(DA), Data Source Nane (DN), and MAC Address in every PDU sent to
RRC, but occasionally sending these paraneters will reduce the
probability of DSRC collision drastically. However, this wll
cause an additional overhead per PDU.

A value of zero for basic (B) bit and trailer (T) bits constitutes
a RAQVON NULL PDU (i.e., nothing to report). RDSs MJST send a
RAQVON NULL PDU to RRC to indicate the end of the RDS reporting
session. A NULL PDU ends with the DSRC fi el d.

SM Enterprise Code: 16 bits. A value of SM Enterprise Code = 0 is
used to indicate the RMON- WG conpl i ant BASI C part of the RAQVON
PDU f or mat .

Report Type: 8 bits - These bits are reserved by the | ETF RVON
Wrking Goup. A value of O within SM Enterprise Code = 0 is
used for the version of the PDU defined by this docunent.

The BASI C part of each RAQVON PDU consi sts of Record Count Nunber
(RC_N) and RAQVON Paraneter Presence Flags (RPPF) to indicate the
presence of appropriate RAQVON paraneters within a record, as
defined in Table 1.

RC N 8 bits - The Record Count nunber indicates a sub-session within
a communi cation session. A value of zero is a valid record
nurmber. The maxi mum nunber of records that can be described in
one RAQVON Packet is 256.

RAQVON Par amet er Presence Flags (RPPF): 32 bits

Each of these flags, while set, represents that this RAQVON PDU
contai ns correspondi ng paraneters as specified in Table 1.
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| Bit Sequence |  Presencel Absence of corresponding Parameter |
| Nurber | within this RAQVON PDU |
CTT o T bata source Address (om) \
I 1 I Recei ver Address (RA) I
I 2 I NTP Ti mest anp I
I 3 I Appl i cati on Nane I
I 4 I Dat a Source Nane (DN) I
I 5 I Recei ver Nane (RN) I
I 6 I Session Setup Status I
I 7 I Session Duration I
I 8 I Round-Tri p End-to-End Net Delay (RTT) I
I 9 I One-Way End-to- End Network Del ay (OAD) I
I 10 I Cunul ati ve Packets Loss I
I 11 I Cumul ati ve Packets Discards I
I 12 I Total nunber of App Packets sent I
I 13 I Total nunber of App Packets received I
I 14 I Total nunmber of App Octets sent I
I 15 I Total number of App Octets received I
I 16 I Dat a Source Device Port Used I
I 17 I Recei ver Device Port Used I
I 18 I Source Layer 2 Priority I
I 19 I Source Layer 3 Priority I
I 20 I Destination Layer 2 Priority I
i 21 i Destination Layer 3 Priority i
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22 | Sour ce Payl oad Type |
23 I Recei ver Payl oad Type I
24 I CPU Utilization I
25 I Menory Utilization I
26 I Session Setup Del ay I
27 I Application Del ay I
28 I | P Packet Delay Variation I
29 I Inter arrival Jitter

30 I Packet Discard (in fraction) I
31 I Packet Loss (in fraction) I

Table 1: RAQVON Parameters and Correspondi ng RPPF

Data Source Address (DA): 32 bits or 160 bits in binary

representation - This paraneter is defined in section 5.1 of

[ RFCA710]. | Pv6 addresses are incorporated in Data Source Address
by setting the source IP version flag (S bit) of the RAQVON PDU
header to 1.

Recei ver Address (RA): 32 bits or 160 bits - This paraneter is

defined in section 5.2 of [RFC4710]. It follows the exact sane
syntax as Data Source Address but is used to indicate a Receiver
Address. | Pv6 addresses are incorporated in Receiver Address by

setting the receiver IP version flag (R bit) of the RAQVON PDU
header to 1.

Session Setup Date/ Tinme (NTP tinmestanp): 64 bits - This paranmeter is

defined in section 5.7 of [RFC4710] and represented using the
timestanp format of the Network Time Protocol (NTP), which is in
seconds [RFC1305]. The full resolution NTP tinestanp is a 64-bit
unsi gned fixed-point nunber with the integer part in the first 32
bits and the fractional part in the last 32 bits.

Application Name: This paraneter is defined in section 5.32 of

[ RFC4710]. The Application Nanme field starts with an 8-bit octet
count describing the length of the text followed by the text
itself using UTF-8 encoding. Application Nane field is a multiple
of 32 bits, and padding will be used if necessary.
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A Data Source that does not support NTP SHOULD set the appropriate
RAQVON flag to O to avoid wasting 64 bits in the PDU. Since the
NTP time stanp is intended to provide the setup Date/ Tinme of a
session, it is RECOWENDED that the NTP Timestanp be used only in
the first RAQVON PDU after sub-session RC N setup is conpleted, in
order to use network resources efficiently.

Data Source Nanme (DN): Defined in section 5.3 of [RFC4710]. The Data
Source Nane field starts with an 8-bit octet count describing the
length of the text followed by the text itself. Padding is used
to ensure that the I ength and text encodi ng occupy a multiple of
32 bits inthe DN field of the PDU. The text MJUST NOT be | onger
than 255 octets. The text is encoded according to the UTF-8
encodi ng specified in [RFC3629]. Applications SHOULD i nstruct
RDSs to send out the Data Source Name infrequently to ensure
efficient usage of network resources as this paranmeter is expected
to remain constant for the duration of the reporting session

Receiver Name (RN): This nmetric is defined in section 5.4 of
[ RFC4710]. Like Data Source Nanme, the Receiver Nane field starts
with an 8-bit octet count describing the length of the text,
followed by the text itself. The Receiver Nane, including the
length field encoding, is a nultiple of 32 bits and follows the
sane padding rules as applied to the Data Source Nane. Since the
Recei ver Nanme is expected to remain constant during the entire
reporting session, this informati on SHOULD be sent out
occasionally over randomtinme intervals to naxim ze success of
reaching a RRC and al so conserve network bandw dt h.

Session Setup Status: The Session (sub-session) Setup Status is
defined in section 5.10 of [RFC4710]. This field starts with an
8-bit length field followed by the text itself. Session Setup
Status is a nmultiple of 32 bits.

Session Duration: 32 bits - The Session (sub-session) Duration metric
is defined in section 5.9 of [RFC4710]. Session Duration is an
unsi gned i nteger expressed in seconds.

Round-Tri p End-to-End Network Delay: 32 bits - The Round-Trip End-
to-End Network Delay is defined in section 5.11 of [RFC4710].
This field represents the Round-Trip End-to-End Del ay of sub-
session RC_ N, which is an unsigned integer expressed in
mlliseconds.

One-Way End-to-End Network Delay: 32 bits - The One-Way End-to-End
Network Delay is defined in section 5.12 of [RFC4710]. This field
represents the One-Way End-to-End Del ay of sub-session RC_N, which
is an unsigned integer expressed in mlliseconds.
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Cunul ative Application Packet Loss: 32 bits - This paraneter is
defined in section 5.20 of [RFC4710] as an unsigned i nteger
representing the total nunber of packets from sub-session RC N
that have been |l ost while this RAQVON PDU was gener at ed.

Cunul ative Application Packet Discards: 32 bits - This paraneter is
defined in section 5.22 of [RFC4710] as an unsigned i nteger
representing the total nunber of packets from sub-session RC N
that have been discarded while this RAQVON PDU was gener at ed.

Total number of Application Packets sent: 32 bits - This paraneter is
defined in section 5.17 of [RFC4710] as an unsigned i nteger
representing the total number of packets transmitted within sub-
session RC N by the sender.

Total number of Application Packets received: 32 bits - This
paranmeter is defined in section 5.16 of [RFC4710] and is
represented as an unsigned i nteger representing the total nunber
of packets transmitted within sub-session RC N by the receiver.

Total nunmber of Application Octets sent: 32 bits - This paraneter is
defined in section 5.19 of [RFC4A710] as an unsigned i nteger
representing the total nunber of payload octets (i.e., not
i ncl udi ng header or padding) transnitted in packets by the sender
wi thin sub-session RC N.

Total nunber of Application Octets received: 32 bits - This paraneter
is defined in section 5.18 of [RFC4A710] as an unsigned i nteger
representing the total number of payload octets (i.e., not
i ncl udi ng header or padding) transnmitted in packets by the
recei ver within sub-session RC N

Data Source Device Port Used: 16 bits - This parameter is defined in
section 5.5 of [RFCA710] and describes the port number used by the
Data Source as used by the application in RC N session while this
RAQVON PDU was gener at ed.

Recei ver Device Port Used: 16 bits - This paraneter is defined in
section 5.6 of [RFC4710] and describes the receiver port used by
the application to conmunicate to the receiver. It follows sane
syntax as Source Device Port Used.

S Layer2: 8 bits - This paraneter, defined in section 5.26 of
[ RFCA710], is associated to the source’s | EEE 802. 1D [ | EEE802. 1D
priority tagging of traffic in the communicati on sub-session RC N
Since | EEE 802.1 priority tags are 3 bits long, the first 3 bits
of this paraneter represent the | EEE 802.1 tag value, and the | ast
5 bits are padded to O.
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S Layer3: 8 bits - This paraneter, defined in section 5.27 of
[ RFC4710], represents the layer 3 QoS marking used to send packets
to the receiver by this data source during sub-session RC N

D Layer2: 8 bits - This paraneter, defined in section 5.28 of
[ RFCA710], represents layer 2 | EEE 802. 1D priority tags used by
the receiver to send packets to the data source during sub-session
RC N session if the Data Source can |earn such information. Since
| EEE 802.1 priority tags are 3 bits long, the first 3 bits of this
parameter represent the IEEE 802.1 priority tag value, and the
last 5 bits are padded to O.

D Layer3: 8 bits - This paraneter is defined in section 5.29 of
[ RFC4710] and represents the |layer 3 QoS marking used by the
receiver to send packets to the data source during sub-session
RC N, if the Data Source can | earn such information.

Source Payl oad Type: 8 bits - This paraneter is defined in section
5.24 of [RFC4710] and specifies the payl oad type of the data
source of the conmmunication sub-session RC_N as defined in
[ RFC3551] .

Recei ver Payl oad Type: 8 bits - This paraneter is defined in section
5.25 of [RFC4710] and specifies the receiver payload type of the
conmuni cati on sub-session RC N as defined in [ RFC3551].

CPU Utilization: 8 bits - This paraneter, defined in section 5.30 of
[ RFCA710], represents the percentage of CPU used during session
RC N fromthe last report until the time this RAQVON PDU was
generated. The CPU Utilization is expressed in percents in the
range 0 to 100. The value should indicate not only CPU
utilization associated to a session RC N but al so actual CPU
Utilization, to indicate a snapshot of the CPU utilization of the
host running the RDS while session RC_N in progress.

Menory Utilization: 8 bits - This paraneter, defined in section 5.31
of [RFC4710], represents the percentage of total nmenory used
during session RC N up until the time this RAQVON PDU was
generated. The menory utilization is expressed in percents 0 to
100. The Mernory Utilization value should indicate not only the
menory utilization associated to a session RC N but the tota
menory utilization, to indicate a snapshot of end-device nenory
utilization while session RC Nis in progress.

Session Setup Delay: 16 bits - The Session (sub-session) Setup Del ay

metric is defined in section 5.8 of [RFC4710] and expressed in
m | |iseconds.
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Application Delay: 16 bits - The Application Delay is defined in
section 5.13 of [RFC4710] and is represented as an unsi gned
i nteger expressed in mlliseconds.

| P Packet Delay Variation: 16 bits - The |IP Packet Delay Variation is
defined in section 5.15 of [RFC4710] and is represented as an
unsi gned integer expressed in mlliseconds.

Inter-Arrival Jitter: 16 bits - The Inter-Arrival Jitter is defined
in section 5.14 of [RFC4710] and is represented as an unsi gned
i nteger expressed in mlliseconds.

Packet Discard in Fraction: 8 bits - This paraneter is defined in
section 5.23 of [RFC4710] and is expressed as a fixed-point nunber
with the binary point at the left edge of the field. (That is
equi valent to taking the integer part after nultiplying the
di scard fraction by 256.) This nmetric is defined to be the nunber
of packets discarded, divided by the total number of packets.

Packet Loss in Fraction: 8 bits - This paraneter is defined in
section 5.21 of [RFC4710] and is expressed as a fixed-point
nunber, with the binary point at the left edge of the field. The
metric is defined to be the nunber of packets |ost divided by the
nunber of packets expected. The value is calcul ated by dividing
the total nunber of packets lost (after the effects of applying
any error protection, such as Forward Error Correction (FEC)) by
the total nunber of packets expected, multiplying the result of
the division by 256, limting the nmaxi mum value to 255 (to avoid
overflow), and taking the integer part.

padding: 0, 8, 16, or 24 bits - If the padding bit (P) is set, then
this field may be present. The actual padding at the end of the
BASIC part of the PDUis 0, 8, 16, or 24 bits to make the length
of the BASIC part of the PDU a nmultiple of 32 bits.

2.1.3. APP Part of the RAQVON Protocol Data Unit

The APP part of the RAQVMON PDU is intended to acconmopdat e extensions
for new applications in a nmodul ar manner and wi thout requiring a PDU
type val ue registration.

Vendors may design and publish application-specific extensions. Any
RAQVON- conpl i ant RRC MUST be abl e to recogni ze vendors’ SM
Enterpri se Codes and MJST recogni ze the presence of application-
specific extensions identified by using Report Type fields. As
represented in Figure 1, the Report Type and Application Length
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fields are always located at a fixed offset relative to the start of
the extension fields. There is no need for the RRC to understand the
semantics of the enterprise-specific parts of the PDU

SM Enterprise Code: 32 bits - Vendors and application devel opers
should fill in appropriate SM Enterprise |Ds avail able at
http://wwv. i ana. or g/ assi gnnent s/ ent erpri se-nunbers. A non-zero
SM Enterprise Code indicates a vendor- or application-specific
ext ensi on.

RAQVON PDUs are capable of carrying multiple Application Parts
within a PDU

Report Type: 16 bits - Vendors and application devel opers should fil
in the appropriate report type within a specified SM Enterprise
Code. It is RECOVMENDED that vendors publish application-specific
ext ensions and maintain such report types for better
i nteroperability.

Length of the Application Part: 16 bits (unsigned integer) - The
length of the Application Part of the RAQVON PDU in 32-bit words
m nus one, which includes the header of the Application Part.

Appl i cation-dependent data: variable |ength - Application/
vendor - dependent data is defined by the application devel opers.
It is interpreted by the vendor-specific application and not by
the RRCitself. Its length nmust be a multiple of 32 bits and wll
be padded if necessary.

2.1.4. Byte Order, Alignnent, and Tine Format of RAQVON PDUs

Al integer fields are carried in network byte order, that is, nost
significant byte (octet) first. This byte order is conmmonly known as
bi g-endi an. The transmi ssion order is described in detail in

[ RFC791]. Unl ess otherw se noted, numeric constants are in decinma
(base 10).

Al'l header data is aligned to its natural length, i.e., 16-bit fields
are aligned on even offsets, 32-bit fields are aligned at offsets
divisible by four, etc. Cctets designated as paddi ng have the val ue
zero.

2.2. Securing RAQVON Session
The RAQMON session, initiated over TCP transport, between an RDS and
an RRC carries nonitoring information froman RDS client to the RRC

the collector. The RRC distinguishes between clients based on
various identifiers used by the RDS to identify itself to the RRC
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(Data Source Address and Data Source Nanme) and the RRC (Receiver’'s
Address and Receiver’s Nane).

In order to ensure integrity of the clainmed identities of RDS and RRC
to each other, authentication services are required.

Subsequently, where protection from unauthorized nodification and
unaut hori zed di scl osure of RAQVON data in transit fromRDS to RRCis
needed, data confidentiality and message integrity services will be
required. |In order to prevent nonitoring-mnsinformation due to
session-recordi ng and replay by unauthorized sources, replay
protection services may be required.

TLS provides, at the transport |layer, the required authentication
servi ces through the handshake protocol and subsequent data
confidentiality, nessage integrity, and replay protection of the
application protocol using a ciphersuite negotiated during

aut henti cati on.

The RDS client authenticates the RRC in session. The RRC optionally
aut henti cates the RDS
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Figure 2: RAQVON Start TLS Request - TLS REQ

The protection of a RAQVON session starts with the RDS client’s

Start TLS request upon successful establishment of the TCP session

The RDS sends the StartTLS request by transnitting the TLS REQ PDU as
in Figure 2. This PDU is distinguished by TLS REQ Report Type.

Foll owing this request, the client MUST NOT send any PDUs on this
connection until it receives a StartTLS response.

O her fields of the PDU are as specified in Figure 1.
The flags field do not carry any significance and exist for

conpatibility with the generic RAQVON PDU. The flags field in this
versi on MUST be i gnored.
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When a StartTLS request is nade, the target server, RRC, MJST return
a RAQVON PDU containing a StartTLS response, TLS RESP. A RAQVON
TLS RESP is defined as foll ows:

+ on
+ P

7 8 3
+- +- - +-

+0‘I

§-+——+ o
+ ~

8 9 3
-+ i S SR

T
+- +-

1
0
+
P|SR

+

6
+
|

+

+-—-+ ©
+-—-+ [
+E N

+
+ ~ 4+ N

4
+- +
RC eng
-+ - - +-
DS
I o o e T ot i R S R s s S S S S S S S S S S

SM Enterprise Code = | Report Type = | Resul t
| TLS_RESP
e T S S e i it R R S e ot S e e S e e ok o ok

0

0

+

|P T =1
+- R e e
L.

|

|

+

+
|
+
|
+
|
|
+

Figure 3: RAQVON Start TLS Response - TLS RESP

The RRC responds to the StartTLS request by transmitting the TLS RESP
PDU as in Figure 3. This PDU is distinguished by TLS RESP Report

Type.

The Result field is an octet containing the result of the request.
This field can carry one of the follow ng val ues:

Success. The server is willing and
able to negotiate TLS.

R | |
| 1 | OP_ERR | Sequencing Error (e.g., TLS already

| | | est abl i shed) . |
| 2 | PROTO_ERR | TLS not supported or incorrect PDU |
| | | format . |
| 3 | UNAVAI L | TLS service problemor RRC server

| | | goi ng down. |
| 4 | CONF_REQD | Confidentiality Service Required. |
| | | |
| 5 | STRONG AUTH REQD | Strong Aut hentication Service |
| | | Requi r ed. |
| 6 | REFERRAL | Referral to a RRC Server supporting

| | | TLS. |
R, o e e e e e oo oo - o m m e e e e e e e e e e e e e e m e oo oo +

Table 2

O her fields of the PDU are as specified in Figure 1.
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The server MUST return OP_ERR if the client violates any of the
Start TLS operation sequenci ng requirenments described in the section
bel ow.

If the server does not support TLS (whether by design or by current
configuration), it MJUST set the resultCode to PROTO ERR or to
REFERRAL. The server MJST include an actual referral value in the
RAQVON REFER field if it returns a resultCode of referral. The
client’s current session is unaffected if the server does not support
TLS. The client MAY proceed with RAQVON session, or it MAY close the
connecti on.

The server MUST return UNAVAIL if it supports TLS but cannot
establish a TLS connection for sone reason, e.g., if the certificate
server not responding, if it cannot contact its TLS i nplenmentation

or if the server is in process of shutting down. The client MAY
retry the Start TLS operation, MAY proceed with RAQVON session, or MAY
cl ose the connection

2.2.1. Sequencing of the Start TLS Operation

This section describes the overall procedures clients and servers
MUST foll ow for TLS establishment. These procedures take into

consi deration various aspects of the overall security of the RAQVON
connection including discovery of resulting security |evel.

2.2.1.1. Requesting to Start TLS on a RAQVON Associ ation

The client MAY send the StartTLS request at any tine after
est abl i shing an RAQVON (TCP) connection, except that in the follow ng
cases the client MUST NOT send a StartTLS request:

o if TLS is currently established on the connection, or
o if RAQVON traffic is in progress on the connection

The result of violating any of these requirenents is a Result of
OP_ERR, as described above in Table 2.

If the client did not establish a TLS connection before sendi ng any
ot her requests, and the server requires the client to establish a TLS
connection before performng a particular request, the server MJST
reject that request with a CONF_REQ or STRONG AUTH REQD result. The
client MAY send a Start TLS extended request, or it MAY choose to

cl ose the connection
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2.2.1.2. Starting TLS

The server will return an extended response with the resultCode of
success if it is willing and able to negotiate TLS. It will return
ot her resultCodes, docunented above, if it is unable.

In the successful case, the client, which has ceased to transfer
RAQVON PDUs on the connection, MJST either begin a TLS negotiation or
cl ose the connection. The client will send PDUs in the TLS Record
Protocol directly over the underlying transport connection to the
server to initiate TLS negotiation [TLS].

2.2.1.3. TLS Version Negotiation

Negoti ating the version of TLS or SSL to be used is a part of the TLS
Handshake Protocol, as documented in [TLS]. The reader is referred
to that document for details.

2.2.1.4. Discovery of Resultant Security Leve

After a TLS connection is established on a RAQVON connection, both
parties MJST individually decide whether or not to continue based on
the security assurance | evel achieved. Ascertaining the TLS
connection’s assurance level is inplenentation dependent and is
acconpl i shed by communicating with one’s respective local TLS

i mpl enent ati on.

If the client or server decides that the | evel of authentication or
confidentiality is not high enough for it to continue, it SHOULD
gracefully close the TLS connection i medi ately after the TLS
negoti ati on has conpleted Section 2.2.2.1.

The client MAY attenpt to Start TLS again, MAY di sconnect, or MAY
proceed to send RAQVON session data, if RRC policy permts.

2.2.1.5. Server ldentity Check

The client MUST check its understandi ng of the server’s hostnane

agai nst the server’'s identity as presented in the server’s

Certificate nessage, in order to prevent man-in-the-mddl e attacks.

Mat ching is perforned according to these rules:

o The client MJST use the server dnsNAME in the subjectAltNanme field
to validate the server certificate presented. The server dnsNane
MJUST be part of subjectAltNane of the server.

o Matching is case-insensitive
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o The "*" wildcard character is allowed. |If present, it applies
only to the | eft-nost name comnponent.

For exanple, *.exanple.comwould match a. exanpl e.com

b. exanpl e.com etc., but not exanple.com |[If nore than one
identity of a given type is present in the certificate (e.g., nore
than one dNSName nane), a match in any one of the set is

consi dered accept abl e.

I f the hostnane does not match the dNSName-based identity in the
certificate per the above check, automated clients SHOULD cl ose the
connection, returning and/or |ogging an error indicating that the
server’'s identity is suspect.

Beyond the server identity checks described in this section, clients
SHOULD be prepared to do further checking to ensure that the server
is authorized to provide the service it is observed to provide. The
client MAY need to make use of | ocal policy information.

We al so refer readers to sinmilar guidelines as applied for LDAP over
TLS [ RFC4513] .

2.2.1.6. dient Identity Check

Anonynous TLS aut hentication hel ps establish a TLS RAQVON sessi on
that offers

0o server-authentication in course of TLS establishment and
o confidentiality and replay protection of RAQVON traffic, but

0 no protection against man-in-the-niddl e attacks during session
est abl i shnment and

o no protection from spoofing attacks by unauthorized clients.

The server MUST authenticate the RDS client when deploynment is
susceptible to the above threats. This is done by requiring client
aut hentication during TLS session establishnent.

In the TLS negotiation, the server MJST request a certificate. The
client will provide its certificate to the server and MJUST perform a
privat e- key-based encryption, proving it has the private key
associated with the certificate.

As deployments will require protection of sensitive data in transit,

the client and server MJST negotiate a ciphersuite that contains a
bul k encryption al gorithm of appropriate strength.
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The server MUST verify that the client's certificate is valid. The
server will normally check that the certificate is issued by a known
CA, and that none of the certificates on the client’'s certificate
chain are invalid or revoked. There are several procedures by which
the server can performthese checks.

The server validates the certificate by the Distinguished Nanme of the
RDS client entity in the Subject field of the certificate.

A correspondi ng set of guidelines will apply to use of TLS-PSK nodes
[ TLS- PSK] using pre-shared keys instead of client certificates.

2.2.1.7. Refresh of Server Capabilities Infornmation

The client MJST refresh any cached server capabilities information
upon TLS session establishnent, such as prior RRC state related to a
previ ous RAQVON sessi on based on another DSRC. This is necessary to
protect against active-internediary attacks, which may have altered
any server capabilities information retrieved prior to TLS
establishnent. The server MAY advertise different capabilities after
TLS establishnment.

2.2.2. dosing a TLS Connection
2.2.2.1. Gaceful dosure

Either the client or server MAY terninate the TLS connection on an
RAQVON sessi on by sending a TLS closure alert. This will |eave the
RAQVON connection intact.

Before closing a TLS connection, the client MUST wait for any
out st andi ng RAQVON transmi ssions to conplete. This happens naturally
when the RAQVON client is single-threaded and synchronous.

After the initiator of a close has sent a closure alert, it MJST
di scard any TLS nessages until it has received an alert fromthe
other party. It will cease to send TLS Record Protocol PDUs and
followi ng the receipt of the alert, MAY send and recei ve RAQVON PDUs.

The other party, if it receives a closure alert, MJST i mediately

transmt a TLS closure alert. It will subsequently cease to send TLS
Record Protocol PDUs and MAY send and receive RAQVON PDUs.

Si ddi qui, et al. St andards Track [ Page 21]



RFC 4712 Transport Mappi ngs for RAQVON PDU Cct ober 2006

2.2.2.2. Abrupt dosure

Either the client or server MAY abruptly close the entire RAQVON
session and any TLS connection established on it by dropping the
underlying TCP connection. It MAY be possible for RRC to send RDS a
di sconnection notification, which allows the client to know that the
di sconnection is not due to network failure. However, this nessage
is not defined in this version

2.3. SNWP Notifications as an RDS/ RRC Network Transport Protoco

It was an inherent objective of the RAQVON Franework to re-use

exi sting application-level transport protocols to maxi nize the usage
of existing installations as well as to avoid transport-protocol -

| evel conplexities in the design process. Choice of SNWP as a neans
to transport RAQVON PDU was notivated by the intent of using existing
install ed devices inplenenting SNVMP agents as RAQVON Dat a Sources
(RDSSs) .

There are sonme potential problens with the usage of SNMP as a
transport mappi ng protocol

o The potential of congestion is higher than with the TCP transport,
because of the usage of UDP at the transport |ayer.

o The encoding of the infornation is less efficient, and this
results in bigger nessage size, which again nay negatively inpact
congestion conditions and nmenory size requirenments in the devices.

In order to avoid these potential problens, the follow ng
recomendati ons are nade:

0 Usage of the TCP transport is RECOMMVENDED i n depl oynent over the
SNWP transport wherever available for a pair of RDS/ RRC

o The usage of Inform PDUs i s RECOMVENDED.

o The usage of Traps PDU is NOT RECOMVENDED.

o It is RECOMMVENDED that information carried by notifications be
mai ntained within the limts of the MU size in order to avoid

fragnentation.

If SNWP is chosen as a nmechanismto transport RAQVON PDUs, the
foll owi ng specification applies to RAQVON-rel ated usage of SNWP
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o0 RDSs inplenment the capability of enmbeddi ng RAQVON paraneters in
SNVP Notifications, re-using well-known SNVP nmechani sns to report
RAQVON Statistics. The RAQVON RDS M B nodul e, as specified in
2.1.1, MIST be used in order to map the RAQVON PDUs onto the SNWP
Notifications transport.

o0 Since RDSs are not computationally rich, and in order to keep the
RDS realization as |ightweight as possible, RDSs MAY fail to
respond to SNWP requests |ike GET, SET, etc., with the exception
of the GET and SET commands required to inplenment the User-Based
Security Mddel (USM defined by [ RFC3414].

o In order to neet congestion safety requirenments, SNWVP | NFORM PDUs
SHOULD be used. In case | NFORM PDUs are used, RDSs MJST process
the SNMP | NFORM responses from RRCs and MJST serialize the PDU
transm ssion rate, i.e., limt the nunber of PDUS sent in a
specific tine interval.

o Standard UDP port 162 SHOULD be used for SNWMP Notifications.
2.3.1. Encodi ng RAQVON Usi ng the RAQVON RDS M B Modul e

The RAQMON RDS M B nodul e is used to map RAQVON PDUs onto SNWP
Notifications for transport purposes. The M B nodule defines the
obj ects needed for mapping the BASIC part of RAQVON PDU, defined in
[ RFC4710], as well as the Notifications thenselves. |In order to

i ncorporate any application-specific extensions in the Application
(APP) part of RAQVON PDU, as defined in [RFCA710], additi onal

vari abl e bi ndi ngs MAY be included in RAQVON notifications as
described in the M B nodul e.

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
[ RFC3410] .

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. M B objects are generally
accessed through the Sinple Network Managenment Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,

[ RFC2578], STD 58, [RFC2579] and STD 58, [RFC2580].
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The following MB nodul e | MPORTS definitions fromthe follow ng:

SNVPv2- SM [ RFC2578]
SNVPv2- TC [ RFC2579]

SNVPv2- CONF [ RFC2580]

RVON- M B [ RFC2819]

DI FFSERV- DSCP- TC [ RFC3289)]
SNVP- FRAVEWORK- M B [ RFC3411]
| NET- ADDRESS- M B [ RFC4001]

It al so uses REFERENCE cl auses to refer to [ RFC4710].
RAQVON- RDS-M B DEFI NI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Count er 32, Unsi gned32
FROM SNMPv2- SM

Dat eAndTi nme
FROM SN\WPv2- TC

rnmn
FROM RMON- M B

SnnpAdmi nStri ng
FROM SNMP- FRAVEWORK- M B

I net Addr essType, | net Address, | netPortNunber
FROM | NET- ADDRESS- M B

Dscp
FROM DI FFSERV- DSCP- TC

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv 2- CONF;

ragnonDsM B MODULE- | DENTI TY
LAST- UPDATED "200610100000Z" -- Cctober 10, 2006
ORGANI ZATI ON " RMON Wor ki ng G oup”
CONTACT- | NFO
"WG EMai | : rnonm b@etf.org
Subscri be: rnonnm b-request @etf.org

M B Editor:
Eugene ol ovi nsky
Postal : BMC Software, Inc.
2101 CityWwest Boul evard,
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Houston, TX, 77094

USA
Tel : +713-918- 1816
Emai |l :  egol ovi n@nt. com

DESCRI PTI ON

"This is the RAQVON Data Source notification M B Mdul e.

It provides a mappi ng of RAQVON PDUs to SNWP
notifications.

Ds stands for data source.

Note that all of the object types defined in this nodule
are accessible-for-notify and woul d consequently not be

avail able to a browser using sinple Get, GetNext, or
Get Bul k requests.

Copyright (c) The Internet Society (2006).

This version of this MB nodule is part of RFC 4712;

See the RFC itself for full |egal notices."
REVI SI ON "200610100000Z" -- Cctober 10, 2006
DESCRI PTI ON

“I'nitial version, published as RFC 4712."

2= { rmon 32}

-- This OD allocation conforms to [ RFC3737]

ragmonDsNoti fi cati ons OBJECT I DENTIFIER ::= { ragnmonDsM B 0 }
ragmonbDsM BCbj ect s OBJECT | DENTIFIER ::= { ragnmonDsM B 1 }
raqnmonDsConf or mance OBJECT I DENTIFIER ::= { ragnonDsM B 2 }

raqnonDsNot i ficationTabl e OBJECT- TYPE

Si ddi qui

SYNTAX SEQUENCE OF RagnmonDsNoti ficationEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This conceptual table provides the SNVP nappi ng of

the RAQVON BASIC PDU. It is indexed by the RAQVON
Dat a Source, sub-session, and address of the peer
entity.

Note that there is no concern about the indexation of
this table exceeding the limts defined by RFC 2578
Section 3.5. According to [RFC4710], Section 5.1,
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only IPv4 and | Pv6 addresses can be reported as
partici pant addresses."
;.= { raqmonDsM Bhj ects 1 }

raqmonDsNot i ficationEntry OBJECT- TYPE

SYNTAX RaqnmonDsNot i ficationEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The entry (row) is not retrievable and is not kept by
RDSs. It serves data organi zation purposes only."

| NDEX { ragnonDsDSRC, raqnonDsRCN, raqnonDsPeer Addr Type,
raqnonDsPeer Addr }
::={ raqmonDsNotificationTable 1 }

RaqmonDsNot i ficationEntry ::= SEQUENCE {
r aqnonDs DSRC Unsi gned32,
r aqnonDs RCN Unsi gned32,
raqnonDsPeer Addr Type | net Addr essType,
raqnonDsPeer Addr | net Addr ess,
r agnonDs AppNanme SnnpAdmi nStri ng,
r aqnonDsDat aSour ceDevi cePor t | net Port Nurber ,
raqnonDsRecei ver Devi cePor t | net Port Nunber ,
raqnonDsSessi onSet upDat eTi ne Dat eAndTi e,
raqnonDsSessi onSet upDel ay Unsi gned32,
ragmonDsSessi onDur at i on Unsi gned32,
ragnonDsSessi onSet upSt at us SnnpAdmi nStri ng,

raqnmonDsRoundTr i pEndToEndNet Del ay Unsi gned32,
r agnonDsOneVayEndToEndNet Del ay Unsi gned32,

raqnonDsAppl i cati onDel ay Unsi gned32,
raqnmonDsl nterArrival Jitter Unsi gned32,
raqnmonDs| PPacket Del ayVari ati on Unsi gned32,
raqnonDsTot al Packet sRecei ved Count er 32,
raqnmonDsTot al Packet sSent Count er 32,
raqnmonDsTot al Cct et sRecei ved Count er 32,
raqnonDsTot al Oct et sSent Count er 32,
raqnonDsCunul ati vePacket Loss Count er 32,
ragnonDsPacket LossFracti on Unsi gned32,
raqnmonDsCunul ati veDi scar ds Count er 32,
raqnmonDsDi scar dsFracti on Unsi gned32,
raqnonDs Sour cePayl oadType Unsi gned32,
ragnonDsRecei ver Payl oadType Unsi gned32,
raqnonDsSour ceLayer 2Priority Unsi gned32,
ragnonDs Sour ceDscp Dscp,
ragnmonDsDesti nati onLayer2Priority Unsi gned32,
raqnmonDsDesti nati onDscp Dscp,
raqmonDsCpulti | i zati on Unsi gned32,
raqnmonDsMenoryUtili zation Unsi gned32 }
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ragmonDs DSRC OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Data Source identifier represents a unique session
descriptor that points to a specific session
bet ween conmmuni cating entities. Ildentifiers unique for
sessi ons conducted between two entities are
generated by the comunicating entities. Zero is a
valid value, with no special semantics.”

;.= { raqnonDsNotificationEntry 1 }

ragnonDsRCN OBJECT- TYPE

SYNTAX Unsi gned32 (0..15)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The Record Count Number indicates a sub-session
within a conmunication session. A maxi mum nunber of 16
sub- sessions are supported; this linmtation is
di ctated by reasons of conpatibility with other
transport protocols."”
::= { ragqnonDsNotificationEntry 2 }

raqnonDsPeer Addr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The type of the Internet address of the peer participant
for this session."

REFERENCE
"Section 5.2 of [RFC4710]"

::={ raqmonDsNotificationEntry 3 }

raqnonDsPeer Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The Internet Address of the peer participant for this
session."
REFERENCE
"Section 5.2 of [RFC4710]"
::={ raqmonDsNotificationEntry 4 }

ragnonDsAppNane OBJECT- TYPE
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SYNTAX SnnpAdmi nStri ng
MAX- ACCESS accessi ble-for-notify
STATUS current
DESCRI PTI ON
"This is a text string giving the name and possibly the
versi on of the application associated with that session,
e.g., 'XYZ VolP Agent 1.2"."
REFERENCE
"Section 5.28 of [RFC4710]"
::={ raqmonDsNotificationEntry 5 }

raqgnonDsDat aSour ceDevi cePort OBJECT- TYPE
SYNTAX | net Por t Nunber
MAX- ACCESS accessi ble-for-notify
STATUS current
DESCRI PTI ON
"The port nunber fromwhich data for this session was sent
by the Data Source device."
REFERENCE
"Section 5.5 of [RFC4710]"
::={ raqmonDsNotificationEntry 6 }

raqnmonDsRecei ver Devi cePort OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The port nunber where the data for this session was
recei ved."
REFERENCE

"Section 5.6 of [RFC4710]"
::={ ragnonDsNotificationEntry 7 }

raqnmonDsSessi onSet upDat eTi ne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The tinme when session was initiated."
REFERENCE

"Section 5.7 of [RFC4710]"
::= { raqnonDsNotificationEntry 8 }

raqnonDsSessi onSet upDel ay OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
UNI TS "mlliseconds"

MAX- ACCESS accessi bl e-for-notify
STATUS current
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DESCRI PTI ON

"Session setup tine."
REFERENCE

"Section 5.8 of [RFC4710]"
::={ raqmonDsNotificationEntry 9 }

raqnonDsSessi onDur ati on OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds"

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"Session duration, including setup tinme. The SYNTAX of
this object allows expression of the duration of sessions
that do not exceed 4660 hours and 20 nminutes."

REFERENCE
"Section 5.9 of [RFC4710]"

;.= { raqnonDsNotificationEntry 10 }

raqnonDsSessi onSet upSt at us OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"Descri bes appropriate communi cati on session states, e.g.
Call Established successfully, RSVP reservation
failed, etc.”

REFERENCE
"Section 5.10 of [RFC4710]"

;.= { raqnonDsNotificationEntry 11 }

raqnonDsRoundTr i pEndToEndNet Del ay OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mlliseconds"
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"Most recent avail able infornmation about the
round-trip end-to-end network delay."
REFERENCE
"Section 5.11 of [RFC4710]"
::= { ragqnonDsNotificationEntry 12}

raqnonDsOneVayEndToEndNet Del ay OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"

MAX- ACCESS accessi bl e-for-notify
STATUS current
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"Most recent avail able infornation about the
one-way end-to-end network del ay."
REFERENCE
"Section 5.12 of [RFC4710]"
::= { raqnonDsNotificationEntry 13}

raqnmonDsAppl i cati onDel ay OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
UNI TS "mlliseconds"

MAX- ACCESS accessi bl e-for-notify
STATUS current

DESCRI PTI ON

"Most recent available information about the
application delay."
REFERENCE
"Section 5.13 of [RFC4710"
::= { ragqnonDsNotificationEntry 14}

raqnmonDsl nterArrival Jitter OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
UNI TS "mlliseconds"
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"An estimate of the inter-arrival jitter."
REFERENCE

"Section 5.14 of [RFC4710]"
::={ raqmonDsNotificationEntry 15}

raqnmonDs| PPacket Del ayVari ati on OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
UNI TS "mlliseconds"

MAX- ACCESS accessi bl e-for-notify
STATUS current

DESCRI PTI ON

"An estimate of the inter-arrival delay variation
REFERENCE

"Section 5.15 of [RFC4710]"
::={ raqmonDsNotificationEntry 16}

raqnonDsTot al Packet sRecei ved OBJECT- TYPE

Si ddi qui

SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The nunber of packets transnmitted within a commu
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session by the receiver since the start of the session.”
REFERENCE

"Section 5.16 of [RFC4710]"
::={ raqmonDsNotificationEntry 17 }

raqnonDsTot al Packet sSent OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"The nunber of packets transnmitted within a comrunication
session by the sender since the start of the session.”

REFERENCE
"Section 5.17 of [RFC4710]"

::={ raqmonDsNotificationEntry 18 }

raqnmonDsTot al Cct et sRecei ved OBJECT- TYPE
SYNTAX Count er 32
UNI TS "octets"”
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The total nunber of payload octets (i.e., not including
header or padding octets) transmitted in packets by the
receiver within a comunication session since the start
of the session.”
REFERENCE
"Section 5.18 of [RFC4710]"
::= { raqnonDsNotificationEntry 19 }

raqnmonDsTot al Cct et sSent OBJECT- TYPE

SYNTAX Count er 32

UNI TS "octets"

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"The nunber of payload octets (i.e., not including headers
or padding) transmitted in packets by the sender within
a comuni cation sub-session since the start of the
session.”

REFERENCE
"Section 5.19 of [RFC4710]"

.= { raqnmonDsNotificationEntry 20 }

raqnmonDsCunul at i vePacket Loss OBJECT- TYPE

SYNTAX Count er 32
UNI TS "packet s"
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MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The nunber of packets fromthis session whose |oss
had been detected since the start of the session.”
REFERENCE
"Section 5.20 of [RFC4710]"
::={ ragnonDsNotificationEntry 21 }

raqnmonDsPacket LossFracti on OBJECT- TYPE

SYNTAX Unsi gned32 (0..100)
UNI TS "percent age of packets sent”
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The percentage of |ost packets with respect to the

2006

overal |l packets sent. This is defined to be 100 tines

the nunber of packets |ost divided by the nunber of
packets expected."
REFERENCE
"Section 5.21 of [RFC4710]"
::={ raqmonDsNotificationEntry 22 }

raqnmonDsCunul ati veDi scards OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"The nunber of packet discards detected since the
start of the session."

REFERENCE
"Section 5.22 of [RFC4710]"

::={ raqmonDsNotificationEntry 23 }

raqnmonDsDi scar dsFracti on OBJECT- TYPE

Si ddi qui

SYNTAX Unsi gned32 (0..100)

UNI TS "percent age of packets sent”
MAX- ACCESS accessi bl e-for-notify
STATUS current

DESCRI PTI ON

"The percentage of discards with respect to the overal
packets sent. This is defined to be 100 tinmes the nunber
of discards divided by the nunber of packets expected."

REFERENCE
"Section 5.23 of [RFC4710]"
::={ raqmonDsNotificationEntry 24 }
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raqnonDsSour cePayl oadType OBJECT- TYPE

SYNTAX Unsi gned32 (0..127)
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The payl oad type of the packet sent by this RDS. "
REFERENCE

"RFC 1890, Section 5.24 of [RFC4710] "
::= { ragnonDsNotificationEntry 25 }

raqmonDsRecei ver Payl oadType OBJECT- TYPE

SYNTAX Unsi gned32 (0..127)
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The payl oad type of the packet received by this RDS."
REFERENCE

"RFC 1890, Section 5.25 of [RFC4710] "
.= { raqnonDsNotificationEntry 26 }

raqnmonDsSour ceLayer 2Priority OBJECT- TYPE
SYNTAX Unsi gned32 (0..7)
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"Source Layer 2 priority used by the data source to send
packets to the receiver by this data source during this
comuni cation session.”
REFERENCE
"Section 5.26 of [RFC4710]"
::={ raqnonDsNotificationEntry 27 }

ragnonDsSour ceDscp OBJECT- TYPE
SYNTAX Dscp
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"Layer 3 TOS/ DSCP val ues used by the Data Source to
prioritize traffic sent."
REFERENCE
"Section 5.27 of [RFC4710]"
;.= { raqnonDsNotificationEntry 28 }

raqnmonDsDesti nati onLayer2Priority OBJECT- TYPE
SYNTAX Unsi gned32 (0..7)
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
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"Destination Layer 2 priority. This is the priority used
by the peer communicating entity to send packets to the
data source."

REFERENCE

"Section 5.28 of [RFC4710]"

;.= { raqnonDsNotificationEntry 29 }

raqnmonDsDesti nati onDscp OBJECT- TYPE
SYNTAX Dscp
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"Layer 3 TOS/ DSCP val ues used by the
peer comuni cating entity to prioritize traffic
sent to the source.”
REFERENCE
"Section 5.29 of [RFC4710]"
::= { raqnmonDsNotificationEntry 30 }

raqmonDsCpulti |i zati on OBJECT- TYPE

SYNTAX Unsi gned32 (0..100)
UNI TS "percent”

MAX- ACCESS accessi bl e-for-notify
STATUS current

DESCRI PTI ON

"Latest available information about the total CPU
utilization."
REFERENCE
"Section 5.30 of [RFC4710]"
::= { ragqnonDsNotificationEntry 31 }

raqmonDsMenoryUWUtili zati on OBJECT- TYPE

SYNTAX Unsi gned32 (0..100)
UNI TS "percent”

MAX- ACCESS accessi bl e-for-notify
STATUS current

DESCRI PTI ON

"Latest available information about the total nenory
utilization."
REFERENCE
"Section 5.31 of [RFC4710]"
::= { raqnonDsNotificationEntry 32 }

-- definitions of the notifications

-- ragnmonDsAppNane is the only object that MJUST be sent by an
-- RDS every tine the static notification is generated.
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raqnonDsTot al Packet sReceived is the only object that MJST be
sent by an RD every tine the dynanmic notification is generat

O her objects fromthe ragmonDsNotificati onTabl e may be

006

ed.

included in the variable binding list. Specifically, a ragnon

notification will include MB objects that provide infornmati
about metrics that characterize the application session

raqnmonDsStati cNotifi cati on NOTI FI CATI ON- TYPE

OBJECTS { raqmonDsAppNane }

STATUS current

DESCRI PTI ON
"This notification maps the static parameters in the
BASI C RAQVON PDU onto an SNMP transport.
This notification is expected to be sent once per
session, or when a new sub-session is initiated.
The foll owi ng objects MAY be carried by the
raqnonDsStaticNotification:

raqnonDsDat aSour ceDevi cePort ,
raqnmonDsRecei ver Devi cePort
raqnmonDsSessi onSet upDat eTi ne,
raqmonDsSessi onSet upDel ay,
raqnonDsSessi onDur ati on,
raqgnonDs Sour cePayl oadType,
raqnonDsRecei ver Payl oadType,
raqnonDsSour ceLayer 2Priority,
r agnmonDs Sour ceDscp,
raqnmonDsDesti nati onLayer2Priority,
raqnonDsDesti nati onDscp

It is RECOWENDED to keep the size of a notification
within the MIU size linmits in order to avoid
fragmentation."

::={ ragmonDsNotifications 1}

raqnonDsDynami cNoti ficati on NOTI FI CATI ON- TYPE

Si ddi qui

OBJECTS { ragnonDsTot al Packet sRecei ved }
STATUS current
DESCRI PTI ON
"This notification maps the dynami c paraneters in the
BASI C RAQMON PDU onto an SNMP transport.

The foll owi ng objects MAY be carried by the
raqnmonDsDynarmi cNoti fi cati on:

raqnmonDsRoundTr i pEndToEndNet Del ay,
r aqnonDsOneVayEndToEndNet Del ay,
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raqnmonDsAppl i cati onDel ay,
raqmonDsl nterArrival Jitter,
raqnmonDs| PPacket Del ayVari ati on,
raqnmonDsTot al Packet sSent
raqnmonDsTot al Cct et sRecei ved,
raqnonDsTot al Cct et sSent ,
raqnonDsCunul ati vePacket Loss,
raqnmonDsPacket LossFracti on,
raqnmonDsCunul ati veDi scards,
raqnmonDsDi scar dsFracti on,
raqmonDsCpulti | i zati on,
raqnmonDsMenoryUtili zation

It is RECOWENDED to keep the size of a notification
within the MIU size linmits in order to avoid
fragmentation."

::= { ragnonDsNotifications 2}

raqnmonDsByeNot i fi cati on NOTI FI CATI ON- TYPE

OBJECTS { raqnmonDsAppNane }

STATUS current

DESCRI PTI ON
"The BYE Notification. This Notification is the
equi val ent of the RAQVON NULL PDU, which signals the
end of a RAQVON session.”

::={ ragmonDsNotifications 3}

-- conformance information
raqnonDsConpl i ance OBJECT | DENTI FIER :: =

{ ragnonDsConfornance 1 }
ragnmonbDsG oups OBJECT | DENTI FIER :: = { ragnmonDsConf or mance 2 }

raqnmonDsBasi cConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNMP entities that
i mpl ement this M B nodul e.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2, but
for which we have the foll owing conpliance requirenents,
expressed in OBJECT clause formin this description

cl ause:
-- OBJECT raqnonDsPeer Addr Type
- - SYNTAX | net Addr essType { ipv4(1l), ipv6(2) }
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-- DESCRI PTI ON

This M B requires support for only gl obal |Pv4
and | Pv6 address types.

-- OBJECT r aqnonDsPeer Addr
- - SYNTAX | net Addr ess (Sl ZE(4| 16))
-- DESCRI PTI ON

MCDULE

This M B requires support for only gl obal |Pv4
and | Pv6 address types.

-- this nodul e

MANDATORY- GROUPS { raqnmonDsNoti fi cati onG oup,

raqnonDsPayl oadG oup }

;.= { raqmonDsConpl i ance 1 }

raqnmonDsNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { raqnonDsStaticNotification,

raqnmonDsDynami cNoti fi cati on,
raqnonDsByeNot i fication }

STATUS current
DESCRI PTI ON

" St andard RAQVON Data Source Notification group.”
;.= { raqnmonDsGroups 1 }

raqnonDsPayl oadG oup OBJECT- GROUP

Si ddi qui

OBJECTS {

et al.

r agnonDs AppNane,

raqnonDsDat aSour ceDevi cePort ,
raqnmonDsRecei ver Devi cePort
raqnonDsSessi onSet upDat eTi ne,
raqnonDsSessi onSet upDel ay,
raqnonDsSessi onDur ati on,
raqnonDsSessi onSet upSt at us,
raqnmonDsRoundTr i pEndToEndNet Del ay,
r aqnonDsOneVayEndToEndNet Del ay,
raqnonDsAppl i cati onDel ay,
raqnonDsl nterArrival Jitter,
raqnmonDs| PPacket Del ayVari ati on,
raqnmonDsTot al Packet sRecei ved,
raqnmonDsTot al Packet sSent
raqnmonDsTot al Cct et sRecei ved,
raqnonDsTot al Cct et sSent ,
raqnonDsCunul at i vePacket Loss,
raqnmonDsPacket LossFracti on,
raqnmonDsCunul ati veDi scards,
raqnmonDsDi scar dsFracti on,

r aqmonDs Sour cePayl oadType,
raqnonDsRecei ver Payl oadType,
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raqnonDsSour ceLayer 2Priority,
ragnonDs Sour ceDscp
ragnonDsDesti nati onLayer2Priority,
raqnmonDsDesti nati onDscp,
raqmonDsCpulti | i zati on
raqnmonDsMenoryUtili zation }

STATUS current

DESCRI PTI ON

" St andard RAQVON Dat a Source payl oad M B objects group.”
::={ raqmonDsG oups 2 }

END
3. | ANA Consi derati ons

Applications using the RAQVON Framework require a single fixed port.
Port number 7744 is registered with  ANA for use as the default port
for RAQVON PDUs over TCP. Hosts that run nultiple applications may
use this port as an indication to have used RAQVON or provision a
separate TCP port as part of provisioning RAQVON RDS and RAQVON

Col | ector.

The particul ar port nunber was chosen to lie in the range above 5000
to accompdate port nunber allocation practice within the Unix
operating system where privileged processes can only use port
nunbers bel ow 1024 and port nunbers between 1024 and 5000 are
automatically assigned by the operating systens.

The O D assignnent for the ragnmonDsM B MODULE- |1 DENTITY i s nade
according to [RFC3737], and there is no need for any | ANA action on
this respect.

4. Congestion-Saf e RAQVON Oper ati on

As outlined in earlier sections, the TCP congestion control mechani sm
provi des inherent congestion safety features when TCP is inpl enented
as transport to carry RAQVON PDU

To ensure congestion safety, clearly the best thing to do is to use a
congestion-safe transport protocol such as TCP. If this is not
feasible, it my be necessary to fall back to UDP since SNVP over UDP
is a widely deployed transport protocol

When SNWP is chosen as RAQVON PDU Transport, inplenenters MIST fol | ow

section 3 of [RFC4A710], which outlines measures that MJST be taken to
use RAQVON in a congestion-safe manner. Congestion safety
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requirenents in section 3 of [RFC4710] woul d ensure that a RAQVON
i mpl ement ation usi ng SNMP over UDP does not |ead to congestion under
heavy network | oad.
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6. Security Considerations

[ RFC4710] outlines a threat nodel associated with RAQVON and security
consi derations to be taken into account in the RAQVON specification
to mtigate against those threats. It is inmperative that RAQVON PDU
i mpl enentati ons be able to provide the foll owi ng protection

mechani sns in order to attain end-to-end security:

1. Authentication: The RRC SHOULD be able to verify that a RAQVON
report was originated by the RDS clainmng to have sent it. At
m ni mum an RDS/ RRC pair MJST use a digest-based authentication
procedure to authenticate, |like the one defined in [ RFC1321].

2. Privacy: RAQVON information includes identification of the
parties participating in a comruni cati on sessi on. RAQVON
depl oyments SHOULD be able to provide protection from
eavesdroppi ng, and to prevent an unauthorized third party from
gathering potentially sensitive information. This can be
achi eved by using secure transport protocols supporting
confidentiality based on encryption technol ogi es such as DES
(Data Encryption Standard), [3DES], and AES (Advanced Encryption
St andard) [ AES].

3. Protection fromDoS attacks directed at the RRC. RDSs send RAQVON
reports as a side effect of external events (for exanple, receipt
of a phone call). An attacker can try to overwhel mthe RRC (or
the network) by initiating a | arge nunber of events in order to
swanp the RRC with excessive nunmbers of RAQVON PDUs.
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To prevent DoS attacks against the RRC, the RDS will send the
first report for a session only after the session has been
established, so that the session set-up process is not affected.

4. NAT and Firewall Friendly Design: The presence of |P addresses
and TCP/ UDP port information in RAQVON PDUs may be NAT-
unfriendly. Were NAT-friendliness is a requirenent, the RDS MAY
omit |IP address information fromthe RAQVON PDU. Another way to
avoid this problemis by using NAT-Aware Application Layer
Gat eways (ALGs) to ensure that correct |P addresses appear in
RAQVON PDUs.

For the usage of TCP, TLS MJUST be used to provide transport |ayer
security. Section 6.1 describes the usage of TLS with RAQVON

This menmo al so defines the RAQVON-RDS-M B nodul e with the purpose of
mappi ng the RAQVON PDUs into SNMP Notifications. To attain end-to-
end security, the follow ng neasures have been taken in the RAQVON
RDS- M B nodul e desi gn

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. Consequently,
if this MB nmodule is inplemented correctly, there is no risk that an
i ntruder can alter or create any managenent objects of this MB
nodul e via direct SNVP SET operations.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

raqmonDsNot i fi cati onTabl e

The objects in this table contain user session information, and their
di scl osure may be sensitive in sone environnents.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.
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It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut hentication and confidentiality).

It is a custoner/operator responsibility to ensure that the SNWP
entity giving access to an instance of this MB nodule is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to i ndeed GET or SET

(change/ create/ del ete) them

6.1. Usage of TLS with RAQVON
6.1.1. Confidentiality & Message Integrity

The subsequently authorized RAQVON data flow itself is protected by
the sanme TLS security association that protects the client-side
exchange. This standard TLS channel is now bound to the server
through the above client-side authentication. The session itself is
identified by the tuple {RDS ip-address: RDS port / RRC ip-address:
RRC port}.

6.1.2. TLS Ci pherSuites

Several issues should be considered when sel ecting TLS ci phersuites
that are appropriate for use in a given circunstance. These issues
i ncl ude the foll ow ng:

The ciphersuite’'s ability to provi de adequate confidentiality
protection for passwords and other data sent over the transport
connection. dCient and server inplenmenters should recognize that
sone TLS ci phersuites provide no confidentiality protection, while
ot her ciphersuites that do provide confidentiality protection may be
vul nerabl e to being cracked using brute force methods, especially in
I ight of ever-increasing CPU speeds that reduce the tine needed to
successful ly mount such attacks.

Client and server inplenenters should carefully consider the val ue of
the password or data being protected versus the |evel of
confidentiality protection provided by the ciphersuite to ensure that
the level of protection afforded by the ciphersuite is appropriate.

The ciphersuite’'s vulnerability (or lack thereof) to nman-in-the-

m ddl e attacks. Ciphersuites vulnerable to nan-in-the-mddle attacks
SHOULD NOT be used to protect passwords or sensitive data, unless the
network configuration is such that the danger of a man-in-the-m ddle
attack is negligible.
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After a TLS negotiation (either initial or subsequent) is conpleted,
bot h protocol peers shoul d i ndependently verify that the security
services provided by the negotiated ciphersuite are adequate for the
i ntended use of the RAQVON session. |If not, the TLS |l ayer should be
cl osed.

Spoofing Attacks: Wen anonynous TLS al one is negotiated wi thout
client authentication, the client’s identity is never established.
This easily allows any end-entity to establish a TLS-secured RAQVON
connection to the RRC. This not only offers an opportunity to spoof
legitimate RDS clients and hence conpronise the integrity of RRC
noni toring data, but also opens the RRC up to unauthorized clients
posi ng as genuine RDS entities to launch a DoS by floodi ng data.
RAQVON depl oynent policy MJST consider requiring RDS client

aut hentication during TLS session establishnent, especially when RDS
clients comruni cate across unprotected internet.

I nsider attacks: Even client-authenticated TLS connections are open
to spoofing attacks by one trusted client on another. Validation of
RDS source address agai nst RDS TLS-session source address SHOULD be
performed to detect such attenpts.

6.1.3. RAQMON Aut horization State

Every RAQVON session (between RDS and RRC) has an associ at ed

aut horization state. This state is conprised of nunerous factors
such as what (if any) authorization state has been established, how
it was established, and what security services are in place. Sone
factors may be determ ned and/or affected by protocol events (e.g.
StartTLS, or TLS closure), and sone factors nmay be determ ned by
external events (e.g., tine of day or server |oad).

VWiile it is often convenient to view authorization state in
simplistic terns (as we often do in this technical specification)
such as "an anonynous state", it is noted that authorization systens
in RAQVON i npl enent ati ons comonly involve many factors that
interrelate

Aut hori zation in RAQVMON is a local matter. One of the key factors in
maki ng aut hori zati on decisions is authorization identity. The
initial session establishment defined in Section 2.2 allows
informati on to be exchanged between the client and server to
establish an authorization identity for the RAQVON session. The RRC
is not to allow any RDS-transactions-related traffic through for
processing until the client authentication is conplete, unless
anonynmous aut henticati on node i s negoti at ed.
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7.

7.

Upon initial establishnment of the RAQVMON session, the session has an
anonynous aut horization identity. Anobng other things, this inplies
that the client need not send a TLSStartRequired in the first PDU of
the RAQVON nessage. The client may send any operation request prior
to binding RDS to any authentication, and the RRC MUST treat it as if
it had been perforned after an anonynous RAQVON session start.

The RDS automatically is placed in an unauthorized state upon RRC
sending a TLSstart request to the RRC

It is noted that other events both internal and external to RAQVON
may result in the authentication and authorization states being noved
to an anonynous one. For instance, the establishnment, change, or
closure of data security services may result in a nove to an
anonynous state, or the user’'s credential information (e.g.
certificate) may have expired. The former is an exanple of an event
internal to RAQVON, whereas the latter is an exanple of an event
external to RAQVON
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Appendi x A, Pseudocode

The i npl enentati on notes included in Appendix are for informationa
purposes only and are nmeant to clarify the RAQVON specification

Pseudocode for RDS & RRC

We provide exanpl es of pseudocode for aspects of RDS and RRC. There
may be ot her inplenentation nethods that are faster in particul ar
operating environnents or have ot her advantages.

RDS:
when (session starts} {
report.identifier = session.endpoints, session.startting;
report.timestanp = O;
whil e (session in progress) {
wait interval
report.statistics = update statistics;
report.curtinmestanp += interval;
if encryption required
report _data = encrypt(report, encrypt paraneters);
el se
report_data = report;
raqnmon_pdu = header, report_dat a;
send ragnon- pdu;
}
}
RRC:

listen on ragnon port
when ( ragnmon_pdu received ) {
decrypt ragnmon_pdu.data if needed

if report.identifier in database
if report.current_tine_stanp > | ast update

update session statistics fromreport.statistics
el se

di scard report
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