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1. Introduction

The NETCONF protocol [1] defines a sinple nechani smthrough which a
networ k devi ce can be managed. NETCONF is designed to be usable over
a variety of application protocols. This docunent specifies an
application protocol mapping for NETCONF over the Bl ocks Extensible
Exchange Protocol (BEEP) [7].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

1.1. Wy BEEP?

Use of BEEP is natural as an application protocol for transport of
XM.. As a peer-to-peer protocol, BEEP provides an easy way to

i mpl ement NETCONF, no matter which side of the connection was the
initiator. This "bidirectionality" allows for either manager or
agent to initiate a connection. This is particularly inportant to
support large nunbers of internmittently connected devices, as well as
those devices that nust reverse the managenent connection in the face
of firewalls and network address translators (NATS).

BEEP nakes use of the Sinple Authentication and Security Layer (SASL)
[3]. The SASL profile used by BEEP allows for a sinple and direct
mappi ng to the existing security nmodel for command line interface
(CLI), while Transport Layer Security (TLS) [4] provides a strong,
wel | -tested encryption mechanismw th either server or server and
client-side authentication

2. BEEP Transport Mappi ng

Al'l NETCONF over BEEP inpl enentati ons MJST inpl enent the profile and
functional mappi ng between NETCONF and BEEP as descri bed bel ow

For purposes of this docurment, a manager is a NETCONF client, and an
agent is a NETCONF server. Use of client/server |anguage in BEEP is
avoi ded because of the conmon notion that in networking clients
connect to servers.

2.1. NETCONF Session Establishnment

Managers may be either BEEP listeners or initiators. Simlarly,
agents nay be either listeners or initiators. To establish a
connection, the initiator connects to the listener on TCP port 831
Thus, the initial exchange takes place without regard to whether a
manager or the agent is the initiator. After the transport
connection is established, as greetings are exchanged, they SHOULD
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each announce their support for TLS and optionally SASL. Once BEEP
greeting nessages are exchanged, if TLS is to be used and avail abl e
by both parties, the Iistener STARTs a channel with the TLS profile.

Once TLS has been started, a new BEEP greeting nmessage is sent by
both initiator and |istener, as required by the BEEP RFC.

After all BEEP greeting nessages are exchanged in order for roles to
be clear, the agent MJST advertise the NETCONF profile. The manager
MUST NOT advertise the NETCONF profile. |[If the agent side of the
conmuni cation (either initiator or listener) receives a BEEP
<greeting> elenent that contains the NETCONF profile, it MJST cl ose
the connection. Simlarly, if neither side issues a NETCONF profile
it is equally an error, and the listener MJST cl ose the connection

At this point, if SASL is desired, the initiator starts a BEEP
channel to performa SASL exchange to authenticate itself. Upon
conpl etion of authentication the channel is closed. That is, the
channel is exclusively used to authenticate.

Exanpl es of both TLS and SASL profiles can be found in [7].

It is anticipated that the SASL PLAIN mechanismw || be heavily used
in conjunction with TLS [5]. In such cases, in accordance with RFC
2595 the PLAIN nechani sm MUST NOT be advertised in the first BEEP
<greeting> but only in the one follow ng a successful TLS
negotiation. This applies only if TLS and SASL PLAI N nmechani sns are
both to be used. To avoid risk of eavesdropping, the SASL PLAIN
mechani sm MUST NOT be used over unencrypted channels. More specifics
about the use of SASL and TLS are nentioned in Security

Consi derati ons bel ow.

Once aut hentication has occurred, there is no need to distinguish
between initiator and listener. W now distinguish between manager
and agent, and it is assuned that each knows its role in the
conversati on.
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2.2. Starting a Channel for NETCONF

The manager now establishes a new channel and specifies the single
NETCONF profile. For exanple:

(M = Manager; A = Agent)

>E2E2P2PZIZIZZLKLEL

MSG 0 1 . 10 48 118
Content-type: application/beep+xm

<start nunber="1">
<profile uri="http://iana.org/beep/netconf" />
</start>
END
RPY 0 1 . 38 87
Cont ent - Type: appli cati on/ beep+xm

<profile uri="http://iana.org/beep/netconf" />
END

At this point, we are ready to proceed on BEEP channel 1 with NETCONF
operations.

NETCONF nessages are transnmitted with a Content-type header set to
"text/xm".

Next the manager and the agent exchange NETCONF <hel | o> el ements on
the new channel so that each side |earns the other’s capabilities.
This occurs through a MSG  Each side will then respond positively.
The foll owing exanple is adapted from[1] Section 8.1:

EEPERPEZERERERREREERR

MSG 1 0 . 0 457
Content-type: application/beep+xm

<?xm version="1.0" encodi ng="UTF-8"7?>
<hell o xm ns="urn:ietf:paranms: xnl : ns: net conf: base: 1. 0" >

<capabilities>
<capability>
urn:ietf:parans: netconf:base: 1.0
</ capability>
<capability>
urn:ietf:parans:netconf:capability:startup:1.0
</ capability>
<capability>
http://exanpl e. net/router/2. 3/ core#nmyfeature
</ capability>
</capabilities>
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<sessi on-i d>4</ sessi on-i d>
</ hel | o>
END

RPY 1 0. 0O
END

= =222

Future NETCONF capabilities may require additional BEEP channel s.
When such capabilities are defined, a BEEP mappi ng nmust be defined as
wel | .

At this point, the NETCONF session is established, and capabilities
have been exchanged.

2.3. NETCONF Session Usage

Nearly all NETCONF operations are executed through the <rpc> el ement.
To issue a renote procedure call (RPC), the manager transmits on the
operational channel a BEEP MSG containing the RPC and its argunents.
In accordance with the BEEP standard, RPC requests may be split
across nultiple BEEP franes.

Once recei ved and processed, the agent responds with BEEP RPY
nessages on the sane channel with the response to the RPC. In
accordance with the BEEP standard, responses may be split across
mul ti pl e BEEP franmes.

2.4. NETCONF Session Tear down

Upon recei pt of <close-session> fromthe manager, once the agent has
conpleted all RPCs, it will close BEEP channel 0. When an agent
needs to initiate a close, it will do so by closing BEEP channel O.
Al t hough not required to do so, the agent should allow for a
reasonabl e period for a manager to rel ease an existing lock prior to
initiating a close. Once the agent has cl osed channel 0, all |ocks
are rel eased, and each side foll ows teardown procedures as specified
in [8]. Having received a BEEP cl ose or having sent <cl ose-session>,
a manager MJST NOT send further requests. |If there are additiona
activities due to expanded capabilities, they MIST cease in an
orderly manner and shoul d be properly described in the capability

mappi ng.
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2.5. BEEP Profile for NETCONF
Profile Identification: http://iana.org/beep/netconf

Messages exchanged during Channel Creation: not applicable

Messages starting one-to-one exchanges: "hello", "rpc", "rpc-reply"

Messages in positive replies: "rpc-reply"”

Messages in negative replies: "rpc-reply”

Messages in one-to-nmany exchanges: none

Message syntax: [1]

Message senmantics: [1]

Contact Information: See the "Author’s Address" section of this neno.
3. Security Considerations

Configuration information is by its very nature sensitive. |Its
transmssion in the clear and without integrity checking | eaves

devi ces open to classic so-called "person-in-the-niddle" attacks.
Configuration information often tines contains passwords, user nanes,
service descriptions, and topological information, all of which are
sensitive. A NETCONF application protocol, therefore, must mnimally
support options for both confidentiality and authentication

The BEEP nappi ng described in this docunent addresses both
confidentiality and authentication in a flexible manner through the
use of TLS and SASL profiles. Confidentiality is provided via the
TLS profile and is used as di scussed above. In addition, the server
certificate shall serve as the server’s authentication to the client.
The client MJST be prepared to recogni ze and validate a server
certificate and SHOULD by default reject invalid certificates.

In order to validate a certificate, the client nust be able to access
a trust anchor. \While such validation methods are beyond the scope
of this docunent, they will depend on the type of device and
circunstance. Both the inplenentor and the adninistrator are
cautioned to be aware of any circul ar dependenci es that various

met hods may introduce. For instance, Online Certificate Status
Protocol (OCSP) servers may not be available in a network col d-start
scenario and would be ill-advised for core routers to depend on to
recei ve configuration at boot.
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For client-side authentication, there are several options. The
client MAY provide a certificate during the initiation phase of TLS
i n which case the subject of that certificate shall be considered
principle for authentication purposes. Once again, server

i mpl enentors shoul d be aware of any interdependencies that could be
created through protocols used to validate trust anchors.

TLS endpoints nay be authorized based on subject nane or certificate
authority (CA), depending on circunmstances. For instance, it would
be unwi se for a core Internet router to allow a netconf agent
connection sinmply based on a valid certificate signed by a common CA
but not unreasonable to allow a connection froman agent with a
particul ar di stingui shed nane. On the other hand, it m ght be
desirable for enterprises to trust certificates signed by CAs of
their network operations team

In the case where the client has not authenticated through TLS, the
server SHOULD advertise one or nore SASL profiles, fromwhich the
client will choose. |In the singular case where TLS i s established,
the mnimum profile MAY be PLAIN. O herwi se, inplenentations MJST
support the DI GEST-MD5 profile as described in [6], and they MAY
support other profiles such as the One-Time Password (OTP) mechani sm
[10].

Different environments nmay well allow different rights prior to and
then after authentication. An authorization nodel is not specified
in this document. Wen an operation is not properly authorized, then
a sinple rpc-error containing "perm ssion denied" is sufficient.

Not e that authorization informati on may be exchanged in the form of
configuration information, which is all the nore reason to ensure the
security of the connection.

4. | ANA Consi derati ons
| ANA assigned TCP port (831) for NETCONF over BEEP
5. Acknow edgnents

This work is the product of the NETCONF | ETF worki ng group, and many
peopl e have contributed to the NETCONF di scussion. Mst notably, Rob
Ens, Phil Schafer, Andy Bi erman, Ws Hardi ger, Ted Goddard, and

Mar garet Wassernman all contributed in some fashion to this work,
which was originally to be found in the NETCONF base protoco
specification. Thanks also to Wijing Chen, Keith Allen, Juergen
Schoenwael der, Marshall Rose, and Eanpbn O Tuathail for their very
constructive participation. The authors would also Iike to thank

El wn Davies for his constructive review

Lear & Crozier St andards Track [ Page 7]



RFC 4744 NETCONF over BEEP Decenber 2006

6. References
6.1. Nornmtive References

[1] Enns, R, Ed., "NETCONF Configuration Protocol", RFC 4741,
Decenber 2006.

[2] Bradner, S., "Key words for use in RFCs to Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

[3] Melnikov, A and K. Zeilenga, "Sinple Authentication and
Security Layer (SASL)", RFC 4422, June 2006.

[4] Dierks, T. and E. Rescorla, "The Transport Layer Security (TLS)
Protocol Version 1.1", RFC 4346, April 2006.

[5] Newman, C., "Using TLS with | MAP, POP3 and ACAP', RFC 2595
June 1999.

[6] Leach, P. and C. Newran, "Using Di gest Authentication as a SASL
Mechani sni', RFC 2831, May 2000.

[7] Rose, M, "The Bl ocks Extensible Exchange Protocol Core"
RFC 3080, March 2001.

[8] Rose, M, "Mapping the BEEP Core onto TCP', RFC 3081
March 2001

6.2. Informative References
[ 9] Sper ber g- McQueen, C., Paoli, J., Maler, E., and T. Bray,
"Ext ensi bl e Markup Language (XM.) 1.0 (Second Edition)", Wrld
Wde Web Consortium First Edition
http: //ww. w3. or g/ TR/ 2000/ REC- xm - 20001006, Oct ober 2000.

[10] Newman, C., "The One-Ti me-Password SASL Mechanisni', RFC 2444,
Oct ober 1998.

Lear & Crozier St andards Track [ Page 8]



RFC 4744 NETCONF over BEEP Decenber 2006

Aut hors’ Addr esses
Eli ot Lear
Ci sco Systemns
d att-com
CH 8301 d attzentrum Zurich
CH

EMail : | ear @i sco. com

Ken Crozier

EMai | : ken.crozier@mail.com

Lear & Crozier St andards Track [ Page 9]



RFC 4744 NETCONF over BEEP Decenber 2006

Ful | Copyright Statenent
Copyright (C The IETF Trust (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.
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Intell ectual Property
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m ght or mght not be available; nor does it represent that it has
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Copi es of IPR disclosures made to the | ETF Secretariat and any
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attenpt nade to obtain a general |icense or permnission for the use of
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