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Abst r act

OSPF is a link-state intra-domain routing protocol used in IP
networks. Link State Database (LSDB) synchronization in OSPF is
achieved via two nethods -- initial LSDB synchronization when an OSPF
router has just been connected to the network and asynchronous

fl oodi ng that ensures continuous LSDB synchronization in the presence
of topology changes after the initial procedure was conpleted. It
nmay sonetine be necessary for OSPF routers to resynchronize their
LSDBs. The OSPF standard, however, does not allow routers to do so
wi t hout actually changi ng the topol ogy view of the network.

This menmo descri bes a vendor-specific mechanismto performsuch a
form of out-of-band LSDB synchronization. The nechani sm described in
this docunment was proposed before Graceful OSPF Restart, as described
in RFC 3623, cane into existence. It is inplenmented/supported by at

| east one mmjor vendor and is currently deployed in the field. The
purpose of this docunment is to capture the details of this mechanism
for public use. This nmechanismis not an | ETF standard.
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1. Introduction

According to the OSPF standard [ RFC2328], after two OSPF routers have
est abl i shed an adj acency (the neighbor Finite State Machi nes (FSMs)
have reached Full state), routers announce the adjacency states in
their router-Link State Advertisenments (LSAs). Asynchronous fl ooding
al gorithmensures that routers’ LSDBs stay in sync in the presence of
t opol ogy changes. However, if routers need (for sonme reason) to
resynchroni ze their LSDBs, they cannot do that wi thout actually
putting the neighbor FSMs into the ExStart state. This effectively
causes the adjacencies to be remobved fromthe router-LSAs, which may
not be acceptable if the desire is to prevent routing table flaps
duri ng database resynchroni zation. |In this docunent, we provide the
neans for so-called out-of-band (OOB) LSDB resynchroni zati on.

The descri bed nechani sm can be used in a nunber of situations

i ncluding those where the routers are picking up the adjacencies
after a reload. The process of adjacency preenption is outside the
scope of this docunent. Only the details related to LSDB
resynchroni zation are nmentioned herein.

2. Proposed Sol ution

Wth this Qut-of-Band Resynchroni zation Solution, the format of the
OSPF Dat abase Description (DBD) packet is changed to include a new
R-bit indicating OOB LSDB resynchronization. Al DBD packets sent
during the OOB resynchronization procedure are sent with the R-bit
set.
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Al so, two new fields are added to the nei ghbor data structure. The
first field indicates a neighbor’'s OOB resynchronization capability.
The second indicates that OOB LSDB resynchroni zation is in process.

The latter field allows OSPF inplementations to utilize the existing
nei ghbor FSM code.

A bit is occupied in the Extended Options (EO TLV (see [RFC4813]).
Routers set this bit to indicate their capability to support the
descri bed technique.

2.1. The LR-Bit

A new bit, called LR (LR stands for LSDB Resynchroni zation), is

i ntroduced to the LLS Extended Options TLV (see [RFC4813]). The

val ue of the bit is 0x00000001; see Figure 1. See the "I ANA

Consi derati ons" section of [RFC4813] for nore information on the

Ext ended Options bit definitions. Routers set the LR-bit to announce
OOB LSDB resynchroni zation capability.

T e T T T e e I
=t *r=r=r=r=r=t...r=r=r>=r*=r=r>0* LR
T S e T T e e TSI N Y

Figure 1. The Options Field
Rout ers supporting the OOB LSDB resynchroni zati on techni que set the
LR-bit in the EOTLV in the LLS block attached to both Hello and DBD
packets. Note that no bit is set in the standard OSPF Options field,
neither in OSPF packets nor in LSAs.

2.2. OSPF Nei ghbor Data Structure
A field is introduced i nto OSPF nei ghbor data structure, as described
bel ow. The name of the field is OOBResync, and it is a flag
indicating that the router is currently perform ng OOB LSDB
resynchroni zati on with the nei ghbor

The OOBResync flag is set when the router is initiating OOB LSDB
resynchroni zation (see Section 2.6 for nore details).

Routers clear the OOBResync flag on the follow ng conditions:
o The nei ghbor data structure is first created.
o The neighbor FSMtransitions to any state |l ower than ExStart.

o The neighbor FSMtransitions to the ExStart state because a DBD
packet with the R-bit clear has been received.
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o The nei ghbor FSMreaches the state Full

Note that the OOBResync flag may have a TRUE value only if the
nei ghbor FSMis in states ExStart, Exchange, or Loading. As

i ndi cated above, if the FSMtransitions to any other state, the
OBResync flag should be cl eared.

It is inmportant to nention that operation of the OSPF nei ghbor FSMis
not changed by this docunent. However, depending on the state of the
OBResync flag, the router sends either nornmal DBD packets or DBD
packets with the R-bit set.

2.3. Hello Packets

Rout ers capabl e of performing OOB LSDB resynchroni zati on shoul d
al ways set the LR-bit in their Hell o packets.

2.4. DBD Packets

Rout ers supporting the described techni que should al ways set the LR
bit in the DBD packets. Since the Options field of the initial DBD
packet is stored in correspondi ng nei ghbor data structure, the LR-bit
may be used later to check if a neighbor is capable of perform ng OOB
LSDB resynchroni zati on

The format of type 2 (DBD) OSPF packets is changed to include a flag

i ndi cating the OOB LSDB resynchroni zati on procedure. Figure 2
illustrates the new packet format.
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Figure 2. Mbdified DBD Packet

The R-bit in OSPF type 2 packets is set when the OOBResync flag for
the specific neighbor is set to TRUE. If a DBD packets with the R
bit clear is received for a neighbor with active OOBResync flag, the
OOB LSDB resynchroni zati on process is cancel ed and nornal LSDB
synchroni zation procedure is initiated.

VWhen a DBD packet is received with the R-bit set and the sender is

known to be OOB-incapable, the packet should be dropped and a
SegNunber - M smat ch event shoul d be generated for the nei ghbor.
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Processi ng of DBD packets is nodified as foll ows:

1. If the OOBResync flag for the neighbor is set (the LSDB
resynchroni zati on process has been started) and the received DBD
packet does not have the R-bit set, ignore the packet and
generate a SegNunber M smatch event for the nei ghbor FSM

2. Oherwise, if the OOBResync flag for the neighbor is clear and
the recei ved DBD packet has the R-bit set, performthe foll ow ng
st eps:

* |f the neighbor FSMis in state Full and bits I, M and M
are set in the DBD packet, set the OOBResync flag for the
nei ghbor, put the FSMin ExStart state, and continue
processi ng the DBD packet as described in [RFC2328].

* (Otherw se, ignore received DBD packet (no OOB DBD packets are
all owed with OOBResync flag clear and FSMin state other than
Full). Also, if the state of the FSMis Exchange or higher
generate a SegNunber M smat ch event for the nei ghbor FSM

3. O herw se, process the DBD packet as described in [ RFC2328].

During normal processing of the initial OOB DBD packet (with bits R
I, M and M5 set), if the receiving router is selected to be the
Master, it may speed up the resynchronization process by imredi ately
replying to the received packet.

It is also necessary to limt the time an adjacency can spend in
ExStart, Exchange, and Loading states with OOBResync flag set to a
finite period of tine (e.g., by limting the nunber of tinmes DBD and
link state request packets can be retransmtted). |f the adjacency
does not proceed to Full state before the timeout, it is indicative
that the neighboring router cannot resynchronize its LSDB with the

| ocal router. The requesting router may decide to stop trying to
resynchroni ze the LSDB over this adjacency (if, for exanple, it can
be resynchroni zed vi a anot her nei ghbor on the sane segnment) or to
resynchroni ze using the | egacy nethod by clearing the OOBResync fl ag
and |l eaving the FSMin ExStart state. The neighboring router nay
decide to cancel the OOB procedure for the nei ghbor
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2.

2.

5.

6.

Nei ghbor State Treat nent

An OSPF i npl enent ati on supporting the described techni que shoul d
nodi fy the logic consulting the state of a nei ghbor FSM as descri bed
bel ow.

o FSMstate transitioning fromand to the Full state with the
OBResync flag set should not cause origination of a new version
of router-LSA or network-LSA

o0 Any explicit checks for the Full state of a neighbor FSMfor the
pur poses ot her than LSDB synchroni zati on and fl oodi ng shoul d
treat states ExStart, Exchange, and Loading as state Full
provi ded that OOBResync flag is set for the neighbor. (Fl ooding
and MaxAge- LSA-specific procedures should not check the state of
the OOBResync flag, but should continue consulting only the FSM
state.)

Initiating OOB LSDB Resynchroni zati on

To initiate out-of-band LSDB resynchronization, the router must first
make sure that the correspondi ng nei ghbor supports this technol ogy
(by checking the LR-bit in the Options field of the neighbor data
structure). |If the neighboring router is capable, the OOBResync flag
for the nei ghbor should be set to TRUE and the FSM state shoul d be
forced to ExStart.

Backward Compatibility

Because OOB-capable routers explicitly indicate their capability by
setting the corresponding bit in the Options field, no DBD packets
with the R bit set are sent to OOB-incapable routers.

The LR-bit itself is transparent for OSPF inpl ementations and does
not affect communication between routers.

Security Considerations

The described techni que does not introduce any new security issues
into the OSPF protocol

| ANA Consi der ati ons

Pl ease refer to the "I ANA Considerations" section of [RFC4813] for
nore i nformation on the Extended Options bit definitions.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
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THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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