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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Abst ract

The Point-to-Point Protocol (PPP) provides a standard net hod of
encapsul ati ng network-1ayer protocol information over point-to-point
links. PPP also defines an extensible Link Control Protocol, and
proposes a fanmly of Network Control Protocols (NCPs) for
establ i shing and configuring different network-1ayer protocols.

The 1 Pv6 Control Protocol (IPV6CP), which is an NCP for a PPP I|ink,
allows for the negotiation of desirable parameters for an | Pv6
interface over PPP

Thi s docunent defines the |Pv6 datagram conpression option that can
be negotiated by a node on the |ink through the | PV6CP
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I nt roduction
PPP [ 1] has three nain conponents:
1) A nethod for encapsul ating datagrans over serial |inks.

2) A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-1ink connection

3) Afamly of Network Control Protocols (NCPs) for establishing
and configuring different network-Iayer protocols.

In order to establish conmunications over a point-to-point |ink, each
end of the PPP link nust first send LCP packets to configure and test
the data link. After the link has been established and optiona
facilities have been negoti ated as needed by the LCP, PPP nust send
NCP packets to choose and configure one or nore network-I|ayer
protocols. Once each of the chosen network-|ayer protocols has been
configured, datagrams from each network-|ayer protocol can be sent
over the link. The link will remain configured for conmunications
until explicit LCP or NCP packets close the Iink down, or until sone
external event occurs (power failure at the other end, carrier drop
etc.).

In the | Pv6 over PPP specification [2], the NCP, or |PV6CP, for
establ i shing and configuring | Pv6 over PPP is defined. The sane
specification defines the Interface lIdentifier parameter, which can
be used to generate link-local and globally unique |Pv6 addresses,
for negotiation.

In this specification, the conpression paraneter for use in | Pv6

dat agram conpression is defined. Together with RFC 5072 [2], this
document obsol etes RFC 2472 [13]. However, no protocol changes have
been introduced over RFC 2472.

1. Specification of Requirenents

In this docunent, several words are used to signify the requirenents
of the specification

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [3].
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2. |1 PV6CP Configuration Options

| PV6CP Configuration Options allow negotiation of desirable |Pv6
paranmeters. |PV6CP uses the sane Configuration Option format as
defined for LCP [1] but with a separate set of Options. If a
Configuration Option is not included in a Configure-Request packet,
the default value for that Configuration Option is assuned.

The only I PV6CP option defined in this document is the |Pv6-
Conpressi on-Protocol. The Type field for this IPV6CP Option is as
fol | ows:

2 | Pv6- Conpr essi on- Prot oco

Note that the up-to-date values of the I PV6CP Option Type field are
specified in the on-1ine database of "Assigned Numbers" maintai ned by
ANA [7].

2.1. | Pv6- Conpression-Protoco

This Configuration Option provides a way to negotiate the use of a
specific | Pv6 packet conpression protocol. The |Pv6-Conpression-
Prot ocol Configuration Option is used to indicate the ability to
recei ve conpressed packets. Each end of the |Iink MJST separately
request this option if bidirectional conpression is desired. By
default, conpression is not enabl ed.

| Pv6 conpression negotiated with this option is specific to | Pv6
datagrans and is not to be confused with conpression resulting froma
conpressi on net hod negotiated via the PPP Conpression Contro

Protocol (CCP) [12], which potentially affects all datagrans.

A summary of the | Pv6-Conpression-Protocol Configuration Option
format is shown below. The fields are transmitted fromleft to
right.

0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Type | Length | | Pv6- Conpr essi on- Pr ot ocol
B s i S i I i S S S i i
| Data ...
e
Type
2
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Length
>= 4
| Pv6- Conpr essi on- Pr ot oco

The | Pv6- Conpression-Protocol field is tw octets and

i ndi cates the conpression protocol desired. Values for this
field are always the sanme as the PPP Data Link Layer Protoco
field values for that sanme conpressi on protocol

| Pv6- Conpr essi on-Protocol field val ues have been assigned in
[4, 5] for | P Header Conpression (0061), and in [6] for Robust
Header Compression (ROHC) (0003). Oher assignhnments can be
made i n docunents that define specific conpression algorithns.

Dat a

The Data field is zero or nore octets and contains additiona
data as determined by the particular conpression protocol

The default (in the absence of negotiation of this option) is to have
no |1 Pv6 conpression protocol enabled.

3. Security Considerations

Lack of proper link security, such as authentication, prior to data
transfers may enable nman-in-the nmddle attacks resulting in the |oss
of data integrity and confidentiality. The mechanisns that are
appropriate for ensuring PPP |link security are addressed bel ow
together with the reference to a generic threat nodel.

The nechani sns that are appropriate for ensuring PPP |link security
are: 1) Access Control Lists that apply filters on traffic received
over the link for enforcing adm ssion policy, 2) an authentication
protocol that facilitates negotiations between peers [8] to select an
aut hentication nethod (e.g., MX5 [9]) for validation of the peer, and
3) an encryption control protocol that facilitates negotiations

bet ween peers to select encryption algorithms (or crypto-suites) to
ensure data confidentiality [10]).

There are certain threats associated with peer interactions on a PPP
link even with one or nore of the above security neasures in place.
For instance, using the MD5 authentication nmethod [9] exposes one to
replay attacks, in which an attacker could intercept and replay a
station's identity and password hash to get access to a network. The
user of this specification is advised to refer to [8], which presents
a generic threat nodel, for an understanding of the threats posed to

Var ada St andards Track [ Page 4]



RFC 5172 | Pv6 Dat agr am Conpr essi on March 2008

7.

1

the security of alink. The reference [8] also gives a franework to
specify requirements for the selection of an authentication nethod
for a given application.

| ANA Consi der ati ons

No specific action is needed for the assignment of a value for the
Type field of | Pv6 datagram conpressi on option specified in this
specification. The current assignment is up-to-date in the registry
"PPP | PV6CP CONFI GURATI ON OPTI ONS* for item | Pv6- Conpressi on-Protoco
(2) at [7]. However, the RFC reference for that item has been
changed to 5172.

No action is needed either for the assignment of the |PV6-

Conpr essi on- Prot ocol val ues, as such val ues have al ready been defined
by ot her docunents listed in Section 2.1. Values for this field are
al ways the same as the PPP Data Link Layer Protocol field values for
that sanme conpression protocol. As a result, future allocation of
these values is governed by RFC 3818 [11] that requires |IETF
Consensus. Current values are in the registry "I Pv6- Conpression-
Prot ocol Types". However, the RFC reference for that registry has
been changed to 5172.

Managenent Consi derati ons

From an operational point of view, the status of the negotiation and
the conpression algorithmon the link shoul d be observable by an
operator managi ng a network. There is no standard nanagenent
interface that covers this at the tine of the witing of this

speci fication.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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