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Abst ract

Thi s docunent outlines a solution for the Mbile I Pv4 (M Pv4) and

| Psec coexi stence problemfor enterprise users. The solution
consists of an applicability statement for using Mbile |IPv4 and

| Psec for session nmobility in corporate renpte access scenarios, and
a required mechani smfor detecting the trusted internal network
securely.

Tabl e of Contents

1. Introduction . 3
1.1 Overvi ew . 3
1.2 Scope . . . 5
1.3 Rel at ed Vbrk . 5
1.4 Ternms and AbbreV|at|ons 5
1.5 Requi renent Level s . .o 6
1.6 Assunptions and Rational e 7
1.7. Wy |Psec Lacks Mbility . 8

2. The Network Environment e
2.1. Access Mdde: "¢’ . . . . . . .. L0000 e e s 12
2.2. Access Mde: 'f’ . . . . . . . . . . . . . . . . . . . . .13
2.3. Access Mode: ’cvc’ <
2.4. Access Mde: 'fve' . . . . . . . . . . . . . . . ... 14
2.5. NAT Traversal . . v}

3. Internal Network Detect|on e £
3.1 Assumptions . . C e e e . ... .. . . . . . 16
3.2 | mpl ement ati on ReqU|renents . I 1 ¢

3.2.1. Separate Tracki ng of Network Interfaces .. . . . . . 16
3.2.2. Connection Status Change . . . . . . . . 16
3.2.3 Regi strati on- Based | nternal hbtmork Eetection R 4

Vaaral a & Kl ovni ng St andards Track [ Page 1]



RFC 5265 M Pv4- VPN June 2008

3.2.4. Registration-Based |Internal Network an|tor|ng T 4
3.3. Proposed Algorithm. . . . T
3.4. Trusted Networks Cbnf|gured (ThK) Exten5|on .. . . . . .20
3.5. Inplenmentation |Issues . . . e . . ... 20
3.6. Rationale for Design Ch0|ces Coe 2 |

3.6.1 Firewal | Configuration ReqU|renents .o oL 21

3.6.2. Registration-Based |Internal Network an|tor|ng ... 22

3.6.3. No Encryption Wen Inside . . . . . ... 22
3.7. Inprovenments . . . C e e e e s 22

4. Requirenents . . e e e e oL 28
4.1. Mbbile Node ReqU|renents e e e e e ... ... ... .28
4.2. VPN Device Requirenents . . . . . . . . . . . . . . . . .23
4.3. Home Agent Requirenents . . . . . . . . . . . . . . . .. 24

5. Analysis . . . C e e e e L 24
5.1. Conparison aga|nst Gu|del|nes C e e e e 24
5.2. Packet Overhead . . . . . . . . . . . . . . . . . . .. . 26
5.3. Latency Considerations . . . A
5.4. Firewall State Cbn5|derat|ons -
5.5. Intrusion Detection Systenms (IDSs) . . . . . . . . . . . . 28
5.6. Inplenmentation of the Mobile Node . . . . . . . . . . . . 28
5.7. Non-IPsec VPN Protocols . . . . . . . . . . . . . . . . . 28

6. Security Considerations . . e e e e 29
6.1. Internal Network Detect|on C e e e e s 29
6.2. Mbile IPv4 versus IPsec . . . . . . . . . . . . . . . . .30

7. 1ANA Considerations . . . . . . . . . . . . . . ... ....3

8. Acknow edgenents . . . . . . . . . . . . . . . . ... ... .3

9. References . . e M4
9.1. Normative References < ¥4
9.2. Informative References . . . . . . . . . . . . . . . . . . 33

Appendi x A. Packet Flow Examples . . . . . . . . . . . . . . . . 34

’

A. 1. Connection Setup for Access Mdde 'cvc’ . . . . . . . . . . 34

Vaaral a & Kl ovni ng St andards Track [ Page 2]



RFC 5265 M Pv4- VPN June 2008

1. Introduction

The Mobile I P working group set out to explore the probl em and

sol ution spaces of IPsec and Mbile I P coexistence. The problem
statenment and sol ution requirenents for Mbile |Pv4 case were first
docunented in [ RFC4093]. This docunent outlines a solution for |Pv4.

The docurent contains two parts:

0 a basic solution that is an applicability statement of Mbile |IPv4
and | Psec to provide session nobility between enterprise intranets
and external networks, intended for enterprise nobile users; and

o a technical specification and a set of requirenents for secure
detection of the internal and the external networks, including a
new ext ension that must be inplemented by a nobile node and a hone
agent situated inside the enterprise network.

There are many useful ways to conbine Mbile IPv4 and | Psec. The
solution specified in this document is nost applicable when the
assunptions docunmented in the problem statenent [ RFC4093] are valid,;
among ot hers that the solution:

o nmust minimze changes to existing firewall/VPNDVZ (DeMlitarized
Zone) depl oynents;

0 nust ensure that traffic is not routed through the DMZ when the
nobil e node is inside (to avoid scalability and managenent
i ssues);

o nmust support foreign networks with only forei gn agent access;

o should not require changes to existing | Psec or key exchange
pr ot ocol s;

o nust conply with the Mobile IPv4 protocol (but may require new
extensions or nmultiple instances of Mbile IPv4); and

o rmust propose a nmechanismto avoid or mninze |IPsec re-negotiation
when the nobil e node noves.

1.1. Overview
Typi cal corporate networks consist of three different domains: the
Internet (untrusted external network), the intranet (trusted interna

networ k), and the DMZ, which connects the two networks. Access to
the internal network is guarded both by a firewall and a VPN devi ce;
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access is only allowed if both firewall and VPN security policies are
respect ed.

Enterprise mobile users benefit fromunrestricted seamn ess session
nmobility between subnets, regardl ess of whether the subnets are part
of the internal or the external network. Unfortunately, the current
Mobil e | Pv4 and | Psec standards al one do not provide such a service
[tessier].

The solution is to use standard Mbile | Pv4d (except for a new

ext ensi on used by the home agent in the internal network to aid in
networ k detection) when the nobile node is in the internal network,
and to use the VPN tunnel endpoint address for the Mbile |Pv4

regi stration when outside. |Psec-based VPN tunnels require re-

negoti ation after novenent. To overcome this limitation, another

| ayer of Mobile IPv4 is used underneath |Psec, in effect nmaking |IPsec
unawar e of movenent. Thus, the nobile node can freely nmove in the
external network wi thout disrupting the VPN connection

Briefly, when outside, the nobile node:
o detects that it is outside (Section 3);

O registers its co-located or foreign agent care-of address with the
ext ernal hone agent;

o establishes a VPN tunnel using, e.g., Internet Key Exchange
Protocol (IKE) (or IKEv2) if security associations are not already
avai |l abl e;

0 registers the VPN tunnel address as its co-located care-of address
with the internal home agent; this registration request is sent
i nside the | Psec tunnel

The solution requires control over the protocol |ayers in the nmobile
node. It nust be capable of (1) detecting whether it is inside or
outside in a secure fashion, and (2) controlling the protocol |ayers
accordingly. For instance, if the nobile node is inside, the |IPsec
| ayer needs to become dormant.

Except for the new Mobile I Pv4 extension to inprove security of
internal network detection, current Mbile IPv4 and | Psec standards,
when used in a suitable conbination, are sufficient to inplenent the
solution. No changes are required to existing VPN devices or foreign
agents.

The solution described is compatible with different kinds of IPsec-
based VPNs, and no particular kind of VPN is required. Because the
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appropriate Security Policy Database (SPD) entries and other |KE and
| Psec specifics differ between depl oyed | Psec-based VPN products,
these details are not discussed in the docunent.

1.2. Scope

Thi s docunent describes a solution for IPv4 only. The downsi de of
the described approach is that an external hone agent is required and
that the packet overhead (see Section 5) and overall conplexity
increase. Optim zations would require significant changes to Mbile
| Pv4 and/or |Psec, and are out of scope of this docunent.

VPN, in this docunent, refers to an | Psec-based renpte access VPN
O her types of VPNs are out of scope.

1.3. Related Wrk

Rel at ed work has been done on Mobile IPv6 in [RFC3776], which

di scusses the interaction of |Psec and Mbile IPv6 in protecting
Mobil e I Pv6 signaling. The docunment al so di scusses dynamnic updating
of the | Psec endpoint based on Mbile IP signaling packets.

The "transi ent pseudo- NAT" attack, described in [pseudonat] and
[mpnat], affects any approach that attenpts to provide security of
nobility signaling in conjunction with NAT devices. |n many cases,
one cannot assune any cooperation from NAT devi ces, which thus have
to be treated as any other networking entity.

The 1 KEv2 Mobility and Miltihom ng Protocol (MOBIKE) [ RFC4555]
provi des better mobility for IPsec. This would allow the externa
Mobile I Pv4 | ayer described in this specification to be renpved.
However, depl oyi ng MOBI KE requires changes to VPN devices, and is
thus out of scope of this specification

1.4. Terns and Abbreviations
co- CoA: co-|l ocat ed care-of address.

D\VZ: (DeMlitarized Zone) a small network inserted as a "neutra
zone" between a conpany’s private network and the outside public
network to prevent outside users fromgetting direct access to the
conpany’s private network.

ext ernal network: the untrusted network (i.e., Internet). Note
that a private network (e.g., another corporate network) other
than the nmobile node’s internal network is considered an externa
net wor k.
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FA: nobil e | Pv4 foreign agent.
FA- CoA: forei gn agent care-of address.
FW firewall

i nternal network: the trusted network; for instance, a physically
secure corporate network where the i-HA is |ocated.

i - FA: Mobile I Pv4 foreign agent residing in the internal network.

i - HA: Mobil e | Pv4 hone agent residing in the internal network;
typically has a private address [privaddr].

i - HoA: hone address of the nobile node in the internal home agent.
IVN: nmobi | e node.

NAI : Net wor k Access ldentifier [ RFC4282].

R router.

VPN: Virtual Private Network based on | Psec.

VPN- TI A: VPN tunnel inner address, the address(es) negoti ated
during | KE phase 2 (quick node), assigned manual ly, using | Psec-
DHCP [ RFC3456], using the "de facto" standard Internet Security
Associ ati on and Key Managenent Protocol (ISAKMP) configuration
node, or by sonme other neans. Sone VPN clients use their current
care-of address as their Tunnel Inner Address (TIA) for
architectural reasons.

VPN tunnel : an | Psec-based tunnel; for instance, |Psec tunnel node
| Psec connection, or Layer 2 Tunneling Protocol (L2TP) conbi ned
with I Psec transport connection.

x- FA: Mobil e I Pv4 foreign agent residing in the external network.
x- HA: Mobi I e | Pv4 honme agent residing in the external network.
X- HoA: hone address of the nobile node in the external home agent.

1.5. Requirenent Levels

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .
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1.6. Assunptions and Rational e

The solution is an attenpt to solve the probl emdescribed in
[ RFC4093]. The mmjor assunptions and their rationale is summari zed
bel ow.

Changes to existing firewall and VPN depl oynents shoul d be m ni m zed:

o The current deploynment of firewalls and | Psec-based VPNs is much
| arger than corresponding Mobile I Pv4 el enents. Thus, a solution
shoul d work within the existing VPN infrastructure

o Current enterprise network deploynents typically centralize
managenent of security and network access into a conpact DVZ

VWhen the nmobile node is inside, traffic should not go through the DWW
net wor k:

o Routing all nobile node traffic through the DMZ is seen as a
performance problemin existing deploynments of firewalls. The
nore sophisticated firewall technology is used (e.g., content
scanni ng), the nmore serious the performance problemis

o Current deploynents of firewalls and DMZs in general have been
optim zed for the case where only a small minority of tota
enterprise traffic goes through the DMZ. Furthernore, users of
current VPN renpte access solutions do not route their traffic
through the DWZ when connected to an internal network.

A hone agent inside the enterprise cannot be reached directly from
outside, even if the home agent contains |IPsec functionality:

o Deploynent of current conbi ned | Psec/M Pv4 sol utions are not
conmon in large installations.

o Doing decryption in the honme agents "deep inside" the enterprise
ef fectively neans having a security perinmeter nuch |arger than the
typical, conpact DMZ used by a majority of enterprises today.

o In order to maintain a security level equal to current firewall/
DVZ depl oynents, every home agent decapsul ating | Psec woul d need
to do the sane firewalling as the current DMZ firewalls (content
scanni ng, connection tracking, etc.).
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Traffic cannot be encrypted when the nobile node is inside:

o There is a considerabl e performance inpact on hone agents (which
currently do rather |ight processing) and nobil e nodes (especially
for small devices). Note that traffic throughput inside the
enterprise is typically an order (or nore) of nagnitude |arger
than the renote access traffic through a VPN

o Encryption consumes processing power and has a significant inpact
on device battery life.

o There is also a usability issue involved; the user needs to
aut henticate the connection to the I Psec |ayer in the honme agent
to gain access. For interactive authentication mechanisms (e.g.
Securl D), this always nmeans user interaction

o Furthernore, if there is a separate VPN device in the DMZ for
renote access, the user needs to authenticate to both devices, and
m ght need to have separate credentials for both.

o Current Mbile IPv4d hone agents do not typically incorporate |Psec
functionality, which is relevant for the solution when we assune
zero or mnimal changes to existing Mbile | Pv4d nodes.

o Note, however, that the assunption (no encryption when inside)
does not necessarily apply to all solutions in the solution space;
if the above nentioned problens were resolved, there is no
fundanent al reason why encryption could not be applied when
i nsi de.

1.7. Wy IPsec Lacks Mbility

| Psec, as currently specified [ RFC4301], requires that a new I KE
negoti ati on be done whenever an | Psec peer noves, i.e., changes
care-of address. The main reason is that a security association is
unidirectional and identified by a triplet consisting of (1) the
destinati on address (which is the outer address when tunnel node is
used), (2) the security protocol (Encapsulating Security Payl oad
(ESP) or Authentication Header (AH)), and (3) the Security Paraneter
I ndex (SPI) ([RFC4301], Section 4.1). A though an inplementation is
not required to use all of these for its own Security Associ ations
(SAs), an inplenentation cannot assume that a peer does not.

When a nobile | Psec peer sends packets to a stationary |Psec peer
there is no problem the SAis "owned" by the stationary |Psec peer
and therefore the destinati on address does not need to change. The
(outer) source address should be ignored by the stationary peer
(al t hough sone inpl enentati ons do check the source address as well).
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The problem ari ses when packets are sent fromthe stationary peer to
the nobile peer. The destination address of this SA (SAs are
unidirectional) is established during | KE negotiation, and is
effectively the care-of address of the mobile peer at tine of

negoti ation. Therefore, the packets will be sent to the origina
care-of address, not a changed care-of address.

The | Psec NAT traversal mechanismcan also be used for limted
nmobi lity, but UDP tunneling needs to be used even when there is no
NAT in the route between the nobile and the stationary peers.
Furthernore, support for changes in current NAT mapping i s not
required by the NAT traversal specification [ RFC3947].

In summary, although the | Psec standard does not as such prevent
mobility (in the sense of updating security associations on-the-fly),
the standard does not include a built-in mechanism (explicit or
implicit) for doing so. Therefore, it is assumed throughout this
docunent that any change in the addresses conprising the identity of
an SA requires I KE re-negotiation, which inplies too heavy
conputation and too large |latency for useful nmobility.

The 1 KEv2 Mobility and Miltihomi ng Protocol (MOBIKE) [ RFC4555]
provides better mobility for IPsec. This would allow the externa
Mobile I Pv4 | ayer described in this specification to be renpved.
However, depl oyi ng MOBI KE requires changes to VPN devices, and is
thus out of scope of this specification

2. The Networ k Environment

Enterprise users will access both the internal and external networks
using di fferent networking technologies. 1In sone networks, the MN
will use FAs and in others it will anchor at the HA using co-located
node. The followi ng figure describes an exanpl e network topol ogy
illustrating the relationship between the internal and externa
networ ks, and the possible |ocations of the nobile node (i.e., (M\)).
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Figure 1: Basic topol ogy, possible MN |ocations, and access nodes

In every possible |location described in the figure, the nobile node
can establish a connection to the correspondi ng HA(s) by using a
suitabl e "access node". An access nmode is here defined to consi st
of :

1. a conposition of the nobile node networking stack (i-MP or
x-MP/VPNi-MP); and

2. registration node(s) of i-MP and x-MP (if used); i.e., co-
| ocated care-of address or foreign agent care-of address.

Each possi bl e access node is encoded as "xyz", where:
o "x" indicates whether the x~-MP layer is used, and if used, the
node ("f" indicates FA-CoA, "c" indicates co-CoA, absence

i ndi cates not used);

o "y" indicates whether the VPN | ayer is used ("v" indicates VPN
used, absence indicates not used); and
o "z" indicates node of i-MP layer ("f" indicates FA-CoA, "c"

i ndi cates co- CoA).
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This results in four access nodes:

c: i-MP wth co-CoA

f: i-MP with FA-CoA
cvc: X-MP with co-CoA, VPN-TIA as i-MP co-CoA
fvc: x-MP with FA-CoA, VPN-TIA as i-MP co-CoA

This notation is nore useful when optimzations to protocol |ayers
are considered. The notation is preserved here so that work on the
optim zations can refer to a conmon notation

The internal network is typically a nmulti-subnetted network using
private addressing [privaddr]. Subnets may contain internal hone
agent (s), DHCP server(s), and/or foreign agent(s). Current |EEE
802.11 wireless LANs are typically deployed in the external network
or the DWZ because of security concerns.

The figure | eaves out a few details worth noticing:
0 There may be multiple NAT devices anywhere in the di agram

* \When the MN is outside, the NAT devices nmay be placed between
the MN and the x-HA or the x-HA and the VPN

* There nay al so be NAT(s) between the VPN and the i-HA or a NAT
integrated into the VPN. In essence, any router in the figure
may be considered to represent zero or nore routers, each
possi bly perform ng NAT and/or ingress filtering.

* \When the MN is inside, there may be NAT devi ces between the MN
and the i-HA

0o Site-to-site VPN tunnels are not shown. Although nostly

transparent, |Psec endpoints nmay performingress filtering as part
of enforcing their policy.

o The figure represents a topol ogy where each functional entity is
illustrated as a separate device. However, it is possible that
several network functions are co-located in a single device. In
fact, all three server conmponents (x-HA, VPN, and i-HA) may be co-
| ocated in a single physical device.

The foll owi ng issues are al so inportant when considering enterprise
nobi | e users:

o Some firewalls are configured to block | CMP nmessages and/ or
fragments. Such firewalls (routers) cannot be detected reliably.
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o Some networks contain transparent application proxies, especially
for HTITP. Like firewalls, such proxies cannot be detected
reliably in general. |Psec and Mbile IPv4 are inconpatible with
such networks.

Whenever a nobil e node obtains either a co-CoA or an FA-CoA, the
foll owi ng conceptual steps take place

0o The nobile node detects whether the subnet where the care-of
address was obtained belongs to the internal or the externa
networ k using the nethod described in Section 3 (or a vendor-
specific nechanismfulfilling the requirenments described).

o The nobile node perforns necessary registrations and ot her
connection setup signaling for the protocol layers (in the
foll owi ng order):

* X-MP (if used);

* VPN (if used); and

* i-MP
Note that these two tasks are intertwined to some extent: detection
of the internal network results in a successful registration to the
i -HA using the proposed network detection algorithm An inproved
networ k detecti on nmechani sm not based on Mbile I Pv4 registration

messages mght not have this side effect.

The foll owi ng subsections describe the different access nodes and the
requirenments for registration and connecti on setup phase.

2.1. Access Mde: 'c¢’

This access node is standard Mbile | Pv4 [RFC3344] with a co-Ilocated
address, except that:

o the npobile node MIJST detect that it is in the internal network;
and

o the nobile node MIST re-register periodically (with a configurable

interval) to ensure it is still inside the internal network (see
Section 4).
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2.

2.

2.

3.

Access Nbde: 'f’

This access node is standard Mbile | Pv4d [RFC3344] with a foreign
agent care-of address, except that

o the npbile node MIJST detect that it is in the internal network;
and

o the nobile node MUST re-register periodically (with a configurable
interval) to ensure it is still inside the internal network (see
Section 4).

Access Mbde: ’'cvc
St eps:
o The nobil e node obtains a care-of address.

o The nobile node detects it is not inside and registers with the
x- HA, where

* T-bit MAY be set (reverse tunneling), which mninizes the
probability of firewall-related connectivity probl ens

o |If the nobile node does not have an existing |Psec security
association, it uses |KE to set up an IPsec security association
with the VPN gateway, using the x-HoA as the |IP address for |KE
| Psec communi cation. How the VPN-TIA is assigned is outside the
scope of this docunent.

o The nobile node sends a M Pv4 Registrati on Request (RRQ to the
i-HA, registering the VPN-TIA as a co-located care-of address,
wher e

* T-bit SHOULD be set (reverse tunneling) (see discussion bel ow)

Reverse tunneling in the inner Mbile IPv4d layer is often required
because of |Psec security policy limtations. |Psec selectors define
al l owed | P addresses for packets sent inside the |IPsec tunnel

Typi cal |Psec remote VPN selectors restrict the client address to be
VPN-TI A (renpte address is often unrestricted). |If reverse tunneling
is not used, the source address of a packet sent by the MN will be
the MN's hone address (registered with i-HA), which is different from
the VPN-TI A thus violating | Psec security policy. Consequently, the
packet will be dropped, resulting in a connection black hole.
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Sone types of |Psec-based VPNs, in particular L2TP/ I Psec VPNs (PPP-
over-L2TP-over-1Psec), do not have this limtation and can use
triangul ar routing.

Note that although the MN can use triangular routing, i.e., skip the
i nner MPv4 layer, it MJST NOT skip the VPN | ayer for security
reasons.

2.4. Access Mode: ’'fvc’
St eps:

o The nobile node obtains a foreign agent advertisenment fromthe
| ocal network.

o The nobile node detects it is outside and registers with the x-HA
wher e

* T-bit MAY be set (reverse tunneling), which mninizes the
probability of firewall-related connectivity problens

o |If necessary, the nmobile node uses IKE to set up an | Psec
connection with the VPN gateway, using the x-HoA as the | P address
for I KE/ I Psec communication. Howthe VPN-TIA is assigned is
out side the scope of this docunent.

0o The nobile node sends a MPv4 RRQto the i-HA registering the
VPN-TI A as a co-located care-of address, where

* T-bit SHOULD be set (reverse tunneling) (see discussion in
Section 2.3)

Note that although the MN can use triangular routing, i.e., skip the
i nner MPv4 layer, it MJST NOT skip the VPN | ayer for security
reasons.

2.5. NAT Traversa

NAT devi ces may affect each | ayer independently. Mobile |Pv4d NAT
traversal [m pnat] SHOULD be supported for x-MP and i-MP |ayers,
while I Psec NAT traversal [RFC3947][ RFC3948] SHOULD be supported for
the VPN | ayer.

Note that NAT traversal for the internal MPv4 |ayer may be necessary
even when there is no separate NAT device between the VPN gateway and
the internal network. Some VPN inpl enentati ons NAT VPN tunnel inner
addresses before routing traffic to the intranet. Sonmetinmes this is
done to nake a depl oynent easier, but in sonme cases this approach
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nakes VPN client inplenmentation easier. Mbile |IPv4 NAT traversal is
required to establish a M Pv4 session in this case.

3. I nternal Network Detection

Secure detection of the internal network is critical to prevent
plaintext traffic frombeing sent over an untrusted network. In

ot her words, the overall security (confidentiality and integrity of
user data) relies on the security of the internal network detection
mechanismin addition to IPsec. For this reason, security

requi rements are described in this section

In addition to detecting entry into the internal network, the nobile
node nust al so detect when it has left the internal network. Entry
into the internal network is easier security-w se: the nobile node
can ensure that it is inside the internal network before sendi ng any
plaintext traffic. Exit fromthe internal network is nore difficult
to detect, and the MN may accidentally |eak plaintext packets if the
event is not detected in tine.

Several events can cause the nobile node to | eave the interna
net wor k, i ncl udi ng:

0 a routing change upstream

0 a reassociation of 802.11 on layer 2 that the nobile node software
does not detect;

o a physical cable disconnect and reconnect that the nobile node
sof tware does not detect.

Wet her the nobil e node can detect such changes in the current
connection reliably depends on the inplenmentation and the networking
technol ogy. For instance, sone nobile nodes nmay be inplenmented as
pure | ayer three entities. Even if the nobile node software has
access to layer 2 information, such information is not trustworthy
security-w se, and depends on the network interface driver.

If the nobil e node does not detect these events properly, it may |eak
plaintext traffic into an untrusted network. A nunber of approaches
can be used to detect exit fromthe internal network, ranging from
frequent re-registration to the use of layer two infornmation.

A mobil e node MJST inplenent a detection nechanismfulfilling the
requi rements described in Section 3.2; this ensures that basic
security requirenents are fulfilled. The basic algorithm described
in Section 3.3 is one way to do that, but alternative nethods may be
used instead or in conjunction. The assunptions that the
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requi renents and the proposed nmechanismrely upon are described in
Section 3. 1.

3.1. Assunptions

The enterprise firewall MJST be configured to block traffic
originating fromexternal networks going to the i-HA. |n other
words, the nobile node MJUST NOT be able to performa successfu

Regi stration Request/Registration Reply (RRQ RRP) exchange (wi thout
using I Psec) unless it is connected to the trusted internal network;
the nmobil e node can then stop using I Psec w thout conprom sing data
confidentiality.

If this assunption does not hold, data confidentiality is conpronmn sed
in a potentially silent and thus dangerous manner. To minimze the

i mpact of this scenario, the i-HA is also required to check the
source address of any RRQto determ ne whether it conmes froma
trusted (internal network) address. The i-HA needs to indicate to
the MN that it supports the checking of trusted source addresses by

i ncluding a Trusted Networks Configured extension in its registration
reply. This new extension, which needs to be inplenented by both
i-HA and the M\, is described in Section 3.4.

The firewall MAY be configured to block registration traffic to the
x-HA originating fromw thin the internal network, which nakes the
network detection al gorithmsinpler and nore robust. However, as the
registration request is basically UDP traffic, an ordinary firewal
(even a stateful one) would typically allow the registration request
to be sent and a registration reply to be received through the

firewall.

3.2. Inplementation Requirenments
Any mechani smused to detect the internal network MUST fulfill the
requi renents described in this section. An exanple of a network
detection mechanismfulfilling these requirements is given in
Section 3.3.

3.2.1. Separate Tracking of Network Interfaces
The nobile node inplenmentation MIST track each network interface
separately. Successful registration with the i-HA through interface
X does not inply anything about the status of interface Y.

3.2.2. Connection Status Change

VWhen the nobil e node detects that its connection status on a certain
network interface changes, the nobile node MJST:
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o imrediately stop relaying user data packets;

o detect whether this interface is connected to the internal or the
external network; and

o resune data traffic only after the internal network detection and
necessary registrations and VPN tunnel establishnment have been
conpl et ed

The nechani snms used to detect a connection status change depends on
the nmobil e node i npl enentation, the networking technol ogy, and the
access node.

3.2.3. Registration-Based Internal Network Detection

The nobile node MJUST NOT infer that an interface is connected to the
i nternal network unl ess a successful registration has been conpl et ed
through that particular interface to the i-HA the i-HA registration
reply contained a Trusted Networks Configured extension

(Section 3.4), and the connection status of the interface has not
changed since.

3.2.4. Registration-Based Internal Network Monitoring

Sone | eak of plaintext packets to a (potentially) untrusted network
cannot al ways be conpletely prevented; this depends heavily on the
client inplementation. |In sonme cases, the client cannot detect such
a change, e.g., if upstreamrouting is changed.

More frequent re-registrations when the MNis inside is a sinple way
to ensure that the MNis still inside. The MN SHOULD start re-
registration every (T_MONITOR - N) seconds when inside, where Nis a
grace period that ensures that re-registration is conpleted before
T_MONI TOR seconds are up. To bound the nmaxi mum amount of time that a
pl ai ntext | eak may persist, the nobile node nust fulfill the
followi ng security requirenents when inside:

o The nobile node MJUST NOT send or receive a user data packet if
nore than T_MONI TOR seconds have el apsed since the |ast successfu
(re-)registration with the i-HA

o If more than T_MONI TOR seconds have el apsed, data packets MJUST be
ei t her dropped or queued. |f the packets are queued, the queues
MUST NOT be processed until the re-registration has been
successfully conpl eted without a connection status change.
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o The T_MONI TOR paraneter MJST be configurable, and have the default
val ue of 60 seconds. This default is a trade-off between traffic
overhead and a reasonabl e bound to exposure.

Thi s approach is reasonable for a wi de range of nobile nodes (e.qg.

| apt ops), but has unnecessary overhead when the nobile node is idle
(not sending or receiving packets). |If re-registration does not

conpl ete before T_MONI TOR seconds are up, data packets nust be queued
or dropped as specified above. Note that re-registration packets
MJST be sent even if bidirectional user data traffic is being

rel ayed: data packets are no substitute for an authenticated re-
registration.

To minimze traffic overhead when the nobile node is idle, re-

regi strations can be stopped when no traffic is being sent or
received. |f the nobile node subsequently receives or needs to send
a packet, the packet must be dropped or queued (as specified above)
until a re-registration with the i-HA has been successfully

conpl eted. Although this approach adds packet processing conplexity,

it may be appropriate for small, battery-powered devices, which may
be idle much of the time. (Note that ordinary re-registration before
the mobility binding lifetime is exhausted should still be done to

keep the MN reachable.)

T MONITOR is required to be configurable so that an admi nistrator can
determ ne the required security level for the particul ar depl oynent.
Configuring T_MONITOR in the order of a few seconds is not practical
alternative nmechani sns need to be considered if such confidence is
required.

The re-registration mechanismis a worst-case fall back nechanism |f
additional information (such as layer two triggers) is available to
the nmobil e node, the nobile node SHOULD use the triggers to detect M
noverment and restart the detection process to mninize exposure.

Note that re-registration is required by Mbile | Pv4d by default
(except for the atypical case of an infinite binding lifetine);
however, the re-registration interval may be much | arger when using
an ordinary Mbile IPv4 client. A shorter re-registration interva

is usually not an issue, because the internal network is typically a
fast, wired network, and the shortened re-registration interva
applies only when the nobile node is inside the internal network.
When outside, the ordinary Mbile |IPv4 re-registration process (based
on binding lifetime) is used.
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3.3. Proposed Al gorithm

When the MN detects that it has changed its point of network
attachment on a certain interface, it issues two sinultaneous

regi stration requests, one to the i-HA and another to the x-HA
These registration requests are periodically retransmtted if reply
nessages are not received.

Regi stration replies are processed as foll ows:

o If a response fromthe x-HA is received, the M stops
retransmitting its registration request to the x-HA and
tentatively deternmines it is outside. However, the MN MUST keep
on retransmtting its registration to the i-HA for a period of
time. The MN MAY postpone the |Psec connection setup for sone
period of time while it waits for a (possible) response fromthe
i - HA.

o If a response fromthe i-HA is received and the response contains
the Trusted Networks Configured extension (Section 3.4), the MN
SHOULD determine that it is inside. |In any case, the MN MJUST stop
retransmtting its registration requests to both i-HA and x-HA

o Wen successfully registered with the i-HA directly, MN SHOULD de-
regi ster with the x-HA

If the MN ends up detecting that it is inside, it MJST re-register
periodically (regardl ess of binding lifetine); see Section 3.2.4. |If
the re-registration fails, the MN MUST stop sendi ng and receiving
plaintext traffic, and MJUST restart the detection algorithm

Pl ai ntext re-registration nessages are always addressed either to the
x-HA or the i-HA, not to both. This is because the MN knows, after
initial registration, whether it is inside or outside. (However,
when the mobile node is outside, it re-registers independently with
the x-HA using plaintext, and with the i-HA through the VPN tunnel.)

Post poni ng the | Psec connection setup could prevent aborted | KE
sessions. Aborting | KE sessions may be a problemin sonme cases
because | KE does not provide a reliable, standardized, and mandatory-
to-inmpl enent nechanismfor termnating a session cleanly.

If the x-HA is not reachable frominside (i.e., the firewall
configuration is known), a detection period of zero is preferred, as
it minimzes connection setup overhead and causes no tining problens.
Shoul d t he assunption have been invalid and a response fromthe i-HA
received after a response fromthe x-HA, the MN SHOULD re-register
with the i-HA directly.
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3.4. Trusted Networks Configured (TNC) Extension

This extension is a skippable extension. An i-HA sending the
extension nmust fulfill the requirements described in Section 4.3,
whil e an MN processing the extension nust fulfill the requirenents
described in Section 4.1. The format of the extension is described
below. It adheres to the short extension format described in

[ RFC3344] :

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Type | Length | Sub- Type | Reserved
s S S i I S R R e h T Tk e S S S o T S

Type 149

Length 2

Sub- Type 0

Reser ved Set to 0 when sending, ignored when receiving
3.5. Inplenmentation |Issues

When the MN uses a parallel detection algorithmand is using an FA
the MN sends two registration requests through the sane FA with the
same Medi a Acces Control (MAC) address (or equivalent) and possibly
even the same honme address. Although this is not in conflict with
exi sting specifications, it is an unusual scenario; hence sone FA

i mpl enentati ons may not work properly in such a situation. However,
testing agai nst depl oyed foreign agents seens to indicate that a
majority of avail able foreign agents handle this situation

When the x-HA and i-HA addresses are the same, the scenario is even
nore difficult for the FA, and it is alnobst certain that existing FAs
do not deal with the situation correctly. Therefore, it is required
that x-HA and i-HA addresses MJST be different.

Regardl ess, if the MN detects that i-HA and x-HA have the sane
address, it MJST assume that it is in the external network and bypass
network detection to avoid confusing the FA. Because the HA
addresses are used at different layers, achieving connectivity is
possi bl e wi t hout address confusion

The nobile node MAY use the following hints to determine that it is
i nside, but MJST verify reachability of the i-HA anyway:
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o a donain nane in a DHCPDI SCOVER / DHCPOFFER nessage
o an NAl in a foreign agent advertisenent

o alist of default gateway MAC addresses that are known to reside
in the internal network (i.e., configured as such, or have been
previously verified to be inside)

For instance, if the MN has reason to believe it is inside, it MAY
post pone sending a registration request to the x-HA for some tinmne.
Simlarly, if the MN has reason to believe it is outside, it may
start | Psec connection setup inmedi ately after receiving a
registration reply fromthe x-HA. However, should the M receive a
registration reply fromthe i-HA after |Psec connection setup has
been started, the MN SHOULD still switch to using the i-HA directly.

3.6. Rationale for Design Choices
3.6.1. Firewall Configuration Requirenents

The requirenent that the i-HA cannot be reached fromthe externa
network is necessary. |If not, a successful registration with the
i-HA (without |Psec) cannot be used as a secure indication that the
nobile node is inside. A possible solution to the obvious security
probl em woul d be to define and deploy a secure internal network

det ecti on nechani sm based on, e.g., signed FA advertisenent or signed
DHCP nessages.

However, unless the nmechanismis defined for both FA and DHCP
nessages and is deployed in every internal network, it has limted
applicability. |In other words, the nobile node MJUST NOT assune it is
in the internal network unless it receives a signed FA or DHCP
nmessage (regardl ess of whether or not it can register directly with
the i-HA). If it receives an unsigned FA or DHCP nessage, it MJST
use | Psec; otherw se, the nobile node can be easily tricked into
usi ng pl ai ntext.

Assuming that all FA and DHCP servers in the internal network are
upgraded to support such a feature does not seemrealistic; it is
highly desirable to be able to take advantage of existing DHCP and FA
depl oyments. Simlar analysis seens to apply regardl ess of what kind
of additional security mechanismis defined.

Because a firewall configuration error can have catastrophic data
security consequences (silent exposure of user data to externa
attackers), a separate protection mechanismis provided by the i-HA
The i-HA nust be configured, by the admnistrator, with a list of
trusted networks. The i-HA advertises that it knows which
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regi stration request source addresses are trusted, using a
registration reply extension (Trusted Networks Configured extension
Section 3.4). Wthout this extension, an MN may not rely on a
successful registration to indicate that it is connected to the
internal network. This ensures that user data conprom se does not
occur unless both the firewall and the i-HA are configured
incorrectly. Further, occurrences of registration requests from
untrusted addresses shoul d be | ogged by the i-HA exposing themto
admini strator revi ew

3.6.2. Registration-Based Internal Network Monitoring

This issue also affects IPsec client security. However, as |Psec
specifications take no stand on how and when client |Psec policies
are configured or changed (for instance, in response to a change in
network connectivity), the issue is out of scope for |IPsec. Because
this document describes an algorithmand requirenments for (secure)

i nternal network detection, the issue is in scope of the docunent.

The current requirement for internal network nonitoring was added as
a fall back nechani sm

3.6.3. No Encryption When I nside

If encryption was applied al so when MN was inside, there would be no
security reason to nmonitor the internal network periodically.

The main rationale for why encryption cannot be applied when the M
is inside was given in Section 1.6. 1In short, the main issues are
(1) power consunption; (2) extra CPU | oad, especially because
internal networks are typically switched networks and a | ot of data
may be routinely transferred; (3) existing HA devices do not
typically integrate | Psec functionality; (4) (lIPsec) encryption
requi res user authentication, which my be interactive in sone cases
(e.g., SecurlD) and thus a usability issue; and (5) user may need to
have separate credentials for VPN devices in the DMZ and the HA

3.7. Inprovenents

The registration process can be inproved in many ways. One sinple
way is to make the x-HA detect whether a registration request came
frominside or outside the enterprise network. |If it canme from

i nside the enterprise network, the x-HA can sinply drop the

regi stration request.

Thi s approach is feasible w thout protocol changes in scenarios where

a corporation owns both the VPN and the x-HA. The x-HA can sinply
det erm ne based on the incomng interface identifier (or the router
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that relayed the packet) whether or not the registration request cane
frominside

In other scenarios, protocol changes nay be needed. Such changes are
out of scope of this docunent.

4. Requirenents
4.1. Mbbil e Node Requirenents

The nobile node MJST inplenment an internal network detection
algorithmfulfilling the requirements set forth in Section 3.2. A
new configurable MN paranmeter, T _MONITOR, is required. The val ue of
this paranmeter reflects a balance between security and the anmount of
signal i ng overhead, and thus needs to be configurable. |In addition
when doing internal network detection, the MN MUST NOT di sabl e | Psec
protection unless the registration reply fromthe i-HA contains a
Trust ed Networks Configured extension (Section 3.4).

The nobil e node MJUST support access nodes ¢, f, cvc, fvc (Section 2).

The nobil e node SHOULD support Mobile |1 Pv4 NAT traversal [m pnat] for
both internal and external Mbile IP.

The nobil e node SHOULD support | Psec NAT traversal [RFC3947]
[ RFC3948] .

VWhen the nobil e node has direct access to the i-HA it SHOULD use
only the inner Mbile IPv4 layer to mnimze firewall and VPN inpact.

When the nobil e node is outside and using the VPN connection, |Psec
policies MJST be configured to encrypt all traffic sent to and from
the enterprise network. The particular Security Policy Database
(SPD) entries depend on the type and configuration of the particular
VPN (e.g., plain IPsec vs. L2TP/IPsec, full tunneling or split
tunneling).

4.2. VPN Device Requirenents
The VPN security policy MJST all ow comruni cation using UDP to the
i nternal home agent(s), with hone agent port 434 and any renote port.
The security policy SHOULD allow IP-1P to internal hone agent(s) in
addition to UDP port 434.

The VPN devi ce SHOULD i mpl ement the | Psec NAT traversal mechanism
described in [RFC3947] and [ RFC3948] .
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4.3. Home Agent Requirenents

The hone agent SHOULD i nmpl ement the Mobile | Pv4 NAT traversa
mechani sm described in [mpnat]. (This also refers to the i-HA: NAT
traversal is required to support VPNs that NAT VPN tunnel addresses
or block IP-IP traffic.)

To protect user data confidentiality against firewall configuration
errors, the i-HA

o0 MJIST be configured with a list of trusted IP subnets (containing
only addresses fromthe internal network), with no subnets being
trusted by default.

o MJST reject (drop silently) any registration request coming froma
source address that is not inside any of the configured trusted
subnets. These dropped registration requests SHOULD be | ogged.

0 MJST include a Trusted Networks Configured extension (Section 3.4)
in aregistration reply sent in response to a registration request
conming froma trusted address.

5. Analysis

Thi s section provides a conparison agai nst gui delines described in

Section 6 of the problem statenent [ RFC4093] and additional analysis

of packet overhead with and w thout the optional mechanisns.

5.1. Conparison agai nst Cuidelines

Preservation of existing VPN infrastructure

o The solution does not nandate any changes to existing VPN
infrastructure, other than possibly changes in configuration to
avoid stateful filtering of traffic.

Sof tware upgrades to existing VPN clients and gateways

o The solution described does not require any changes to VPN
gat eways or Mbile | Pv4 foreign agents.

| Psec protoco
o The solution does not require any changes to existing |IPsec or key

exchange standard protocols, and does not require inplenmentation
of new protocols in the VPN devi ce.
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Mul ti-vendor interoperability

0 The solution provides easy nmulti-vendor interoperability between
server conponents (VPN device, foreign agents, and hone agents).
I ndeed, these conponents need not be aware of each ot her

o The nobile node networking stack is sonewhat conplex to inplenent,
whi ch may be an issue for nulti-vendor interoperability. However,
this is a purely software architecture issue, and there are no
known protocol limtations for nulti-vendor interoperability.

M Pv4 pr ot ocol

o The solution adheres to the M Pv4 protocol, but requires the new
Trusted Networks Configured extension to inprove the
trustworthi ness of internal network detection.

o0 The solution requires the use of two parallel MPv4 |ayers.

Handof f over head

o The solution provides a mechanismto avoid VPN tunnel SA
renegoti ati on upon nmovenent by using the external M Pv4 |ayer.

Scalability, availability, reliability, and performance

o0 The solution complexity is linear with the nunber of M\s
regi stered and accessing resources inside the intranet.

o Additional overhead is inposed by the sol ution.

Functional entities

o The solution does not inpose any new types of functional entities
or required changes to existing entities. However, an external HA
device is required.

I mplications of intervening NAT gateways

o The solution | everages existing MPv4 NAT traversal [m pnat] and
| Psec NAT traversal [RFC3947] [RFC3948] solutions and does not
require any new functionality to deal with NATs.

Security inplications

o The solution requires a new nmechanismto detect whether the nobile

node is in the internal or the external network. The security of
this mechanismis critical in ensuring that the security |eve
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5.

2.

provided by IPsec is not conpronised by a faulty detection
mechani sm

o Wien the nobile node is outside, the external Mbile IPv4 |ayer
may allow sonme traffic redirection attacks that plain | Psec does
not allow. Oher than that, |IPsec security is unchanged.

o More security considerations are described in Section 6.

Packet Overhead

The maxi mum packet overhead depends on access node as foll ows:

o f: O octets

o c: 20 octets

o fvc: 77 octets

0O cvc: 97 octets

The maxi mum over head of 97 octets in the access node consists

of the foll ow ng:

cvce

o IP-IP for i-MPv4: 20 octets

o |Psec ESP: 57 octets total, consisting of 20 (new | P header),
4+4+8 = 16 (SPl, sequence number, cipher initialization vector),
7+2 = 9 (padding, padding length field, next header field), 12
(ESP aut hentication trailer)

o IP-I1P for x-M Pv4: 20 octets

When | Psec is used, a variable anpbunt of padding is present in each
ESP packet. The figures were computed for a cipher with 64-bit bl ock
si ze, paddi ng overhead of 9 octets (next header field, padding |ength
field, and 7 octets of padding; see Section 2.4 of [RFC4303]), and
ESP authentication field of 12 octets (HWVAC SHA1-96 or HVAC MD5- 96).
Note that an |Psec inplenentation MAY pad with nore than a m ni mum
amount of octets.

NAT traversal overhead is not included, and adds 8 octets when | Psec
NAT traversal [RFC3947] [RFC3948] is used and 12 octets when M P NAT
traversal [mipnat] is used. For instance, when using access node
cvc, the maxi mum NAT traversal overhead is 12+8+12 = 32 octets.

Thus, the worst case scenario (with the above nentioned ESP
assunptions) is 129 octets for cvc.
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5.3. Latency Considerations

When the MN is inside, connection setup |atency does not increase
conpared to standard MPv4 if the MN inplenments the suggested
paral l el registration sequence (see Section 3.3). Exchange of RRQ
RRP nmessages with the i-HA confirms the MNis inside, and the MN nay
start sending and receiving user traffic imediately. For the sane
reason, handovers in the internal network have no overhead relative
to standard M Pv4.

VWen the MN is outside, the situation is slightly different. Initia
connection setup latency essentially consists of (1) registration
with the x-HA, (2) optional detection delay (waiting for i-HA
response), (3) IPsec connection setup (IKE), and (4) registration
with the i-HA. Al but (4) are in addition to standard M Pv4.

However, handovers in the external network have perfornance
conparabl e to standard M Pv4d. The MNsinply re-registers with the
x-HA and starts to send IPsec traffic to the VPN gateway fromthe new
addr ess.

The MN may mnimze |atency by (1) not waiting for an i-HA response
before triggering IKE if the x-HA registrati on succeeds and (2)
sending first the RRQ nost |ikely to succeed (e.g., if the MN is nost
likely outside). These can be done based on heuristics about the
network, e.g., addresses, MAC address of the default gateway (which
the nmobil e node nay remenber from previous access); based on the
previ ous access network (i.e., optimze for inside-inside and

out si de- out si de novenent); etc.

5.4. Firewall State Considerations

A separate firewall device or an integrated firewall in the VPN
gateway typically performs stateful inspection of user traffic. The
firewall may, for instance, track TCP session status and bl ock TCP
segnents not related to open connections. Oher stateful inspection
nmechani sns al so exi st.

Firewal | state poses a probl em when the nobile node noves between the
i nternal and external networks. The mobile node may, for instance,
initiate a TCP connection while inside, and |ater go outside while
expecting to keep the connection alive. Fromthe point of view of
the firewall, the TCP connection has not been initiated, as it has
not wi tnessed the TCP connection setup packets, thus potentially
resulting in connectivity problens.

VWen the VPN-TIA is registered as a co-located care-of address with
the i-HA, all nobile node traffic appears as IP-1P for the firewall
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Typically, firewalls do not continue inspection beyond the IP-1P
tunnel, but support for deeper inspection is available in many

products. In particular, an adm nistrator can configure traffic
policies in many firewall products even for IP-1P encapsul ated
traffic. If this is done, simlar stateful ness issues nay ari se.

In summary, the firewall nust allow traffic coming fromand going
into the | Psec connection to be routed, even though they nmay not have
successfully tracked the connection state. Howthis is done is out
of scope of this document.

5.5. Intrusion Detection Systens (I|DSs)

Many firewalls incorporate intrusion detection systens nonitoring
network traffic for unusual patterns and clear signs of attack

Since traffic froma nobile node inplenenting this specification is
UDP to i-HA port 434, and possibly IP-1P traffic to the i-HA address,
existing IDSs may treat the traffic differently than ordinary VPN
renote access traffic. Like firewalls, I1DSs are not standardi zed, so
it is inpossible to guarantee interoperability with any particul ar

I DS system

5.6. Inplenmentation of the Mbile Node

| mpl enent ati on of the nobile node requires the use of three tunneling
| ayers, which may be used in various configurations dependi ng on

whet her that particular interface is inside or outside. Note that it
is possible that one interface is inside and another interface is

out side, which requires a different |ayering for each interface at
the same tine.

For multi-vendor inplenmentation, the |Psec and M Pv4 |ayers need to
interoperate in the same nobile node. This inplies that a flexible
framework for protocol layering (or protocol-specific APIS) is
required.

5.7. Non-IPsec VPN Protocols
The solution also works for VPN tunneling protocols that are not
| Psec- based, provided that the nobile node is provided |Pv4

connectivity with an address suitable for registration. However,
such VPN protocols are not explicitly considered.
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6. Security Considerations
6.1. Internal Network Detection

If the nobile node by m stake believes it is in the internal network
and sends plai ntext packets, it conprom ses |Psec security. For this
reason, the overall security (confidentiality and integrity) of user
data is a mininmumof (1) |Psec security and (2) security of the

i nternal network detection nechani sm

Security of the internal network detection relies on a successfu
registration with the i-HA. For standard Mobile | Pv4 [ RFC3344], this
neans HVAC- MD5 and Mobile |1 Pv4 replay protection. The solution also
assunes that the i-HA is not directly reachable fromthe externa
network, requiring careful enterprise firewall configuration. To

m nimze the inmpact of a firewall configuration problem the i-HA is
separately required to be configured with trusted source addresses
(i.e., addresses belonging to the internal network), and to include
an indication of this in a new Trusted Networks Configured extension
The MN is required not to trust a registration as an indication of
bei ng connected to the internal network, unless this extension is
present in the registration reply. Thus, to actually conproni se user
data confidentiality, both the enterprise firewall and the i-HA have
to be configured incorrectly, which reduces the |ikelihood of the
scenari o.

When the nobil e node sends a registration request to the i-HA froman
untrusted network that does not go through the |IPsec tunnel, it wll
reveal the i-HA's address, its own identity including the NAI and the
home address, and the Authenticator value in the authentication
extensions to the untrusted network. This nay be a concern in sone
depl oynent s.

VWhen the connection status of an interface changes, an interface
previously connected to the trusted internal network may suddenly be
connected to an untrusted network. Although the sane problemis al so
rel evant to | Psec-based VPN i npl enentations, the problemis
especially relevant in the scope of this specification

In nost cases, nobile node inplenentations are expected to have | ayer
2 information avail abl e, naking connecti on change detecti on both fast
and robust. To cover cases where such information is not available
(or fails for sonme reason), the nobile node is required to
periodically re-register with the internal home agent to verify that
it is still connected to the trusted network. It is also required
that this re-registration interval be configurable, thus giving the
adm ni strator a paraneter by which potential exposure may be
controll ed.
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6.2. Mbile IPv4 versus |Psec

M Pv4 and | Psec have different goals and approaches for providing
security services. MPv4 typically uses a shared secret for

aut hentication of signaling traffic, while IPsec typically uses IKE
(an authenticated Diffie-Hell man exchange) to set up session keys.
Thus, the overall security properties of a conbined MPv4 and | Psec
system depend on bot h nechani sns.

In the solution outlined in this docunent, the external M Pv4 |ayer
provides nmobility for IPsec traffic. |If the security of MPv4 is
broken in this context, traffic redirection attacks agai nst the |Psec
traffic are possible. However, such routing attacks do not affect
other |Psec properties (confidentiality, integrity, replay
protection, etc.), because | Psec does not consider the network
between two | Psec endpoints to be secure in any way.

Because M Pv4 shared secrets are usually configured nanually, they
may be weak if easily nenorizable secrets are chosen, thus opening up
redirection attacks descri bed above. Note especially that a weak
secret inthe i-HAis fatal to security, as the nobile node can be
fooled into dropping encryption if the i-HA secret is broken.

Assumi ng the M Pv4 shared secrets have sufficient entropy, there are
still at least the following differences and simlarities between
M Pv4 and | Psec worth considering:

o Both IPsec and M Pv4 are susceptible to the "transi ent pseudo NAT"
attack described in [pseudonat] and [m pnat], assum ng that NAT
traversal is enabled (which is typically the case). "Pseudo NAT"
attacks allow an attacker to redirect traffic flows, resulting in
resource consunption, lack of connectivity, and denial of service.
However, such attacks cannot conpronise the confidentiality of
user data protected using |Psec.

o Wien considering a "pseudo NAT" attack agai nst standard | Psec and
standard M P (with NAT traversal), redirection attacks against MP
nmay be easier because:

* MPv4 re-registrations typically occur nore frequently than
| Psec SA setups (although this may not be the case for nobile
host s) .

* |t suffices to catch and nodify a single registration request,

whereas attacking IKE requires that multiple | KE packets are
caught and nodi fi ed.
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o There may be concerns about mxing of algorithnms. For instance,
| Psec may be using HVAC- SHA1-96, while MP is always using HVAC
MD5 (RFC 3344) or prefix+suffix MD5 (RFC 2002). Furthernore,
while I Psec algorithnms are typically configurable, MPv4 clients
typically use only HVAC-MD5 or prefix+suffix MD5. Although this
is probably not a security problemas such, it is nore difficult
to communicate to users.

o0 Wen IPsec is used with a Public Key Infrastructure (PKI), the key
management properties are superior to those of basic MPv4. Thus,
adding MPv4d to the system makes key managenent nore conpl ex.

o |In general, adding new security mechani snms increases overall
conpl exity and nakes the systemnmore difficult to understand.

7. | ANA Consi der ati ons

Thi s docunent specifies a new skippable extension (in the short
format) in Section 3.4, whose Type and Sub-Type val ues have been
assi gned.

Al l ocation of new Sub-Type val ues can be nmade via Expert Revi ew and
Speci fication Required [ RFC5226].
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Appendi x A.  Packet Fl ow Exanpl es

A.1. Connection Setup for Access Mde ’'cvc’

The following figure illustrates connection setup when the nobile
node is outside and using a co-located care-of address. |KE
connection setup is not shown in full, and involves nultiple round

trips (4.5 round trips when using nmain node followed by quick node).
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VN- APP VN x- HA VPN i - HA CN
| | | | | |
! I > | ! ! !
! I rrq ! ! ! !
! R LR R R X ! ! I rrg not
! I rrq ! ! ! I received
! ! ! ! ! I by i-HA
! I <--a---- ! ! ! !
! I rrp ! ! ! !
! ! ! ! ! !
I [wait for detection period for response fromi-HA] !
I [may also retransnmit to i-HA depending on config] ! norrp
! ! ! ! ! I fromi-HA
| | ::( ]_) ==> | | | |
! ' ike {1a}! ------- > | ! !
! ! I ike ! ! !
! ! I o<emee - - ! ! !
! I <==(1)=="! ke ! ! !
! I ike ! ! ! !
! ! ! ! ! !
! I ==(2)==> | ! ! !
! ' rrq {2a}! ==(1)==> ! !
! ! ' rrq {2b}! ------- > | !
! ! ! ' rrq {2c}! !
! ! ! I ! !
! ! I <==(1)=="! rrp ! !
! I <==(2)=="! rrp ! ! !
! ' rrp ! ! ! !
! ! ! ! ! !
[[--- connection setup ok, bidirectional connection up ---]]
| | | | | |
R > | ! ! ! !
I pkt {3a}! ==(3)==>! ! ! !
! I pkt {3b}! ==(2)==> ! ! !
! ! I pkt {3c}! ==(1)==> !
! ! ! I pkt {3d}! ------- > |
! ! ! ! I pkt {3e}!
! ! ! ! S !
! ! ! | <==(1)== ! pkt !
! ! I <==(2)==1 pkt ! !
! I <==(3)==1! pkt ! ! !
I emem-- I pkt ! ! ! !
! pkt ! ! ! ! !
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The notation "==(N)==>" or "<==(N)==" indicates that the innernost
packet has been encapsulated N tines, using IP-1P, ESP, or MP NAT
traversal

Packets marked with {xx} are shown in nore detail below Each area
represents a protocol header (labeled). Source and destination
addresses or ports are shown underneath the protocol nane when
applicable. Note that there are no NAT traversal headers in the
exanpl e packets.

Packet {1la}

FiIP FiIP I UDP I I KE i
' co-CoA! x-HoA ! 500 ! !
' x-HA ' VPN-GW! 500 ! !

P P I ESP P I UDP I MP RRQ !
' co-CoA! x-HoA ! ' VPN-TIA! ANY ! !
' x-HA ' VPN-GW! ' i-HA I 434 | !

FIP I ESP FIP I UDP ' MP RRQ
I X-HoA ! ' VPN-TIA! ANY ! !
I VPN-GW! ' i-HA I 434 | !

L 1P I UDP | MP RRQ!
| VPN-TIA L ANY ! !
| i-HA | 434 | l

| P I user

1
>
©
=
o
—
o
o
=3
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Packet {3b}

IIP LIP I ESP! IP LIP I user \
I co-CoA! x-HoA ! ' VPN-TIA! i-HoA ! protocol../
' x-HA | VPN-GW! Ii-HA I CN ! \
\..user I ESP !
[  protocol ! trailer !

I I

1P Il ESP! IP 1P I user I ESP !
I X-HoA ! ' VPN-TIA! i-HoA'! protocol ! trailer !
I VPN-GW! Ii-HA I CN ! ! !

F'IP F'IP I user
I VPN-TIA! i-HoA ! protocol
Ii-HA I CN !

I P I user

1
>
©
=
o
—
o
o
=3
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Packet {3b} with all NAT traversal headers (x-MP, ESP, and i-MP) is
shown bel ow for conpari son.

Packet {3b} (with NAT traversal headers)

iIP I UbP ! MP FIP I UbP I ESP.. \

' co-CoA! ANY ! tunnel ! x-HoA ! 4500 ! /

l x-HA | 434! data ! VPN-GW! 4500 ! \

<=== external MPv4 ====> <=== | Psec ESP ======== = =
\..ESP ! IP I UbP ! MP FIP I user \
/ ' VPN-TIA! ANY ! tunnel ! i-HoA ! protocol../
\ I i-HA I 434 | data I CN ! \
= ===> <==== jnternal M Pv4 ====> <== user packet == =
\..user I ESP !

/[ protocol ! trailer !

\ I I
= = ======> <= ESP =>

Aut hors’ Addr esses
Sam Vaaral a
Codebay
P. 0. Box 63
Espoo 02601
FI NLAND
Phone: +358 (0)50 5733 862
EMai | : sam .vaaral a@ki . fi
Espen Kl ovning
Bi rdst ep
Bryggegata 7
Csl o 0250
NORWAY
Phone: +47 95 20 26 29
EMai | : espen@irdstep.com
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