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Abst ract

Thi s docunent describes extensions to the ISIS (I1SIS) protocol to
support Miltiprotocol Label Switching (MPLS) and Generalized MPLS
(GQWPLS) Traffic Engineering (TE) for multiple Autononpbus Systens
(ASes). It defines ISIS-TE extensions for the flooding of TE

i nformati on about inter-AS |inks, which can be used to performinter-
AS TE pat h conput ati on.

No support for flooding information fromw thin one AS to another AS
is proposed or defined in this docunent.
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1. Introduction

[1SIS-TE] defines extensions to the ISIS protocol [ISIS] to support
intra-area Traffic Engineering (TE). The extensions provide a way of
encoding the TE information for TE-enabled |inks within the network
(TE links) and flooding this information within an area. The
extended IS reachability TLV and traffic engineering router I D TLV,
which are defined in [ISIS- TE], are used to carry such TE
informati on. The extended IS reachability TLV has several nested
sub-TLVs that describe the TE attributes for a TE link

[1SIS-TE-V3] and [GWLS-TE] define simlar extensions to ISIS [ISIS]
in support of IPv6 and GWLS traffic engi neering, respectively.

Requi rements for establishing Multiprotocol Label Switching (MPLS) TE
Label Switched Paths (LSPs) that cross nultiple Autononous Systens
(ASes) are described in [INTER-AS-TE-REQ . As described in [INTER
AS-TE-REQ, a nmethod SHOULD provide the ability to conpute a path
spanning nultiple ASes. So a path conputation entity that nmay be the
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head- end Label Switching Router (LSR), an AS Border Router (ASBR), or
a Path Conputation Elenent (PCE [PCE]) needs to know the TE
information not only of the links within an AS, but also of the links
that connect to other ASes.

In this docunent, a new TLV, which is referred to as the inter-AS
reachability TLV, is defined to advertise inter-AS TE infornmation,
and three new sub-TLVs are defined for inclusion in the inter-AS
reachability TLV to carry the information about the renote AS nunber
and remote ASBR I D. The sub-TLVs defined in [ISIS-TE], [ISIS TE- V3],
and ot her docunents for inclusion in the extended IS reachability TLV
for describing the TE properties of a TE link are applicable to be
included in the inter-AS reachability TLV for describing the TE
properties of an inter-AS TE link as well. Also, two nore new sub-
TLVs are defined for inclusion in the 1S-1S router capability TLV to
carry the TE Router |ID when the TE Router |ID needs to reach al
routers within an entire ISIS routing domain. The extensions are
equal ly applicable to IPv4 and I Pv6 as identical extensions to
[I1SIS-TE] and [ISIS-TE-V3]. Detailed definitions and procedures are
di scussed in the foll owi ng sections.

Thi s docunent does not propose or define any mechanisns to advertise
any other extra-AS TE information within ISIS. See Section 2.1 for a
full list of non-objectives for this work.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].

2. Probl em St at ement

As described in [INTER-AS-TE-REQ, in the case of establishing an
inter-AS TE LSP that traverses nultiple ASes, the Path nessage

[ RFC3209] may include the following elenents in the Explicit Route
ohject (ERO in order to describe the path of the LSP

- a set of AS nunbers as | oose hops, and/or
- a set of LSRs including ASBRs as | oose hops.

Two nethods for determining inter-AS paths are currently being

di scussed. The per-donmai n nethod [ PD- PATHl determ nes the path one
domain at a time. The backward recursive nmethod [ BRPC] uses
cooperati on between PCEs to deternmine an optimum i nter-domain path.
The sections that follow exam ne how inter-AS TE |ink information
coul d be useful in both cases.
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2.1. A Note on Non-Qbjectives

It is inportant to note that this document does not make any change
to the confidentiality and scaling assunptions surroundi ng the use of
ASes in the Internet. |In particular, this docunent is conformant to
the requirenents set out in [INTER AS- TE- REQ .

The followi ng features are explicitly excluded:

o There is no attenpt to distribute TE information fromw thin one
AS to anot her AS.

o There is no nechani sm proposed to distribute any formof TE
reachability information for destinations outside the AS.

o There is no proposed change to the PCE architecture or usage.
o TE aggregation is not supported or recommended.
o There is no exchange of private information between ASes.
o No ISIS adjacencies are forned on the inter-AS |ink.
2.2. Per-Domain Path Determi nation

In the per-donmain nethod of determining an inter-AS path for an
MPLS-TE LSP, when an LSR that is an entry-point to an AS receives a
Pat h nessage from an upstream AS with an ERO contai ni ng a next hop
that is an AS nunber, it needs to find which LSRs (ASBRs) within the
| ocal AS are connected to the downstream AS. That way, it can
conpute a TE LSP segnent across the local AS to one of those LSRs and
forward the Path nmessage to that LSR and hence into the next AS. See
Figure 1 for an exanple.

RL------ R3----R5----- R7------ R9- - - - - R11
| |\ | I
| R
| |\ |
R2------ R4----R6 --RB------ RLO- - - - R12
<o- ASL -->i<---- AS2 --->i<--- AS3 --->

Figure 1. Inter-AS Reference Mde
The figure shows three ASes (AS1, AS2, and AS3) and twelve LSRs (Rl

through R12). R3 and R4 are ASBRs in AS1. R5, R6, R7, and R8 are
ASBRs in AS2. R9 and R10 are ASBRs in AS3.
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If an inter-AS TE LSP is planned to be established fromRlL to R12,
the AS sequence will be: AS1l, AS2, ASS.

Suppose that the Path nessage enters AS2 from R3. The next hop in
the ERO shows AS3, and R5 nust determine a path segment across AS2 to
reach AS3. It has a choice of three exit points fromAS2 (R6, R7,
and R8), and it needs to know which of these provide TE connectivity
to AS3, and whether the TE connectivity (for exanple, available
bandwi dth) is adequate for the requested LSP.

Alternatively, if the next hop in the EROis the entry ASBR for AS3
(say R9), R5 needs to know which of its exit ASBRs has a TE |ink that
connects to R9. Since there may be nultiple ASBRs that are connected
to RO (both R7 and R8 in this exanple), R5 also needs to know the TE
properties of the inter-AS TE links so that it can select the correct
exit ASBR.

Once the Path nessage reaches the exit ASBR, any choice of inter-AS
TE link can be nmade by the ASBR if not already made by the entry ASBR
that conputed the segnent.

More details can be found in Section 4 of [PD PATH), which clearly
poi nts out why advertising of inter-AS |inks is desired.

To enable R5 to nmake the correct choice of exit ASBR, the follow ng
i nformation i s needed:

o List of all inter-AS TE links for the |ocal AS.
o TE properties of each inter-AS TE |i nk.

0 AS nunber of the neighboring AS connected to by each inter-AS TE
i nk.

o ldentity (TE Router 1D) of the neighboring ASBR connected to by
each inter-AS TE |ink.

In GWLS networks, further information nmay al so be required to sel ect
the correct TE links as defined in [ GWLS- TE].

The exampl e above shows how this information is needed at the entry-
poi nt ASBRs for each AS (or the PCEs that provide conputation
services for the ASBRs). However, this information is al so needed
throughout the local AS if path conputation functionality is fully
di stributed among LSRs in the local AS, for exanple to support LSPs
that have start points (ingress nodes) within the AS.
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2.3. Backward Recursive Path Computation

Anot her scenari o using PCE techni ques has the same problem [BRP(C
defines a PCE-based TE LSP conputati on method (call ed Backward
Recursive Path Computation) to conpute optimal inter-domain
constrai ned MPLS-TE or GWLS LSPs. I n this path conputation nethod,
a specific set of traversed donmains (ASes) are assuned to be sel ected
bef ore conmputation starts. Each downstream PCE in domain(i) returns
to its upstream nei ghbor PCE in domain(i-1) a multipoint-to-point
tree of potential paths. Each tree consists of the set of paths from
all boundary nodes located in domain(i) to the destinati on where each
path satisfies the set of required constraints for the TE LSP

(bandwi dth, affinities, etc.).

So a PCE needs to select boundary nodes (that is, ASBRs) that provide
connectivity fromthe upstreamAS. 1In order for the tree of paths
provi ded by one PCE to its neighbor to be correlated, the identities
of the ASBRs for each path need to be referenced. Thus, the PCE nust
know the identities of the ASBRs in the renote AS that are reached by
any inter-AS TE link, and, in order to provide only suitable paths in
the tree, the PCE nmust know the TE properties of the inter-AS TE
links. See the following figure as an exanpl e.

PCEL<--- - -- SPCE2<- - - - - - - >PCE3
/
/
Rl------ R3----R5----- R7------ R9-- - -- RL1
| | \ | I
| |\ | ----
| |\ ] |
R2------ RA----R6 --RB------ RL0- - - - R12
<oo ASL -->i<---- AS2 --->i<--- AS3 --->

Figure 2: BRPC for Inter-AS Reference Mde

The figure shows three ASes (AS1, AS2, and AS3), three PCEs (PCEl
PCE2, and PCE3), and twelve LSRs (Rl through R12). R3 and R4 are
ASBRs in AS1. R5, R6, R7, and R8 are ASBRs in AS2. R9 and R10 are
ASBRs in AS3. PCEl, PCE2, and PCE3 cooperate to performinter-AS
pat h conputation and are responsible for path segnent conputation
within their own donmain(s).

If an inter-AS TE LSP is planned to be established fromRlL to R12,
the traversed domai ns are assunmed to be sel ected: AS1->AS2->AS3, and
the PCE chain is: PCEl->PCE2->PCE3. First, the path conputation
request originated fromthe PCC (Rl) is relayed by PCE1l and PCE2

al ong the PCE chain to PCE3. Then, PCE3 begins to conpute the path
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segnents fromthe entry boundary nodes that provide connection from
AS2 to the destination (R12). But, to provide suitable path
segnents, PCE3 nust determni ne which entry boundary nodes provide
connectivity to its upstream nei ghbor AS (identified by its AS
nunber), and nust know the TE properties of the inter-AS TE I|inks.
In the same way, PCE2 al so needs to determne the entry boundary
nodes according to its upstream nei ghbor AS and the inter-AS TE |ink
capabilities.

Thus, to support Backward Recursive Path Conputation, the sane
information listed in Section 2.2 is required. The AS nunber of the
nei ghboring AS connected to by each inter-AS TE link is particularly
i mportant.

3. Extensions to ISIS-TE

Note that this document does not define mechanisnms for distribution
of TE information fromone AS to anot her, does not distribute any
formof TE reachability information for destinations outside the AS,
does not change the PCE architecture or usage, does not suggest or
recormend any form of TE aggregation, and does not feed private

i nformati on between ASes. See Section 2.1.

In this docunent, for the advertisenment of inter-AS TE |links, a new
TLV, which is referred to as the inter-AS reachability TLV, is
defined. Three new sub-TLVs are al so defined for inclusion in the
inter-AS reachability TLV to carry the information about the

nei ghbori ng AS nunber and the rempte ASBR ID of an inter-AS |ink.
The sub-TLVs defined in [ISIS TE], [ISIS-TE-V3], and other docunents
for inclusion in the extended IS reachability TLV are applicable to
be included in the inter-AS reachability TLV for inter-AS TE |inks
advertisenent. Also, two other new sub-TLVs are defined for
inclusion in the IS-I1S router capability TLV to carry the TE Router
I D when the TE Router IDis needed to reach all routers within an
entire 1SIS routing domain

Wil e sone of the TE information of an inter-AS TE |ink may be

available within the AS fromother protocols, in order to avoid any

dependency on where such protocols are processed, this mechani sm

carries all the informati on needed for the required TE operations.
3.1. Inter-AS Reachability TLV

The inter-AS reachability TLV has type 141 (see Section 6.1) and
contains a data structure consisting of:
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0 4 octets of Router ID
0o 3 octets of default netric
o 1 octet of control information, consisting of:

1 bit of flooding-scope information (S bit)
1 bit of up/down information (D bit)
- 6 bits reserved
o 1 octet of length of sub-TLVs
0 0-246 octets of sub-TLVs, where each sub-TLV consists of a
sequence of:
- 1 octet of sub-type
- 1 octet of length of the value field of the sub-TLV
- 0-244 octets of val ue

Conpared to the extended reachability TLV, which is defined in
[1SIS-TE], the inter-AS reachability TLV replaces the "7 octets of
System | D and Pseudonode Nunmber" field with a "4 octets of Router ID'
field and introduces an extra "control information" field, which
consists of a flooding-scope bit (S bit), an up/down bit (D bit), and
6 reserved bits.

The Router ID field of the inter-AS reachability TLV is 4 octets in

| engt h, which contains the Router ID of the router who generates the
inter-AS reachability TLV. The Router |ID MJST be unique within the
SIS area. |If the router generates inter-AS reachability TLV with
entire 1SIS routing domain flooding scope, then the Router | D MJST
al so be unique within the entire SIS routing domain. The Router ID
could be used to indicate the source of the inter-AS reachability
TLV.

The fl ooding procedures for inter-AS reachability TLV are identica
to the flooding procedures for the GENI NFO TLV, which are defined in
Section 4 of [GENINFQ . These procedures have been previously

di scussed in [ISIS-CAP]. The flooding-scope bit (S bit) SHOULD be
set to 0 if the flooding scope is to be limted to within the single
| GP area to which the ASBR belongs. It MAY be set to 1 if the
information is intended to reach all routers (including area border
routers, ASBRs, and PCEs) in the entire |ISIS routing donain. The
choi ce between the use of 0 or 1 is an AS-wi de policy choice, and
configuration control SHOULD be provided in ASBR inpl enentati ons that
support the advertisement of inter-AS TE |inks.

The sub-TLVs defined in [ISIS- TE], [ISIS-TE-V3], and other docunents
for describing the TE properties of a TE link are al so applicable to
the inter-AS reachability TLV for describing the TE properties of an
inter-AS TE link. Apart fromthese sub-TLVs, three new sub-TLVs are
defined for inclusion in the inter-AS reachability TLV defined in
this document:
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Sub- TLV type Length Nane

24 4 remot e AS nunber
25 4 | Pv4 renote ASBR identifier
26 16 | Pv6 renpte ASBR identifier

The detailed definitions of the three new sub-TLVs are described in
Section 3.3.

3.2. TE Router ID

The 1 Pv4 TE Router ID TLV and | Pv6 TE Router ID TLV, which are
defined in [ISIS-TE] and [ISIS-TE-V3] respectively, only have area

fl oodi ng-scope. Wen performing inter-AS TE, the TE Router ID MAY be
needed to reach all routers within an entire ISIS routing domain and
it MJUST have the same flooding scope as the inter-AS reachability TLV
does.

[1SIS-CAP] defines a generic advertisenment nmechanismfor ISIS, which
allows a router to advertise its capabilities within an ISIS area or
an entire 1SIS routing donmain. [1SIS-CAP] also points out that the
TE Router IDis a candidate to be carried in the IS-1S router
capability TLV when performng inter-area TE.

Thi s docunent uses such nmechanismfor TE Router |D advertisement when
the TE Router IDis needed to reach all routers within an entire ISIS
Routing donmain. Two new sub-TLVs are defined for inclusion in the

| S-1S router capability TLV to carry the I Pv4 and | Pv6 TE Router |Ds,
respectivel y:

Sub- TLV type Length Nane

11 4 | Pv4 TE Router |ID
12 16 | Pv6 TE Router |ID

Detailed definitions of the two new sub-TLVs are described in Section
3. 3.

3.3. Sub-TLV Det ai

3.3.1. Renote AS Nunber Sub-TLV
A new sub-TLV, the renpte AS nunber sub-TLV, is defined for inclusion
in the inter-AS reachability TLV when advertising inter-AS |inks.

The renote AS nunmber sub-TLV specifies the AS nunber of the
nei ghboring AS to which the advertised |ink connects.
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The renote AS nunber sub-TLV is TLV type 24 (see Section 6.2) and is
4 octets in length. The format is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Type | Length |
s S S i I S R R e h T Tk e S S S o T S

| Renot e AS Number
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

The Renote AS nunber field has 4 octets. Wien only 2 octets are used
for the AS nunber, as in current deploynents, the left (high-order) 2
octets MIUST be set to 0. The rempte AS nunber sub-TLV MJST be

i ncl uded when a router advertises an inter-AS TE |ink

3.3.2. 1Pv4 Renote ASBR | D Sub-TLV

A new sub-TLV, which is referred to as the |Pv4 renote ASBR | D sub-
TLV, is defined for inclusion in the inter-AS reachability TLV when
advertising inter-AS links. The IPv4 remote ASBR | D sub- TLV
specifies the IPv4 identifier of the renote ASBR to which the
advertised inter-AS |ink connects. This could be any stable and
routabl e I Pv4 address of the renpte ASBR. Use of the TE Router ID as
specified in the Traffic Engineering router ID TLV [ISIS-TE] is
RECOWMMVENDED

The 1 Pv4 renote ASBR I D sub-TLV is TLV type 25 (see Section 6.2) and
is 4 octets in length. The format of the I1Pv4 renote ASBR I D sub-TLV
is as follows:

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Type | Lengt h |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| Renote ASBR | D
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e

The 1 Pv4 renote ASBR I D sub-TLV MUST be included if the neighboring
ASBR has an | Pv4 address. |f the neighboring ASBR does not have an

| Pv4 address (not even an |Pv4 TE Router ID), the IPv6 renote ASBR I D
sub- TLV MJST be included instead. An |IPv4 renote ASBR | D sub-TLV and
| Pv6 renote ASBR | D sub-TLV MAY both be present in an extended IS
reachability TLV.
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3.3.3. |1Pv6 Renpte ASBR | D Sub-TLV

A new sub-TLV, which is referred to as the |Pv6 rembte ASBR | D sub-
TLV, is defined for inclusion in the inter-AS reachability TLV when
advertising inter-AS links. The IPv6 renmote ASBR | D sub- TLV
specifies the IPv6 identifier of the renote ASBR to which the
advertised inter-AS |ink connects. This could be any stable and
routabl e I Pv6 address of the renpte ASBR. Use of the TE Router ID as
specified in the IPv6 Traffic Engineering router ID TLV [ISI S TE- V3]

i s RECOVIVENDED

The 1 Pv6 renote ASBR ID sub-TLV is TLV type 26 (see Section 6.2) and
is 16 octets in length. The format of the IPv6 renpte ASBR I D sub-
TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Type | Lengt h |
s S S i I S R R e h T Tk e S S S o T S

| Renpte ASBR I D

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Renote ASBR I D (conti nued)

B T s i I S e i S i i S S e S
| Renote ASBR I D (conti nued)

s S S i I S R R e h T Tk e S S S o T S
| Renote ASBR I D (conti nued)

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

The 1 Pv6 renpote ASBR I D sub-TLV MUST be included if the nei ghboring
ASBR has an | Pv6 address. |f the nei ghboring ASBR does not have an
| Pv6 address, the IPv4 renbte ASBR I D sub-TLV MJST be i ncl uded
instead. An IPv4 renpte ASBR I D sub-TLV and | Pv6 renote ASBR I D
sub- TLV MAY both be present in an extended IS reachability TLV.

3.3.4. |Pv4 TE Router |ID sub-TLV

The 1 Pv4 TE Router ID sub-TLV is TLV type 11 (see Section 6.3) and is
4 octets in length. The format of the IPv4 TE Router ID sub-TLV is
as foll ows:

0 1 2 3
01234567890123456789012345678901
A A S T S T i S S S
| Type | Length |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

| TE Router 1D
B T s i I S e i S i i S S e S
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When the TE Router IDis needed to reach all routers within an entire
I SIS routing domain, the IS-1S Router capability TLV MJST be i ncl uded
inits LSP. If an ASBR supports Traffic Engineering for IPv4 and if
the ASBR has an I Pv4 TE Router ID, the |IPv4 TE Router |D sub-TLV MJST
be included. [|f the ASBR does not have an |IPv4 TE Router ID, the

| Pv6 TE Router sub-TLV MUST be included instead. An |Pv4 TE Router

| D sub-TLV and | Pv6 TE Router |D sub-TLV MAY both be present in an

| S-1S router capability TLV.

3.3.5. |Pv6 TE Router |ID sub-TLV

The 1 Pv6 TE Router ID sub-TLV is TLV type 12 (see Section 6.3) and is
4 octets in length. The format of the IPv6 TE Router ID sub-TLV is
as follows:

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
| Type | Lengt h |
Lk e s e S e Sk i SRR R

| TE Router 1D

B s i S i I i S S S i i
| TE Router ID (continued)

i s e i i S e R S S i it N R S S S
| TE Router ID (continued)

L R e T e O ih e i SRl TR N S
| TE Router ID (continued)

B s i S i I i S S S i i

When the TE Router IDis needed to reach all routers within an entire
SIS routing domain, the IS-1S router capability TLV MJST be i ncl uded
inits LSP. |If an ASBR supports Traffic Engineering for I1Pv6 and if
the ASBR has an |Pv6 TE Router ID, the IPv6 TE Router |D sub-TLV MJST
be included. |If the ASBR does not have an |Pv6 TE Router |ID, the

| Pv4 TE Router sub-TLV MJUST be included instead. An |Pv4 TE Router

I D sub-TLV and | Pv6 TE Router |ID sub-TLV MAY both be present in an

| S-1S router capability TLV.

4. Procedure for Inter-AS TE Links

When TE is enabled on an inter-AS link and the link is up, the ASBR
SHOULD advertise this link using the normal procedures for ISIS-TE
[1SIS-TE]. Wen either the Iink is down or TE is disabled on the
l'ink, the ASBR SHOULD wit hdraw t he adverti senent. When there are
changes to the TE paraneters for the link (for exanple, when the
avai | abl e bandwi dth changes), the ASBR SHOULD re-advertise the |ink
but MJST take precautions agai nst excessive re-advertisenents.
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Hel | os MUST NOT be exchanged over the inter-AS |link, and
consequently, an I SIS adjacency MJST NOT be forned.

The information advertised comes fromthe ASBR s know edge of the TE

capabilities of the link, the ASBR s know edge of the current status

and usage of the link, and configuration at the ASBR of the renmpte AS
nunber and renote ASBR TE Router |D.

Legacy routers receiving an advertisement for an inter-AS TE link are
able to ignore it because they do not know the new TLV and sub- TLVs
that are defined in Section 3 of this docunent. They will continue
to flood the LSP, but will not attenpt to use the information

recei ved.

In the current operation of ISIS TE, the LSRs at each end of a TE
link emit LSAs describing the link. The databases in the LSRs then
have two entries (one locally generated, the other fromthe peer)
that describe the different 'directions’ of the link. This enables
Constrai ned Shortest Path First (CSPF) to do a two-way check on the
i nk when perform ng path conputation and elimnate it from

consi deration unless both directions of the Iink satisfy the required
constraints.

In the case we are considering here (i.e., of a TE link to anot her
AS), there is, by definition, no | GP peering and hence no
bidirectional TE link information. In order for the CSPF route
conputation entity to include the link as a candi date path, we have
to find a way to get LSAs describing its (bidirectional) TE
properties into the TE dat abase.

This is achieved by the ASBR advertising, internally to its AS,

i nformation about both directions of the TEIlink to the next AS. The
ASBR wi Il normally generate an LSA describing its own side of a |ink;
here we have it ’'proxy’ for the ASBR at the edge of the other AS and

generate an additional LSA that describes that device's 'view of the
l'ink.

Only sone essential TE information for the Iink needs to be
advertised; i.e., the Interface Address, the renote AS number, and
the renpte ASBR ID of an inter-AS TE |i nk.

Routers or PCEs that are capable of processing advertisenents of
inter-AS TE |inks SHOULD NOT use such links to conpute paths that
exit an ASto a rembte ASBR and then inmedi ately re-enter the AS
through another TE Iink. Such paths would constitute extrenmely rare
occurrences and SHOULD NOT be all owed except as the result of
specific policy configurations at the router or PCE computing the
pat h.
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4.1. Oigin of Proxied TE Information

Section 4 describes how an ASBR advertises TE link information as a
proxy for its neighbor ASBR, but does not describe where this
informati on cones from

Al t hough the source of this information is outside the scope of this
document, it is possible that it will be a configuration requirement
at the ASBR, as are other |local properties of the TE link. Further
where BGP is used to exchange I P routing information between the
ASBRs, a certain ampbunt of additional |ocal configuration about the
link and the renote ASBRis likely to be avail abl e.

We note further that it is possible, and nay be operationally

advant ageous, to obtain some of the required configuration
informati on fromBGP. Wether and howto utilize these possibilities
is an inplementation matter.

5. Security Considerations

The protocol extensions defined in this docunent are relatively ninor
and can be secured within the AS in which they are used by the
existing SIS security nmechanisnms (e.g., using the cleartext
passwords or Hashed Message Aut hentication Codes - Message Digest 5
(HVAC- MD5) al gorithm which are defined in [ISIS] and [ RFC5304],
respectively).

There is no exchange of information between ASes, and no change to
the 1SIS security relationship between the ASes. In particul ar
since no I1SIS adjacency is forned on the inter-AS links, there is no
requirenent for 1SIS security between the ASes.

Some of the information included in these new advertisenents (e.g.
the renmpte AS nunber and the renmpte ASBR I D) is obtained manual |y
froma nei ghboring adm nistration as part of a comercia

rel ationship. The source and content of this information should be
careful ly checked before it is entered as configuration information
at the ASBR responsible for advertising the inter-AS TE |inks.

It is worth noting that in the scenario we are considering, a Border
Gat eway Protocol (BGP) peering may exist between the two ASBRs and
that this could be used to detect inconsistencies in configuration
(e.g., the administration that originally supplied the information
may be |lying, or some manual m s-configurations or mstakes may be
made by the operators). For exanple, if a different renote AS nunber
is received in a BGP OPEN [BGP] fromthat locally configured to

| SIS-TE, as we describe here, then local policy SHOULD be applied to
determ ne whether to alert the operator to a potential ms-
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6.

6.

6.

configuration or to suppress the ISIS advertisenment of the inter-AS
TE link. Note further that if BGP is used to exchange TE information
as described in Section 4.1, the inter-AS BGP session SHOULD be
secured using nechani sns as described in [BGP] to provide

aut hentication and integrity checks.

For a discussion of general security considerations for IS-IS, see
[ RFC5304] .

| ANA Consi der ati ons

| ANA has made the followi ng allocations fromregistries under its
control

1. Inter-AS Reachability TLV

Thi s docunent defines the followi ng new ISIS TLV type, described in
Section 3.1, which has been registered in the ISIS TLV codepoi nt
registry:

Type Descri ption ITH LSP SNP
141 inter-AS reachability n y n
i nformation

2. Sub-TLVs for the Inter-AS Reachability TLV

Thi s docunent defines the foll ow ng new sub-TLV types (described in
Sections 3.3.1, 3.3.2, and 3.3.3) of top-level TLV 141 (see Section
6.1 above), which have been registered in the SIS sub-TLV registry
for TLV 141. Note that these three new sub-TLVs SHOULD NOT appear in
TLV 22 (or TLV 222) and MJST be ignored in TLV 22 (or TLV 222).

Type Descri ption
24 remot e AS nunber
25 | Pv4 renote ASBR ldentifier
26 | Pv6 renote ASBR | dentifier

As described above in Section 3.1, the sub-TLVs defined in [ISIS-TE],
[1SIS-TE-V3], and other docunents for describing the TE properties of
a TEIlink are applicable to describe an inter-AS TE |ink and MAY be
included in the inter-AS reachability TLV when adverting inter-AS TE
links.

| ANA has updated the registry that was specified as "Sub-TLVs for TLV
22" to be naned "Sub-TLVs for TLVs 22, 141, and 222". Three new
col ums have been added to the registry to show in which TLVs the

Chen, et al. St andards Track [ Page 15]



RFC 5316 | SIS Extensions for Inter-AS TE December 2008

sub-TLVs nay be present. All sub-TLVs currently defined may be
present in all three TLVs, hence the registry (with the definition of
the new sub-TLVs defined here) should read as foll ows.

[ RFC4205] [ RFC5307]
21 Interface Switching Capability Desc y
[ RFC4205] [ RFC5307]

TLV TLV TLV
Type Descri ption 22 141 222 Reference
0 Unassi gned y y y
1 Unassi gned y y y
2 Unassi gned y y y
3 Admi ni strative group (color) y y y [ RFC5305]
4 Li nk Local/Renote Identifiers y y y
[ RFC4205] [ RFC5307]
5 Unassi gned y y y
6 | Pv4 interface address y y y [ RFC5305]
7 Unassi gned y y y
8 | Pv4 nei ghbor address y y y [ RFC5305]
9 Maxi mum | i nk bandwi dt h y y y [ RFC5305]
10 Maxi mum reservabl e |ink bandwi dth y y y [ RFC5305]
11 Unreserved bandwi dt h y y y [ RFC5305]
12 Unassi gned y y y
13 Unassi gned y y y
14 Unassi gned y y y
15 Unassi gned y y y
16 Unassi gned y y y
17 Unassi gned y y y
18 TE Default netric y y y [ RFC5305]
19 Li nk-attributes y y y [RFC5029]
20 Li nk Protection Type y y y
y |y
22 Bandwi dt h Constraints y y y [RFC4124]
23 Unconstrai ned TE LSP Count (sub-)TLV vy y y [ RFC5330]
24 renote AS numnber n y n [RFC5316]
25 | Pv4 renote ASBR identifier n y n [ RFC5316]
26 | Pv6 renote ASBR identifier n y n [ RFC5316]

27-249 Unassi gned
250- 254 Reserved for Ci sco-specific exts
255 Reserved for future expansion

Further sub-TLVs may be defined in the future for inclusion in any of
the TLVs 22, 141, or 222. The re-naming of the registry as above
ensures that there is no accidental overlap of sub-TLV codepoints.
The introduction of the colums within the registry clarify the use
of the sub-TLVs.
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6.3. Sub-TLVs for the 1S-1S Router Capability TLV

Thi s docunent defines the foll owi ng new sub-TLV types, described in
Sections 3.3.4 and 3.3.5, of top-level TLV 242 (which is defined in
[1SIS-CAP]) that have been registered in the 1SIS sub-TLV registry
for TLV 242:

Type Descri ption Length
11 | Pv4 TE Router ID 4
12 | Pv6 TE Router ID 16
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