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Abstract
The Security Considerations sections of nany Internet Drafts say, in
effect, "just use IPsec". Wile this is sonetines correct, nore
often it will leave users without real, interoperable security

mechani sns. This neno offers some gui dance on when | Psec Version 2
shoul d and shoul d not be specified.
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1

| ntroducti on

The Security Considerations sections of nany Internet Drafts say, in
effect, "just use IPsec". VWhile the use of IPsec is sometines the
correct security solution, nmore information is needed to provide

i nteroperabl e security solutions. |In sone cases, |IPsec is
unavailable in the likely endpoints. |[If IPsec is unavailable to --
and hence unusable by -- a majority of the users in a particul ar
protocol environment, then the specification of |IPsec is tantanount
to saying "turn off security" within this comunity. Further, when
| Psec is available, the inplenentation may not provide the proper
granularity of protection. Finally, if IPsec is available and
appropriate, the docunent mandating the use of |Psec needs to specify
just howit is to be used.

The goal of this document is to provide gui dance to protoco
designers on the specification of IPsec when it is the appropriate
security nechanism The protocol specification is expected to
provide realistic, interoperable security. Therefore, guidance on
the configuration of the various |Psec databases, such as the
Security Policy Database (SPD), is often required.

Thi s docunent describes how to specify the use of IPsec Version 2

[ RFC2401] including the ESPv2 (Encapsul ating Security Payl oad version
2) [RFC2406], AHv2 (Authentication Header version 2) [RFC2402], and

| KEvl (I nternet Key Exchange version 1) [RFC2409]. A separate
document will describe the IPsec Version 3 suite [ RFC4301] [ RFC4302]

[ RFC4303] [ RFC4306] .

For further guidance on security considerations (including discussion
of |Psec), see [ RFC3552].

NOTE: Many of the argunments below relate to the capabilities of
current inplementations of |Psec. These may change over tine; this
advice is based on the know edge available to the I ETF at publication
tine.

WARNI NG

The design of security protocols is a subtle and difficult art. The
cautions here about specifying the use of |Psec should NOT be taken
to nean that you should invent your own new security protocol for
each new application. |If IPsec is a bad choice, using another

st andardi zed, well-understood security protocol wll al nost always
give the best results for both inplenentati on and depl oynent.
Security protocols are very hard to design; rolling out a new one
will require extensive theoretical and practical work to confirmits
security properties and will incur both delay and uncertainty.
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3.

3.

The Pieces of |Psec

| Psec i s conposed of a nunber of different pieces. These can be used
to provide confidentiality, integrity, and replay protection; though

some of these can be configured nmanually, generally a key nanagenent

conponent is used. Additionally, the decision about whether and how
to use IPsec is controlled by a policy database of sone sort.

1. AH and ESP

The Aut henticati on Header (AH) [RFC2402] and the Encapsul ating
Security Payload (ESP) [ RFC2406] are the over-the-wire security
protocols. Both provide (optional) replay protection. ESP typically
is used to provide confidentiality (encryption), integrity, and

aut hentication for traffic. ESP also can provide integrity and

aut hentication w thout confidentiality, which nakes it a good
alternative to AH in npost cases where confidentiality is not a
required or desired service. Finally, ESP can be used to provide
confidentiality alone, although this is not recomended [ Bel | 96].

The difference in integrity protection offered by AHis that AH
protects portions of the preceding |IP header, including the source
and destination address. However, if ESP is used in tunnel node (see
Section 3.2) and integrity/authentication is enabled, the |IP header
seen by the source and destination hosts is conpletely protected
anyway.

AH can al so protect those IP options that need to be seen by
internediate routers, but nust be intact and authentic when delivered
to the receiving system At this time, use (and existence) of such

| P options is extrenely rare.

If an application requires such protection, and if the information to
be protected cannot be inferred fromthe key managenment process, AH
must be used. (ESP is generally regarded as easier to inplenent;
however, virtually all |Psec packages support both.) If
confidentiality is required, ESP nust be used. It is possible to use
AH in conjunction with ESP, but this conbination is rarely required.

Al variants of |IPsec have problens with NAT boxes -- see [ RFC3715]

for details -- but AHis considerably nore troublesone. In
environnents where there is substantial |ikelihood that the two
endpoints will be separated by a NAT box -- this includes al nost al

services involving user-to-server traffic, as opposed to server-to-
server traffic -- NAT traversal [RFC3948] shoul d be mandated and AH
shoul d be avoided. (Note that [RFC3948] is for ESP only, and cannot
be used for AH.)
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3.2. Transport and Tunnel Mbde

AH and ESP can both be used in either transport node or tunnel node.
In tunnel node, the | Psec header is followed by an inner |IP header
This is the normal usage for Virtual Private Networks (VPN) and is
general |y required whenever either end of the | Psec-protected path is
not the ultimte IP destination, e.g., when IPsec is inplenented in a
firewall, router, etc.

Transport node is preferred for point-to-point comunication, though
tunnel node can al so be used for this purpose.

3.3. Key Managenent

Any cryptographic systemrequires key managerment. |Psec provides for
bot h nmanual and automatic key managenent schemes. Manual key
management i s easy; however, it doesn’'t scale very well. Also,

| Psec’ s replay protection nechanisns are not available if nmanual key
managenent is used. The need for automatic key exchange is di scussed
in nore detail in [RFC4107].

The primary automated key exchange nechanismfor IPsec is the

I nternet Key Exchange (IKE) [RFC2409]. A new, sinpler version of IKE
has been approved [ RFC4306], but many existing systens still use

| KEvl. This docunent does not discuss |KEv2 and | Psecv3. A second
mechani sm Kerberized Internet Negotiation of Keys (KINK) [RFC4430],
has been defined. |It, of course, uses Kerberos and is suitable if
and only if a Kerberos infrastructure is avail able.

If a decision to use IKE is nmade, the preci se node of operation nust
be specified as well. |IKE can be used in nain nbde or aggressive
node; both support digital signatures, two different ways of using
public key encryption, and shared secrets for authentication

Shared secret authentication is sinpler; however, it doesn’'t scale as
wel | in many-to-nany comuni cation scenarios since each endpoi nt nust
share a uni que secret with every peer with which it can comuni cate.
Not e, though, that using shared secrets in IKE is far preferable to
manual keyi ng.

In nost real-world situati ons where public key nodes of |KE are used,
locally issued certificates are enployed. That is, the adm nistrator
of the systemor network concerned will issue certificates to al
aut hori zed users. These certificates are useful only for IPsec.

It is sonetimes possible to use certificates [ RFC5280] from an

exi sting Public Key Infrastructure (PKI) with IKE. In practice, this
is rare. Furthernmore, not only is there no gl obal PKI covering nost
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I nternet endpoints, there probably never will be. Designing a
structure that assunes such a PKI is a nmistake. |In particular
assum ng that an arbitrary node will have an "authentic" certificate,
issued by a mutually trusted third party and vouching for that node’s
identity, is wong. Again, such a PKI does not and probably w Il not
exist. Public key IKE is generally a good idea, but shoul d al nost

al ways be used with locally issued certificates as opposed to
certificates froman existing PKI

Note that public key schemes require a substantial anpunt of
conput ati on. Protocol designers should consider whether or not such
conputations are feasible on devices of interest to their clientele.
Using certificates roughly doubl es the nunber of |arge
exponentiations that nust be perforned, conpared with shared secret
versions of |KE

Today, even | ow powered devices can generally perform enough
conputation to set up a limted nunber of security associations.
Concentration points, such as firewalls or VolP servers, may require
hardwar e assists, especially if many peers are expected to create
security associations at about the sane tine.

Usi ng any automated key managenent mechani smcan be difficult when
trying to protect |lowlevel protocols. For exanple, even though

[ RFC2461] specified the use of IPsec to protect |Pv6 Nei ghbor

Di scovery, it was inpossible to do key nanagement: nodes couldn’'t use
| KE because it required IP-1evel conmunication, and that isn’t
possi bl e before Nei ghbor Di scovery associations are set up

3.4. Application Programm ng Interface (API)

It is, in some sense, a nisnoner to speak of the APl as a part of

| Psec since this piece is mssing on nany systens. To the extent
that APls exist, they aren’t standardized. The problemis sinple:
there is no portable way (and often no way at all) for an application
to request | Psec protection, or to tell if it was used for given

i nbound packets or connecti ons.

There are additional problens:

o Applications rarely have access to such APIs. Rather, IPsec is
usual |y configured by a systemor network adm nistrator.

o Applications are unable to verify that |Psec services are being
used under neat h.
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o Applications are unaware of the specific identities and properties
of the protected channel provided by |IPsec. For instance, the
| Psec key managenment nechani sns may be aware of the identity and
aut hori zation of the peer, but this information cannot be used by
the application nor linked to application-|evel decisions, such as
access to resources reserved to the entity identified by this
identity.

Router- or firewall-based | Psec inplenentations pose even greater
probl ems since there is no standardi zed over-the-wire protocol for
conmuni cating this information from outboard encryptors to hosts.

By contrast, higher-layer security services, such as TLS, are able to
provi de the necessary control and assurance.

4. Availability of IPsec in Target Devices
Al t hough I Psec is now widely inplenented and is available for current

rel eases of nobst host operating systens, it is |ess available for
enbedded systenms. Few hubs, network address translators, etc.,

implenent it, especially at the lowend. It is generally
i nappropriate to rely on I Psec when nany of the endpoints are in this
category.

Even for host-to-host use, |Psec availability (and experience and
ease of use) has generally been for VPNs. Hosts that support |Psec
for VPN use frequently do not support it on a point-to-point basis,
especially via a stable, well-defined APl or user interface.

Finally, few inplenentations support nultiple |layers of IPsec. If a
teleconmuter is using IPsec in VPN node to access an organi zati ona
network, he or she may not be able to enploy a second | evel of |Psec
to protect an application connection to a host within the

organi zation. (W note that such support is, in fact, mandated by
Case 4 of Section 4.5 of [RFC2401]. Nevertheless, it is not widely
avai l able.) The likelihood of such depl oynent scenarios should be
taken into account when deci ding whether or not to nmandate | Psec.

5. Endpoints

[ RFC2401] describes many different forms of endpoint identifier

These include source addresses (both IPv4 and |IPv6), host nanes
(possi bly as enmbedded in X. 500 certificates), and user |IDs (again
possi bly as enbedded in a certificate). Not all forns of identifier
are available on all inplementations; in particular, user-granularity
identification is not common. This is especially a concern for

mul ti-user systems, where it may not be possible to use different
certificates to distinguish between traffic fromtwo different users.
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Again, we note that the ability to provide fine-grained protection
such as keying each connection separately and with per-user
credentials, was one of the original design goals of |Psec.
Nevert hel ess, only a few platforms support it. |ndeed, some

i mpl enent ati ons do not even support using port nunbers when deci ding
whet her or not to apply | Psec protection

6. Selectors and the SPD

Section 4.4 of [RFC2401] describes the Security Policy Database (SPD)
and "sel ectors” used to decide what traffic should be protected by

| Psec. Choices include source and destinati on addresses (or address
ranges), protocol nunbers (i.e., 6 for TCP and 17 for UDP), and port
nunbers for TCP and UDP. Protocols whose protection requirenents
cannot be described in such terns are poorer candidates for IPsec; in
particular, it becomes inpossible to apply protection at any finer
grain than "destination host". Thus, traffic enbedded in a Layer 2
Tunnel ing Protocol (L2TP) [RFC2661] session cannot be protected

sel ectively by | Psec above the L2TP | ayer, because |Psec has no
selectors defined that let it peer into the L2TP packet to find the
TCP port nunbers. Similarly, the Stream Control Transm ssion

Prot ocol (SCTP) [RFC4960] did not exist when [RFC2401] was witten;
thus, protecting individual SCTP applications on the basis of port
nunber could not be done until a new docunent was witten [ RFC3554]
that defined new selectors for |Psec, and inplenentations appeared.

Furthernore, in a world that runs to a | arge extent on dynamically
assi gned addresses and often uses dynam cally assigned port nunbers
as well, an all-or-nothing policy for VPNs can work well; other
policies, however, can be difficult to create in any usable form

The granularity of protection available nay have side effects. |If
certain traffic between a pair of machines is protected by IPsec,
does the inplenmentation permt other traffic to be unprotected or
protected by different policies? Alternatively, if the

i npl enentation is such that it is only capable of protecting al
traffic or none, does the device have sufficient CPU capacity to
encrypt everything? Note that sonme | owend devices may have linited
secure storage capacity for keys, etc.

I mpl ementation issues are also a concern here. As before, too nany
vendors have not inplenmented the full specification; too many | Psec
i mpl enentati ons are not capabl e of using port nunbers in their

sel ectors. Protection of traffic between two hosts is thus on an
al | -or-nothing basis when these non-conpliant inplenentations are

enpl oyed.
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7.

Br oadcast and Mul ti cast

Al t hough the designers of IPsec tried to | eave roomfor protection of
mul ticast traffic, a conplete design wasn’t finished until rmuch
later. As such, many | Psec inplenentations do not support multicast.
[ RFC5374] describes extensions to IPsec to support it. O her

rel evant docunents include [RFC3830], [RFC3547], and [ RFC4535].

Because of the delay, protocol designers who use nulticast shoul d
consider the availability of these extensions in target platfornms of
i nterest.

Speci fying | Psec

Despite all of the caveats given above, it may still be appropriate
to use IPsec in particular situations. The range of choices makes it
mandatory to define precisely how IPsec is to be used. Authors of

st andards docunents that rely on IPsec nust specify the follow ng:

a. What selectors should the initiator of the conversation (the
client, in client-server architectures) use? What addresses,
port nunbers, etc., are to be used?

b. What | Psec protocol is to be used: AH or ESP? What node is to be
enpl oyed: transport node or tunnel node?

c. What form of key managenent is appropriate?

d. Wit formof identification should be used? Choices include IP
address, DNS name with or without a user nanme, and X 500
di stingui shed nane.

e. |If the application server will switch user IDs (i.e., it is a
| ogin service of some sort) and user nane identification is used,
is a new security association negotiated that utilizes a user-
granularity certificate? |If so, when?

f. Wat formof authentication should be used? Choices include pre-
shared secrets and certificates.

g. How are the participants authorized to performthe operations
that they request? For instance, are all devices with a
certificate froma particular source all owed to use any
application with I Psec or access any resource? (This problemcan
appear with any security service, of course.)
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9.

h. \Which of the many variants of |KE nmust be supported? Main node?
Aggr essi ve node?

Note that there are two different versions of IKE |KE and | KEv2.
| KEv2 is sinpler and cleaner, but is not yet w dely avail abl e.
You nust specify which version of IKE you require.

i. 1s suitable |IPsec support available in likely configurations of
the products that would have to enpl oy | Psec?

Exampl e

Let us now work through an exanpl e based on these guidelines. W
will use the Border Gateway Protocol (BGP) [RFC4271] to show how to
eval uate and specify the use of |Psec for transm ssion security,
rather than the mechani sm described in [RFC2385]. Note carefully
that we are not saying that IPsec is an appropriate choice here.

Rat her, we are denpnstrating the necessary exam nation and
specification process. Also note that the deeper security issues
rai sed by BGP are not addressed by | Psec or any other transm ssion
security nechani sm see [Kent00a] and [Kent0O0Ob] for nore details.

Sel ectors BGP runs between manual |y configured pairs of hosts
on TCP port 179. The appropriate selector would be
the pair of BGP speakers, for that port only. Note
that the router’s "l oopback address" is al npbst
certainly the address to use.

Mode Transport node would be the proper choice if IPsec
were used. The information being comunicated is
generally not confidential, so encryption need not
be used. Either AH or ESP can be used; if ESP is
used, the sender’s |P address woul d need to be
checked agai nst the | P address asserted in the key
management exchange. (This check is mandated by
[ RFC2401].) For the sake of interoperability,
either AH or ESP woul d need to be specified as
mandatory to inplement.

Key Managenent To permt replay detection, an autonated key
management system should be used, nost likely IKE
Agai n, the RFC author should pick one.
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10.

11.

Security Policy Connections should be accepted only fromthe
desi gnated peer. (Note that this restriction
applies only to BG. If the router -- or any |Psec
host -- runs nultiple services with different
security needs, each such service requires its own
security policy.)

Aut hent i cati on G ven the nunber of BGP-speaking routers used
internally by large I1SPs, it is likely that shared
key mechani sms are i nadequate. Consequently,
certificate-based | KE nust be supported. However,
shared secret nbde is reasonable on peering links or
(perhaps) on links between | SPs and custoners.

What ever schene is used, it nust tie back to a
source | P address or Autononpus System (AS) numnber
in sone fashion, since other BGP policies are
expressed in these terms. |If certificates are used,
woul d they use | P addresses or AS nunbers? Which?

Avail ability For this scenario, availability is the crucia
gquestion. Do likely BGP speakers -- both backbone
routers and access routers -- support the profile of

| Psec described above? WII use of IPsec, with its
att endant expensive cryptographic operations, raise
the issue of new denial -of-service attacks? The
wor ki ng group and the | ESG nust nake these

det erm nati ons before deciding to use IPsec to

pr ot ect BGP.

Security Considerations

| Psec provides transmi ssion security and sinple access control only.
There are many ot her dinmensions to protocol security that are beyond
the scope of this neno, including nost notably availability. For
exanpl e, using IPsec does little to defend agai nst deni al - of -service
attacks; in sonme situations, i.e., on CPU-linted systens, it nmay
contribute to the attacks. Wthin its scope, the security of any
resulting protocol depends heavily on the accuracy of the analysis
that resulted in a decision to use |Psec.
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