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Abst ract

Transport Layer Security (TLS) versions 1.0 (RFC 2246) and 1.1 (RFC
4346) include cipher suites based on DES (Data Encryption Standard)
and I DEA (International Data Encryption Algorithm algorithns. DES
(when used in single-DES node) and | DEA are no | onger recomended for
general use in TLS, and have been removed from TLS version 1.2 (RFC
5246). This docunent specifies these cipher suites for conpl eteness
and di scusses reasons why their use is no |onger recomended.

1. Introduction

TLS versions 1.0 [TLS10] and 1.1 [TLS11] include cipher suites based
on DES (Data Encryption Standard) and | DEA (International Data
Encryption Algorithm algorithnms. DES (when used in single-DES node)
and | DEA are no | onger recomended for general use in TLS, and have
been renoved from TLS version 1.2 [TLS12].

Thi s docunent specifies these cipher suites for conpleteness and
di scusses reasons why their use is no | onger reconmended.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ REQ.
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2.

4.

4.

DES Ci pher Suites

DES (Data Encryption Standard) is a block cipher that was originally
approved as a US federal standard in 1976, and is specified in [DES].

For TLS key generation purposes, DES is treated as having a 64-bit
key, but it still provides only 56 bits of protection, as 8 of the 64
bits are not used by the algorithm DES uses a 64-bit bl ock size.

The foll owi ng ci pher suites have been defined for using DES in Ci pher
Bl ock Chaining (CBC) node in TLS:

Ci pherSuite TLS RSA WTH DES CBC SHA = { 0x00, 0x09 };
Ci pherSuite TLS DH DSS W TH DES CBC SHA = { 0x00, 0x0C };
Ci pherSuite TLS DH RSA W TH DES CBC_SHA = { 0x00, OxOF };
Ci pherSuite TLS DHE DSS W TH DES CBC_SHA = { 0x00, 0x12 };
Ci pherSuite TLS DHE RSA W TH _DES CBC_SHA = { 0x00, 0x15 };
Ci pherSuite TLS DH anon_ W TH DES CBC SHA = { 0x00, Ox1A };

The key exchange al gorithns (RSA, DH DSS, DH RSA, DHE DSS, DHE RSA,
and DH anon) and the MAC (Message Aut hentication Code) al gorithm
(SHA) are defined in the base TLS specification.

| DEA Ci pher Suite

| DEA (International Data Encryption Algorithm is a block cipher
desi gned by Xuejia Lai and Janmes Massey [IDEA] [SCH]. |DEA uses a
128-bit key and operates on 64-bit bl ocks.

The foll owi ng ci pher suite has been defined for using IDEA in CBC
node in TLS:

Gi pher Sui te TLS_RSA W TH_| DEA_CBC_SHA = { 0x00, 0x07 };

The key exchange al gorithm (RSA) and the MAC al gorithm (SHA) are
defined in the base TLS specification.

Security Considerations
1. DES Cipher Suites

DES has an effective key strength of 56 bits, which has been known to
be vul nerable to practical brute force attacks for over 20 years
[DHl. A relatively recent 2006 paper by Kumar, et al. [ COPA]

descri bes a systemthat perforns an exhaustive key search in | ess
than ni ne days on average, and costs |less than 10,000 USD to buil d.
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G ven this, the single-DES cipher suites SHOULD NOT be inpl enmented by
TLS libraries. |If a TLS library inplenments these cipher suites, it
SHOULD NOT enabl e them by default. Experience has al so shown that
rarely used code is a source of security and interoperability

probl ems, so existing inplenmentati ons SHOULD consi der renovi ng these
ci pher suites.

4.2. | DEA Ci pher Suite

| DEA has a 128-bit key, and thus is not vulnerable to an exhaustive
key search. However, the |IDEA cipher suite for TLS has not seen

wi despread use: nobst inplenentations either do not support it, do not
enable it by default, or do not negotiate it when other algorithns
(such as AES, 3DES, or RC4) are avail able.

Experi ence has shown that rarely used code is a source of security
and interoperability problenms; given this, the |IDEA cipher suite
SHOULD NOT be inplenmented by TLS |ibraries and SHOULD be renoved from
exi sting inplenmentations.

5. | ANA Consi derations

| ANA has already allocated values for the cipher suites described in
this docunment in the TLS C pher Suite Registry, defined in [TLS11].

| ANA has updated the references of these cipher suites to point to
thi s docunent:

Val ue Descri ption Ref erence
0x00, 0x07 TLS_RSA W TH_I| DEA_CBC_SHA [ RFC5469]
0x00, 0x09 TLS_RSA W TH_DES_CBC_SHA [ RFC5469]
0x00, 0x0C TLS_DH DSS W TH_DES_CBC_SHA [ RFC5469]
0x00, Ox0F TLS DH RSA W TH _DES CBC_SHA [ RFC5469]
0x00, 0x12 TLS_DHE _DSS W TH _DES_CBC_SHA [ RFC5469]
0x00, 0x15 TLS_DHE_RSA W TH_DES_CBC_SHA [ RFC5469]
0x00, Ox1A TLS_DH anon_W TH_DES_CBC_SHA [ RFC5469]

Thi s docunent does not create any new registries to be maintained by
| ANA, and does not require any new assignments from existing
registries.

6. Acknow edgnents
The editor would |like to thank Steven Bellovin, Ui Bl unenthal
M chael D Errico, Paul Hoffman, Sinon Josefsson, Bodo Moeller, Tom

Petch, Martin Rex, and Len Sassaman for their contributions to
preparing this document.

Er onen I nf or mati onal [ Page 3]



RFC 5469 DES and | DEA Ci pher Suites for TLS February 2009

7. References
7.1. Nornmtive References

[ DES] Nati onal Institute of Standards and Technol ogy, "Data
Encryption Standard (DES)", FIPS PUB 46-3, COctober 1999.

[ | DEA] Lai, X., "On the Design and Security of Block G phers",
ETH Series in Information Processing, v. 1, Konstanz:
Hartung- Gorre Verlag, 1992.

[ REQY Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

[ SCH] Schneier, B., "Applied Cryptography: Protocols, Algorithms,
and Source Code in C', 2nd ed., John Wley & Sons, Inc.,
1996.

[TLS10] Dierks, T. and C. Allen, "The TLS Protocol Version 1.0",
RFC 2246, January 1999.

[ TLS11] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.1", RFC 4346, April 2006.

[TLS12] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008.

7. 2. I nformati ve References

[ COPA] Kumar, S., Paar, C., Pelzl, J., Pfeiffer, G, and M
Schimm er, "Breaking G phers with COPACOBANA - A Cost-
Optimzed Parall el Code Breaker", Wrkshop on Cryptographic
Har dwar e and Enbedded Systens (CHES 2006), Yokohanm, Japan,
Cct ober 2006.

[ DH| Diffie, W and M Hell man, "Exhaustive Cryptanal ysis of the
NBS Data Encryption Standard", |EEE Computer, Volunme 10,
| ssue 6, June 1977.

Aut hor’ s Addr ess
Pasi Eronen (editor)
Noki a Research Center
P. 0. Box 407
FI N- 00045 Nokia G oup
Fi nl and

EMai | : pasi.eronen@oki a. com

Er onen I nf or mati onal [ Page 4]






