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Abst ract

Thi s docunent provides a nechanismto negotiate the transfer of one
or nore files between two endpoints by using the Session Description
Prot ocol (SDP) offer/answer nodel specified in RFC 3264. SDP is
extended to describe the attributes of the files to be transferred.
The of ferer can describe either the files it wants to send or the
files it would like to receive. The answerer can either accept or
reject the offer separately for each individual file. The transfer
of one or nore files is initiated after a successful negotiation

The Message Session Relay Protocol (MSRP) is defined as the default
nmechanismto actually carry the files between the endpoints. The
conventions on how to use MSRP for file transfer are also provided in
thi s docunent.
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1

| ntroducti on

The Session Description Protocol (SDP) offer/answer [RFC3264]

provi des a mechanismfor two endpoints to arrive at a common vi ew of
a multinedia session between them These sessions often contain
real -time nmedia streans such as voice and video, but are not limted
to that. Basically, any nedia conponent type can be supported, as
long as there is a specification howto negotiate it within the SDP
of f er/ answer exchange.

The Message Session Relay Protocol (MSRP) [RFC4975] is a protocol for
transmtting instant nessages (IMs) in the context of a session. The
protocol specification describes the usage of SDP for establishing an
MBRP session. In addition to plain text nessages, MSRP is able to
carry arbitrary (binary) Miltipurpose Internet Mail Extensions (M M)
[ RFC2045] conpliant content, such as images or video clips.

There are many cases where the endpoints involved in a nultinedia
session would |ike to exchange files within the context of that
session. Wth MSRP, it is possible to enbed files as M ME objects

i nside the stream of instant nessages. MSRP also has other features
that are useful for file transfer. Message chunki ng enabl es the
sharing of the sanme transport connection between the transfer of a
large file and interactive | M exchange wi thout blocking the IM MSRP
rel ays [ RFC4976] provide a nechani smfor Network Address Transl ator
(NAT) traversal. Finally, Secure MMeE (S/M ME) [ RFC3851] can be used
for ensuring the integrity and confidentiality of the transferred
content.

However, the baseline MSRP does not readily neet all the requirenents
for file transfer services within nultinedia sessions. There are
four main mssing features:

o The recipient nust be able to distinguish "file transfer” from
"file attached to IM, allowing the recipient to treat the cases
differently.

o It nust be possible for the sender to send the request for a file
transfer. 1t must be possible for the recipient to accept or
decline it, using the neta information in the request. The actua
transfer must take place only after acceptance by the recipient.

o It rmust be possible for the sender to pass sone neta information
on the file before the actual transfer. This nust be able to
i nclude at |east content type, size, hash, and nane of the file,
as well as a short (human readabl e) description.
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o It rmust be possible for the recipient to request a file fromthe
sender, providing neta information about the file. The sender
nmust be able to decide whether to send a file matching the
request.

The rest of this docunment is organized as follows. Section 3 defines
a fewterns used in this docunent. Section 4 provides the overview
of operation. Section 5 introduces the concept of the file selector.
The detail ed syntax and senmantics of the new SDP attributes and
conventions on how the existing ones are used are defined in

Section 6. Section 7 discusses the file disposition types.

Section 8 describes the protocol operation involving SDP and MSRP
Finally, some exanples are given in Section 9.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119] .

3. Definitions

For the purpose of this docunent, the follow ng definitions specified
in RFC 3264 [ RFC3264] apply:

0 Answer

0 Answerer
o Ofer

o Oferer

Additionally, we define the follow ng ternmns:

File sender: The endpoint that is willing to send a file to the file
receiver.
File receiver: The endpoint that is willing to receive a file from

the file sender.
File selector: A tuple of file attributes that the SDP offerer

includes in the SDP in order to select a file at the SDP answerer.
This is described in nbre detail in Section 5.
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Push operation: A file transfer operation where the SDP offerer
takes the role of the file sender and the SDP answerer takes the
role of the file receiver.

Pul | operation: A file transfer operation where the SDP offerer
takes the role of the file receiver and the SDP answerer takes the
role of the file sender

4. Overview of Operation

An SDP offerer creates an SDP body that contains the description of
one or nore files that the offerer wants to send or receive. The

of ferer sends the SDP offer to the renote endpoint. The SDP answerer
can accept or reject the transfer of each of those files separately.

The actual file transfer is carried out using the Message Session
Rel ay Protocol (MSRP) [RFC4975]. Each SDP "n¥" |ine describes an
MBRP nedia streamused to transfer a single file at a tinme. That is,
the transfer of nultiple simultaneous files requires multiple "m="

i nes and corresponding MSRP nmedia streans. |t should be noted that
mul tiple MSRP nedia streams can share a single transport |ayer
connection, so this nechanismw |l not |ead to excessive use of
transport resources.

Each "m=" line for an MSRP nedia streamis acconpanied with a few
attributes describing the file to be transferred. |If the file sender
generates the SDP offer, the attributes describe a local file to be
sent (push), and the file receiver can use this information to either
accept or reject the transfer. However, if the SDP offer is
generated by the file receiver, the attributes are intended to
characterize a particular file that the file receiver is willing to
get (pull) fromthe file sender. It is possible that the file sender
does not have a matching file or does not want to send the file, in
whi ch case the offer is rejected.

The attributes describing each file are provided in SDP by a set of
new SDP attributes, nobst of which have been directly borrowed from
M ME. This way, user agents can deci de whether or not to accept a
given file transfer based on the file s nane, size, description

hash, icon (e.g., if the file is a picture), etc.

SDP direction attributes (e.g., 'sendonly’, 'recvonly’) are used to
indicate the direction of the transfer, i.e., whether the SDP of ferer
iswilling to send or receive the file. Assuming that the answerer

accepts the file transfer, the actual transfer of the files takes
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place with ordinary MSRP. Note that the 'sendonly’ and 'recvonly’
attributes refer to the direction of MSRP SEND requests and do not
precl ude other protocol elements (such as 200 responses, REPORT
requests, etc.).

In principle the file transfer can work even with an endpoi nt
supporting only regular MBRP without understandi ng the extensions
defined herein, in a particular case where that endpoint is both
the SDP answerer and the file receiver. The regular MSRP endpoi nt
answers the offer as it would answer any ordinary MSRP of fer

wi t hout paying attention to the extension attributes. In such a
scenari o, the user experience would, however, be reduced, since
the recipient woul d not know (by any protocol neans) the reason
for the session and would not be able to accept/reject it based on
the file attributes.

5. File Selector

When the file receiver generates the SDP offer, this SDP offer needs
to unanbi guously identify the requested file at the file sender. For
this purpose, we introduce the notion of a file selector, which is a
tupl e conposed of one or nore of the follow ng individual selectors:
the nanme, size, type, and hash of the file. The file selector can

i ncl ude any nunber of selectors, so all four of themdo not always
need to be present.

The purpose of the file selector is to provide enough information
about the file to the renote entity, so that both the | ocal and the
renote entity can refer to the sane file. The file selector is
encoded in a 'file-selector’ media attribute in SDP. The forma
syntax of the 'file-selector’ nedia attribute is described in

Fi gure 1.

The file selection process is applied to all the available files at
the host. The process selects those files that match each of the
sel ectors present in the '"file-selector’ attribute. The result can
be zero, one, or nore files, depending on the presence of the
mentioned selectors in the SDP and depending on the available files
in a host. The file transfer mechani smspecified in this docunent
requires that a file selector eventually results at npst in a single
file to be chosen. Typically, if the hash selector is known, it is
enough to produce a file selector that points to exactly zero or one
file. However, a file selector that selects a unique file is not

al ways known by the offerer. Sonmetinmes only the nane, size, or type
of file is known, so the file selector may result in selecting nore
than one file, which is an undesired case. The opposite is also
true: if the file selector contains a hash selector and a nane
selector, there is a risk that the renpte host has renanmed the file,
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in which case, although a file whose conputed hash equal s the hash
sel ector exists, the file name does not natch that of the nane
selector. Thus, in this case, the file selection process will result
in the selection of zero files.

Thi s specification uses the Secure Hash Algorithm 1, SHA-1 [RFC3174].
If future needs require addi ng support for different hashing
algorithms, they will be specified as extensions to this document.

| mpl ement ati ons according to this specification MJST inplenent the
"file-selector’ attribute and MAY inpl enent any of the other
attributes specified in this specification. SDP offers and answers
for file transfer MJST contain a 'file-selector’ media attribute that
selects the file to be transferred and MAY contain any of the other
attributes specified in this specification

The 'file-selector’ media attribute is also useful when |earning the
support of the file transfer offer/answer capability that this
docunent specifies. This is further explained in Section 8.5.

6. Extensions to SDP

We define a nunber of new SDP [ RFCA566] attributes that provide the
required information to describe the transfer of a file with MSRP
These are all nedia-level-only attributes in SDP. The following is
the formal ABNF syntax [ RFC5234] of these new attributes. It is
built above the SDP [ RFC4566] grammar, RFC 2045 [ RFC2045], RFC 2183
[ RFC2183], RFC 2392 [RFC2392], and RFC 5322 [ RFC5322].

attribute =/ file-selector-attr / file-disp-attr /
file-tr-id-attr / file-date-attr /
file-icon-attr / file-range-attr
; attribute is defined in RFC 4566

file-selector-attr
sel ect or

"file-selector” [":" selector *(SP selector)]
filename-selector / filesize-selector /
filetype-selector / hash-sel ector

nane: " DQUOTE fil enane-string DQUOTE
; DQUOTE defined in RFC 5234

1*(fil ename- char/ per cent - encoded)

%01- 09/ % 0B- 0C/ ¥ O0E- 21/ %% 23- 24/ % 26- FF
; any byte except NUL, CR LF
; doubl e quotes, or percent

"0 HEXDI G HEXDI G
; HEXDI G defined in RFC 5234

fil enane-sel ector

filename-string
fil ename-char

per cent - encoded

filesize-sel ector = "size:" filesize-val ue
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ue

ect or

r
hm

file-tr-id-attr

file-tr-id-v

file-disp-at

al ue

tr

file-disp-value

fil e-date-at

dat e- par am

tr

c- dat e- param
m dat e- par am
r- dat e- param

file-icon-at

tr

file-icon-val ue

file-range-attr

start-offset
st op- of f set

Garci a-Martin,

i nt eger ;integer defined in RFC 4566
"type:" type "/" subtype *(";" ft-paraneter)
attribute "=" DQUOTE val ue-string DQUOTE

; attribute is defined in RFC 2045
free insertion of l|inear-white-space is not
permtted in this context.
note: value-string has to be re-encoded
when transl ating between this and a
Cont ent - Type header.
filename-string

"hash:" hash-algorithm":" hash-val ue
t oken ; see | ANA Hash Function
; Textual Names registry
; only "sha-1" currently supported
2HEXDI G *(":" 2HEXD G
; Each byte in upper-case hex, separated
; by col ons.
; HEXDI G defined in RFC 5234

"file-transfer-id:" file-tr-id-val ue
t oken
"file-disposition:"
t oken

file-disp-value

"file-date:" date-param *(SP date- param

c-date-param/ mdate-param/ r-date-param
"creation:" DQUOTE date-tine DQUOTE
"modi fication:" DQUOTE date-tine DQUOTE
"read: " DQUOTE date-tinme DQUOTE

; date-time is defined in RFC 5322

; numeric timezones (+HHWM or - HHW)

; must be used

; DQUOTE defined in RFC 5234 files.

"file-icon:" file-icon-val ue

cid-url ; cid-url defined in RFC 2392
"file-range:" start-offset "-" stop-offset
i nt eger ; integer defined in RFC 4566

i nteger [/ "*"

Figure 1: Syntax of the SDP extension

et al.
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When used for capability query (see Section 8.5), the "file-selector’
attribute MUST NOT contain any sel ector, because its presence nerely
i ndi cates conpliance to this specification

When used in an SDP offer or answer, the "file-selector’ attribute
MJUST contain at | east one selector. Selectors characterize the file
to be transferred. There are four selectors in this attribute:
"name’, 'size', 'type', and ’'hash’

The 'name’ selector in the 'file-selector’ attribute contains the
filename of the content enclosed in double quotes. The filenane is
encoded in UTF-8 [ RFC3629]. Its value SHOULD be the sane as the
"filenane’ paraneter of the Content-Disposition header field

[ RFC2183] that woul d be signaled by the actual file transfer. |If a
file name contains double quotes or any other character that the
syntax does not allow in the 'nane’ selector, they MJST be percent-
encoded. The 'nane’ selector MJUST NOT contain characters that can be
interpreted as directory structure by the |ocal operating system |If
such characters are present in the file name, they MJUST be percent-

encoded.
Note that the 'name’ selector might still contain characters that,
al t hough not meani ngful for the |local operating system m ght
still be neaningful to the renote operating system(e.g., "\,
/', ":"). Therefore, inplenentations are responsible for

sanitizing the input received fromthe renpte endpoint before
doing a |l ocal operation in the local file system such as the
creation of a local file. Anmpbng other things, inplementations can
per cent - encode characters that are nmeaningful to the |oca
operating system before doing file systemlocal calls.

The 'size’ selector in the "file-selector’ attribute indicates the
size of the file in octets. The value of this attribute SHOULD be
the sane as the 'size' paranmeter of the Content-Di sposition header
field [RFC2183] that would be signaled by the actual file transfer.
Note that the 'size selector nerely includes the file size, and does
not include any potential overhead added by a w apper, such as
nessage/ cpi m [ RFC3862] .

The 'type’ selector in the 'file-selector’ attribute contains the

M ME nedia and subnedia types of the content. 1In general, anything
that can be expressed in a Content-Type header field (see RFC 2045

[ RFC2045]) can al so be expressed with the 'type' selectors. Possible
M ME Media Type values are the ones listed in the | ANA registry for

M ME Media Types [IANA]. Zero or nore paraneters can follow Wen
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transl ating paraneters froma Content-Type header and a 'type

sel ector, the paraneter has to be re-encoded prior to its
accommodati on as a paraneter of the 'type’ selector (see the ABNF
syntax of 'ft-parameter’).

The 'hash’ selector in the 'file-selector’ attribute provides a hash
conputation of the file to be transferred. This is conmonly used by
file transfer protocols. For exanple, FLUTE [ FLUTE- REV] uses hashes
(call ed nmessage digests) to verify the contents of the transfer. The
pur pose of the 'hash’ selector is two-fold: On one side, in pul
operations, it allows the file receiver to identify a renote file by
its hash rather than by its file nanme, providing that the file

recei ver has | earned the hash of the renpte file by sone out-of-band
mechanism On the other side, in either push or pull operations, it
allows the file receiver to verify the contents of the received file,
or even avoid unnecessary transni ssion of an existing file.

The address space of the SHA-1 algorithmis big enough to avoid
any collision in hash computations in between two endpoints. Wen
transferring files, the actual file transfer protocol should
provide reliable transm ssion of data, so verifications of
received files should al ways succeed. However, if endpoints need
to protect the integrity of a file, they should use sone ot her
nmechani smthan the 'hash’ selector specified in this nmeno.

The ' hash’ sel ector includes the hash algorithmand its val ue.
Possi bl e hash algorithnms are those defined in the | ANA registry of
Hash Function Textual Names [IANA]. Inplenentations according to
this specification MIJST add a 160-bit string resulting fromthe
conputati on of US Secure Hash Algorithm1 (SHAl) [ RFC3174] if the
"hash’ selector is present. |If need arises, extensions can be
drafted to support several hashing algorithnms. Therefore,

i mpl enent ati ons according to this specification MJST be prepared to
recei ve SDP containing nore than a single 'hash’ selector in the
"file-selector’ attribute.

The val ue of the 'hash’ selector is the byte string resulting from
appl yi ng the hash algorithmto the content of the whole file, even
when the file transfer is limted to a nunmber of octets (i.e., the
"file-range’ attribute is indicated).

The 'file-transfer-id attribute provides a randomy chosen globally
uni que identification to the actual file transfer. It is used to
di stinguish a new file transfer request froma repetition of the SDP
(or the fraction of the SDP that deals with the file description).
This attribute is described in rmuch greater detail in Section 8. 1.
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The 'file-disposition attribute provides a suggestion to the other
endpoi nt about the intended disposition of the file. Section 7
provi des further discussion of the possible values. The val ue of
this attribute SHOULD be the sanme as the disposition type paraneter
of the Content-Disposition header field [ RFC2183] that woul d be
signal ed by the actual file transfer protocol

The "file-date’ attribute indicates the dates on which the file was
created, nodified, or last read. This attribute MAY contain a

conbi nati on of the 'creation’, 'nodification’', and 'read’ paraneters,
but MJUST NOT contain nore than one of each type

The 'creation’ paraneter indicates the date on which the file was
created. The value MJST be a quoted string that contains a
representation of the creation date of the file in RFC 5322 [ RFC5322]
"date-tinme’ format. Nuneric tinezones (+HHW or -HHWM MJST be used.
The val ue of this paraneter SHOULD be the sanme as the ’'creation-date’
par anet er of the Content-Disposition header field [ RFC2183] that
woul d be signaled by the actual file transfer protocol

The 'nodi fication’ paranmeter indicates the date on which the file was
| ast nodified. The value MJST be a quoted string that contains a
representation of the last nodification date to the file in RFC 5322
[ RFC5322] 'date-tine’ format. Nuneric tinezones (+HHW or -HHVM
MUST be used. The value of this paranmeter SHOULD be the sane as the
"modi fication-date’ paraneter of the Content-Disposition header field
[ RFC2183] that woul d be signaled by the actual file transfer

pr ot ocol

The 'read’ paraneter indicates the date on which the file was | ast
read. The value MJST be a quoted string that contains a
representation of the last date the file was read in RFC 5322

[ RFC5322] 'date-tine’ format. Nuneric tinezones (+HHW or - HHVM
MJUST be used. The value of this parameter SHOULD be the sanme as the
"read-date’ paranmeter of the Content-Disposition header field

[ RFC2183] that would be signaled by the actual file transfer

pr ot ocol

The 'file-icon’ attribute can be useful with certain file types such
as images. It allows the file sender to include a pointer to a body
that includes a small preview icon representing the contents of the
file to be transferred, which the file receiver can use to determne
whether it wants to receive such file. The "file-icon” attribute
contains a Content-1D URL, which is specified in RFC 2392 [ RFC2392].
Section 8.8 contains further considerations about the 'file-icon
attribute.
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The 'file-range’ attribute provides a nmechanismto signal a chunk of
a file rather than the conplete file. This enables use cases where a
file transfer can be interrupted and resuned, even perhaps changi ng
one of the endpoints. The 'file-range’ attribute contains the "start
of fset" and "stop offset” of the file, separated by a dash "-". The
"start offset” value refers to the octet position of the file where
the file transfer should start. The first octet of a file is denoted
by the ordi nal number "1". The "stop offset" value refers to the
octet position of the file where the file transfer should stop,
inclusive of this octet. The "stop offset" value MAY contain a "*"
if the total size of the file is not known in advance. The absence
of this attribute indicates a conplete file, i.e., as if the "file-
range’ attribute would have been present with a value "1-*". The
"file-range’ attribute nust not be confused with the Byte-Range
header in MSRP. The former indicates the portion of a file that the
application would read and pass onto the MSRP stack for
transportation. Fromthe point of view of MSRP, the portion of the
file is viewed as a whol e nessage. The latter indicates the nunber
of bytes of that nessage that are carried in a chunk and the tota
size of the message. Therefore, MSRP starts counting the delivered
nmessage at octet number 1, independently of the position of that
octet in the file.

The following is an exanple of an SDP body that contains the
extensions defined in this nmeno:

v=0

o=al i ce 2890844526 2890844526 I N I P4 host. atl ant a. exanpl e. com
S=

c=I N I P4 host. atl anta. exanpl e. com

t=0 0

mEnessage 7654 TCP/ MSRP *
i=This is ny latest picture
a=sendonl y
a=accept -types: nessage/ cpi m
a=accept - w apped-types: *
a=pat h: nsrp://atl ant a. exanpl e. com 7654/ j shA7we; t cp
a=file-selector:name:"My cool picture.jpg" type:inage/jpeg
si ze: 32349 hash:sha-1
72: 24: 5F: E8: 65: 3D: DA: F3: 71: 36: 2F: 86: D4: 71: 91: 3E: E4: A2: CE: 2E
a=file-transfer-id: vBn®16bdber un2f FEABRIFR3ExZMJr d
a=fil e-di sposition:attachnent
a=fil e-date:creation:"Mn, 15 May 2006 15:01:31 +0300"
a=file-icon:cid:id2@licepc. exanpl e.com
a=fil e-range: 1- 32349

Figure 2: Exanple of SDP describing a file transfer
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7.

8.

NOTE: The 'file-selector’ attribute in the above figure is split
inthree lines for formatting purposes. Real inplenentations will
encode it in a single line.

File Disposition Types

The SDP of fer/answer for file transfer allows the file sender to
indicate a preferred disposition of the file to be transferred in a
new 'file-disposition attribute. |In principle, any value listed in
the 1 ANA registry for Mail Content Disposition Values [IANA] is
accept abl e; however, nost of them may not be applicable.

There are two content dispositions of interest for file transfer
operations. On one hand, the file sender may just want the file to
be rendered inmediately in the file receiver’'s device. On the other
hand, the file sender may just want to indicate to the file receiver
that the file should not be rendered at the reception of the file.
The recipient’s user agent may want to interact with the user
regarding the file disposition or it may save the file until the user
takes an action. |In any case, the exact actions are inplenmentation
dependent .

To indicate that a file should be automatically rendered, this nmeno
uses the existing 'render’ value of the Content Disposition type in
the new 'file-disposition' attribute in SDP. To indicate that a file
shoul d not be automatically rendered, this meno uses the existing
"attachment’ value of the Content-Disposition type in the new file-
di sposition’ attribute in SDP. The default value is 'render’, i.e.,
the absence of a '"file-disposition’ attribute in the SDP has the same
semantics as 'render’

The disposition value 'attachnent’ is specified in RFC 2183
[ RFC2183] with the follow ng definition:

"Body parts can be designated 'attachnment’ to indicate that
they are separate fromthe main body of the mail nessage, and
that their display should not be autonmatic, but contingent upon
sone further action of the user."

In the case of this specification, the "attachment’ disposition
type is used to indicate that the display of the file should not
be automatic, but contingent upon sone further action of the user

Pr ot ocol Operation
This section discusses how to use the paraneters defined in Section 6

in the context of an offer/answer [RFC3264] exchange. Additionally,
this section also discusses the behavior of the endpoints using MSRP
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A file transfer session is initiated by the offerer sending an SDP
offer to the answerer. The answerer either accepts or rejects the
file transfer session and sends an SDP answer to the offerer

We can differentiate two use cases, depending on whether the offerer
is the file sender or file receiver:

1. The offerer is the file sender, i.e., the offerer wants to
transmt a file to the answerer. Consequently, the answerer is
the file receiver. |In this case, the SDP offer contains a

"sendonly’ attribute, and accordingly the SDP answer contains a
"recvonly’ attribute.

2. The offerer is the file receiver, i.e., the offerer wants to
fetch a file fromthe answerer. Consequently, the answerer is
the file sender. |In this case, the SDP offer contains a session

or media ’'recvonly’ attribute, and accordingly the SDP answer
contains a session or nedia 'sendonly’ attribute.

8.1. The "file-transfer-id Attribute

This specification creates an extension to the SDP of fer/answer node
[ RFC3264], and because of that, it is assumed that the existing SDP
behavior is kept intact. The SDP behavior requires, for exanple,

that SDP is sent again to the renote party in situations where the
nedi a description or perhaps other SDP paraneters have not changed
with respect to a previous offer/answer exchange. Let’s consider the
SIP Session Timer (RFC 4028) [RFC4028], which uses re-INVITE requests
to refresh sessions. RFC 4028 recomrends to send unnodified SDP in a
re-INVITE to refresh the session. Should this re-INVITE contain SDP
describing a file transfer operation and occur while the file
transfer was still going on, there would be no neans to detect

whet her the SDP creator wanted to abort the current file transfer
operation and initiate a new one or the SDP file description was
included in the SDP due to other reasons (e.g., session timer
refresh).

A simlar scenario occurs when two endpoi nts have successful ly agreed
on a file transfer, which is currently taking place when one of the
endpoi nts wants to add additional media streanms to the existing
session. In this case, the endpoint sends a re-I1NVITE request that
contains the SDP. The SDP needs to maintain the nedia descriptions
for the current ongoing file transfer and add the new nedi a
descriptions. The problemis that the other endpoint is not able to
deterni ne whether or not a new file transfer is requested.
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In other cases, a file transfer was successfully conpleted. Then, if
an endpoint resends the SDP offer with the nedia streamfor the file
transfer, then the other endpoint wouldn't be able to determn ne
whether or not a new file transfer should start.

To address these scenarios, this specification defines the 'file-
transfer-id attribute, which contains a globally unique random
identifier allocated to the file transfer operation. The file
transfer identifier helps both endpoints to determ ne whether the SDP
offer is requesting a new file transfer or it is a repetition of the
SDP. A newfile transfer is one that, in case of acceptance, wl|
provoke the actual transfer of a file. This is typically the case of
new of f er/ answer exchanges, or in cases where an endpoint wants to
abort the existing file transfer and restart the file transfer once
nore. On the other hand, the repetition of the SDP does not lead to
any actual file to be transferred, potentially because the file
transfer is still going on or because it has already finished. This
is the case of repeated of fer/answer exchanges, which can be due to a
nunber of reasons (session tinmer, addition/renoval of other nedia
types in the SDP, update in SDP due to changes in other session
paraneters, etc.).

| mpl ement ati ons according to this specification MIUST include a "file-
transfer-id attribute in SDP offers and answers. The SDP of ferer
MUST select a file transfer identifier according to the syntax and
add it tothe "file-transfer-id attribute. The SDP answerer MJST
copy the value of the "file-transfer-id attribute in the SDP answer.

The file transfer identifier MJST be unique within the current
session (never used before in this session), and it is RECOMVENDED t o
be uni que across different sessions. It is RECOWENDED to sel ect a
relatively big randomidentifier (e.g., 32 characters) to avoid
duplications. The SDP answerer MJST keep track of the proposed file
transfer identifiers in each session and copy the val ue of the
received file transfer identifier in the SDP answer.

If afile transfer is suspended and resunmed at a later tine, the
resunption is considered a new file transfer (even when the file to
be transferred is the same); therefore, the SDP of ferer MJST choose a
new file transfer identifier

I f an endpoint sets the port nunber to zero in the nmedia description
of a file transfer, for exanple, because it wants to reject the file
transfer operation, then the SDP answer MJST nmirror the value of the
"file-transfer-id attribute included in the SDP offer. This
effectively neans that setting a nedia streamto zero has higher
precedence than any value that the "file-transfer-id attribute can
t ake.
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As a side effect, the "file-transfer-id attribute can be used for
aborting and restarting again an ongoing file transfer. Assune that
two endpoints agree on a file transfer and the actual transfer of the
file is taking place. At some point in tine in the mddle of the
file transfer, one endpoint sends a new SDP offer, equal to the
initial one except for the value of the "file-transfer-id attribute,
which is a new globally unique randomvalue. This indicates that the
of ferer wants to abort the existing transfer and start a new one,
according to the SDP paraneters. The SDP answerer SHOULD abort the
ongoing file transfer, according to the procedures of the file
transfer protocol (e.g., MSRP), and start sending file once nore from
the initial requested octet. Section 8.4 further discusses aborting
afile transfer.

If an endpoint creates an SDP offer where the 'file-transfer-id
attribute value does not change with respect to a previously sent

one, but the file selector changes so that a newfile is sel ected,
then this is considered an error, and the SDP answerer MJST abort the
file transfer operation (e.g., by setting the port nunber to zero in
the SDP answer). Note that endpoints MAY change the 'file-selector’
attribute as long as the selected file does not change (e.g., by
addi ng a hash selector); however, it is RECOMVENDED t hat endpoi nts do
not change the value of the "file-selector’ attribute if it is
requested to transfer the sane file described in a previous SDP

of f er/ answer exchange.

Figure 3 summuarizes the relation of the 'file-transfer-id attribute
with the file selector in subsequent SDP exchanges.

\ | | |
\ file selector | different | samne
"file-transfer-id \ | file | file
| newfile | new file |
changed | transfer | transfer
| operation | operation
---------------------------------- S
| | existing file
unchanged | error | transfer
| | operation
---------------------------------- S T

Figure 3: Relation of the 'file-transfer-id attribute with the
selector of the file in a subsequent SDP exchange

I n anot her scenari o, an endpoint that has successfully transferred a

file wants to send an SDP due to other reasons than the transfer of a
file. The SDP offerer creates an SDP file description that maintains

Garcia-Martin, et al. St andards Track [ Page 16]



RFC 5547 SDP Offer/ Answer for File Transfer May 2009

the nedia description line corresponding to the file transfer. The
SDP offerer MUST then set the port nunmber to zero and MJST keep the
same value of the "file-transfer-id attribute that the initial file
transfer got.

8.2. OOferer’s Behavior

An of ferer who wi shes to send or receive one or nore files to or from
an answerer MUST build an SDP [ RFC4566] description of a session
contai ning one "nm" line per file. Wen MSRP is used as the transfer
mechani sm each "n¥" line al so describes a single MSRP session
according to the MSRP [ RFC4975] procedures. Any "ne" |ines that may
have al ready been present in a previous SDP exchange are nornally

kept unnodified; the new "n¥" lines are added afterwards (Section 8.6
describes cases when "n¥" lines are reused). Al the nedia line
attributes specified and required by MSRP [ RFC4975] (e.g., "a=path",
"a=accept-types", etc.) MIST be included as well.

8.2.1. The Oferer Is a File Sender

In a push operation, the file sender creates an SDP of fer describing
the file to be sent. The file sender MJUST add a 'fil e-sel ector’

attribute nmedia line containing at | east one of the "type', ’size’
or "hash’ selectors in indicating the type, size, or hash of the
file, respectively. |If the file sender wishes to start a newfile

transfer, the file sender MJUST add a '"file-transfer-id attribute
contai ning a new gl obally unique randomidentifier val ue.
Additionally, the file sender MJUST add a session or media 'sendonly’
attribute to the SDP offer. Then the file sender sends the SDP offer
to the file receiver.

Not all the selectors in the '"file-selector’ attribute night be
known when the file sender creates the SDP offer, for exanple,
because the host is still processing the file.

The "hash’ selector in the "file-selector’ attribute contains
val uabl e information for the file receiver to identify whether the
file is already avail able and need not be transnmitted.

The file sender MAY al so add a 'nanme’ selector in the '"file-selector’
attribute, and 'file-icon’, "file-disposition, and 'file-date’
attributes further describing the file to be transferred. The "file-
di sposition’ attribute provides a presentation suggestion (for
exanple: the file sender would like the file receiver to render the
file or not). The three date attributes provide the answerer with an
i ndi cation of the age of the file. The file sender MAY al so add a
"file-range’ attribute indicating the start and stop offsets of the
file.
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When the file sender receives the SDP answer, if the port nunber of
the answer for a file request is non-zero, the file sender starts the
transfer of the file according to the negotiated paraneters in SDP

8.2.2. The Oferer Is a File Receiver

In a pull operation, the file receiver creates the SDP offer and
sends it to the file sender. The file receiver MUST include a 'file-
selector’ attribute and MJST include, at |east, one of the selectors
defined for such attribute (i.e., "name’, 'type', 'size', or 'hash’).
In many cases, if the hash of the file is known, that is enough to
identify the file; therefore, the offerer can include only a 'hash
sel ector. However, particularly in cases where the hash of the file
is unknown, the file nane, size, and type can provide a description
of the file to be fetched. |If the file receiver wishes to start a
new file transfer, it MJST add a 'file-transfer-id attribute

contai ning a new gl obally uni que random value. The file receiver MAY
also add a "file-range’ attribute indicating the start and stop
offsets of the file. There is no need for the file receiver to
include further file attributes in the SDP offer; thus, it is
RECOMVENDED t hat SDP offerers do not include any other file attribute
defined by this specification (other than the nandatory ones).
Additionally, the file receiver MIJST add a session or mnedia
"recvonly’ attribute in the SDP offer. Then, the file receiver sends
the SDP offer to the file sender

When the file receiver receives the SDP answer, if the port nunber of
the answer for a file request is non-zero, then the file receiver
shoul d receive the file using the protocol indicated in the "n&"
line. |If the SDP answer contains a supported hashing algorithmin
the ' hash’ selectors of the 'file-selector’ attribute, then the file
recei ver SHOULD conpute the hash of the file after its reception and
check it against the hash received in the answer. 1In case the
conput ed hash does not match the one contained in the SDP answer, the
file receiver SHOULD consider that the file transfer failed and
SHOULD informthe user. Simlarly, the file receiver SHOULD al so
verify that the other selectors declared in the SDP match the file
properties, otherwi se, the file receiver SHOULD consi der that the
file transfer failed and SHOULD i nform the user

8.2.3. SDP Ofer for Several Files

An of ferer that wishes to send or receive nore than one file
generates an "n¥" line per file along with the file attributes
described in this specification. This way, the answerer can reject
i ndividual files by setting the port nunber of their associated "n&"
lines to zero, as per regular SDP [ RFCA566] procedures. Simlarly,
the answerer can accept each individual file separately by setting
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the port nunber of their associated "nm=" lines to non-zero val ue.
Each file has its own file transfer identifier, which uniquely
identifies each file transfer.

Using an "n¥" line per file inplies that different files are
transferred using different MSRP sessions. However, all those MSRP
sessions can be set up to run over a single TCP connection, as
described in Section 8.1 of RFC 4975 [ RFC4975]. The sanme TCP
connection can also be reused for sequential file transfers.

8.3. Answerer’s Behavi or

If the answerer wishes to reject a file offered by the offerer, it
sets the port nunber of the "me" line associated with the file to
zero, as per regular SDP [ RFCA566] procedures. The rejected answer
MJST contained a "file-selector’ and 'file-transfer-id attributes
whose values mrror the correspondi ng val ues of the SDP offer.

If the answerer decides to accept the file, it proceeds as per
regul ar MSRP [ RFC4975] and SDP [ RFC4566] procedures.

8.3.1. The Answerer |Is a File Receiver

In a push operation, the SDP answerer is the file receiver. Wen the
file receiver gets the SDP offer, it first examines the port nunber.
If the port number is set to zero, the file transfer operation is

cl osed, and no nore data is expected over the nedia stream Then, if
the port nunber is different than zero, the file receiver inspects
the "file-transfer-id attribute. If the value of the "file-
transfer-id attribute has been previously used, then the existing
session renmai ns wi thout changes; perhaps the file transfer is stil

in progress, or perhaps it has concluded, but there are no changes
with respect to the current status. In any case, independently of
the port nunber, the SDP answerer creates a regular SDP answer and
sends it to the offerer.

If the port nunber is different than zero and the SDP of fer contains
a new file-transfer-id attribute, then it is signaling a request
for a newfile transfer. The SDP answerer extracts the attributes
and parameters that describe the file and typically requests

perm ssion fromthe user to accept or reject the reception of the

file. If the file transfer operation is accepted, the file receiver
MUST create an SDP answer according to the procedures specified in
RFC 3264 [RFC3264]. |If the offer contains 'nanme’, 'type’, or ’size’

selectors in the 'file-selector’ attribute, the answerer MJST copy
theminto the answer. The file receiver copies the value of the
"file-transfer-id attribute to the SDP answer. Then the file
recei ver MJST add a session or nedia 'recvonly’ attribute according

Garcia-Martin, et al. St andards Track [ Page 19]



RFC 5547 SDP Offer/ Answer for File Transfer May 2009

to the procedures specified in RFC 3264 [ RFC3264]. The file receiver
MUST NOT include "file-icon', '"file-disposition', or '"file-date’
attributes in the SDP answer.

The file receiver can use the hash to find out if a local file with
the sanme hash is already available, in which case, this could inply
the reception of a duplicated file. 1t is up to the answerer to
determnmi ne whether or not the file transfer is accepted in case of a
duplicated file.

If the SDP offer contains a 'file-range’ attribute and the file
recei ver accepts to receive the range of octets declared in there,
the file receiver MIST include a '"file-range’ attribute in the SDP
answer with the sanme range of values. |If the file receiver does not
accept the reception of that range of octets, it SHOULD reject the
transfer of the file.

When the file transfer operation is conplete, the file receiver
conputes the hash of the file and SHOULD verify that it nmatches the
hash declared in the SDP. |f they do not natch, the file receiver
SHOULD consider that the file transfer failed and SHOULD i nformthe
user. Simlarly, the file receiver SHOULD al so verify that the other
sel ectors declared in the SDP match the file properties; otherw se,
the file receiver SHOULD consider that the file transfer failed and
SHOULD i nform t he user.

8.3.2. The Answerer |Is a File Sender

In a pull operation the answerer is the file sender. |In this case,
the SDP answerer MJST first inspect the value of the
"file-transfer-id attribute. If it has not been previously used

t hroughout the session, then acceptance of the file MJST provoke the
transfer of the file over the negotiated protocol. However, if the
val ue has been previously used by another file transfer operation
within the session, then the file sender MJUST NOT al ert the user and
MUST NOT start a new transfer of the file. No matter whether or not
an actual file transfer is initiated, the file sender MJST create a
proper SDP answer that contains the 'file-transfer-id attribute with
the sane value received in the SDP offer, and then it MJST continue
processi ng the SDP answer.

The file sender MJUST al ways create an SDP answer according to the SDP
of fer/ answer procedures specified in RFC 3264 [ RFC3264]. The file
sender inspects the file selector of the received SDP offer, which is
encoded in the 'file-selector’ nedia attribute Iine. Then the file
sender applies the file selector, which inplies selecting those files
that match one by one with the 'nane’, 'type’, ’'size’, and ’hash

sel ectors of the '"file-selector’ attribute line (if they are
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present). The file selector identifies zero or nore candidate files
to be sent. If the file selector is unable to identify any file,
then the answerer MJUST reject the MSRP streamfor file transfer by
setting the port nunber to zero, and then the answerer SHOULD al so
reject the SDP as per procedures in RFC 3264 [RFC3264], if this is
the only stream described in the SDP offer.

If the file selector points to a single file and the file sender
decides to accept the file transfer, the file sender MJST create an
SDP answer that contains a 'sendonly’ attribute, according to the
procedures described in RFC 3264 [ RFC3264]. The file sender SHOULD
add a 'hash’ selector in the answer with the locally conmputed SHA-1
hash over the complete file. |f a hash value computed by the file
sender differs fromthat specified by the file receiver, the file
sender can either send the file without that hash value or reject the
request by setting the port in the media streamto zero. The file
sender MAY also include a "type selector in the "file-selector’
attribute line of the SDP answer. The answerer MAY al so include
"file-icon” and 'file-disposition’ attributes to further describe the
file. A though the answerer MAY al so include a ’nanme’ and ’size’
selectors in the "file-selector’ attribute, and a 'file-date’
attribute, it is RECOWENDED not to include themin the SDP answer if
the actual file transfer protocol (e.g., MSRP [RFC4975]) can
accommodat e a Content-Di sposition header field [RFC2183] with the
equi val ent paraneters.

The whol e idea of adding file descriptors to SDP is to provide a
mechani smwhere a file transfer can be accepted prior to its
start. Adding any SDP attributes that are otherw se signal ed
later in the file transfer protocol would just duplicate the

i nformation, but will not provide any information to the offerer
to accept or reject the file transfer (note that the offerer is
requesting a file).

Last, if the file selector points to multiple candidate files, the
answerer MAY use sone |local policy, e.g., consulting the user, to
choose one of themto be defined in the SDP answer. |f that choice
cannot be done, the answerer SHOULD reject the MSRP nedia streamfor
file transfer (by setting the port nunber to zero).

If the need arises, future specifications can provide a suitable
nmechanismthat allows to either select nultiple files or, e.g.
resol ve anbiguities by returning a list of files that match the
file selector.

If the SDP offer contains a 'file-range’ attribute and the file

sender accepts to send the range of octets declared in there, the
file sender MUST include a 'file-range’ attribute in the SDP answer
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with the sane range of values. |If the file sender does not accept
sendi ng that range of octets, it SHOULD reject the transfer of the
file.

8.4. Aborting an Ongoing File Transfer Operation

Either the file sender or the file receiver can abort an ongoing file
transfer at any tine. Unless otherwi se noted, the entity that aborts
an ongoing file transfer operation MJST follow the procedures at the
media |l evel (e.g., MSRP) and at the signaling |level (SDP offer/
answer), as described bel ow.

Assune the scenario depicted in Figure 4 where a file sender w shes
to abort an ongoing file transfer without initiating an alternative
file transfer. Assunme that an ongoi ng MSRP SEND request is being
transmtted. The file sender aborts the MSRP message by incl uding
the "# character in the continuation field of the end-line of a SEND
request, according to the MSRP procedures (see Section 7.1 of RFC
4975 [RFC4975]). Since a file is transnmitted as one MSRP nessage,
aborting the MSRP nmessage effectively aborts the file transfer. The
file receiver acknow edges the MSRP SEND request with a 200 response.
Then the file sender SHOULD cl ose the MSRP session by creating a new
SDP offer that sets the port number to zero in the related "m=" |ine
that describes the file transfer (see Section 8.2 of RFC 3264

[ RFC3264]). This SDP offer MUST conformwi th the requirenents of
Section 8.2.1. The 'file-transfer-id attribute MIST be the sane
attribute that identifies the ongoing transfer. Then the file sender
sends this SDP offer to the file receiver.

Rat her than cl ose the MSRP session by setting the port nunber to
zero in the related "n¥" line, the file sender could also tear
down the whol e session, e.g., by sending a SIP BYE request.

Note that it is the responsibility of the file sender to tear down
the MSRP session. |Inplenentations should be prepared for

m sbehavi ors and i npl enment neasures to avoid hang states. For
exanpl e, upon expiration of a timer the file receiver can close the
aborted MSRP session by using regular MSRP procedures.

A file receiver that receives the above SDP offer creates an SDP
answer according to the procedures of the SDP offer/answer (RFC 3264
[ RFC3264]). This SDP answer MJST conformw th the requirenents of
Section 8.3.1. Then the file receiver sends this SDP answer to the
file sender.
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Fil e sender File receiver
| |
|\ |
| \ |
|\ |
|\ |
| \ |
| \ |

abort - >| \  MSRP SEND (#)

S >|

| MSRP 200

R e T

| re-INVITE (SDP offer) |

R >

| SIP 200 OK (SDP answer) |

| <o |

| SIP ACK

R RRREEREEEEEE >|

Figure 4: File sender aborts an ongoing file transfer

VWen the file receiver wants to abort the file transfer, there are
two possi bl e scenarios, depending on the value of the Fail ure-Report
header in the ongoing MSRP SEND request. Assume now the scenario
depicted in Figure 5 where the MSRP SEND request includes a Fail ure-
Report header set to a value different than "no". When the file
recei ver wi shes to abort the ongoing file transfer, the file receiver
generates an MSRP 413 response to the current MSRP SEND request (see
Section 10.5 of RFC 4975 [ RFC4975]). Then the file receiver MJST

cl ose the MSRP session by generating a new SDP offer that sets the
port nunber to zero in the related "nm=" line that describes the file
transfer (see Section 8.2 of RFC 3264 [RFC3264]). This SDP offer
MUST conformwith the requirements expressed in Section 8.2.2. The
"file-transfer-id attribute MIUST be the sanme attribute that
identifies the ongoing transfer. Then the file receiver sends this
SDP offer to the file sender
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Fil e sender File receiver
|
\ |
\ MSRP SEND |
\ Failure-Report: yes
\ |
|
\ |
|
|
|
| <-abort
Qo m e e e i emaa oo
\ o (#) |

—

Figure 5: File receiver aborts an ongoing file transfer. Failure-
Report set to a value different than "no" in MSRP

I n anot her scenario, depicted in Figure 6, an ongoing file transfer
is taking place, where the MSRP SEND request contains a Fail ure-
Report header set to the value "no". When the file receiver wants to
abort the ongoing transfer, it MJST close the MSRP sessi on by
generating a new SDP offer that sets the port nunber to zero in the
related "m" line that describes the file transfer (see Section 8.2
of RFC 3264 [RFC3264]). This SDP offer MJST conformw th the

requi rements expressed in Section 8.2.2. The "file-transfer-id
attribute MIUST be the sane attribute that identifies the ongoing
transfer. Then the file receiver sends this SDP offer to the file
sender .
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Figure 6: File receiver aborts an ongoing file transfer. Failure-
Report set to "no" in MSRP

A file sender that receives an SDP offer setting the port nunber to
zero in the related "m=" line for file transfer, first, if an ongoing
MSRP SEND request is being transmtted, aborts the MSRP nessage by
including the "# character in the continuation field of the end-Iline
of a SEND request, according to the MSRP procedures (see Section 7.1
of RFC 4975 [RFC4975]). Since a file is transnmtted as one MSRP
nmessage, aborting the MSRP nessage effectively aborts the file
transfer. Then the file sender creates an SDP answer according to
the procedures of the SDP offer/answer (RFC 3264 [RFC3264]). This
SDP answer MJST conformwith the requirements of Section 8.3.2. Then
the file sender sends this SDP answer to the file receiver.

8.5. Indicating File Transfer O fer/Answer Capability

The SDP of fer/ answer nodel [RFC3264] provides provisions for
indicating a capability to another endpoint (see Section 9 of RFC
3264 [RFC3264]). The nechani sm assunes a hi gh-1evel protocol, such
as SIP [RFC3261], that provides a capability query (such as a SIP
OPTI ONS request). RFC 3264 [ RFC3264] indicates how to build the SDP
that is included in the response to such capability query. As such
RFC 3264 indicates that an endpoint builds an SDP body that contains
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an "nm=" line containing the nedia type (nmessage, for MSRP). An
endpoi nt that inplenents the procedures specified in this docunent
SHOULD al so add a 'file-selector’ media attribute for the "nrFnessage"
line. The '"file-selector’ media attribute MJST be enpty, i.e., it
MUST NOT contain any selector. The endpoint MJST NOT add any of the
other file attributes defined in this specification

8.6. Reusage of Existing "n¥" Lines in SDP

The SDP of f er/ answer nodel [RFC3264] provides rules that allow SDP

of ferers and answerers to nmodify an existing nmedia line, i.e., reuse
an existing nedia line with different attributes. The sane is also
possi bl e when SDP signals a file transfer operation according to the
rules of this meno. Therefore, the procedures defined in RFC 3264

[ RFC3264], in particular those defined in Section 8.3, MJST apply for
file transfer operations. An endpoint that wants to reuse an
existing "m=" line to start the file transfer of another file creates
a different 'file-selector’ attribute and selects a new globally

uni que random val ue of the '"file-transfer-id attribute.

If the file offerer resends an SDP offer with a port different than
zero, then the 'file-transfer-id attribute determ nes whether a new
file transfer will start or whether the file transfer does not need

to start. |If the SDP answerer accepts the SDP, then file transfer
starts fromthe indicated octet (if a 'file-range’ attribute is
present).

8.7. MBRP Usage

The file transfer service specified in this docunent uses "m=" |ines
in SDP to describe the unidirectional transfer of a file.
Consequent |y, each MSRP session established follow ng the procedures
in Section 8.2 and Section 8.3 is only used to transfer a single
file. So, senders MJST only use the dedicated MSRP session to send
the file described in the SDP offer or answer. That is, senders MJST

NOT send additional files over the same MSRP session

File transfer nmay be acconplished using a new nultinedia session
established for the purpose. Alternatively, a file transfer may be
conducted within an existing multimedi a session, w thout regard for
the media in use within that session. O particular note, file
transfer may be done within a nmultinmedi a session containing an MSRP

session used for regular instant nmessaging. |If file transfer is
initiated within an existing multinmedi a session, the SDP of ferer MJST
NOT reuse an existing "m" line that is still being used by MSRP
(either regular MSRP for instant nessaging or an ongoing file
transfer). Rather, it MJST add an additional "nm=" line or else reuse

an "m=" line that is no |onger being used.
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Additionally, inmplenentations according to this specification MJST
include a single file in a single MSRP nessage. Notice that the MSRP
speci fication defines "MSRP nmessage" as a conplete unit of M ME or
text content, which can be split and delivered in nore than one NMSRP
request; each of these portions of the conplete nmessage is called a
"chunk". So, it is still valid to send a file in several chunks, but
fromthe MSRP point of view, all the chunks together form an MSRP
nessage: the Comon Presence and | nstant Messaging (CPIM nessage
that waps the file. Wen chunking is used, it should be noticed
that MSRP does not require to wait for a 200-cl ass response for a
chunk before sending the following one. Therefore, it is valid to
send pi pelined MSRP SEND requests containing chunks of the sane MSRP
nessage (the file). Section 9.1 contains an exanple of a file
transfer using pipelined MSRP requests.

The MSRP specification [ RFC4975] defines a 'max-size' SDP attribute.
This attribute specifies the maxi mum nunber of octets of an MSRP

nessage that the creator of the SDP is willing to receive (notice
once nore the definition of "MSRP nessage"). File receivers MAY add
a 'max-size' attribute to the MSRP "me" line that specifies the file,
i ndi cati ng the maxi num nunber of octets of an MSRP nessage. File
senders MJST NOT exceed the 'max-size’ limt for any nessage sent in

the resulting session

In the absence of a "file-range’ attribute in the SDP, the MSRP file
transfer MUST start with the first octet of the file and end with the
| ast octet (i.e., the whole file is transferred). |If a 'file-range
attribute is present in SDP, the file sender application MJST extract
the indicated range of octets fromthe file (start and stop offset
octets, both inclusive). Then the file sender application MAY w ap
those octets in an appropriate wapper. NMSRP mandates

i mpl ementations to inplenent the message/ cpi mw apper [RFC3862].
Usage of a wapper is negotiated in the SDP (see Section 8.6 in RFC
4975 [RFC4975]). Last, the file sender application delivers the
content (e.g., the nmessage/cpi mbody) to MSRP for transportation
MSRP wi | | consider the delivered content as a whol e nessage, and wil|
start numbering bytes with the nunber 1.

Note that the default content disposition of MSRP bodies is 'render’
VWhen MSRP is used to transfer files, the MSRP Content-Di sposition
header can al so take the value "attachment’ as indicated in

Section 7.

Once the file transfer is conpleted, the file sender SHOULD cl ose the

MSRP sessi on and MJST behave according to the MSRP [ RFC4975]
procedures with respect to closing MSRP sessions. Note that MSRP
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8.

9.

9.

sessi on managenent is not related to TCP connection nmanagenent. As a
matter of fact, MSRP allows nultiple MSRP sessions to share the sane
TCP connecti on

8. Considerations about the '"file-icon' Attribute

This specification allows a file sender to include a snmall preview of
an image file: an icon. A ’'file-icon’ attribute contains a
Content-1D (CID) URL [RFC2392] pointing to an additional body that
contains the actual icon. Since the icon is sent as a separate body
al ong the SDP body, the file sender MJUST wap the SDP body and the
icon bodies in a MME nultipart/related body. Therefore,

i mpl enentati ons according to this specification MJST inplenent the
multipart/related M ME type [ RFC2387]. Wen creating a multipart/
related M ME wrapper, the SDP body MJST be the root body, which
according to RFC 2387 [RFC2387] is identified as the first body in
the multipart/related M ME wapper or explicitly identified by the
"start’ paranmeter. According to RFC 2387 [ RFC2387], the 'type

par amet er MUST be present and point to the root body, i.e., the SDP
body.

Assume that an endpoi nt behaving according to this specification
tries to send a file to a renote endpoint that neither inplenents
this specification nor inplenments nultipart MM bodies. The file
sender sends an SDP offer that contains a nmultipart/related M Me body
that includes an SDP body part and an icon body part. The file

recei ver, not supporting multipart MM types, will reject the SDP

of fer via a higher protocol nechanism(e.g., SIP). 1In this case, it
is RECOWENDED that the file sender renoves the icon body part,
creates a single SDP body (i.e., without nultipart M M), and resends
the SDP offer. This provides sone backwards conpatibility with file
receives that do not inplenent this specification and increases the
chances of getting the SDP accepted at the file receiver.

Since the icon is sent as part of the signaling, it is RECOVWENDED to
keep the size of icons restricted to the m ni mum nunber of octets
that provide significance.

Exanpl es
1. Oferer Sends a File to the Answerer
Thi s section shows an exanmple flow for a file transfer scenario. The
exanpl e assunes that SIP [ RFC3261] is used to transport the SDP

of f er/ answer exchange, although the SIP details are briefly shown for
the sake of brevity.
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Alice, the SDP offerer, wishes to send an inage file to Bob (the
answerer). Alice's User Agent Client (UAC) creates a unidirectional
SDP offer that contains the description of the file that she wants to
send to Bob’s User Agent Server (UAS). The description also includes
an icon representing the contents of the file to be transferred. The
sequence flow is shown in Figure 7.

Alice' s UAC Bob' s UAS
hD(SmIWHE I
D a0 ]
1 (s AT |
| ----------------------- >

R >
| (5) (MBRP) SEND (chunk)

R L >
| (6) (MBRP) 200 OK

| <--mmmmmm e |
| (7) (MBRP) 200 OK |
| < |
| |
| (8) (SIP) BYE |
|- >|

Figure 7: Flow diagram of an offerer sending a file to an answerer

F1: Alice constructs an SDP description of the file to be sent and
attaches it to a SIP I NVITE request addressed to Bob.
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I NVI TE si p: bob@xanpl e.com SI P/ 2.0

To: Bob <si p: bob@xanpl e. con>

From Alice <sip:alice@xanple.conmp;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 1 INVITE

Max- Forwards: 70

Date: Sun, 21 May 2006 13:02:03 GV

Contact: <sip:alice@licepc.exanple.conp

Content-Type: multipart/rel ated; type="application/sdp";
boundar y="boundary71"

Content-Lengt h: [I ength]

- -boundary71
Cont ent - Type: application/sdp
Content-Length: [length of SDP]

v=0
o=al i ce 2890844526 2890844526 IN | P4 alicepc. exanpl e.com
S=
c=IN I P4 alicepc. exanpl e. com
t=0 0
menessage 7654 TCP/ MSRP *
i=This is ny latest picture
a=sendonl y
a=accept -t ypes: nessage/ cpi m
a=accept - w apped-types: *
a=pat h: nsrp://alicepc. exanpl e. com 7654/ j shA7we; t cp
a=file-selector:name: "My cool picture.jpg" type:inage/jpeg
si ze: 4092 hash:sha-1
72: 24: 5F: E8: 65: 3D: DA: F3: 71: 36: 2F: 86: D4: 71: 91: 3E: E4: A2: CE: 2E
a=file-transfer-id: @LMoGymIdhOI KI gD6WD0j kcf gvadxvE
a=fil e-di sposition:render
a=file-date:creation:"Mn, 15 May 2006 15:01:31 +0300"
a=file-icon:cid:id2@licepc. exanpl e. com

--boundary71

Cont ent - Type: inage/|jpeg

Cont ent - Tr ansf er - Encodi ng: bi nary
Content-1D: <id2@licepc. exanpl e. cone
Content-Length: [length of inage]
Content-Di sposition: icon

[...small previewicon of the file...]
- -boundary71- -

Figure 8: INVITE request containing an SDP offer for file transfer
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NOTE: The Content-Type header field and the 'file-selector’
attribute in the above figure are split in several lines for
formatting purposes. Real inplenentations will encode it in a
single line.

From now on we omt the SIP details for the sake of brevity.

F2: Bob receives the INVITE request, inspects the SDP offer and
extracts the icon body, checks the creation date and file size, and
decides to accept the file transfer. So Bob creates the foll ow ng
SDP answer :

v=0

o=bob 2890844656 2890844656 | N | P4 bobpc. exanpl e. com

S=

c=I N | P4 bobpc. exanpl e. com

t=0 0

menessage 8888 TCP/ MSRP *

a=recvonly

a=accept -t ypes: nessage/ cpi m

a=accept - wr apped-types: *

a=pat h: nsrp: // bobpc. exanpl e. com 8888/ 9di 4ea; tcp

a=file-sel ector:name: "My cool picture.jpg" type:inage/jpeg
si ze: 4092 hash: sha-1
72:24: 5F: E8: 65: 3D: DA: F3: 71: 36: 2F: 86: D4: 71: 91: 3E: E4: A2: CE: 2E

a=file-transfer-id: @LMGymMIdhOI KI gD6WD0j kcf gvadxvE

Figure 9: SDP answer accepting the SDP offer for file transfer
NOTE: The 'file-selector’ attribute in the above figure is split
inthree lines for formatting purposes. Real inplenmentations will
encode it in a single line.

F4: Alice opens a TCP connection to Bob and creates an MSRP SEND
request. This SEND request contains the first chunk of the file.
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MSRP d93kswow SEND

To-Path: nsrp://bobpc. exanpl e. com 8888/ 9di 4ea; tcp
From Pat h: msrp://alicepc. exanpl e.com 7654/i au39;tcp
Message- 1 D: 12339sdgwer

Byt e- Range: 1-2048/ 4385

Cont ent - Type: nessage/ cpi m

To: Bob <sip: bob@xanpl e. cone

From Alice <sip:alice@xanple.conm

Dat eTi ne: 2006- 05- 15T15: 02: 31- 03: 00

Content-Di sposition: render; filenane="M cool picture.jpg"
creation-date="Mn, 15 May 2006 15:01:31 +0300";
si ze=4092

Cont ent - Type: inage/|jpeg

first set of bytes of the JPEG i mage ..
——————— d93kswow+

Figure 10: MSRP SEND request containing the first chunk of actua
file

F5: Alice sends the second and | ast chunk. Note that MSRP allows to
send pipelined chunks, so there is no need to wait for the 200 (OK)
response fromthe previous chunk

MSRP op2nc9a SEND

To-Pat h: nsrp://bobpc. exanpl e. com 8888/ 9di 4ea; tcp
From Pat h: msrp://alicepc. exanpl e.com 7654/i au39;tcp
Message- 1 D: 12339sdgwer

Byt e- Range: 2049-4385/ 4385

Cont ent - Type: nessage/ cpi m

second set of bytes of the JPEG inage ..
------- op2nc9a$

Figure 11: MSRP SEND request containing the second chunk of actua
file

F6: Bob acknow edges the reception of the first chunk

MBRP d93kswow 200 OK

To-Path: nsrp://alicepc. exanpl e. com 7654/i au39;tcp

From Pat h: nsrp:// bobpc. exanpl e. com 8888/ 9di 4ea; tcp

Byt e- Range: 1-2048/4385

------- d93kswows

Figure 12: MSRP 200 K response
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F7: Bob acknow edges the reception of the second chunk

MSBRP op2nc9a 200 CK

To-Path: nsrp://alicepc. exanpl e. com 7654/i au39; tcp
From Pat h: msrp:// bobpc. exanpl e. com 8888/ 9di 4ea; tcp
Byt e- Range: 2049- 4385/ 4385

——————— op2nc9a$

Fi gure 13: MSRP 200 OK response
F8: Alice terminates the SIP session by sending a SIP BYE request.

F9: Bob acknow edges the reception of the BYE request and sends a 200
(OK) response.

9.2. Oferer Requests a File fromthe Answerer and Second File Transfer

In this exanple, Alice, the SDP offerer, first wishes to fetch a file
from Bob, the SDP answerer. Alice knows that Bob has a specific file
she wants to downl oad. She has |earned the hash of the file by sone
out - of - band mechani sm  The hash selector is enough to produce a file
sel ector that points to the specific file. So, Alice creates an SDP
of fer that contains the file descriptor. Bob accepts the file
transfer and sends the file to Alice. Wen Alice has conpletely
received Bob's file, she intends to send a newinage file to Bob
Therefore, Alice reuses the existing SDP nedia line with different
attributes and updates the description of the new file she wants to
send to Bob’s User Agent Server (UAS). In particular, Alice creates
a newfile transfer identifier since this is a newfile transfer
operation. Figure 14 shows the sequence flow.

Garcia-Martin, et al. St andards Track [ Page 33]



RFC 5547

Figure 14: Flow di agram of an offerer
answerer and then sending a file to the answer
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F1: Alice constructs an SDP description of the file she wants to
receive and attaches the SDP offer to a SIP I NVITE request addressed

t o Bob.

Garci a-Martin,

et al.

St andards Track

[ Page 34]



RFC 5547 SDP Offer/ Answer for File Transfer May 2009

I NVI TE si p: bob@xanpl e.com SI P/ 2.0

To: Bob <si p: bob@xanpl e. con>

From Alice <sip:alice@xanple.conmp;tag=1928301774
Call-1D: a84b4c76e66710

CSeq: 1 INVITE

Max- Forwards: 70

Date: Sun, 21 May 2006 13:02:03 GV

Contact: <sip:alice@licepc.exanple.conp
Cont ent - Type: application/sdp

Content-Length: [length of SDP]

v=0

o=al i ce 2890844526 2890844526 IN | P4 alicepc. exanpl e.com
S=

c=IN I P4 alicepc. exanpl e. com

t=0 0

menessage 7654 TCP/ MSRP *
a=recvonly
a=accept -t ypes: nessage/ cpi m
a=accept - w apped-types: *
a=pat h: nsrp://alicepc. exanpl e. com 7654/ j shA7we; t cp
a=fil e-sel ector: hash: sha-1:
72: 24: 5F: E8: 65: 3D: DA: F3: 71: 36: 2F: 86: D4: 71: 91: 3E: E4: A2: CE: 2E
a=file-transfer-id: aCQYuBRVoOUPGVsFZkCK98vzcX2FXDI k2

Fi gure 15: INVITE request containing an SDP offer for file transfer
NOTE: The 'file-selector’ attribute in the above figure is split
intwo lines for formatti ng purposes. Real inplenentations wll
encode it in a single line.

From now on we omt the SIP details for the sake of brevity.
F2: Bob receives the INVITE request, inspects the SDP offer, computes
the file descriptor, and finds a local file whose hash equals the one

indicated in the SDP. Bob accepts the file transfer and creates an
SDP answer as foll ows:
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v=0
o=bob 2890844656 2890855439 I N | P4 bobpc. exanpl e. com
S=
c=I N | P4 bobpc. exanpl e. com
t=0 0
menessage 8888 TCP/ MSRP *
a=sendonl y
a=accept -t ypes: nessage/ cpi m
a=accept - wr apped-types: *
a=pat h: nsrp: // bobpc. exanpl e. com 8888/ 9di 4ea; tcp
a=file-sel ector:type:imge/jpeg hash:sha-1
72: 24: 5F: E8: 65: 3D: DA: F3: 71: 36: 2F: 86: D4: 71: 91: 3E: E4: A2: CE: 2E
a=file-transfer-id: aCQYuBRVoUPGVsFZkCK98vzcX2FXDI k2

Fi gure 16: SDP answer accepting the SDP offer for file transfer

NOTE: The 'file-selector’ attribute in the above figure is split
intwo lines for formatting purposes. Real inplenentations wll
encode it in a single |ine.

F4: Alice opens a TCP connection to Bob. Bob then creates an MSRP
SEND request that contains the file.

MSRP d93kswow SEND

To-Path: nsrp://alicepc. exanpl e.com 7654/ shA7we; tcp
From Pat h: mnsrp:// bobpc. exanpl e. com 8888/ 9di 4ea; tcp
Message- 1 D: 12339sdgwer

Byt e- Range: 1-2027/2027

Cont ent - Type: nessage/ cpi m

To: Bob <si p: bob@xanpl e. con>

From Alice <sip:alice@xanple.conm

Dat eTi me: 2006- 05- 15T15: 02: 31- 03: 00

Content-Di sposition: render; filenanme="M/ cool photo.jpg"
creation-date="Mn, 15 May 2006 15:01:31 +0300";
nodi fi cati on-date="Mn, 15 May 2006 16:04:53 +0300";
read- dat e="Mon, 16 May 2006 09: 12:27 +0300";
si ze=1931

Cont ent - Type: inage/jpeg

...binary JPEG i mage. ..
------- d93kswows

Figure 17: MSRP SEND request containing the actual file

F5: Alice acknow edges the reception of the SEND request.
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MSRP d93kswow 200 OK

To-Path: nsrp://bobpc. exanpl e. com 8888/ 9di 4ea; tcp

From Pat h: msrp://alicepc. exanpl e.com 7654/ j shA7we; tcp
Byt e- Range: 1-2027/2027

------- d93kswows

Figure 18: MSRP 200 K response

F6: Alice reuses the existing SDP nedia |line inserting the
description of the file to be sent and attaches it to a SIP re-INVITE
request addressed to Bob. Alice reuses the TCP port nunber for the
MSRP stream but changes the MSRP session and the 'file-transfer-id
val ue according to this specification
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I NVI TE si p: bob@xanpl e.com SI P/ 2.0

To: Bob <sip: bob@xanpl e. conp; tag=1928323431

From Alice <sip:alice@xanple.conmp;tag=1928301774

Call -1 D: a84b4c76e66710

CSeq: 2 INVITE

Max- Forwar ds: 70

Date: Sun, 21 May 2006 13:02:33 GV

Contact: <sip:alice@licepc.exanple.conp

Content-Type: multipart/rel ated; type="application/sdp";
boundar y="boundary71"

Content-Length: [length of multipart]

- -boundary71
Cont ent - Type: application/sdp
Content-Length: [length of SDP]

v=0
o=al i ce 2890844526 2890844527 IN I P4 alicepc. exanpl e.com
S=
c=IN I P4 alicepc. exanpl e. com
t=0 0
menessage 7654 TCP/ MSRP *
i=This is ny latest picture
a=sendonl y
a=accept -t ypes: nessage/ cpi m
a=accept - w apped-types: *
a=pat h: nsrp://alicepc. exanpl e. com 7654/i au39; tcp
a=fil e-sel ector: name: "sunset.jpg" type:image/jpeg
si ze: 4096 hash:sha-1
58: 23: 1F: E8: 65: 3B: BC: F3: 71: 36: 2F: 86: D4: 71: 91: 3E: E4: B1: DF: 2F
a=file-transfer-id: ZVESM | 9mhAdZ8Gyi NMzNN5dpqgzQ@ CO
a=fil e-di sposition:render
a=file-date:creation:"Sun, 21 May 2006 13:02:15 +0300"
a=file-icon:cid:id3@licepc. exanpl e.com

--boundary71

Cont ent - Type: inage/|jpeg

Cont ent - Tr ansf er - Encodi ng: bi nary
Content-1D: <id3@licepc. exanpl e. cone
Content-Length: [length of inage]
Content-Di sposition: icon

[..small previewicon...]

- -boundary71- -

Figure 19: Reuse of the SDP in a second file transfer
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NOTE: The Content-Type header field and the 'file-selector’
attribute in the above figure are split in several lines for
formatting purposes. Real inplenentations will encode it in a
single line.

F7: Bob receives the re-1NVITE request, inspects the SDP offer and
extracts the icon body, checks the creation date and the file size,
and decides to accept the file transfer. So Bob creates an SDP
answer where he reuses the same TCP port nunber, but changes his MSRP
session, according to the procedures of this specification.

v=0
o=bob 2890844656 2890855440 I N | P4 bobpc. exanpl e. com
S=
c=I N | P4 bobpc. exanpl e. com
t=0 0
menessage 8888 TCP/ MSRP *
a=recvonly
a=accept -t ypes: nessage/ cpi m
a=accept - w apped-types: *
a=pat h: nsrp: // bobpc. exanpl e. com 8888/ eh10dsk; tcp
a=fil e-sel ector: name: "sunset.jpg" type:image/jpeg

si ze: 4096 hash:sha-1

58: 23: 1F: E8: 65: 3B: BC: F3: 71: 36: 2F: 86: D4: 71: 91: 3E: E4: B1: DF: 2F
a=file-transfer-id: ZVESM | 9mhAdZ8Gyi NMzNN5dpqgzQ CO
a=fil e-di sposition:render

Figure 20: SDP answer accepting the SDP offer for file transfer
NOTE: The 'file-selector’ attribute in the above figure is split
inthree lines for formatting purposes. Real inplenmentations will
encode it in a single line.

F9: If a TCP connection towards Bob is already open, Alice reuses

that TCP connection to send an MSRP SEND request that contains the
file.
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MSRP d95ksxox SEND

To-Path: nsrp://bobpc. exanpl e. com 8888/ eh10dsk; tcp
From Pat h: msrp://alicepc. exanpl e.com 7654/i au39;tcp
Message- |1 D 13449sdgwer

Byt e- Range: 1-2027/2027

Cont ent - Type: nessage/ cpi m

To: Bob <sip: bob@xanpl e. cone

From Alice <sip:alice@xanple.conm

Dat eTi me: 2006- 05-21T13: 02: 15- 03: 00

Content-Di sposition: render; filenane="Sunset.jpg";
creation-date="Sun, 21 May 2006 13:02: 15 -0300";
si ze=1931

Cont ent - Type: inage/|jpeg

... binary JPEG i mage..
——————— d95ksxox+

Figure 21: MSRP SEND request containing the actual file
F10: Bob acknow edges the reception of the SEND request.

MBRP d95ksxox 200 OK

To-Path: nsrp://alicepc. exanpl e. com 7654/i au39;tcp
From Pat h: nsrp://bobpc. exanpl e. com 8888/ eh10dsk; tcp
Byt e- Range: 1-2027/2027

------- d95ksxox$

Figure 22: MSRP 200 K response

F11: Then Bob termi nates the SIP session by sending a SIP BYE
request.

F12: Alice acknow edges the reception of the BYE request and sends a
200 (OK) response.

9.3. Exanple of a Capability Indication

Alice sends an OPTIONS request to Bob (this request does not contain
SDP). Bob answers with a 200 (OK) response that contain the SDP
shown in Figure 24. The SDP indicates support for CPIM nessages that
can contain other MME types. The maxi num MSRP nessage size that the
endpoi nt can receive is 20000 octets. The presence of the "file-

sel ector’ attribute indicates support for the file transfer offer/
answer nechani sm
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10.

Alice s UAC Bob’ s UAS
|
| (1) (SIP) OPTIONS |
(2) (SIP) 200 K |

|
|
R RRECEEEEPEREPE |
|
|

Figure 23: Flow di agram of a capability request

v=0

o=bob 2890844656 2890855439 I N | P4 bobpc. exanpl e. com
S=-

c=I N | P4 bobpc. exanpl e. com

t=0 0

menessage 0 TCP/ MSRP *

a=accept -t ypes: nessage/ cpi m

a=accept - w apped-types: *

a=nmax- si ze: 20000

a=fil e-sel ector

Figure 24: SDP of the 200 (OK) response to an OPTI ONS request
Security Considerations
The SDP attributes defined in this specification identify a file to

be transferred between two endpoints. An endpoint can offer to send
the file to the other endpoint or request to receive the file from

the other endpoint. In the former case, an attacker nodifying those
SDP attributes could cheat the receiver making it think that the file
to be transferred was a different one. 1In the latter case, the

attacker could nake the sender send a different file than the one
requested by the receiver. Consequently, it is RECOMMENDED t hat
integrity protection be applied to the SDP session descriptions
carrying the attributes specified in this specification

Additionally, it is RECOWENDED t hat senders verify the properties of
the file against the selectors that describe it.

The descriptions of the files being transferred between endpoints nmay
reveal information the endpoints may consi der confidenti al

Therefore, it is RECOWENDED t hat SDP session descriptions carrying
the attributes specified in this specification are encrypted.

TLS and S/IM ME are the natural choices to provide offer/answer
exchanges with integrity protection and confidentiality.
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11.

11.

When an SDP of fer contains the description of a file to be sent or
received, the SDP answerer MJST first authenticate the SDP offerer
and then it MJST authorize the file transfer operation, typically
according to a local policy. Typically, these functions are
integrated in the high-level protocol that carries SDP (e.g., SIP),
and in the file transfer protocol (e.g., MSRP). If SIP [RFC3261] and
MBRP [ RFC4975] are used, the standard mechani snms for user

aut hentication and authorization are sufficient.

It is possible that a malicious or nisbehaving inplenmentation tries
to exhaust the resources of the renpte endpoint, e.g., the interna
nmenory or the file system by sending very large files. To protect
fromthis attack, an SDP answer SHOULD first verify the identity of
the SDP offerer, and perhaps only accept file transfers fromtrusted
sources. Mechanisnms to verify the identity of the file sender depend
on the high-level protocol that carries the SDP, for exanple, SIP

[ RFC3261] and MSRP [ RFC4975] .

It is also RECOWENDED t hat inplenentations take nmeasures to avoid
attacks on resource exhaustion, for exanple, by linmting the size of
received files, verifying that there is enough space in the file
systemto store the file prior to its reception, or limting the
nunber of sinultaneous file transfers.

File receivers MIST also sanitize all input, such as the local file
nane, prior to naking calls to the local file systemto store a file
This is to prevent the existence of meaningful characters to the

| ocal operating systemthat could damage it.

Once a file has been transferred, the file receiver nmust take care of
it. Typically, file transfer is a commonly used nechani sm for
transmtting computer virus, spyware, and other types of malware.
File receivers should apply all possible security technol ogies (e.g.
anti-virus, anti-spyware) to mtigate the risk of damage at their
host .

| ANA Consi der ati ons

| ANA has registered a nunmber of SDP attributes according to the
fol | owi ng.

1. Registration of New SDP Attributes
| ANA has registered a nunber of nedia-level-only attributes in the

Sessi on Description Protocol Paraneters registry [IANA]. The
regi stration data, according to RFC 4566 [ RFC4566], foll ows.

Garcia-Martin, et al. St andards Track [ Page 42]



RFC 5547 SDP Offer/ Answer for File Transfer May 2009

11.1.1. Registration of the file-selector Attribute
Contact: Mguel Garcia <m guel.a.garcia@ricsson.conp
Phone: +34 91 339 1000
Attribute nane: file-selector
Long-formattribute name: File Selector

Type of attribute: media level only
This attribute is subject to the charset attribute

Description: This attribute unambiguously identifies a file by
i ndi cating a conbi nation of the 4-tuple conposed of the nane,
size, type, and hash of the file.

Speci fication: RFC 5547

11.1.2. Registration of the file-transfer-id Attribute

Contact: Mguel Garcia <m guel.a.garcia@ricsson.conp

Phone: +34 91 339 1000

Attribute name: file-transfer-id

Long-formattribute name: File Transfer Identifier

Type of attribute: nedia level only
This attribute is subject to the charset attribute

Description: This attribute contains a unique identifier of the file
transfer operation within the session.

Speci fication: RFC 5547

11.1.3. Registration of the file-disposition Attribute
Contact: Mguel Garcia <m guel.a.garcia@ricsson.conp
Phone: +34 91 339 1000
Attribute name: file-disposition
Long-formattribute name: File Disposition

Type of attribute: nedia level only
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11.

11.

This attribute is not subject to the charset attribute

Description: This attribute provides a suggestion to the other
endpoi nt about the intended disposition of the file.

Speci fication: RFC 5547

1.4. Registration of the file-date Attribute

Contact: Mguel Garcia <m guel.a.garcia@ricsson.conp
Phone: +34 91 339 1000

Attribute nane: file-date

Long-form attri bute name:

Type of attribute: nedia level only
This attribute is not subject to the charset attribute

Description: This attribute indicates the dates on which the file
was created, nodified, or |last read.

Speci fication: RFC 5547

1.5. Registration of the file-icon Attribute

Contact: Mguel Garcia <m guel.a.garcia@ricsson.conp
Phone: +34 91 339 1000

Attribute name: file-icon

Long-formattribute name: File Icon

Type of attribute: nedia level only
This attribute is not subject to the charset attribute

Description: For image files, this attribute contains a pointer to a
body that includes a small preview icon representing the contents
of the file to be transferred.

Speci fication: RFC 5547
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11.1.6. Registration of the file-range Attribute

12.

13.

13.

Contact: Mguel Garcia <m guel.a.garcia@ricsson.conp
Phone: +34 91 339 1000

Attribute nane: file-range

Long-formattri bute name: File Range

Type of attribute: media level only
This attribute is not subject to the charset attribute

Description: This attribute contains the range of transferred octets
of the file.

Speci fication: RFC 5547
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Appendi x A.  Alternatives Considered

The requirenents are related to the description and negotiation of
the session, not to the actual file transfer nmechanism Thus, it is
natural that in order to nmeet themit is enough to define attribute
ext ensi ons and usage conventions to SDP, while MSRP itself needs no
extensions and can be used as it is. This is effectively the
approach taken in this specification. Another goal has been to
specify the SDP extensions in such a way that a regular MSRP endpoi nt
that does not support themcould still in sone cases act as an
endpoint in a file transfer session, albeit with a somewhat reduced
functionality.

In some ways, the aimof this specificationis simlar to the aim of
content indirection nechanismin the Session Initiation Protoco
(SIP) [RFC4483]. Both nechanisnms allow a user agent to decide

whet her or not to download a file based on information about the
file. However, there are sone differences. Wth content
indirection, it is not possible for the other endpoint to explicitly
accept or reject the file transfer. Also, it is not possible for an
endpoint to request a file from another endpoint. Furthernore,
content indirection is not tied to the context of a nedia session
which is sonetinmes a desirable property. Finally, content
indirection typically requires sonme server infrastructure, which may
not always be available. 1t is possible to use content indirection
directly between the endpoints too, but in that case there is no
definition for how it works for endpoints behind NATs. The |evel of
requi rements in inplenentations deci des which solution neets the
requi renents.

Based on the argunentation above, this docunent defines the SDP
attribute extensions and usage conventi ons needed for meeting the
requirenents on file transfer services with the SDP of fer/answer
nodel , using MSRP as the transfer protocol within the session.

In principle, it is possible to use the SDP extensions defined
here and replace MSRP with any other simlar protocol that can
carry M ME objects. This kind of specification can be witten as
a separate docunent if the need arises. Essentially, such a

prot ocol should be able to be negotiated on an SDP of f er/ answer
exchange (RFC 3264 [ RFC3264]), be able to describe the file to be
transferred in SDP of fer/answer exchange, be able to carry MM
obj ects between two endpoints, and use a reliable transport
protocol (e.g., TCP).

This specification defines a set of SDP attributes that describe a

file to be transferred between two endpoints. The information needed
to describe a file could be potentially encoded in a few different
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ways. The MMUJSI C wor ki ng group considered a few alternative
approaches before deciding to use the encoding described in
Section 6. In particular, the working group | ooked at the M ME
"external -body’ type and the use of a single SDP attribute or
par anet er.

A M ME " external -body’ could potentially be used to describe the file
to be transferred. In fact, nmany of the SDP paraneters this
specification defines are al so supported by ’'external -body’ body
parts. The MWVUSI C wor ki ng group decided not to use ’'external -body’
body parts because a nunber of existing offer/answer inplenentations
do not support nultipart bodies.

The information carried in the SDP attributes defined in Section 6
could potentially be encoded in a single SDP attribute. The MVUSIC
wor ki ng group deci ded not to follow this approach because it is
expected that inplenmentations support only a subset of the parameters
defined in Section 6. Those inplenentations will be able to use
regular SDP rules in order to ignore non-supported SDP paraneters.

If all the information was encoded in a single SDP attribute, those
rules, which relate to backwards conpatibility, would need to be
redefined specifically for that paraneter.
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