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Abst r act
Thi s docunent clarifies and generalizes the Generic Security Service
Application Programm ng Interface (GSS-APlI) "channel bindings"
facility, and inmposes requirenents on future GSS-APlI nechani sns and
progranm ng | anguage bi ndi ngs of the GSS-API.
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1. Introduction

The base GSS-API version 2, update 1 specification [RFC2743] provides
a facility for channel binding (see also [ RFC5056]), but its
treatnment is inconplete. The GSS-API C bindings specification

[ RFC2744] expands sonewhat on this facility in what should be a
generic way, but is instead a C specific way, thus |eaving the
treatnent of this facility inconplete.

Thi s docunent clarifies the GSS-API's channel binding facility and
generalizes the parts of it that are specified in the C bindings
docunent but that shoul d have been generic fromthe start.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. New Requirements for GSS-API Mechani snms

G ven the publication of RFC 5056, we now assert that all new GSS- AP
mechani sns that support channel binding MJST conformto [ RFC5056] .

4. Generic Structure for GSS-API Channel Bindings

The base GSS-API version 2, update 1 specification [RFC2743] provides
a facility for channel binding. It nopdels channel bindings as an
OCTET STRING and | eaves it to the GSS-API version 2, update 1
C-bindings specification to specify the structure of the contents of
the channel bindings OCTET STRINGs. The C bindings specification

[ RFC2744] then defines, in ternms of C, what should have been a
generic structure for channel bindings. The Kerberos V GSS nmechani sm
[ RFC4121] al so defines a method for encodi ng GSS channel bindings in
a way that is independent of the C bindings -- otherw se, the

nmechani smi's channel binding facility would not be useable with other

| anguage bi ndi ngs.

In other words, the structure of GSS channel bindings given in
[ RFC2744] is actually generic in spite of being specified in terms of
C concepts and synt ax.

We generalize it as shown bel ow, using the sane pseudo-ASN. 1 as is
used in RFC 2743. Although the figure belowis, indeed, a valid
ASN. 1 [CCITT. X680] type, we do not provide a full ASN. 1 nodul e as
none i s needed because no standard encoding of this structure is
needed -- the definition belowis part of an abstract APlI, not part
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of a protocol defining bits on the wire. GSS-API nechani sms do need
to encode the contents of this structure, but that encoding will be
mechani sm specific (see bel ow).

GSS- CHANNEL- Bl NDI NGS : : = SEQUENCE {
initiator-address-type | NTEGER, -- See RFC2744
initiator-address OCTET STRING -- See RFC2744
accept or - addr ess-t ype | NTEGER, -- See RFC2744
accept or - addr ess OCTET STRING -- See RFC2744
appl i cati on-data OCTET STRING -- See RFC5056
}

Abstract GSS- APl Channel Bindings Structure
The values for the address fields are described in [ RFC2744].

New | anguage- speci fi c bindi ngs of the GSS-API SHOULD specify a
| anguage-specific fornmulation of this structure.

Where a | anguage bi nding of the GSS-API nodel s channel bindings as
OCTET STRINGs (or the |language’s equivalent), then the inplenmentation
MUST assune that the given bindings correspond only to the
application-data field of GSS-CHANNEL-BI NDI NGS as shown above, rather
than some encodi ng of GSS- CHANNEL- Bl NDI NGS.

As nentioned above, [RFC4121] describes an encodi ng of the above GSS-
CHANNEL- BI NDI NGS structure and then hashes that encoding. O her GSS-
APl mechani sns are free to use that encodi ng.

5. Security Considerations

For general security considerations relating to channel bindings, see
[ RFC5056] .

Language bi ndi ngs that use OCTET STRI NG (or equival ent) for channe

bi ndings will not support the use of network addresses as channe

bi ndings. This should not cause any security problens, as the use of
net wor k addresses as channel bindings is not generally secure.
However, it is inportant that "end-point channel bindings" not be
nodel ed as networ k addresses; otherw se, such channel bindi ngs may
not be useable with all |anguage bindings of the GSS-API.
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