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1. Introduction

The original IPv4 specification in RFC 791 includes an option for

| abeling the sensitivity of IP packets. That option was revised by
RFC 1038 and | ater by RFC 1108 [ RFC791] [ RFCL1038] [RFC1108].

Al t hough the | ETF | ater deprecated RFC 1108, that |Pv4 option
continues to be in active use within a nunber of closed Milti-Leve
Secure (M.S) | P networks.

One or another IP Sensitivity Label option has been in linted

depl oynment for about two decades, npbst usually in governnental or
mlitary internal networks. There are al so some commercial sector
depl oynments, where corporate security policies require Mandatory
Access Controls be applied to sensitive data. Sone banks use M.S
technology to restrict sensitive information, for exanple information
about mergers and acquisitions. This IPv6 option, like its |IPv4
predecessors, is only intended for deploynent within private

i nternetworks, disconnected fromthe global Internet. This docunent
specifies the explicit packet |abeling extensions for |IPv6 packets.

1.1. History

This docunent is a direct descendent of RFC 1038 and RFC 1108 and is
a close cousin to the work done in the Commercial |IP Security Option
(CIPSO Working Group of the Trusted Systens Interoperability G oup
(TSIG [FIPS-188]. The IP Security Option defined by RFC 1038 was
designed with one specific purpose in mnd: to support the fielding
of an | Pv4 packet-encryption device called a BLACKER [ RFC1038] .
Because of this, the definitions and assunptions in those docunents
were necessarily focused on the US Departnment of Defense and the
BLACKER devi ce. Today, |P packet Sensitivity Labeling is nopst
conmonl y deployed within Milti-Level Secure (MS) environnents, often
conposed of Conpartnmented Mode Workstati ons (CMA8) connected via a
Local Area Network (LAN). So the nechani sm defined here is
accordingly nore general than either RFC 1038 or RFC 1108 were.

Al so, the depl oynent of Conpartnented Mode Workstations ran into
operational constraints caused by the limted, and relatively snall
space available for I Pv4 options. This caused one non-I| ETF
specification for |Pv4 packet |abeling to have a | arge nunber of
sub-options. A very unfortunate side effect of having sub-options
within an I Pv4 | abel option was that it became nuch nore chal |l engi ng
to inplenent Internediate System support for Mandatory Access
Controls (e.g., in a router or M.S guard systen) and still be able to
forward traffic at, or near, wire-speed.
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In the last decade or so, typical Ethernet |ink speeds have changed
from 10 Mops hal f-duplex to 1 Gops full-duplex. The 10 Gops full -
dupl ex Ethernet standard is widely avail able today in routers,

Et hernet swi tches, and even in sone servers. The IEEE is actively
devel opi ng standards for both 40 Gops Ethernet and 100 Gops Et hernet
as of this witing. Forwarding at those speeds typically requires
support from Application-Specific Integrated Circuits (ASICs);
supporting nore conpl ex packet formats usually requires significantly
nore gates than supporting sinpler packet formats. So the pressure
to have a single sinple option format has only increased in the past
decade, and is only going to increase in the future.

When I Pv6 was initially being developed, it was anticipated that the
availability of I P Security, in particular the Encapsul ating Security
Payl oad (ESP) and the | P Authentication Header (AH), would obviate
the need for explicit packet Sensitivity Labels with |IPv6 [ RFC1825]

[ RFC4301] [ RFC4302] [RFC4303]. For M.S | Pv6 depl oynments where the
use of AH or ESP is practical, the use of AH and/or ESP is
recomrended.

However, some applications (e.g., distributed file systens), nost
often those not designed for use with Conpartnmented Mode Workstations
or other Miulti-Level Secure (MS) conputers, multiplex different
transactions at different Sensitivity Levels and/or with different
privileges over a single |IP comunications session (e.g., with the
User Datagram Protocol). In order to maintain data Sensitivity
Labeling for such applications, to be able to inplement routing and
Mandat ory Access Control decisions in routers and guards on a per-

| P- packet basis, and for other reasons, there is a need to have a
nmechani smfor explicitly labeling the sensitivity infornmation for
each | Pv6 packet.

Exi sting Layer 3 Virtual Private Network (VPN) technol ogy can't sol ve
the set of issues addressed by this specification, for severa

i ndependent reasons. First, in a typical deploynment, many | abel ed
packets will flow froman M.S End System through sone set of networks
to a receiving M.S End System The received per-packet |abel is used
by the receiving M.S End Systemto determine which Sensitivity Labe
to associate with the user data carried in the packet. EXxisting
Layer 3 VPN specifications do not specify any mechanismto carry a
Sensitivity Label. Second, existing Layer 3 VPN technol ogi es are not
i mpl enented in any MLS End Systens, nor in typical single-level End
System operating systens, but instead typically are only inpl enented
in routers. Adding a Layer 3 VPN inplenentation to the networking
stack of an MLS End System would be a great deal nore work than
adding this IPv6 option to that same M.S End System Third, existing
Layer 3 VPN specifications do not support the use of Sensitivity
Labels to select a VPN to use in carrying a packet, which function is
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essential if one wanted to obviate this |Pv6 option. Substantial new
st andards devel opnent, along with significant new i npl enentati on work
in End Systenms, would be required before a Layer 3 VPN approach to
these issues could be used. Devel opi ng such specifications, and then
i mpl enenting themin MS systens, would need substantially greater
effort than sinply inplenenting this IPv6 | abel option in an M.S End
System (or in a |label-aware router). Further, both the M.S user
conmunity and the M.S i nplementer conmunity prefer the approach
defined in this specification

1.2. Intent and Applicability

Not hing in this docunent applies to any systemthat does not claimto
i mpl ement this docunent.

Thi s docunent describes a generic way of |abeling | Pv6 datagrams to
reflect their particular sensitivity. Provision is nmade for
separating data based on donmain of interpretation (e.g., an agency, a
country, an alliance, or a coalition), the relative sensitivity
(i.e., Sensitivity Levels), and need-to-know or fornmal access
programs (i.e., conpartnents or categories).

A commonly used nethod of encoding Rel easabilities as if they were
Conpartnents is al so described. This usage does not have precisely
the sane senantics as sone formal Releasability policies, but
existing Multi-Level Secure operating systens do not contain
operating system support for Releasabilities as a separate concept
fromconpartnments. The semantics for this sort of Releasability
encoding is close to the formal policies and has been depl oyed by a
nunber of different organizations for at |east a decade now.

In particular, the authors believe that this nechanismis suitable
for deployment in United Nations (UN) peace-keeping operations, in
North Atlantic Treaty Organi sation (NATO or other coalition
operations, in all current US Governnent M.S environnments, and for
depl oyment in other simlar comrercial or governnental environnments.
This option would not normally ever be visible in an | P packet on the
gl obal public Internet.

Because of the unusually severe adverse consequences (e.g., |oss of
life, loss of very large sunms of noney) likely if a packet |abel ed
with this IPv6 Option were to escape onto the global public Internet,
organi zati ons depl oyi ng this nmechani sm have unusual |y strong
incentives to configure security controls to prevent |abel ed packets
fromever appearing on the global public Internet. Indeed, a prinmary
purpose of this mechanismis to enabl e depl oyment of Mandatory Access
Controls for 1Pv6 packets.
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However, to ensure interoperability of both End Systens and
Internedi ate Systenms within such a | abel ed depl oynent of IPv6, it is
essential to have an open specification for this option

This option is NOT designed to be an all-purpose | abel option and
specifically does not include support for generic Domain Type

Enf orcenent (DTE) nechanisns. |f such a DTE | abel option is desired,
it ought to be separately specified and have its own (i.e.

different) |1 Pv6 option nunber.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.3. Depl oynent Exanples

Two depl oyment scenarios for |P packet Sensitivity Labels are npst
conmon. We should first note that in typical deploynents, all people
havi ng access to an unencrypted link are cleared for all unencrypted
information traversing that link. Al so, MS system administrators
normal |y have previously been cleared to see all of the information
processed or stored by that M.S system This specification does not
seek to elimnate all potential covert channels relating to this IPv6
option.

In the first scenario, all the connected nodes in a given private
internetwork are trusted systens that have Milti-Level Secure (M.YS)
operating systens, such as Compartmented Mode Workstations (CMA),
that support per-packet Sensitivity Labels [TCSEC] [TNI] [ CMA
[MLGSPP]. In this type of deploynent, all |P packets carried within
the private internetwork are | abeled, the IP routers apply mandatory
access controls (MAC) based on the packet |abels and the sensitivity
ranges configured into the routers, all End Systemns include packet
Sensitivity Labels in each originated packet, and all End Systens
apply Mandatory Access Controls to each received packet. Packets
received by a router or End Systemthat have a Sensitivity Labe
outside the pernmitted range for the receiving interface (or, in the
case of a router, outside the permtted range for either the incom ng
or the outgoing interface) are dropped because they violate the MAC

pol i cy.

The second scenario is a variation of the first, where End Systens
wi th non-M.S operating systens are present on certain subnetworks of
the private internetwork. By definition, these non-M.S End Systens
operate in "system high" node. In "system high" node, al

i nformati on on the systemis considered to have the sensitivity of
the nost sensitive data on the system |If a system happens to
contain data only at one Sensitivity Level, this would al so be an
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exanpl e of "system high" operation. |In this scenario, each
subnetwork that contains any single-level End Systens has one single
"default" Sensitivity Label that applies to all single-level systens
on that | P subnetwork. Because those non-M.S End Systens are unable
to create packets containing Sensitivity Labels and are al so unable
to apply MAC enforcenent on received packets, security gateways
(which mght, for exanple, be |abel-aware I P routers) connected to
such subnetworks need to insert sensitivity labels to packets
originated by the "system high" End Systens that are to be forwarded
of f subnet. Wile the CALIPSO IPv6 option is nmarked as "ignore if
unr ecogni zed", there are sone depl oyed I Pv6 End Systens with bugs.
Users can't fix these operating system bugs; sonme users need to be
able to integrate their existing I Pv6 single-level End Systens to
have a useful overall MS deploynent. So, for packets destined for

| P subnet wor ks contai ni ng single-level End Systens, those |ast-hop
security gateways al so apply Mandatory Access Controls (MAC) and then
either drop (if the packet is not permtted on that destination
subnet) exclusive-or renove Sensitivity Labels and forward packets
onto those "system high" subnetworks (if the packet is permtted on
that destination subnetwork).

The authors are not aware of any existing M.S network depl oyments
that use a conmmerci al Network Address Translation (NAT), Network
Address and Port Transl ati on (NAPT), or any other comercia

"m ddl ebox" device. For exanple, NAT boxes aren’t used, unlike
practices in sone segnents of the public Internet.

Simlarly, the authors are not aware of any existing M.S network
depl oyments that use a conmercial firewall. MS networks normally
are both physically and electronically isolated fromthe gl oba
Internet, so operators of MS networks are not concerned about
external penetration (e.g., by worns, viruses, or the like).
Similarly, all users of the M.S network have been cl eared using sone
process specific to that organization, and hence are believe to be
trustworthy. 1In a typical deploynment, all conputers connected to the
M.S network are in a physically secure roomor building (e.g.
protected by guards with guns). Electronic equipnent that enters
such a space typically does not |eave. |Itens such as USB nenory
sticks are generally not permitted; in fact, often the USB ports on
M.S comput ers have been renpved or otherw se made inoperable to
prevent people from adding or renoving informtion

Al so, for security reasons, content transformation in the niddle of
an MLS network is wi dely considered undesirable, and so is not
typically undertaken. Hypothetically, if such content transformation
were undertaken, it would be performed by a certified M.S systemthat
has been suitably accredited for that particul ar purpose in that
particul ar depl oyment.
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2. Definitions

This section defines several terns that are inportant to
under st andi ng and correctly inplenmenting this specification. Because
of historical variations in termnology in different user

conmunities, several terns have defined synonyns.

The verb "domi nate" is used in this docunent to describe conparison
of two Sensitivity Labels within a given Domain of Interpretation
Sensitivity Label A dominates Sensitivity Label Bif the Sensitivity
Level of Ais greater than or equal to the Sensitivity Level of B AND
the Conpartnent Set of A is a superset (proper or inproper) of the
Conpartnent Set of B. This termhas been used in Milti-Level Secure
circles with this nmeaning for at |east two decades.

2.1. Domain of Interpretation

A Donmain of Interpretation (DO) is a shorthand way of identifying
the use of a particular |abeling, classification, and handling system
with respect to data, the computers and people who process it, and
the networks that carry it. The DO policies, combined with a
particular Sensitivity Label (which is defined to have neaning within
that DO) applied to a datumor collection of data, dictates which
systens, and ultinmately which persons nay receive that data.

In other words, a |label of "SECRET" by itself is not neaningful; one
al so must know t hat the docunent or data bel ongs to sone specific
organi zation (e.g., US Departnment of Defense (DoD), US Departnent of
Energy (DoE), UK Mnistry of Defence (MdD), North Atlantic Treaty
Organi sation (NATO), United Nations (UN), a specific commercial firm
bef ore one can decide on who is allowed to receive the data.

A CALIPSO DA is an opaque identifier that is used as a pointer to a
particul ar set of policies, which define the Sensitivity Levels and
Conpartnents present within the DO, and by inference, to the "real -
worl d" (e.g., used on paper docunents) equival ent |abels (See
"Sensitivity Label" below). Registering or defining a set of real-
worl d security policies as a CALIPSO DO results in a standard way of
| abeling I P data originating fromEnd Systens "accredited" or
"approved" to operate within that DO and the constraints of those
security policies. For exanple, if one did this for the US

Depart nent of Defense, one would list all the acceptable | abels such
as "SECRET" and "TOP SECRET", and one would |ink the CALIPSO DA to
the [DoD5200. 28] and [ DoD5200. 1-R] docunents, which define howto
mark and protect data with the US Departnent of Defense (DoD)

[ DoD5200. 28] [ DoD5200. 1-R].
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The scope of the DO is dependent on the organi zation creating it.

In sone cases, the creator of the DO might not be identical to a

gi ven user of the DAO. For exanmple, a multi-national organization
(e.g., NATO might create a DO, while a given menber nation or

organi zation (e.g., UK MoD) mi ght be using that multi-national DO
(possibly along with other DOs created by others) within its private
networks. To provide a different exanple, the United States night
establish a DO w th specific neanings, which correspond to the
normal way it |abels classified docunents and which would apply
primarily to the US DoD, but those specific neanings mght also apply
to other associ ated agencies. A company or other organization also
m ght establish a DO, which applies only to itself.

NOTE WELL: A CALIPSO Donain of Interpretationis different from and
is disjoint from an Internet Security Association and Key Managenent
Protocol (ISAKMP) / Internet Key Exchange (1 KE) Domain of

Interpretation. It is inportant not to confuse the two different
concepts, even though the terns mght superficially appear to be
simlar.

2.2. Sensitivity Level

A Sensitivity Level represents a mandatory separation of data based
on relative sensitivity. Sensitivity Levels ALWAYS have a specific
ordering within a DO. Cearance to access a specific |level of data

also inplies access to all levels whose sensitivity is less than that
level. For exanple, if the A, B, and C are levels, and Ais nore
sensitive than B, which is in turn nore sensitive than C (A > B > QO
access to data at the B level inplies access to Cas well. As an

exanpl e, comon UK terns for a Sensitivity Level include (fromlowto
hi gh) "UNCLASSI FI ED', "RESTRI CTED', " CONFI DENTI AL", "SECRET", and

"MOST SECRET".

NOTE WELL: A Sensitivity Level is only one component of a Sensitivity
Label. It is inportant not to confuse the two terns. The term
"Sensitivity Level" has the sane neaning as the term"Security
Level ".

2.3. Conpart nent

A Compartment represents a mandatory segregation of data based on
formal information categories, formal information conpartnents, or
formal access prograns for specific types of data. For exanple, a
smal | startup conpany creates "FI NANCE" and "R&D' conpartnents to
protect data critical to its success -- only enployees with a
specific need to know (e.g., the accountants and controller for

"FI NANCE", specific engineers for "R&D') are given access to each
conpartnent. Each Conpartnent is separate and distinct. Access to
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one Conpartnment does not inply access to any other Conpartnent. Data
may be protected in nmultiple conpartnents (e.g., "FINANCE' data about
a new "R&D' project) at the sane tine, in which case access to ALL of
those conpartnents is required to access the data. Enployees only
possessi ng cl earance for a given Sensitivity Level (i.e., wthout
havi ng cl earance for any specific conpartnents at that Sensitivity
Level ) do not have access to any data classified in any conpartnents
(e.g., "SECRET FI NANCE" dom nates "SECRET").

NOTE WELL: The term "category" has the sane neani ng as "comnpartnent”.
Sone user conmmunities have used the term "category", while other user
conmuni ti es have used the term"conpartnment”, but the terns have

i denti cal neani ng.

2.4. Releasability

A Rel easability represents a nandatory segregati on of data, based on
a formal decision to release information to others.

Hi storically, nost M.S deploynments handl ed Rel easability as if it
were an inverted Conpartnent. Strictly speaking, this provides
slightly different semantics and behavior than a paper marked with
the sanme Rel easabilities would obtain, because the formal senmantics
of Compartnments are different fromthe formal semantics of

Rel easability. The differences in behavior are discussed in nore
detail later in this sub-section

In practice, for sone years now sone relatively |arge M.S depl oynment s
have been encodi ng Rel easabilities as if they were inverted
Conpartnents. The results have been tol erabl e and those depl oynents
are generally considered successful by their respective user
conmunities. This description is consistent with these M.S

depl oynments, so has significant operational experience behind it.

2.4.1. Releasability Conceptual Exanple

For exanple, two conpanies (ABC and XYZ) are engaging in a technica
alliance. ABC labels all information present within its enterprise
that is to be shared as part of the alliance as REL XYZ (e.g.
COVPANY CONFI DENTI AL REL XYZ).

However, unlike the conpartnent exanpl e above, COVPANY CONFI DENTI AL
domi nat es COMPANY CONFI DENTI AL REL XYZ. This neans that XYZ

enpl oyees granted a COVPANY CONFI DENTI AL REL XYZ cl earance can only
access rel easable material, while ABC enpl oyees wi th a COVPANY
CONFI DENTI AL cl earance can access all information
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I f REL XYZ were nanaged as a conpartnment, then users granted a
COVPANY CONFI DENTI AL REL XYZ cl earance woul d have access to all of
ABC s COVPANY CONFI DENTI AL nmaterial, which is undesirable.

Rel easabilities can be conmbi ned (e.g., COVPANY CONFI DENTI AL REL
XYZ/ ABLE). In this case, users possessing a clearance of either
COVPANY CONFI DENTI AL, COMPANY CONFI DENTI AL REL XYz, COVPANY
CONFI DENTI AL REL ABLE, or COWVPANY CONFI DENTI AL REL XYZ/ ABLE can
access this information.

2.4.2. Releasability Encoding

I ndividual bits in this option's Conpartment Bitmap field MAY be used
to encode "releasability" information. The process for naking this
work properly is described bel ow

This schene is carefully designed so that internediate systenms need
not know whether a given bit in the Conpartnment Bitmap field
represents a conpartnment or a Releasability. Al that an
Internmedi ate System needs to do is apply the usual conparison
(described in Section 2.5.1 and 2.5.2) to determ ne whether or not a
packet’s label is in-range for an interface. This sinplifies both
the configuration and i nplenmentation of a | abel -aware Internedi ate
System

Unlike bits that represent conmpartnents, bits that represent a
Rel easability are "active | ow

If a given Releasability bit in the Conmpartment Bitmap field is "0",

the information nay be released to that comunity. |If the
conpartnent bit is "1", the infornmation may not be rel eased to that
comuni ty.

Only administrative interfaces used to present or construct binary

| abel s i n human-readabl e form need to understand the distinction

bet ween Rel easability bits and non-Releasability bits. |nplenenters
are encouraged to describe Releasability encoding in the
docunent ati on supplied to users of systenms that inplenment this

speci fication.

2.4.2. Releasability Encodi ng Exanpl es
For objects, such as IP packets, let bits 0-3 of the Conpartnent

Bitmap field be dedicated to controlling Releasability to the
comunities A, B, C, and D, respectively.
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Example 1: Not releasable to any community:
This is usually how handling restrictions
such as "No Foreigners (NO FORN)" are encoded.
ABCD == 1111

Example 2: Releasable only to comunity A and community C
ABCD == 0101

Exanpl e 3: Releasable only to community B:
ABCD == 1011

Exampl e 4: Releasable to comunities A B, C, & D
ABCD == 0000

For subjects, such as cl earances of users, the sane bit encodings are
used for Releasabilities as are used for objects (see above).

Exanmpl e 1: Cl earance not belonging to any conmunity:
Thi s user can see information bel ongi ng
to any Rel easability comunity, since s/he
is not in any Releasability comunity.
ABCD = 1111

Exanmpl e 2: Cl earance belonging to comunity A and C
This user can only see Rel easable AC information,
and cannot see Rel easable A infornmation.
ABCD == 0101

Exampl e 3: C earance belonging to conmmunity B:
This user can only see Rel easabl e B information.
ABCD == 1011

Exanmpl e 4: C earance belongs to conmunities A B, C, and D
This user can only see Rel easable ABCD i nformation,
and cannot (for exanple) see Rel easable AB or
Rel easabl e BD i nformati on.
ABCD == 0000

Now we consi der exanple conparisons for an I P router that is
enforci ng MAC by using CALI PSO | abel s on sone interface

Let the MNIMUM | abel for that router interface be:
CONFI DENTI AL RELEASABLE AC

Therefore, this interface has a nmininum Rel easability of 0101.

Let the MAXIMUM | abel for that router interface be:
TOP SECRET NOT RELEASABLE
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2.

4.

Therefore, this interface has a nmaxi num Rel easability of 1111.

For the range conparisons, the bit values for the current packet need
to be "greater than or equal to" the m ninmum value for the interface
AND al so the bit values for the current packet need to be "less than
or equal to" the maxi numvalue for the interface, just as with
conpartnent conparisons. The inverted encoding schenme outlined above
ensures that the proper results occur.

Consi der a packet with | abel CONFI DENTI AL RELEASABLE AC:

1) Sensitivity Level conparison:
( CONFI DENTI AL <= CONFI DENTI AL <= TOP SECRET)
so the Sensitivity Level is "within range" for that
router interface.

2) Conpartnent bitmap conpari son:
The test is [(0101 >= 0101) AND (0101 <= 1111)],
so the Conpartnent bitmap is "within range" for
that router interface.

Consi der a packet with [ abel CONFI DENTI AL RELEASABLE ABCD:

1) Sensitivity Label conparison:
( CONFI DENTI AL <= CONFI DENTI AL <= TOP SECRET)
so the Sensitivity Level is "within range" for that
router interface.

2) Conmpartnent bitnmap conpari son:
The test is [(0000 >= 0101) AND (0000 <= 1111)],
so the Conpartnent Bitmap is NOT "within range" for
that router interface.

Consi der a packet with | abel SECRET NOT RELEASABLE:

1) Sensitivity Label conparison:
( CONFI DENTI AL <= SECRET <= TOP SECRET)
so the Sensitivity Level is "within range" for that
router interface.

2) Compartnent bitmap comnpari son:
The test is [(1111 >= 0101) AND (1111 <= 1111)],
so the Conpartnent bitmap is "within range" for that
router interface.

3. Limtations of This Rel easability Approach

For exanple, if one considers a person "Jane Doe" who is a nenber of
two Rel easability communities (A and also B), she is permtted to see
a paper docunent that is nmarked "Rel easable A", "Rel easable B", or
"Rel easabl e AB" -- provided that her C earance and Conpartnents are
in-range for the Sensitivity Level and Conpartments (respectively) of
the paper docunent.
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Now, | et us consider an equivalent electronic exanple inplenmented and
depl oyed as outlined above. |In this, we consider two Releasability
conmunities (A and B). Those bits will be set to 00 for the

el ectronic user |ID used by user "Jane Doe".

However, the el ectronic Rel easability approach above will ONLY permt
her to see informati on narked as "Rel easabl e AB". The above

el ectroni ¢ approach will deny her the ability to read docunents

mar ked "Rel easabl e A" or "Releasable B'. This is because "Rel easabl e
A" is encoded as "01", "Releasable B" is encoded as "10", while

"Rel easable AB" is encoded as "00". |If one | ooks at the conpartnent
dom nance conputation, "00" dom nates "00", but "00" does NOT

domi nate "01", and "00" al so does NOT dom nate "10".

Users report that the current situation is tolerable, but not ideal
Users al so report that various operational conplexities can arise
fromthis approach.

Several deploynments work around this limtation by assigning an

el ectroni c user several parallel clearances. Referring to the
(fictitious) example above, the user "Jane Doe" might have one

cl earance without any Rel easability, another separate clearance with
Rel easability A, and a third separate clearance with Releasability B.
Wiile this has inplications (e.g., a need to be able to associate

nmul tiple separate parallel clearances with a single user ID) for

i mpl enenters of M.S systens, this specification cannot (and does not)
l evy any requirenents that an inplenentati on be able to associate

mul tiple clearances with each given user |ID because that |evel of
detail is beyond the scope of an I P | abeling option

Separating the Releasability bits into a separate bitmap within the
CALI PSO option was seriously considered. However, existing M.S

i mpl enentati ons | ack operating system support for Releasability. So
even if CALI PSO had a separate bitmap field, those bits would have
been mapped to Conpartnent bits by the sendi ng/receiving nodes, so
the operational results would not have been different than those
described here.

Several M.S network depl oyments connect M.S End Systens both to a

| abel ed national network and also to a | abel ed coalition network

si mul t aneously. Dependi ng on whether the data is | abel ed according
to national rules or according to coalition rules, the set of

Rel easability marks will vary. Some choices are likely to lead to
nore (or fewer) incorrect Releasability decisions (although the
results of the above Rel easability encodi ngs are believed to be
fail-safe).
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2.5. Sensitivity Labe

A Sensitivity Label is a quadruple consisting of a DO, a Sensitivity
Level , a Compartment Set, and a Releasability Set. The Conpart nent
Set may be the enpty set if and only if no conmpartnents apply. A
Rel easability Set nay be the enpty set if and only if no

Rel easabilities apply. A DO used within an End System may be
implicit or explicit depending on its use. CALIPSO Sensitivity
Label s al ways have an explicit DO. A CALIPSO Sensitivity Labe
consists of a Sensitivity Label in a particular format (defined

bel ow). A CALIPSO Sensitivity Label ALWAYS contains an explicit DO
value. In a CALIPSO Sensitivity Label, the Conpartnment Bitmap field
is used to encode both the | ogical Compartnent Set and al so the

| ogi cal Rel easability Set.

End Systens using operating systems with M.S capabilities that also
i mpl enent I Pv6 normally will be able to include CALIPSO | abels in
packets they originate and will be able to enforce MAC policy on the
CALI PSO | abel s in any packets they receive.

End Systens using an operating systemthat |acks Milti-Level Secure
capabilities operate in "system high" node. This nmeans that all data
on the systemis considered to have the Sensitivity Label of the npst
sensitive data on the system Such a systemnornally is neither
capabl e of including CALIPSO | abels in packets that it originates nor
of enforcing CALIPSO | abels in packets that it receives.

NOTE WELL: The term "Security Marking" has the same neani ng as
"Sensitivity Label™"

2.5.1. Sensitivity Label Conparison

Two Sensitivity Labels (A and B) can be conpared. |ndeed,
Sensitivity Labels exist primarily so they can be compared as part of
a Mandatory Access Control decision. Conparison is critical to
determning if a subject (a person, network, etc.) operating at one
Sensitivity Label (A) should be allowed to access an object (file,
packet, route, etc.) classified at another Sensitivity Label (B)

The conparison of two [abels (A and B) can return one (and only one)
of the follow ng results:

1) A dominates B (e.g., A=SECRET, B=UNCLASSI FI ED);
A can read B

2) B donminates A (e.g., A=UNCLASSI FI ED, B=SECRET);
A cannot access B
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3) A equals B (e.g., A=SECRET, B=SECRET);
A can read/wite B,

excl usi ve-or

4) Ais inconparable to B (e.g., A=SECRET R&D, B=SECRET FI NANCE)
A cannot access B, and al so, B cannot access A.

By definition, if A and B are nenbers of different DOs, the result
of comparison is always inconparable. It is possible to overcome
this if and only if A and/or B can be translated into some common
DA, such that the | abels are then interpretable

2.5.2. Sensitivity Label Range

A range is a pair of Sensitivity Labels, which indicate both a

m ni mum and a maxi num acceptable Sensitivity Label for objects
conpared against it. A range is usually expressed as "<m ni mune :
<maxi munk" and al ways has the property that the maxi mum Sensitivity
Label dom nates the m ninum Sensitivity Label. 1In turn, this
requires that the two Sensitivity Labels MJUST be conparabl e.

A range where <m ni mun®> equal s <maxi mun> may be expressed sinply as
"<mnimun"; in this case, the only acceptable Sensitivity Label is
<m ni mune.

2.6. Ilnport

The act of receiving a datagram and transl ating the CALIPSO
Sensitivity Label of that packet into the appropriate internal (i.e.
end- system specific) Sensitivity Label

2.7. Export

The act of selecting an appropriate DA for an outbound datagram
translating the internal (end-systemspecific) |abel into an CALIPSO
Sensitivity Label based on that DO, and sending the datagram The
sel ection of the appropriate DO may be based on many factors

i ncl udi ng, but not necessarily linmted to:
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Sour ce Port

Destination Port

Transport Protocol

Appl i cation Protocol
Application Information
End System

Subnet wor k

Net wor k

Sending I nterface

System Inplicit/Default DA

Regardl ess of the DO selected, the Sensitivity Label of the outbound
dat agram nust be consistent with the security policy nonitor of the
originating systemand also with the DO definition used by all other
devi ces cogni zant of that DO .

2.8. End System

An End Systemis a host or router fromwhich a datagram origi nates or
to which a datagramis ultimtely delivered.

The 1 Pv6 community has defined the term Node to include both
Internmedi ate Systems and End Systens [ RFC2460].

2.9. Internediate System

An Internediate System (1S) is a node that receives and transnits a
particul ar datagram wi thout being either the source or destination of
that datagram An Internediate System m ght also be called a
"gateway", "guard", or "router" in some user conmunities.

So an IPv6 router is one exanple of an Intermediate System A
firewall or security guard device that applies security policies and
forwards | Pv6 packets that conply with those security policies is
anot her exanple of an Internediate System

An Internediate Systemmay handle ("forward") a datagram destined for
sone ot her node w thout necessarily inporting or exporting the
datagramto/fromitsel f.

NOTE VELL: Any given system can be both an End System and an
Internediate System-- which role the system assunmes at any given
time depends on the address(es) of the datagram being considered and
the address(es) associated with that system
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2.10. System Security Policy

A System Security Policy (SSP) consists of a Sensitivity Label and
the organi zati onal security policies associated with content | abeled
with a given security policy. The SSP acts as a bridge between how
the organi zation’s Mandatory Access Control (MAC) policy is stated
and nanaged and how t he network inplenments that policy. Typically,
the SSP is a docunent created by the Infornmation Systens Security
Oficer (1SSO of the site or organization covered by that SSP

3. Architecture

Thi s docunent describes a convention for |abeling an | Pv6 datagram
within a particular systemsecurity policy. The |abels are designed
for use within a Mandatory Access Control (MAC) system A real-world
exanple is the security classification systemin use within the UK
CGovernment. Sone data held by the governnent is "classified", and is
therefore restricted by law to those people who have the appropriate
"cl earances".

Conmer ci al exanpl es of information |abeling schemes al so exi st

[CWB7]. For exanple, one global electrical equipnent conmpany has a
formal security policy that defines six different Sensitivity Levels
for its internal data, ranging from"Class 1" to "Class 6"
information. Some financial institutions use multiple conpartnents
to restrict access to certain information (e.g., "nergers and

acqui sitions", "trading") to those working directly on those projects
and to deny access to other groups within the conpany (e.g., equity
trading). A CALIPSO Sensitivity Label is the network instantiation
of a particular information security policy, and the policy’'s rel ated
| abel s, classifications, conpartnents, and Rel easabilities.

Sone years ago, the Mandatory Access Control (MAC) policy for US
CGovernment classified informati on was specified formally in

mat hemati cal notation [BL73]. As it happens, many ot her

organi zations or governnments have the sane basic Mandatory Access
Control (MAC) policy for information with differing ("vertical")
Sensitivity Levels. This docunent builds upon the fornmal definitions
of Bell-LaPadula [BL73]. There are two basic principles: "no wite
down" and "no read up".

The first rule nmeans that an entity having mnimum Sensitivity Leve
X must not be able to wite information that is marked with a
Sensitivity Level below X. The second rule nmeans that an entity
havi ng maxi mum Sensitivity Level X nmust not be able to read

i nformati on having a Sensitivity Level above X. In a norma

depl oynment, information downgrading ("wite down") nust not occur
automatically, and is permitted if and only if a person with
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appropriate "downgrade" privilege manually verifies the information
is permitted to be downgraded before s/he manually rel abels (i.e.
"downgrades") the information. Subsequent to the original work by
Bel| and LaPadula in this area, this formal npdel was extended to
al so support ("horizontal") Conpartnments of information

Thi s docunent extends Bell-LaPadula to accommodate the notion of
separate Domains of Interpretation (DA) [BL73]. Each DO
constitutes a single conparable domain of Sensitivity Labels as
stated by Bell-LaPadula. Sensitivity Labels fromdifferent domains
cannot be directly compared using Bell-LaPadul a semanti cs.

Thi s docunent is focused on providing specifications for (1) encoding
Sensitivity Labels in packets, and (2) how such Sensitivity Labels
are to be interpreted and enforced at the IP layer. This docunent
recogni zes that there are several kinds of application processing
that occur above the IP layer that significantly inpact end-to-end
system security policy enforcenent, but are out of scope for this
docunent. In particular, how the network |abeling policy is enforced
within processing in an End Systemis critical, but is beyond the
scope of a network (IP) layer Sensitivity Label encoding standard.

O her specifications exist, which discuss such details [TCSEC] [ TN ]
[CMA [ISO 15408] [CC [ M.CSPP] .

Thi s specification does not preclude an End System capabl e of
provi di ng | abel ed packets across sonme range of Sensitivity Labels. A
Conpartnented Mode Workstation (CMWN is an exanple of such an End
System [CMA]. This is useful if the End Systemis capable of, and
accredited to, separate processing across some range of Sensitivity
Label s. Such a node woul d have a range associated with it within the
network interface connecting the node to the network. As an exanpl e,
an End System has the range "SECRET: TOP SECRET" associated with it
in the Internmediate Systemto which the node is attached. SECRET
processing on the node is allowed to traverse the network to ot her
"SECRET : SECRET" segnents of the network, ultimately to a "SECRET :
SECRET" node. Likew se, TOP SECRET processing on the node is all owed
to traverse a network through "TOP SECRET: TOP SECRET" segnents,
ultimately to some "TOP SECRET: TOP SECRET" node. The node in this
case can allow a user on this node to access SECRET and TOP SECRET
resources, provided the user holds the appropriate clearances and has
been correctly configured.

Wth respect to a given network, each distinct Sensitivity Labe

represents a separate virtual network, which shares the same physica
network. There are rules for noving informati on between the various
virtual networks. The nodel we use within this docurment is based on
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the Bel |l -LaPadul a nodel, but is extended to cover the concept of
di ffering Domains of Interpretation. Nodes that inplenent this
protocol MJST enforce this mandatory separati on of data

CALI PSO provi des for both horizontal ("Conpartnent") and vertica
("Sensitivity Level") separation of information, as well as

separati on based on DO. The basic rule is that data MJST NOT be
delivered to a user or systemthat is not approved to receive it.

NOTE VELL: Wherever we say "not approved”, we al so mean "not
cleared", "not certified", and/or "not accredited" as applicable in
one’s operational conmunity.

Thi s specification does not enabl e AUTOVATI C rel abel i ng of
information, within a DO or to a different DO. That is, neither
aut omati c "upgradi ng" nor automatic "downgradi ng" of information are
enabl ed by this specification. Local security policies mght allow
sone limted downgrading, but this normally requires the intervention
of some human entity and is usually done within an End Systemwith
respect to the internal Sensitivity Label, rather than on a network
or in an internedi ate-system (e.g., router, guard). Automatic
downgradi ng i s not suggested operational practice; further discussion
of downgrading is outside the scope of this protocol specification

| mpl ementers of this specification MUST NOT permt automatic
upgradi ng or downgradi ng of information in the default configuration
of their inplenmentation. |Inplementers MAY add a configuration knob
that would pernmit a System Security O ficer hol ding appropriate
privilege to enable automatic upgradi ng or downgradi ng of
information. |f an inplenentation supports such a knob, the

exi stence of the configuration knob nmust be clearly docunented and
the default knob setting MJST be that autonmatic upgradi ng or
downgradi ng i s DI SABLED. Autonatic information upgrading and
downgradi ng i s not reconmended operational practice.

Many exi sting MS depl oynents al ready use (and operationally need to
use) nore than one DA concurrently. User feedback fromearly
versions of this specification indicates that it is commpn at present
for a single network link (i.e., IP subnetwork) to carry traffic for
both a particular coalition (or joint-venture) activity and also for
the government (or other organization) that owns and operates that
particular network link. On such a link, one CALIPSO DA woul d
typically be used for the coalition traffic and sone different

CALI PSO DA woul d typically be used for non-coalition traffic (i.e.
traffic that is specific to the government that owns and operates
that particular network link). For exanple, a UK military network
that is part of a NATO depl oynent m ght have and use a UK MoD DA for
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information originating/term nating on another UK system while
concurrently using a different NATO DO for information
originating/ternminating on a non-UK NATO system

Additionally, operational experience with existing M.S systens has
shown that if a systemonly supports a single DO at a given tineg,
then it is inpossible for a deploynent to mgrate fromusing one DA
value to a different DO value in a snooth, |ossless, zero downtine,
manner .

Therefore, a node that inplements this specification MJIST be able to
support at |east two CALIPSO DA's concurrently. Support for nore
than two concurrent CALIPSO DO's is encouraged. This requirenent to
support at |east two CALIPSO DA's concurrently is not necessarily an
i mpl enent ati on constraint upon M.S operating systeminternals that
are unrelated to the network.

I ndeed, use of multiple DOs is also operationally useful in

depl oyments having a single adm nistration that also have very |arge
nunbers of conpartnents. For exanple, such a deploynent m ght have
one set of related conmpartnments in one CALI PSO DO and a different
set of conpartnents in a different CALIPSO DO . Some conpartnents

m ght be present in both DO's, possibly at different bit positions of
the conpartnent bitmap in different DOs. Wile this mght make sone
i mpl enentati ons nore conplex, it mght also be used to reduce the
typical size of the | Pv6 CALIPSO option in data packets.

Movi ng i nformati on between any two DOs is permitted -- if and only
if -- the owners of the DO s:

1) Agree to the exchange,
AND

2) Publish a docunent with a table of equival encies that
maps t he CALI PSO val ues of one DO into the other
and nake that docunment available to security
admi nistrators of M.S systens within the depl oynent
scope of those two DO s.

The owners of two DO's may choose to permt the exchange on or

bet ween any of their systens, or may restrict exchange to a snall
subset of the systens they own/accredit. One-way agreenents are
perm ssible, as are agreenents that are a subset of the full table of
equi val ences. Actual administration of inter-DO agreenents is

out si de the scope of this docunent.
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When data | eaves an End Systemit is exported to the network, and
marked with a particular DO, Sensitivity Level, and Conpartnent Set.
(This triple is collectively termed a Sensitivity Label.) This
Sensitivity Label is derived fromthe internal Sensitivity Label (the
end- system specific inplenentation of a given Sensitivity Label), and
the Export DO. Selection of the Export DA is described in detail
in Section 6.2.1.

When data arrives at an End System it is inported fromthe network
to the End System The data fromthe datagramtakes on an internal
Sensitivity Label based on the Sensitivity Label contained in the
datagram This assunes the datagramis marked with a recogni zabl e
DA, there is a corresponding internal Sensitivity Label equival ent
to the CALIPSO Sensitivity Label, and the datagramis "wi thin range"
for the receiving |logical interface.

A node has one or nore physical interfaces. Each physical interface
is associated with a physical network segnment used to connect the
node, router, LAN, or WAN. One or nore Sensitivity Label ranges are
associ ated with each physical network interface. Sensitivity Label
ranges frommultiple DOs nust be enunerated separately. Miltiple
ranges fromthe sane DO are perm ssible.

Each node al so m ght have one or nore |ogical network interfaces.

A given |logical network interface might be associated with nore than
one physical interface. For exanple, a switch/router nmi ght have two
separate Ethernet ports that are associated with the sanme Virtual
Local Area Network (VLAN), where that one VLAN napped to a single

| Pv6 subnetwork [ EEE802.1Q .

A given physical network interface nmight have nore than one

associ ated logical interface. For exanple, a node nmight have 2

| ogi cal network interfaces, each for a different |IP subnetwork
("super-netting”), on a single physical network interface (e.g., on a
single Network Interface Card of a personal conputer).

Al ternatively, also as an exanple, a single Ethernet port nm ght have
multiple Virtual LANs (VLANs) associated with it, where each VLAN
could be a separate |ogical network interface.

One or nore Sensitivity Label ranges are associated with each | ogical
network interface. Sensitivity Label ranges frommnultiple DO s nust
be enunerated separately. Miltiple ranges fromthe same DO are
perm ssi ble. Each range associated with a logical interface nust
fall within a range separately defined for the correspondi ng physi cal
i nterface.
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There is specific user interest in having IPv6 routers that can apply
per-1logical -interface mandatory access controls based on the contents
of the CALIPSO Sensitivity Labels in | Pv6 packets. The authors note
that since the early 1990s, and continuing through today, sone
commercial |1Pv4 router products provide MAC enforcenent for the RFC
1108 I P Security Option

In transit, a datagramis handl ed based on its CALIPSO Sensitivity
Label, and is usually neither inported to or exported fromthe
various Internediate Systens it transits. There also is the concept
of " CALI PSO Gat eways", which inport data fromone DO and export it
to another DO such that the effective Sensitivity Label is NOT
changed, but is nerely represented using a different DO. In other
wor ds, such devices would be trustworthy, trusted, and authorized to
provide on-the-fly relabeling of packets at the boundaries between
conpl ete systenms of End Systenms within a single DO. Typically, such
systens require specific certification(s) and accreditation(s) before
depl oynment or use.

4., Defaults

This Section describes the default behavior of CALIPSO conpliant End

Systens and Internediate Systens. |Inplenmenters MAY inpl enent
configuration knobs to vary fromthis behavior, provided that the
default behavior (i.e., if the system adm nistrator does not

explicitly change the configured behavior of the device) is as
described below. If inplementers choose to inplenment such
configuration knobs, the configuration paraneters and the behaviors
that they enabl e and di sabl e SHOULD be documented for the benefit of
system adni ni strators of those devices.

Each Internmedi ate Systemor End Systemis responsible for properly
interpreting and enforcing the ML.S Mandatory Access Control policy.
Practically, this neans that each node nust evaluate the | abel on the
i nbound packet, ensure that this Sensitivity Label is valid (i.e.
within range) for the receiving interface, and at a mnimumonly
forward the packet to an interface and node where the Sensitivity
Label of the packet falls within the assigned range of that node's
recei ving interface.

Packets with an invalid (e.g., out-of-range) Sensitivity Label for
the receiving interface MUST be dropped upon receipt. A Sensitivity
Label is valid if and only if the Sensitivity Label falls within the
range assigned to the transnmitting interface on the sendi ng system
and within the range assigned to the receiving interface on the
receiving system These rules also need to be applied by
Internedi ate Systens on each hop that a CALI PSO- | abel ed packet
traverses, not nmerely at the end points of a |abeled IP session. As
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an exanple, it is a violation of the default MLS MAC policy for a
packet with a higher Sensitivity Level (e.g., "MOST SECRET") to
transit a |ink whose nmaxi num Sensitivity Level is |less than that
first Sensitivity Level (e.g., "SECRET").

I f an unl abel ed packet is received froma node that does not support
CALI PSO Sensitivity Labels (i.e., unable to assign Sensitivity Labels
itself) and the packet is destined for a node that supports CALI PSO
Sensitivity Labels, then the receiving intermedi ate system needs to
insert a Sensitivity Label. This Sensitivity Label MJST be equal to
the maxi num Sensitivity Label assigned to the originating node if and
only if that is known to the receiving node. |If this receiving

I nternedi ate System does not know which Sensitivity Label is assigned
to the originating node, then the nmaxi mum Sensitivity Label of the
interface that received the unl abel ed packet MJST be inserted.

NOTE VELL: The procedure in the precedi ng paragraph is NOT a | abe
upgrade -- because it is not changing an existing |abel; instead, it
is sinply inserting a Sensitivity Label that has the only "safe"

val ue, given that no other information is known to the receiving

node. In large-scale deploynents, it is very unlikely that a given
node will have any authoritative a priori information about the
security configuration of any node that is NOT on a directly attached
i nk.

If a packet is to be sent to a node that is defined to not be
Sensitivity Label aware, froma node that is |abel aware, then the
Sensitivity Label MAY be renoved upon transmission if and only if

| ocal security policy explicitly permts this. The originating node

is still responsible for ensuring that the Sensitivity Label on the
packet falls within the Sensitivity Label range associated with the
receiving node. |f the packet will traverse nore than one subnetwork

bet ween origin and destination, and those subnetworks are |abel ed,
then the packet SHOULD normally contain a Sensitivity Label so that
the packet will be able to reach the destination and the Internedi ate
Systens will be able to apply the requisite MAC policy to the packet.

NOTE WELL: In some | Pv4d M.S network depl oynments that exist as of the
publication date, if a first-hop router receives an unl abeled | Pv4
packet, the router inserts an appropriate Sensitivity Label into that
| Pv4 packet, in the manner described above. So sending a packet

wi thout a | abel across a nultiple subnetwork path to a destination
does not guarantee that the packet will arrive containing no
Sensitivity Label
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5.

For mat

This section describes the format of the CALIPSO option for use with
| Pv6 datagranms. CALIPSO is an |Pv6 Hop-By-Hop Option, rather than an
| Pv6 Destination Option, to ensure that a security gateway or router
can apply access controls to | Pv6 packets based on the CALIPSO | abe
carried by the packet.

An | Pv6 datagramthat has not been tunnel ed contains at nost one

CALI PSO | abel. I n the special case where (1) a |l abeled | Pv6 datagram
is tunnel ed inside another |abeled |IPv6 datagram AND (2) I P Security
is NOT providing confidentiality protection for the inner packet, the
outer CALIPSO Sensitivity Label must have the same neaning as the

i nner CALIPSO Sensitivity Label. For exanple, it would be invalid to
encapsul ate an unencrypted | Pv6 packet with a Sensitivity Label of
(SECRET, no conpartments) inside a packet with an outer Sensitivity
Label of (UNCLASSIFIED).

If the inner |Pv6 packet is tunneled inside the Encapsul ating
Security Payload (ESP) and confidentiality is being provided to that
i nner packet, then the outer packet MAY have a different CALIPSO
Sensitivity Label -- subject to local security policy.

As a general principle, the nmeaning of the Sensitivity Labels nust be
i dentical when one has a |l abeled cleartext |P packet that has been
encapsul ated (tunnel ed) inside another |abeled |IP packet. This is
true whether one has I Pv6 tunneled in IPv6, |Pv4 tunneled in IPv6, or
| Pv6 tunneled in IPv4. This is essential to nmaintaining proper
Mandat ory Access Controls.

This option’s syntax has been designed with internedi ate systens in
mnd. It is now common for an M.S network depl oynent to contain an
Internmedi ate Systenms acting as a guard (sonetinmes several acting as
guards). Such a guard device needs to be able to very rapidly parse
the Sensitivity Label in each packet, apply ingress interface MAC
policy, forward the packet while aware of the packet’s Sensitivity
Label , and then apply egress interface MAC policy.

At | east one prior IP Sensitivity Label option [FIPS-188] used a
syntax that was unduly conplex to parse in IP routers, hence that
option never was inplenented in an I[P router. So there is a
deliberate effort here to choose a streamined option syntax that is
easy to parse, encode, and inplenent in nore general ternmns.
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5.1. Option Format

The CALI PSO option is an |IPv6 Hop-by-Hop Option and is designed to
conply with I Pv6 optional header rules. Follow ng the nomencl ature
of Section 4.2 of RFC 2460, the Option Type field of this option nust
have 4n+2 alignnent [ RFC2460].

The CALI PSO Option Data MJUST NOT change en route, except when (1)
"DA translation" is perforned by a trusted Internedi ate System (2)
a CALIPSO Option is inserted by a trusted Intermedi ate System upon
recei pt of an unl abel ed 1 Pv6 packet, or (3) a CALIPSO Option is
renoved by a last-hop trusted Internedi ate System i medi ately prior
to forwardi ng the packet to a destinati on node that does not

i mpl ement support for CALIPSO | abels. The details of these three
exceptions are described el sewhere in this docunent.

If the option type is not recognized by a node exam ning the packet,
the option is ignored. However, all inplenentations of this
specification MUST be able to recognize this option and therefore
MUST NOT ignore this option if it is present in an |Pv6 packet.

This option is designed to conply with the I Pv6 optional header rules
[ RFC2460]. The CALIPSO option is always carried in a Hop-By-Hop
Opti on Header, never in any other part of an |IPv6 packet. This rule
exi sts because |IPv6 routers need to be able to see the CALIPSO | abe
so that those routers are able to apply M.S Mandatory Access Controls
to those packets.

The di agram bel ow shows the CALI PSO option along with the required
(first) two fields of the Hop-By-Hop Option Header that envel ops the
CALI PSO option. The design of the CALIPSO option is arranged to
avoid the need for 16 bits of paddi ng between the HDR EXT LEN field
and the start of the CALIPSO option. Al so, the CALIPSO Domai n of

Interpretation field is laid out so that it normally will be 32-bit
al i gned.

| Next Header | Hdr Ext Len | Option Type | Option Length]|
. . . . +

| CALI PSO Domai n of Interpretation |
S Fom e e e oo - S oo +

| Crpt Length | Sens Level | Checksum ( CRC- 16)
. S TR . S +

| Conpartnent Bitmap (Optional; variable |ength) |
. . . . +
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5.1.1. Option Type Field

This field contains an unsigned 8-bit value. Its value is 00000111
(bi nary).
Nodes that do not recognize this option should ignore it. In nmany

cases, not all routers in a given M.S deploynent will contain support
for this CALIPSO option. For interoperability reasons, it is

i mportant that routers that do not support the CALIPSO forward this
packet normally, even though those routers do not recognize the

CALI PSO opti on.

In the event the I Pv6 packet is fragnmented, this option MJST be
copied on fragnmentation. Virtually all users want the choice of
using the I P Authenticati on Header (a) to authenticate this option
and (b) to bind this option to the associated | Pv6 packet.

5.1.2. Option Length Field

This field contains an unsigned integer one octet in size. |Its

m ni num value is eight (e.g., when the Conmpartnent Bitrmap field is
absent). This field specifies the Length of the option data field of
this option in octets. The Option Type and Option Length fields are
not included in the length cal cul ation

5.1.3. Conpartnent Length Field

This field contains an unsigned 8-bit integer. The field specifies
the size of the Conpartrment Bitmap field in 32-bit words. The

m ni mum value is zero, which is used only when the information in
this packet is not in any conpartnent. (ln that situation, the

CALI PSO Sensitivity Label has no need for a Conpartnent Bitnmap).

Note that neasuring the Conpartment Bitmap field length in 32-bit
words permits the header to be 64-bit aligned, follow ng | Pv6

gui del ines, without wasting 32 bits. Using 64-bit words for the size
of the Conpartnent Bitmap field length would force 32 bits of padding
with every option in order to nmaintain 64-bit alignnment; wasting
those bits in every CALIPSO option is undesirable.

Because this specification represents Releasabilities on the wire as

i nverted Compartments, the size of the Conpartnent Bitnmap field needs
to be large enough to hold not only the set of |ogical Compartnents,

but instead to hold both the set of |ogical Conpartnments and the set

of logical Releasabilities.

Recall that the overall length of this option MJST follow |IPv6

optional header rules, including the word alignment rules. This has
inmplications for the valid values for this field. |In sone cases, the
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| ength of the Compartnent Bitmap field m ght need to exceed the
nunber of bits required to hold the sumof the |ogical Conpartnents
and the |l ogical Releasabilities, in order to conply with |Pv6

al i gnment rul es.

5.1.5. Domain of Interpretation Field

This field contains an unsigned 32-bit integer. |ANA maintains a
registry with assignnents of the DO values used in this field. The
DA identifies the rules under which this datagram nmust be handl ed
and protected. The NULL DO, in which this field is all zeros, MJST
NOT appear in any |Pv6 packet on any networKk.

NOTE WELL: The Domain O Interpretation value where all 4 octets
contain zero is defined to be the NULL DO. The NULL DO has no
conpartnents and has a single | evel whose val ue and CALI PSO
representation are each zero. The NULL DA MJST NOT ever appear on
the wire. |If a packet is received containing the NULL DO, that
packet MUST be dropped and the event SHOULD be | ogged as a security
faul t.

5.1.6. Sensitivity Level Field

This contains an unsigned 8-bit value. This field contains an opaque
oct et whose value indicates the relative sensitivity of the data
contained in this datagramin the context of the indicated DO. The
val ues of this field MIUST be ordered, w th 00000000 bei ng the | owest
Sensitivity Level and 11111111 being the highest Sensitivity Level.

However, in a typical deploynent, not all 256 Sensitivity Levels wll
be in use. So the set of valid Sensitivity Level values depends upon
the CALIPSO DA in use. This sensitivity ordering rule is necessary
so that Intermedi ate Systens (e.g., routers or M.S guards) wll be
able to apply MAC policy with m nimal per-packet conputation and

m ni mal configuration.

5.1.7. 16-Bit ChecksumField

This 16-bit field contains the a CRC-16 checksum as defined in
Appendi x C of RFC 1662 [ RFC1662]. The checksumis cal cul ated over
the entire CALIPSO option in this packet, including option header
zer oed-out checksum field, option contents, and any required paddi ng
zero bits.

The checksum MUST al ways be conputed on transm ssi on and MJST al ways

be verified on reception. This checksumonly provides protection
agai nst accidental corruption of the CALIPSO option in cases where
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nei ther the underlyi ng nedi um nor other nechani snms, such as the IP
Aut henti cati on Header (AH), are available to protect the integrity of
this option.

Note that the checksumfield is always required, even when ot her
integrity protection nechanisns (e.g., AH are used. This method is
chosen for its reliability and sinplicity in both hardware and
software i npl enentati ons, and because nany i npl enentati ons al ready
support this checksumdue to its existing use in various |ETF

speci fications.

5.1.8. Conpartnment Bitmap Field

This contains a variable nunber of 64-bit words. Each bit represents
one conpartment within the DO. Each "1" bit within an octet in the
Conpartnent Bitmap field represents a separate conpartnent under
whose rules the data in this packet nmust be protected. Hence, each
"0" bit indicates that the conpartnment corresponding with that bit is
not applicable to the data in this packet. The assignnent of
identity to individual bits within a Conpartnent Bitmap for a given
DO is left to the owner of that DO .

This specification represents a Releasability on the wire as if it
were an inverted Conpartnent. So the Conpartnent Bitmap holds the
sum of both | ogical Releasabilities and also |ogical Conpartnents for
a given DA value. The encoding of the Releasabilities in this field
is described el sewhere in this docunment. The Releasability encoding
is designed to permit the Conpartment Bitmap eval uation to occur

wi t hout the eval uator necessarily knowi ng the human semantic
associated with each bit in the Conpartnment Bitmap. In turn, this
facilitates the inplenentation and configuration of Mandatory Access
Controls based on the Conpartnent Bitmap within I Pv6 routers or guard
devi ces.

5.2. Packet Word Alignnent Considerations

The basic option is variable length, due to the variable Ilength
Conpartnent Bitmap field.

Intermedi ate Systens that |ack customsilicon processing capabilities
and nost End Systens perform best when processing fixed-Iength,
fixed-location items. So the |IPv6 base specification levies certain
requi renents on all |Pv6 optional headers.
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The CALI PSO option nust maintain this IPv6 64-bit alignment rule for
the option overall. Please note that the Conpartnent Bitmap field
has a length in quanta of 32-bit words (e.g., 0 bits, 32 bits, 64
bits, 96 bits), which permits the overall CALIPSO option |length to be
64-bit aligned -- without requiring 32 bits of NULL padding with
every CALI PSO opti on.

6. Usage
Thi s section describes specific protocol processing steps required
for systems that claimto inplenment or conformw th this
speci fication.

6.1. Sensitivity Label Conparisons
Thi s section describes how conpari sons are nade between two
Sensitivity Labels. Inplementing this conparison correctly is
critical to the MLS system providing the intended Mandatory Access
Controls (MACs) to network traffic entering or |eaving the system

A Sensitivity Label consists of a DO, a Sensitivity Level, and zero

or nore Conpartnents. The follow ng notation will be used:
A.DO = the DO portion of Sensitivity Label A
A.LEV = the Sensitivity Level portion of Sensitivity Label A
A.COW = the Conpartnents portion of Sensitivity Label A

6.1.1. "Wthin Range"

A Sensitivity Label "M is "within range" for a particular range
"LOH" if and only if:

1. M LO and H are nenbers of the sanme DO .
(MDA == LO DO == H.DJ)

2. The range is a valid range. A given range LOH is
valid if and only if H dom nates LO

((LOLEV <= H.LEV) && (LO COW <= H .COW))

3. The Sensitivity Level of Mdomnates the |lowend (LO
Sensitivity Level AND the Sensitivity Level of Mis
domi nated by the high-end (H') Sensitivity Level.
(LO LEV <= M LEV <= H.LEV)

AND
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4. The Sensitivity Label M has a Conpartnent Set that
donmi nates the Conpartnment Set contained in the
Sensitivity Label fromthe | owend range (LO, and
that is dom nated by the Compartnent Set contained
in the high-end Sensitivity Label (H') fromthe range.
(LO COW <= M COWP <= HI . COW)

6.1.2. "Less Than" or "Bel ow Range"

A Sensitivity Label "M is "less than" some other Sensitivity Label
"LO'" if and only if:

1. The DO for the Sensitivity Label Mis identical
to the DA for both the | owend and hi gh-end of
the range.

(MDA == LO DA == H .DJ)
AND El THER

2. The Sensitivity Level of Mis less than the
Sensitivity Level of LO

(M LEV < LO. LEV)

3. The Conpartnent Set of Sensitivity Label Mis
dom nated by the Conpartment Set of Sensitivity
Label LO
(M COWP <= LO COWP)

A Sensitivity Label "M is "bel ow range"” for a Sensitivity Label
"LOH", if LOdomnates Mand LOis not equal to M

6.1.3. "Geater Than" or "Above Range"

A Sensitivity Label "M is "greater than" some Sensitivity Label "H"
if and only if:

1. Their DO’'s are identical.
(MDA == H.DA)

AND El THER
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2A. Ms Sensitivity Level is above H's Sensitivity Level.

(MLEV > H .LEV)

2B. Ms Conpartnent Set is greater than H's Conpartnent Set.
(M COWVP > HI . COWP)

A Sensitivity Label "M is "above range" for a Sensitivity Label,
"LOH", if Mdomnates H and Mis not equal to HI.

6.1.4. "Equal To"

A Sensitivity Label "A" is "equal to" another Sensitivity Label "B"
if and only if:

1. They have the exact sane DO .
(A.DO == B.DO)
2. They have identical Sensitivity Levels.
(A. LEV == B.LEV)
3. Their Compartment Sets are identical.
(A COMP == B. COWP)
6.1.5. "Disjoint" or "lnconparable"

A Sensitivity Label "A" is disjoint fromanother Sensitivity Label
"B" if any of these conditions are true:

1. Their DA’'s differ.
(A.DO <> B.DA)

2. B does not dominate A, A does not dom nate B,
and A is not equal to B.

(" (A<B || (A>B) || (A==8B)))
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3. Their Compartnent Sets are disjoint fromeach other;
A's Conpartnent Set does not domi nate B s Conpart nent
Set AND B's Conpartment Set does not dominate A's
Conpartnent Set.

(~"( (A.COWw >= B.COW) || (A COW <= B.COW) ))
6.2. End System Processing

Thi s section describes CALIPSO rel ated processing for |1 Pv6 packets

i nported or exported froman End Systemclaimng to inplenent or
conformwith this specification. This docunent places no additional
requi renments on |IPv6 nodes that do not claimto inplenment or conform
with this document.

6.2.1. Export

An End Systemthat sends data to the network is said to "export" it
to the network. Before a datagram can | eave an end system and be
transmtted over a network, the follow ng ordered steps nust occur:

1. Selection of the export DO :

a) If the upper-1level protocol selects a DO,
then that DA is sel ected.

b) Else, if there are tables defining a specific default
DA for the specific destination End System address
or for the network address, then that DO is sel ected.

c) Else, if there is a specific DO associated with the
sending logical interface (i.e., |IP address), then that
DA is selected.

d) Else the default DO for the systemis selected.

NOTE WELL: A connection-oriented transport-|layer protocol session
(e.g., Transmission Control Protocol (TCP) session, Stream Control
Transm ssion Protocol (SCTP) session) MJST have the same DO and samne
Sensitivity Label for the life of that connection. The DA is

sel ected at connection initiation and MUST NOT change during the
sessi on.

A trusted multi-level application that possesses appropriate

privilege MAY use nultiple connection-oriented transport-|ayer
protocol sessions with differing Sensitivity Labels concurrently.
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Sone trusted UDP-based applications (e.g., renote procedure cal
service) nultiplex different transactions having different
Sensitivity Levels in different packets for the sanme |P session
(e.g., IP addresses and UDP ports are constant for a given UDP
session). In such cases, the Trusted Conputing Base MJST ensure that
each packet is labeled with the correct Sensitivity Label for the
information carried in that particul ar packet.

In the event the End System sel ects and uses a specific DO and that
DA is not recognized by the originating node’'s first-hop router, the
packet MUST be dropped by the first-hop router. In such a case, the
net wor ki ng APl shoul d indicate the connection failure (e.g., with
sone appropriate error, such as ENOTREACH). This fault represents
(1) incorrect configuration of either the Internediate System or of
the End Systemor (2) correct operation for a node that is not
permtted to send | Pv6 packets with that DO through that

I nternmedi ate System

When an MLS End Systemis connected to an MLS LAN, it is possible
that there woul d be nore than one first-hop Internedi ate System
concurrently, with different Internedi ate Systens having different
valid Sensitivity Label ranges. Thoughtful use of the | EEE 802
Virtual LAN (VLAN) standard (e.g., with different VLAN I Ds
corresponding to different sensitivity ranges) m ght ease proper
system configuration in such depl oynents.

2. Export Labeling:

Once the DO is selected, the CALIPSO Sensitivity

Label and val ues are determ ned based on the interna
Sensitivity Label and the DO. |In the event the interna
Sensitivity Level does not map to a valid CALI PSO
Sensitivity Label, then an error SHOULD be returned

to the upper-1level protocol and that error MAY be

| ogged. No further attenpt to send this datagram
shoul d be nade.

3. Access Control

Once the datagramis marked and the sending | ogica
interface is selected (by the routing code), the
datagranis Sensitivity Label is conpared against the
Sensitivity Label range(s) associated with that |ogica
interface. For the datagramto be sent, the interface
MUST list the DO of the datagram Sensitivity Label as
one of the permissible DO’'s and the datagram Sensitivity
Label must be within range for the range associated with
that DA . If the datagramfails this access test, then
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an error SHOULD be returned to the upper-I|evel protocol
and MAY be logged. No further attenpt to send this
dat agram shoul d be made.

| mport

a datagramarrives at an interface on an End System the

receiving End System MJST:

St Johns,

1. Verify the CALI PSO checksum Datagrans wth
i nvalid checksuns MJUST be silently dropped.
Such a drop event SHOULD be | ogged as a security
fault with an indication of what happened.

2. Verify the CALIPSO has a known and valid DO .
Dat agranms wi th unrecogni zed or illegal DOs MJST
be silently dropped. Such an event SHOULD be
| ogged as a security fault with an indication
of what happened.

3. Verify the DO is a permitted one for the receiving
interface. Datagranms with prohibited DO val ues
MJST be silently dropped. Such an event SHOULD
be | ogged as a security fault with an indication
of what happened.

4. Verify the CALIPSO Sensitivity Label is within
the permitted range for the receiving interface:

NOTE WELL: EACH pernmitted DO on an interface has
a separate table describing the permtted range
for that DO .

A datagramwith a Sensitivity Label within the
permtted range is accepted for further processing.

A datagramwith a Sensitivity Label disjoint with
the pernmitted range MJST be silently dropped.

Such an event SHOULD be | ogged as a security fault,
with an indication that the packet was dropped
because of a disjoint Sensitivity Label. An |ICW
error nmessage MUST NOT be sent in this case.

A datagramwith a Sensitivity Label bel ow the
permitted range MJST be dropped. This event

SHOULD be | ogged as a security fault, with an

i ndi cation that the packet was bel ow range.

An | CVP error nmessage MJST NOT be sent in this case.
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A datagramwith a Sensitivity Label above the
permtted range MJST be dropped. This event

SHOULD be I ogged as a security fault, with an

i ndi cation that the packet was above range.

An | CWP error message MJST NOT be sent in this case.

5. Once the datagram has been accepted, the receiving
system MJST use the inport Sensitivity Label and DO
to associate the appropriate internal Sensitivity Labe
with the data in the received datagram This | abe
i nformati on MJST be carried as part of the information
returned to the upper-Ilayer protocol

6.3. Internediate System Processing

Thi s section describes CALIPSO rel ated processing for |1 Pv6 packets
transiting an IPv6 Internediate Systemthat clains to inplement and
conply with this specification. This docunent places no additiona
requirements on IPv6 Internediate Systens that do not claimto conply
or conformwi th this docunent.

The CALI PSO packet format has been designed so that one can configure
an Intermediate Systemwith the mninumsensitivity [evel, maxi mm
Sensitivity Level, mninum conpartnment bitmap, and maxi num

conpartnent bitnmap -- and then depl oy that systemw thout forcing the
systemto know the detail ed human neani ng of each Sensitivity Leve
or compartnent bit value. Instead, once the mninum and nmaxi mum

| abel s have been configured, the Intermediate Systemcan apply a
sinmple algorithmto determ ne whether or not a packet is wthin range
for a given interface. This design should be straight-forward to

i mpl enent in Application-Specific Integrated Circuit (ASIC) or Field
Programmabl e Gate Array (FPGA) hardware, because the option format is
sinmpl e and easy to parse, and because only a single conparison
algorithm (defined in this RFC, hence known in advance) is needed.

6.3.1. Input

Internedi ate Systens have slightly different rules for processing

mar ked datagranms than do End Systens. Primarily, Internediate
Systens do not | MPORT or EXPORT transit datagrams, they just forward
them Also, in nost deployments intermedi ate systens are used to
provi de Mandatory Access Controls to packets traversing nore than one
subnet wor k.

The foll owi ng checks MJST occur before any other processing. Upon
recei ving a CALI PSO-| abel ed packet, an Internediate System rnust:
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CALI PSO

Det erm ne whet her or not this datagramis destined
for (addressed to) this Internediate System |f
so, then the Internedi ate System becones an End
System for the purposes of receiving this

particul ar datagram and the rules for | MPORTI ng
descri bed above are foll owed.

Verify the CALI PSO checksum Datagrans with

i nvalid checksuns MJUST be silently dropped. The
drop event SHOULD be | ogged as a security fault
with an indication of what happened and MAY
additionally be |l ogged as a network fault.

NOTE WAELL:

A checksum failure could indicate a general network
problem (e.g., noise on a radio link) that is

unrel ated to the presence of a CALIPSO option, but
it also could indicate an attenpt by an adversary
to tanper with the value of a CALIPSO | abel .

Verify the CALIPSO has a known and valid DO .

Dat agranms wi th unrecogni zed or illegal DOs MJST
be silently dropped. Such an event SHOULD be

| ogged as a security fault with an indication of
what happened.

Verify the DO is a permitted one for the receiving
interface. Datagrams with prohibited DOs MJST be
silently dropped. Such a drop SHOULD be | ogged as
a security fault with an indication of what
happened.

Verify the Sensitivity Label wi thin the CALI PSO
iswithin the permtted range for the receiving
interface:

NOTE WELL:
Each permitted DO on an interface has a separate
tabl e describing the pernitted range for that DO .

A rejected datagramwith a Sensitivity Label bel ow
or disjoint with the permtted range MJST be
silently dropped. Such an event SHOULD be | ogged
as a security fault with an indication of what
happened. An |ICWP error message MJUST NOT be sent
in this case.
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A rejected datagramwith a Sensitivity Label above
the permitted range MJST be dropped. The drop
event SHOULD be | ogged as a security fault with an
i ndi cati on of what happened. An ICMP error nessage
MUST NOT be sent in this case.

If and only if all the above conditions are net is the datagram
accepted by the IPv6 Internmediate System for further processing and
f or war di ng.

At this point, the datagramis within the pernmtted range for the
Internediate System so appropriate |CMP error nessages MAY be
created by the I P nodul e back to the originating End System regardi ng
the forwarding of the datagram These | CMP nessages MJST be created
with the exact same Sensitivity Label as the datagram causing the
error. Standard rul es about generating |CMP error nessages (e.dg.
never generate an |ICMP error message in response to a received | CVWP
error message) continue to apply. Note that these |ocally generated
| CMP nessages must go through the sanme outbound checks (i ncluding MAC
checks) as any other forwarded datagram as described in the follow ng
par agr aphs.

.3.2. Translation by Intermedi ate Systens

It is at this point, after input processing and before output
processing, that translation of the CALIPSO fromone DO to another
DO takes place in an Internmediate System if at all. Section 6.4
descri bes the two possi bl e approaches to translation

.3.3.  Output

Once the forwardi ng code has selected the interface through which the
datagramwi || be transmitted, the follow ng takes place:

1. If the output interface requires that all packets
contain a CALIPSO | abel, then verify that the packet
contains a CALI PSO | abel

2. Verify the DO is a permitted one for the sending
interface and that the datagramis within the
permtted range for the DO and for the interface

3. Datagrams with prohibited DOs or with out-of-range
Sensitivity Labels MJST be dropped. Any drop event
SHOULD be | ogged as a security fault, including
appropriate details about which datagram was
dropped and why.
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6.

4.

4. Datagrans with prohibited DOs or out-of-range
Sensitivity Labels MAY result in an I CWVP "Destination
Unr eachabl e" error message, dependi ng upon the
security configuration of the system

If the cause of the dropped packet is that the

DA is prohibited or unrecogni zed, then a reason
code of "No Route to Host" is used. |f the dropped
packet’s DO is valid, but the Sensitivity Labe

is out of range, then a reason code of

"Admi nistratively Prohibited" is used. If an

unl abel ed packet has been dropped because the
packet is required to be |abeled, then a reason
code of "Administratively Prohibited" is used.

In all cases, if an ICMP Error Message is sent,
then it MJUST be sent with the sane Sensitivity
Label as the rejected datagram

The choi ce of whether or not to send an | CWP
nmessage, if sending an | CVMP nessage for this case
i s inmplenented, MJST be configurable, and SHOULD
default to not sending an | CVMP nessage. Standard
condi tions about generating |ICVMP error nessages
(e.g., never send an | CVP error nmessage about a
received | CMP error nessage) continue to apply.

Transl ati on

A systemthat provides on-the-fly relabeling is said to "transl ate"
fromone DO to another. There are basically two ways a datagram can
be rel abel ed:

Either the Sensitivity Label can be converted froma CALIPSO
Sensitivity Label, to an internal Sensitivity Label, and then back to
a new CALIPSO Sensitivity Label, exclusive-or a CALIPSO Sensitivity
Label can be directly remapped into a new CALI PSO Sensitivity Label

The first of these methods is the functional equival ent of
"inporting" the datagramthen "exporting" it and is covered in detai
in the "lnmport" (Section 6.2.2) and "Export" (Section 6.2.1) sections
above.

The remai nder of this section describes the second nmethod, which is
direct relabeling. The choice of which method to use for rel abeling
is an inplementation decision outside the scope of this docunent.
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A systemthat provides on-the-fly relabeling wthout inmporting or
exporting is basically a special case of the Internmediate System
rules listed above. Translation or relabeling takes place AFTER all
i nput checks take place, but before any output checks are done.

Once a datagram has passed the Internmedi ate System input processing
and input validation described in Section 6.3.1, and has been
accepted as valid, the CALIPSO in that datagram may be rel abel ed. To
determ ne the new Sensitivity Label, first determ ne the new out put
DA .

The sel ection of the output DO may be based on any of Inconing DO,
Incom ng Sensitivity Label, Destination End System Destination

Net wor k, Desti nation Subnetwork, Sending Interface, or Receiving
Interface, or conbinations thereof. Exact details on how the output
DA is selected are inplenmentati on dependent, with the caveat that it
shoul d be consistent and reversible. |If a datagramfrom End System A
to End System B with DO X maps into DO Y, then a datagramfromB to
Awith DO Y should map into DO X

Once the output DO is selected, the output Sensitivity Label is

det erm ned based on (1) the input DO and input Sensitivity Label and
(2) the output DO. In the event the input Sensitivity Label does
not map to a valid output Sensitivity Label for the output DA, then
the datagram MUST be silently dropped and the drop event SHOULD be

| ogged as a security fault.

Once the datagram has been rel abel ed, the Intermedi ate System out put
procedures described in Section 6.3.3 are followed, with the
exception that any error that would cause an |CMP error nessage to be
generated back to the originating End Systeminstead MJST silently
drop the datagram wi t hout sending an | CMP error nessage. Such a drop
SHOULD be | ogged as a security fault.

7. Architectural and Inplenentation Considerations

This section contains "inplenmentation considerations”; it does not
contain "requirenents”. |Inplenentation experience m ght eventually
turn some of theminto inplenmentation requirenents in some future
versi on of this specification.

This I Pv6 option specification is only a small part of an overall
distributed Multi-Level Secure (MS) deploynent. Detailed
instructions on howto build a Miulti-Level Secure (M.S) device are
wel | beyond the scope of this specification. Additional information
on inplementing a Multi-Level Secure operating system for exanple

i mpl enenting an MLS End System is available froma range of sources
[TCSEC] [TNI] [CWAN [CC] [I SO 15408] [ M.OSPP] .
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Because the usual 5-tuple (i.e., Source |P address, Destination IP
address, Transport protocol, Source Port, and Destination Port) do
not necessarily uniquely identify a flowwi thin a | abel ed M.S network
depl oyrment, some applications or services mght be inpacted by
multiple flows mapping to a single 5-tuple. This mght have
unexpected inpacts in a | abel ed M.S network depl oynent using such
application protocols. For exanple, Resource Reservation Protoco
(RSVP), Session Initiation Protocol (SIP), and Session Description
Protocol (SDP) m ght be inpacted by this.

A nunber of Commercial - O f-The-Shel f (COTS) applications (e.g.
Renote Access Dial-1n User Service (RADI US), Hyper-Text Transfer
Protocol (HTTP), and Transport-Layer Security (TLS) web content
access) have been included in M.S network depl oynents for about two
decades, without operational difficulties or a need for specia

nodi fications. The ability to use these comon applications
denonstrates that the basic Internet architecture remains unchanged
in an M.S depl oynment, although certain details (e.g., adding |abels
to | P datagrans) do change.

7.1. Intermedi ate Systemns

Hi storically, RFC 1108 was supported by one comercial |abel-aware IP
router. Neither RFC 1038 nor FIPS-188 were supported in any
comercial IP router, so far as the authors are aware. A | abel -aware
router does not necessarily use an M.S operating system Instead, a
| abel -aware router might use a conventional router operating system
addi ng extensions to permnmit application of per-logical-interface

| abel -oriented Access Control Lists (ACLs) to |IP packets entering and
| eaving that router’s network interface(s).

Thi s proposal does not change IP routing in any way. Existing

| abel -aware routers do not use Sensitivity Labels in path

cal cul ati ons, Routing Information Base (Rl B) or Forwarding
Informati on Base (FIB) cal culations, their routing protocols, or
their packet forwardi ng deci sions.

Simlarly, existing M.S network depl oynents use many protocols or
specifications, for exanple, Differentiated Services, wthout

nodi fication. For Differentiated Services, this m ght mean that
multiple IP flows (i.e., flows differing only in their CALIPSO | abe
val ue) woul d be categorized and handl ed by Internedi ate Systens as if
they were a single flow

Rout er performance is optinmized if there is hardware support for
appl yi ng the Mandatory Access Controls based on this |abel option
An issue with CIPSOis that the option syntax is remarkably conpl ex
[FIPS-188]. So this label option uses a sinmplified syntax. This
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shoul d make it nore practical to create customlogic (e.g., in
Verilog) with support for this option and the associ ated Mandatory
Access Control s.

7.2. End Systens

It is possible for a systemadnmnistrator to create two DOs with
di fferent overlapping compartnment ranges. This can be used to reduce
the size of the IPv6 Sensitivity Label option in some depl oynents.

7.3. Upper-Layer Protocols

As CALIPSO is an I P option, this docunent focuses upon the network-
I ayer handling of |IP packets containing CALI PSO options. This
section provides sone di scussion of some upper-layer protocol issues.

This section is not a conplete specification for how an M.S End
System handl es information internally after the decision has been
nade to accept a received | Pv6 packet containing a CALIPSO option
| mpl ementers of M.S systens might wish also to consult [TCSEC],
[TNI], [CWY, [CC, [ISO 15408], and [ M.OSPP].

In a typical M.S End System the information received fromthe
network (i.e., information not dropped by the network | ayer as a
result of the CALIPSO processing described in this docunent) is
assigned an internal Sensitivity Label while inside the End System
operating system The M.S End System uses the Bell-LaPadul a

Mandat ory Access Control policy [BL73] to deternine how that
information is processed, including to which transport-|ayer sessions
or to which applications the information is delivered.

Wthin this section, we use one additional notation, in an attenpt to
be both clear and concise. Here, the string "WXY" defines a
Sensitivity Label where the Sensitivity Level is Wand where X and Y
are the only conpartnents enabled, while the string "W:" defines a
Sensitivity Label where the Sensitivity Level is Wand there are no
conpartnents enabl ed.

7.3.1. TCP-Rel ated | ssues

Wth respect to a network, each distinct Sensitivity Label represents
a separate virtual network, which shares the sane physical network.

The above statement, taken from Section 3, has a non-obvious, but
critical, corollary. |If there are separate virtual networks, then it
is possible for a systemthat exists in multiple virtual networks to
have identical TCP connections, each one existing in a different
virtual network.
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TCP connections are nornmally identified by source and destination
port, and source and destination address. |If a system|abels
datagrans with the CALIPSO option (which it must do if it exists in
multiple virtual networks - e.g., a "Multi-Level Secure" system,
then TCP connections are identified by source and destination port,
source and destination address, and an internal Sensitivity Labe
(optionally, a Sensitivity Label range). This corrects a technica
error in RFC 793, and is consistent with all known MS operating
systeminplenmentations [TNI] [RFC793]. There are no known currently
depl oyed TCP instances that actually conmply with this specific detai
of RFC 793.

7.3.2. UDP-Rel ated |ssues

Unlike TCP or SCTP, UDP is a statel ess protocol, at |east
conceptual ly. However, many inplenmentations of UDP have sone session
state (e.g., Protocol Control Blocks in 4.4 BSD), although the UDP
protocol specifications do not require any state.

One consequence of this is that in widely used End System

i mpl ement ati ons of UDP and | Pv6, a UDP |istener m ght be bound only
to a particular UDP port on its End System-- without binding to a
particul ar renote | P address or |ocal |P address.

UDP can be used with unicast or with nmulticast. Sone existing UDP
End Systeminplenmentations permt a single UDP packet to be delivered
to nore than one listener at the sanme time. Except for the
application of Mandatory Access Controls, the behavior of a given
system should remain the sane (so that application behavior does not
change in sone unexpected way) with respect to delivery of UDP
datagrans to |isteners.

For exanple, if a listener on UDP port X has a Sensitivity Labe
range with a mnimumof "S:AB" and a maxi num of "S: AB", then only
datagrans with a destination of UDP port X and a Sensitivity Label of
"S:AB" will be delivered to that |istener.

For exanple, if a listener on UDP port Y has a Sensitivity Labe
range with a mninmmof "W:" and a nmaxi num of "X ABC' (where X
domi nates W, then a datagram addressed to UDP port Y with a
Sensitivity Label of "WA" normally would be delivered to that
l'i stener.

7.3.3. SCTP-Rel ated | ssues

Wth respect to a network, each distinct Sensitivity Label represents
a separate virtual network, which shares the same physical network.
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The above statement, taken from Section 3, has a non-obvious, but
critical, corollary. |If there are separate virtual networks, then it
is possible for a systemthat exists in nultiple virtual networks to
have identical SCTP connections, each one existing in a different
virtual network.

As with TCP, SCTP is a connection-oriented transport protocol and has
substantial session state. Unlike TCP, SCTP can support session-
endpoi nt mgration anpong | P addresses at the same end node(s), and
SCTP can al so support both one-to-one and one-to-nmany conmuni cation
sessi ons.

In single-level End Systens, in the one-to-one nbde, the SCTP session
state for a single |ocal SCTP session includes the set of renote IP
addresses for the single remote SCTP i nstance, the set of local IP
addresses, the renote SCTP port number, and the |ocal SCTP port
nunber .

In single-level End Systens, in the one-to-many node, the SCTP
session state for a single local SCTP instance can have multiple
concurrent connections to several different renote SCTP peers. There
cannot be nore than one connection froma single SCTP instance to any
gi ven renmote SCTP instance. Thus, in single-level End Systens, in
the one-to-nany node, the |ocal SCTP session state includes the set
of renote | P addresses, the set of local |IP addresses, the renpte
SCTP port number for each remote SCTP instance, and the (single)

[ ocal SCTP port nunber.

In MLS End Systens, for either SCTP npde, the SCTP session state
additionally includes the Sensitivity Label for each SCTP session. A
singl e SCTP session, whether in the one-to-one node or in the one-
to-many node, MJST have a single Sensitivity Label, rather than a
Sensitivity Label range.

Unli ke TCP, SCTP has the ability to shift an existing SCTP session
fromone endpoint IP address to a different |IP address that bel ongs
to the sanme endpoi nt, when one or nore endpoints have multiple IP
addresses. |If such shifting occurs within an M.S depl oynent, it is
important that it only nove to an IP address with a Sensitivity Labe
range that includes that SCTP session’s own Sensitivity Label

Further, although a node might be nulti-honed, it is entirely
possi bl e that only one of those interfaces is reachable for a given
Sensitivity Label value. For exanple, one network interface on a
node might have a Sensitivity Label range from"A: :" to "B: XY" (where
B dominates A), while a different network interface on the sanme node
m ght have a Sensitivity Label range from"U. :" "U:" (where A

dom nates U). 1In that exanple, if a packet has a CALI PSO | abel of
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"A: X", then that packet will not be able to use the "U'-only network
interface. Hence, an SCTP i nplenmentati on needs to consider the
Sensitivity Label of each SCTP instance on the |ocal system when
deci di ng which of its own |IP addresses to comrunicate to the renote
SCTP instance(s) for that SCTP instance. This issue mght lead to
novel operational issues with SCTP sessions. |nplenenters ought to
gi ve special attention to this SCTP-specific issue.

7.3.4. Security Logging

This option is reconrended for deploynment only in well-protected
private networks that are NOT connected to the global Internet. By
definition, such private networks are al so conposed only of trusted
systens that are believed to be trustworthy. So the risk of a

deni al - of -service attack upon the | ogging inplenmentation is much
lower in the intended depl oynent environment than it woul d have been
for general Internet deploynents.

8. Security Considerations

Thi s docunent describes a mechanismfor adding explicit Sensitivity
Labels to I Pv6 datagrans. The primary purpose of these labels is to
facilitate application of Mandatory Access Controls (MAC) in End
Systens or Internediate Systens that inplenent this specification

As such, correct inplementation of this nechanismis very critical to
the overall security of the systems and networks where this
mechani sns i s depl oyed. Use of high-assurance devel opnent techni ques
is encouraged. End users should carefully consider the assurance
requirenents of their particular deploynent, in the context of that
depl oynment’ s prospective threats.

A concern is that since this label is used for Mandatory Access
Controls, sone nethod of binding the Sensitivity Label option to the
rest of the packet is needed. Wthout such binding, malicious

nodi fication of the Sensitivity Label in a packet would go
undetected. So, inplenentations of this Sensitivity Label option
MUST al so i npl enent support for the | P Authenticati on Header (AH).

| mpl ement ati ons MUST pernit the system administrator to configure
whet her or not AH is used.

ESP with null encryption mechanismcan only protect the payload of an
| Pv6 packet, not any Hop-by-Hop Options. By contrast, AH protects
all invariant headers and data of an | Pv6 packet, including the

CALI PSO Hop-by-Hop Option. The CALIPSO option defined in this
docunent is always an | Pv6 Hop-by-Hop Option, because the CALIPSO
option needs to be visible to, and parsable by, IPv6 routers and
security gateways so that they can apply MAC policy to packets.
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It is anticipated that if AHis being used with a symetric
aut hentication algorithm then not only the recipient End System but

al so one or nore security gateways along the path, will have
know edge of the symmetric key -- so that AH can be used to
aut henticate the packet, including the CALIPSO | abel. 1In this case,

all devices knowing that symetric authentication key would need to
be trusted. Alternatively, AH nay be used with an asymetric

aut hentication algorithm so that the recipient and any security
gat eways with know edge of the authentication key can authenticate
the packet, including the CALIPSO | abel

If AH or ESP are enployed to provide "labeled IP Security" within
sonme CALI PSO depl oynent, then the Sensitivity Label of the IP
Security Association used for a given packet MJST have the sane
nmeani ng as the Sensitivity Label carried in the CALIPSO option of

that packet, in order that MAC policy can and will be correctly
appl i ed.
Because the | P Authentication Header will include the CALI PSO option

anong the protected | Pv6 header fields, nodification of a CALI PSO

| abel ed packet that also contains an |IP Authentication Header will
cause the resulting packet to fail authentication at the destination
node for the AH security session. Therefore, CALIPSO | abels cannot
be inserted, deleted, or translated for | Pv6 packets that contain an
| P Aut henti cati on Header

NOTE WELL: The "not nodified during transit” bit for 1Pv6 option
types was really created to be the "include in AH cal cul ati ons"
signal. There was no other reason to define that bit in |IPv6.

In situations where a nodification by an Internediate Systemis
required by policy, but is not possible due to AH, then the packet
MJST be dropped instead. |f the packet nust be dropped for this
reason, then an |ICVP "Destination Unreachable" error message SHOULD
be sent back to the originator of the dropped packet with a reason
code of "Admi nistratively Prohibited". |If the packet can be
forwarded properly w thout violating the MLS MAC policy of the
Internmediate System then (by definition) such a packet nodification
is not required.

Note that in a nunmber of error situations with | abel ed networking, an
| CMP error nessage MUST NOT be sent in order to avoid creating
security problens. |In certain other error situations, an | CVP error
nessage night be sent. Such |ICWP handling details have been
described earlier in this docunent. Even if an |ICMP error nessage is
sent, it might be dropped along the way before reaching its intended
destination -- due to MAC rules, DO differences, or other configured
security policies along the way fromthe node creating the I CVMP error
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9.

9.

nessage to the intended destination node. |In turn, this can nean
operational faults (e.g., fibre cut, msconfiguration) in a |abeled
net wor k depl oynent might be nore difficult to identify and resol ve.

This mechanismis only intended for deploynment in very limted
circunst ances where a set of systens and networks are in a well-
protected operating environnment and the threat of external or
internal attack on this mechanismis considered acceptable to the
accreditor of those systens and networks. |P packets containing
vi si bl e packet |abels ought never traverse the public Internet.

Thi s specification does not seek to elimnate all possible covert
channels. The TCP specification clarification in Section 7.3.1
happens to reduce the bandwi dth of a particular known covert channel
but is present primarily to clarify how networked M.S systens have
al ways been inplenented [TNI] [ MLOSPP] .

O course, subject to local security policies, encrypted | Pv6 packets
with CALIPSO | abel s might well traverse the public Internet after
receiving suitable cryptographic protection. For exanple, a

CALI PSO- | abel ed packet might travel either through a Tunnel - node ESP
(with encryption) VPN tunnel that connects two or nore M.S-I abel ed
network segments. Alternatively, a CALIPSO | abel ed | Pv6 packet m ght
travel over sonme external |ink that has been protected by the

depl oyment of evaluated, certified, and accredited bul k encryptors
that woul d encrypt the |abel ed packet before transnission onto the
link and decrypt the | abel ed packet after reception fromthe |ink

Accreditors of a given CALI PSO depl oynent shoul d consider not only
personnel cl earances and physical security issues, but also

el ectronic security (e.g., TEMPEST), network security (NETSEC)
conmuni cations security (COVBEC), and other issues. This
specification is only a small conponent of an overall MS network
depl oyrent .

| ANA Consi derati ons
1. |IP Option Nunber
An | Pv6 Option Number [RFC2460] has been registered for CALIPSO

HEX Bl NARY
act chg rest

7 00 0 00111 CALI PSO
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the first two bits indicate that the | Pv6

node skip over this option and continue processing the header if it

does not

recogni ze the option type.

The third bit indicates that the

Option Data nust not change en route.

Thi s docunent

9.2. CALIPSO DA Val ues Registry

| ANA has created a registry for CALIPSO DO val ues.
registry,

val ues for the CALI PSO DO
format, are as foll ows:
DA Val ue
0:0:0:0

0:0:0:1 to 0:255: 255: 255

1: 0:0: 0 to 254: 255: 255: 255

255:0:0: 0 to 255:255: 255: 255

is listed as the reference docunent.

The initia
shown in col on-separated quad

Organi zation or Use

NULL DO . This ought not
be used on any networKk.

For private use anobng
consenting parties within
private networks.

For assignnent by IANA to
organi zations follow ng the
Expert Revi ew procedure

[ RFC5226] .

Reserved to the | ETF for
future use by possible
revisions of this specification

The CALIPSO DO value 0:0:0:0 is the NULL DO and is not to be used

on any network or

Al
for

ot her CALI PSO DA val ues begi nning with deci mal O:
private use anobngst consenting parties;
not be allocated by IANA to any particul ar

in any depl oyment.

are reserved
values in this range wll
user or user comunity.

For the CALIPSO DO values 1:0:0:0 through 254: 255: 255: 255

(inclusive),

CALI PSO DA val ues begi nning with deci nal

| ETF for potenti al
| ESG approva
range.
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| ANA shoul d follow the Expert Review procedure when DO
Al l ocation requests are received.

255 are reserved to the

future use in revisions of this specification
is required for allocation of DO values within that
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