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1. Introduction

Thi s docunent specifies PA-TNC, a Posture Attribute (PA) Protoco
identical to the Trusted Computing Group’s IF-M 1.0 protocol [8].
The docunent then eval uates PA-TNC agai nst the requirements defined
in the Network Endpoi nt Assessment (NEA) Requirenents specification

[9].
1.1. Prerequisites

Thi s docunent does not define an architecture or reference nodel
Instead, it defines a protocol that works within the reference nodel
described in the NEA Overvi ew and Requirenents specification. The
reader is assunmed to be thoroughly famliar with that docunment. No
famliarity with TCG specifications is assuned.

1.2. Message Di agram Conventi ons

Thi s specification defines the syntax of PA-TNC nessages using

di agrams. Each diagram depicts the format and size of each field in
bits. Inplenmentations MIUST send the bits in each diagramas they are
shown, traversing the diagramfromtop to bottomand then fromleft
to right within each line (which represents a 32-bit quantity).
Multi-byte fields representing nunmeric values nmust be sent in network
(bi g endi an) byte order.

Descriptions of bit field (e.g., flag) values are described referring
to the position of the bit within the field. These bit positions are
nunbered fromthe nost significant bit through the |east significant
bit, so a 1-octet field with only bit 0 set has the val ue 0x80.

1.3. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. Design Considerations

Thi s section discusses sone of the key design considerations for the
PA protocol .

2.1. Standard Attribute Nanmespace for Interoperability
The PA protocol requires the use of two categories of nanespaces:
conponent types (AKA PA subtypes) and attributes. Each of these

nanespace categories needs to contain well-known, interoperable nanes
with defined syntax and semantics co-existing with nanes for vendor-
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defined private extensions. Simlarly, each nanmespace category needs
to be readily extensible w thout repeated coordinati on yet avoids
nanmi ng conflicts.

The PA-TNC and PB- TNC protocols provide for multiple orthogona
nanespaces for each category that exist w thout overlap by including
a Structure of Managenent Information (SM) Private Enterprise Nunber
(PEN) field to identify the definer of namespace of the associated
field. This allows the ETF NEA W5 to define a set of standard
conponent types and attribute types while allow ng vendors to each
create additional nanes outside of the |IETF standard nanespace. Over
time, vendor-defined names m ght be proposed for standardization and
thus migration into the | ETF nanespace.

The PB-TNC protocol defines an | ETF standard namespace (using
vendor-id=0) that allows for definition of standard component types
(e.g., Operating System Firewall, Anti-Virus) using the PA Subtype
field (see section 3.2). Simlarly, PA-TNC defines a set of standard
attributes in section 4.2 that represent the nost conmon capabilities
(attributes) of these types of conponents across a variety of vendor

i mpl ement ati ons. The standard namespace all ows NEA depl oynents with
bot h open source and vendor-provi ded NEA i npl enentations to support a
consi stent set of policies across their environment based on these
standard attributes. The standard attributes can be used with a
variety of endpoints (hosts, printers, nobile devices) that are
runni ng applications and operating systens (defined by the PA
subtypes) froma variety of vendors.

2.2. Vendor-Defined Nanespace for Differentiation and Agility

The endpoint is a very dynamic environnment in terns of rate of new
features being deployed and attacks that are crafted agai nst existing
and new applications such as viruses, wornms, malware, and spyware.

It is difficult to imagi ne the standard nanespaces being able to keep
pace with this rapidly changi ng environnent. Vendors typically
differentiate thensel ves by noving rapidly to provide unique
nechani sns to address such threats and their ability to deal with
changes in an agile nanner. The PA-TNC and PB- TNC protocols allow
for creation of vendor-defined namespace(s) where each nanespace

al  ows use of vendor-defined PA subtypes to identify non-standard
applications or operating systemvariants and vendor-defined
attributes describing new aspects of each type of conponent. The
vendor nanespaces will allow NEA depl oynents to craft conpliance
policies using a mxture of attributes fromboth the | ETF standard
nanespace and vendor-defined nanespaces that may include nmultiple
vendors representing the various hardware and software components
present on the endpoints.
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The PA-TNC protocol’s use of vendor-id to identify the nanmespace of
each attribute allows Posture Collectors to support sone or all of
the I ETF standard attributes plus optionally a set of vendor-defined
attributes (potentially fromnore than one vendor-id nanespace). For
i nstance, an open source anti-virus Posture Collector m ght be
witten that supports all of the | ETF standard attributes used to
describe a local anti-virus conponent and a subset of nultiple anti-
vi rus manufacturers’ vendor-defined attributes. This Posture

Col  ector might therefore be able to interoperate with Posture
Validators fromnultiple vendors. Conversely, a sinple Posture
Col l ector mght be witten to ignore any vendor-defined attributes
requested and only return standard attributes that it supports. |If
the vendor-provided Posture Validator’'s policy allows for this subset
to be considered conpliant, then these sinple Posture Collectors can
be used to performa successful assessnent.

2.3. Use of TLV-Based Encoding for Efficiency

The PA-TNC protocol has chosen to enploy a binary encodi ng using a
type-l ength-value (TLV) structure. TLV encoding was preferred over
the use of a textual encoding format such as XML to provide a nore
efficient utilization of the potentially constrai ned bandw dth
avai |l abl e between the NEA Client and NEA Server (see NEA Overview and
Architecture [9]). Efficiency was a primary criterion for this
choice with consideration given to both:

1. Optimization of the bits-on-the-wire to acconmopdat e NEA
requi rements for assessnent over |ow bandw dth or high I atency
links (C-8) and allow for the Posture Transport (PT) protoco
to run over existing network access protocols (PT-4, C 11) that
are constrai ned by packet size.

2. Optimzation of CPU utilization on the endpoint to accomuvdate
for | ow power endpoints such as nobil e devices.

The choi ce of TLV encodi ng does not preclude the use of XM.-based
attribute values within the vendor nanespaces or future standard
attributes. It is conceivable that certain vendors may utilize XM
encoding for extensibility within their nanespace when the above
consi derations are less applicable to their technologies. Attributes
encoded within the vendor-defined nanespace using alternate encoding
such as XM. will be opaque to NEA software only supporting standard
attributes and will be processed prinarily by the vendor-defined
conponents (coll ector/validator).
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3.

3.

PA- TNC Message Protocol

This section discusses the use of the PA-TNC nessage and its
attributes, and specifies the syntax and senmantics for the PA-TNC
nmessage header. The details of each attribute included within the
PA- TNC payl oad are specified in section 4.2.

1. PA-TNC Messagi ng Mode

PA- TNC nessages are carried by the PB-TNC protocol [5], which
provides a multi-roundtrip reliable transport and end-to-end nessage
delivery to subscribed (interested) parties using a variety of
underlying network protocols. PA-TNC is unaware of these underlying
PT protocol s being used bel ow PB- TNC.

The interested parties consist of Posture Collectors on the NEA
Client and Posture Validators associated with the NEA Server that
have registered to receive nessages about particular types of
conponents (e.g., anti-virus) during an assessnent. The PA-TNC
nessagi ng protocol operates synchronously within an assessnent
session, with Posture Collectors and Posture Validators taking turns
sendi ng one or nore messages to each other. Each PA-TNC nessage may
contain one or nore attributes associated with the functiona
conponent identified in the conponent type (PA Subtype) of the

Post ure Broker (PB) protocol

Posture Collectors may only send PA-TNC nessages to Posture
Val i dators and vice versa. No Posture Collector-to-Posture Coll ector
or Posture Validator-to-Posture Validator messaging is allowed to
occur. Each Posture Collector or Posture Validator may send severa
PA- TNC nessages in succession before indicating that it has conpleted
its batch of nessages to the Posture Broker Cient or Posture Broker
Server respectively. As necessary, the Posture Broker Cient and
Posture Broker Server will batch these nessages prior to sending them
over the network.

PB- TNC provi des a publish/subscri be nodel of nmessage exchange. This
neans that, at any given point in tine, zero or nore subscribers for
a particular type of nmessage nmay be present on a Posture Broker
Client or Posture Broker Server. This is beneficial, since it allows
one Posture Collector or Posture Validator to conbine nultiple
functions (like anti-virus and personal firewall) by subscribing to
both TNC standard conponent types. It also allows multiple Posture
Col l ectors or Posture Validators to support the same conponents, such
as two anti-virus Posture Validators that are each used to nanage
their own respective anti-virus client software.
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However, this publish/subscribe nodel has sone possibl e negative side
effects. When a Posture Collector or Posture Validator initially
sends a PA-TNC nmessage, it does not know whether it will receive
many, one, or no PA-TNC messages fromthe other side. For many types
of assessnents, this is acceptable, but in some cases a nore direct
channel binding between a particular Posture Collector and Posture
Validator pair is necessary. For exanple, a Posture Validator nay

wi sh to provide remediation instructions to a particular Posture
Col l ector that it knows is capable of remediating a non-conpliant
conponent. This can be acconplished using the exclusive delivery PB-
TNC capability to limt distribution of a nessage to a single Posture
Col l ector by including the target Posture Collector ldentifier in the
PB- PA header. For nore information on the PB-PA header, see section
4.5 of the PB-TNC specification.

3.2. PA-TNC Rel ationship to PB-TNC

This section summari zes the major el enents of a PA-TNC nessage as
they m ght appear inside of a PB-TNC nessage. The double line (===
in the diagram bel ow i ndicates the separati on between the PB-TNC and
PA- TNC protocols. The PA-TNC portion of the nmessage is delivered to
each Posture Collector or Posture Validator registered to receive
nmessages containing a particular nmessage type. Note that PB-TNC is
capabl e of carrying nultiple PB-TNC and PA-TNC nessages in a single
PB- TNC batch. See the PB-TNC specification [5] for nore information
on its capabilities.

One inmportant |inkage between the PA-TNC and PB-TNC protocols is the
PA message type (PA Message Vendor |ID and PA Subtype) that is used by
the Posture Broker Client and Posture Broker Server to route nessages
to interested Posture Collectors and Posture Validators. The nessage
type indicates the software conponent (component type) that is
associated with the attributes included inside the PA-TNC nessage.
Therefore, Posture Collectors and Posture Validators witten to
support an assessnent of a particul ar conponent can register to
recei ve nessages about the conponent and thus participate inits
assessment. Each Posture Coll ector and Posture Validator MJST only
send PA- TNC nmessages containing attributes that pertain to the

sof tware conponent defined in the nmessage type of the message. This
ensures that only the appropriate Posture Collectors and Posture
Validators that support a particular type of conponent will receive
attributes related to that conponent. |If a PA-TNC nessage contai ned
a mx of attributes about different conponents and a nessage type of
only one of those conponents, the nessage would only be delivered to
parties interested in the conponent type included in the nessage
type, so other interested recipients wouldn't see those attributes.
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The nessage type is conposed of two fields: a PA Message Vendor ID
and a PA Subtype. The PA Message Vendor ID identifies the vendor or
ot her organization that defined this nmessage type. The PA Subtype
identifies the nessage type nore specifically within the set of
nmessage types defined by that vendor. This specification defines
several |ETF Standard PA Subtypes to be used with a PA Message Vendor
ID of zero (0). Wthin this specification, the PA Subtype field is
used to indicate the type of conponent (e.g., firewall) involved with
the nmessage’s attributes. Therefore, for clarity, the PA subtype
will be referred to as the "component type" in this specification.
Vendor - defi ned namespaces may use ot her senmantics for the PA Subtype
field as this is outside the scope of this specification

T T i S e i s st oI S e S e S il Tt S S R S S e S
| PB- TNC Header |
T i T e T sl et i e S S S I S S S T
| PB- TNC Message of type PB-PA-Message |
| (i ncl udes PA Message Vendor | D, PA Subtype, and other fields
| used by Posture Broker Cient and Posture Broker Server for
| routing) |

B i i T e S ik seTe O I S i S S R S R it dEIE I R SR
| PA- TNC Message Header |
I i i it S R R e e R e e S it I SR e e S T e it S SRR R
| PA-TNC Attribute

| (e.g., Product Information) |
i T i e e i T i e S e S e e e I S R S o s e ol o
| PA-TNC Attribute

| (e.g., Operational Status)

I i i it S R R e e R e e S it I SR e e S T e it S SRR R

Figure 1. Overview of a PB-TNC batch that contains a PA-TNC nmessage

For exanple, if a Posture Broker dient sent a PB-TNC batch that
contai ned a PA-TNC nessage with a nmessage type indicating firewal
conponent, this nmessage would be routed by the Posture Broker Server
to Posture Validators registered to assess firewalls. Each

regi stered Posture Validator would receive a copy of the PA-TNC
nmessage i ncluding the PA-TNC header and set of attributes. It is

i mportant that each of the attributes included in the PA-TNC nessage
be associated with the firewall conponent because only the Posture
Col  ector and Posture Validator interested in firewalls will receive
such nessages.
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If the above nessage contained both firewall and operating system
attributes inside a PA-TNC nessage with a conmponent type of firewall,
then any Posture Collector and Posture Validator registered to
recei ve operating system messages woul d not receive those attributes,
as the nessages would only be delivered to those registered for
firewal | nessages.

3.3. PB-PA Posture Collector and Posture Validator ldentifiers

The PB- PA header contains several fields inportant to the processing
of a received PA nessage. The PA Vendor ID and Subtype are descri bed
in the PB-TNC specification and above in section 3.2. Also present
in the PB-PA header is a pair of fields that identify the Posture
Col I ector and/or Posture Validator involved in the exchange. These
fields are used for perform ng exclusive delivery of nessages as
described in section 3.1 and as an indicator for correlation of

recei ved attri butes.

Correlation of attributes is necessary when the sendi ng Posture
Col I ector provides posture for multiple inplenentations of a single
type of conponent during an assessnent, so the recipient Posture
Val i dators need to know which attributes are describing the sane

i mpl enent ati on.

For exanple, a single Posture Collector might report attributes on
two installed VPN inplenmentations on the endpoint. Because the

i ndi vidual attributes do not include an indication of which VPN
product they are describing, the recipient needs something to perform
this correlation. Therefore, for this exanple, the VPN Posture

Col  ector would need to obtain two Posture Collector ldentifiers from
the Posture Broker Client and consistently use one with each of the

i mpl ement ations during an assessnent. The VPN Posture Coll ector
woul d group all the attributes associated with a particular VPN

i mpl enentation into a single PB-PA nessage and send the nmessage using
the Posture Collector ldentifier it designates as going with the
particular inplementation. This approach allows the recipient to
recogni ze when attributes in future assessnent nessages al so descri be
the sane conponent inpl enentation

3.4. PA-TNC Messages in PB-TNC

As depicted in section 3.2, a PA-TNC nessage consists of a PA-TNC
header followed by a sequence of one or nore attributes. The PA-TNC
nessage header (described in section 3.6) and the header for each of
the PA-TNC attributes (specified in section 4.1) have a fixed type-

| engt h-val ue (TLV) format. Each PA-TNC nmessage MAY contain a m xture
of standards-based and vendor-defined attributes identifiable using
the type portion of the attribute header. Al Posture Collectors and
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Posture Validators conpliant with this specification MJST be capabl e
of processing multiple attributes in a received PA-TNC nessage. A
Posture Coll ector or Posture Validator that receives a PA-TNC nessage
can use the attribute header’'s length field to skip any attributes
that it does not understand, unless the attribute is marked as
mandatory to process.

3.5. | ETF Standard PA Subtypes

This section defines several |ETF Standard PA Subtypes. Each PA
subtype defined here identifies a specific conponent relevant to the
endpoint’s posture. This allows a snmall set of generic PA-TNC
attributes (e.g., Product Information) to be used to describe a |arge
nunber of different conmponents (e.g., operating system anti-virus,
etc.). It also allows Posture Collectors and Posture Validators to
specialize in a particular conmponent and only recei ve PA-TNC nessages
rel evant to that component.

Val ue I nt eger Definition

0 Testing Reserved for use in specification
exanpl es, experimentation and
testing.

1 Qperating System Qperating systemrunning on the
endpoi nt

2 Anti-Virus Host - based anti-virus software

3 Ant i - Spywar e Host - based anti-spyware software

4 Anti - Mal war e Host - based anti-malware (e.g., anti-

bot) software not included wthin
anti-virus or anti-spyware components

5 Fi rewal | Host - based firewal

6 | DPS Host - based | ntrusi on Detection and/or
Preventi on Software (1 DPS)

7 VPN Host - based Virtual Private Network
(VPN) software

8 NEA C i ent NEA client software
These PA subtypes nust be used in a PB-PA nmessage with a PA Message

Vendor 1D of zero (0) indicating an | ETF standard type of conponent
(as described in the PB-TNC specification [5]). |If these PA subtype
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val ues are used with a different PA Message Vendor |ID, they have a
conpletely different nmeaning that is not defined in this
specification. Posture Collectors and Posture Validators MJST NOT
requi re support for particular vendor-specific PA subtypes and MJST
interoperate with other parties despite any differences in the set of
vendor - speci fi c PA subtypes supported (although they MAY permit

adm nistrators to configure themto require support for specific PA
subt ypes).

3.6. PA-TNC Message Header For mat

This section describes the format and semantics of the PA-TNC header.
Every PA-TNC nessage MJST start with a PA-TNC header. The PA-TNC
header provi des a comopn context applying to all of the attributes
contained within the PA-TNC payl oad. The payl oad consists of a
sequence of assessnment attributes described in section 4.2.

1 2 3
01234567890123456789012345678901
T S s S e St SR S R S S S

| Ver si on | Reserved

I I s S i Sl I SR SR S S e
| Message ldentifier

B s i S i I i S S S i i

Ver si on

This field indicates the version of the format for the PA-TNC
message. This version is intended to allow for evolution of the
PA- TNC nessage header and payload in a nmanner that can easily be
det ected by nessage recipients.

PA- TNC nessage senders MUST set this field to Ox01 for all PA-TNC
nmessages that conply with this specification. |Inplenentations
respondi ng to a PA-TNC nessage containing a supported versi on MUST
use the sane version nunber to mnimze the risk of version
incompatibility. Message recipients MIST respond to a PA-TNC
nessage contai ning an unsupported version by sending a Version Not
Supported error in a PA-TNC Error attribute that is the only PA-
TNC attribute in a PA-TNC nmessage with version nunber 1.

PA- TNC nessage initiators supporting multiple PA-TNC protoco
versi ons SHOULD be able to alter which version of PA-TNC nessage
they send based on prior nessage exchanges with a particul ar peer
Posture Col |l ector or Posture Validator.
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4.

4.

Reser ved

Reserved for future use. This field MJUST be set to O on
transm ssi on and i gnored upon reception.

Message ldentifier

This field contains a value that uniquely identifies this nessage,
differentiating it fromothers sent by a particular PA-TNC nessage
sender within this assessnent. This value can be included in the
payl oad of a response nessage to indicate which nessage was

recei ved and caused the response. This value is included in the
payl oad of PA-TNC error nessages so the party who receives the
error nmessage can deterni ne which of the nessages they had sent
caused the error.

PA- TNC nessage senders MUST NOT send the sanme nmessage identifier
nore than once during an assessnent. Message identifiers may be
random y generated or sequenced as |ong as val ues are not repeated
during an assessnment nessage exchange. PA-TNC nessage recipients
are not required to check for duplicate nessage identifiers.

PA- TNC Attri butes

This section defines the PA-TNC attributes that can be carried within
a PA-TNC nessage. The initial section defines the standard attribute
header that appears at the start of each attribute in a PA-TNC
nmessage. The second section defines each of the | ETF Standard PA-TNC
Attributes and the final section discusses how vendor-defined PA-TNC
attributes can be used within a PA-TNC nessage. Vendor-defined PA-
TNC attributes use the vendor’s SM Private Enterprise Nunber in the
Attribute Type field.

A PA- TNC message MJST contain a PA-TNC header (defined in section
3.6. followed by a sequence of zero or nmore PA-TNC attributes. Al
PA-TNC attri butes MUST begin with a standard PA-TNC attri bute header
as defined in section 4.1. The contents of PA-TNC attributes vary
wi del y, depending on their attribute type. Section 4.2 defines the
| ETF Standard PA-TNC Attributes. Section 4.3 discusses how vendor -
specific PA-TNC attri butes can be defi ned.

1. PA-TNC Attribute Header

Fol | owi ng the PA-TNC nessage header is a sequence of zero or nore
attributes. Al PA-TNC attributes MJST begin with the standard PA-
TNC attri bute header defined in this subsection. Each attribute
described in this specification is represented by a TLV tuple. The
TLV tuple includes an attribute identifier conprised of the Vendor ID
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and Attribute Type (type), the TLV tuple’'s overall |ength, and
finally the attribute’'s value. The use of TLV representation was
chosen due to its flexibility and extensibility and use in other
standards. Recipients of an attribute can use the attribute type
fields to determne the precise syntax and semantics of the attribute
value field and the length to skip over an unrecogni zed attribute.
The length field is al so beneficial when a variable-length attribute
val ue i s provided.

The TLV format does not contain an explicit TLV format version
nunber, so every attribute included in a particular PA-TNC nessage
MUST use the sane TLV format. Using the PA-TNC nessage version
nunber to indicate the format of all TLV attributes within a PA-TNC
nessage allows for future versioning of the TLV format in a nanner
det ect abl e by PA-TNC nessage recipients. Simlarly, requiring al

TLV attribute formats to be the same within a PA-TNC nessage al so
ensures that recipients compliant with a particul ar PA-TNC nessage
version can at |east parse every attribute header and use the length
to skip over unrecognized attributes. Finally, all attribute TLVs
within a PA-TNC nessage MJST pertain to the sane inplenentation of
the component. This restriction is relevant when a single Posture
Collector is reporting on multiple inplenmentations of a component, so
must send nultiple PA-TNC nessages each including only the attributes
describing a single inplenentation. For nore information on how
Posture Col |l ectors should handle nmultiple inplenentations, see
section 3. 3.

Every PA-TNC-conpliant TLV attribute MJST use the followi ng TLV

format:

1 2 3
01234567890123456789012345678901
T S T s i S i i S S S S ok
| Fl ags | PA-TNC Attribute Vendor 1D
R R i ik It I R R T T I i R R R S e ol o o i i i i R
| PA-TNC Attribute Type
Rk o T T e e e R i i R S S S ks T S S S e e e o
| PA-TNC Attribute Length
i S S i i S R S e e o i
| Attribute Value (Variable Length)

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Fl ags

This field defines flags inmpacting the processing of the
associ ated attribute.
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PA

PA

Sangst

Bit O (0Ox80) is the NOSKIP flag. Any Posture Collector or Posture
Validator that receives an attribute with this flag set to 1 but
does not support this attribute MJUST NOT process any part of the
PA- TNC nessage and SHOULD respond with an Attribute Type Not
Supported error in a PA-TNC error message.

In order to avoid taking action on a subset of the attributes only
to later find an unsupported attribute with the NOSKIP flag set,
recipients of a multi-attribute PA-TNC nessage ni ght need to scan
all of the attributes prior to acting upon any attribute.

When the NOSKIP flag is set to O, recipients SHOULD skip any
unsupported attributes and continue processing the next attribute.

Bit 1-7 are reserved for future use. These bits MJST be set to O
on transm ssion and ignored upon reception.

TNC Attribute Vendor |ID

This field indicates the owner of the nanespace associated with
the PA-TNC Attribute Type. This is acconplished by specifying the
24-bit SM Private Enterprise Number Vendor |ID of the party who
owns the Attribute Type namespace. |ETF Standard PA-TNC Attribute
Types MUST use zero (0) in this field.

The PA-TNC Attribute Vendor ID Oxffffff is reserved. Posture

Col l ectors and Posture Validators MJST NOT send PA-TNC nessages in
which the PA-TNC Attribute Vendor ID has this reserved val ue
(Ooxffffff). |If a Posture Collector or Posture Validator receives
a nessage in which the PA-TNC Attribute Vendor ID has this
reserved value (Oxffffff), it SHOULD respond with an Invalid
Paranmeter error code in a PA-TNC Error attribute.

TNC Attribute Type

This field defines the type of the attribute included in the
Attribute Value field. This field is qualified by the PA-TNC
Attribute Vendor ID field so that a particular PA-TNC Attribute
Type value (e.g., 327) has a conpletely different nmeaning

dependi ng on the value in the PA-TNC Attribute Vendor ID field.
Posture Coll ectors and Posture Validators MJST NOT require support
for particular vendor-specific PA-TNC Attribute Types and MJST
interoperate with other parties despite any differences in the set
of vendor-specific PA-TNC Attribute Types supported (although they
MAY permit administrators to configure themto require support for
specific PA-TNC attribute types).
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If the PA-TNC Attribute Vendor ID field has the value zero (0),
then the PA-TNC Attribute Type field contains an | ETF Standard PA-
TNC Attribute Type, as listed in the ANA registry. |ANA

mai ntains a registry of PA-TNC Attribute Types. Entries in this
registry are added by Expert Review with Specification Required,
following the guidelines in section 7. Section 4.2 of this
specification defines the initial set of |IETF Standard PA- TNC
Attribute Types.

The PA-TNC Attribute Type Oxffffffff is reserved. Posture

Col I ectors and Posture Validators MJST NOT send PA-TNC nessages in
whi ch the PA-TNC Attribute Type has this reserved val ue
(oxffffffff). |If a Posture Collector or Posture Validator
receives a nessage in which the PA-TNC Attribute Type has this
reserved value (Oxffffffff), it SHOULD respond with an Invalid
Parameter error code in a PA-TNC Error attribute.

PA-TNC Attribute Length

This field contains the length in octets of the entire PA-TNC
attribute including the PA-TNC Attri bute Header (the fields Flags,
PA-TNC Attribute Vendor 1D, PA-TNC Attribute Type, and PA-TNC
Attribute Length). Therefore, this value MJST al ways be at | east
12. Any Posture Collector or Posture Validator that receives a
nessage with a PA-TNC Attribute Length field whose value is |ess
than 12 SHOULD respond with an Invalid Paranmeter PA-TNC error
code. Simlarly, if a Posture Collector or Posture Validator
receives a PA-TNC nessage for an Attribute Type that has a well -
known Attribute Value length (e.g., fixed-length attribute val ue)
and the Attribute Length indicates a different value (greater or
| ess than the expected value), the recipient SHOULD respond with
an Invalid Paraneter PA-TNC error code.

| mpl ement ati ons that do not support the specified PA-TNC Attribute
Type can use this length to skip over this attribute to the next
attribute. Note that while this field is 4 octets the nmaxi mum
usable attribute length is less than 2732-1 due to limtations of
the underlying protocol stack. Specifically, PB-TNC TLV header’s
Batch Length field is also 32 bits in length. Therefore, the

maxi mum batch that PB-TNC can carry is 2732-1, so the |argest PA-
TNC nessage carried by PB-TNC nust be | ess than 2732-1 - size of
the PB- TNC header (see section 4.1 of PB-TNC for nore details).

Attribute Val ue
This field varies depending on the particular type of attribute

bei ng expressed. The contents of this field for each of the | ETF
Standard PA-TNC Attribute Types are defined in section 4.2.
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4.2. | ETF Standard PA-TNC Attribute Types

This section defines an initial set of IETF Standard PA-TNC Attribute
Types. These Attribute Types MJST al ways be used with a PA-TNC
Vendor I D of zero (0). If these PA-TNC Attribute Type val ues are
used with a different PA-TNC Vendor ID, they have a conpletely
different nmeaning that is not defined in this specification

The following table briefly describes each attribute and defines the
nuneric value to be used in the PA-TNC Attri bute Type field of the
PA-TNC Attribute Header. Later subsections provide detail ed
specifications for each PA-TNC Attri bute Val ue.

Nunber | nteger Descri ption

0 Testing Reserved for use in
speci fication exanpl es,
experinmentation, and testing.

1 Attribute Request Contains a list of attribute
type val ues defining the
attributes desired fromthe
Posture Col | ectors.

2 Product I nfornmation Manuf act urer and product
i nformati on for the conponent.

3 Nuneric Version Nuneric version of the
conmponent .

4 String Version String version of the
conmponent .

5 Qper ational Status Descri bes whet her the component

is running on the endpoint.

6 Port Filter Lists the set of ports (e.qg.
TCP port 80 for HTTP) that are
al | owed or bl ocked on the
endpoi nt .

7 I nstal | ed Packages Li st of software packages
install ed on endpoint that
provi de the requested
conponent .

8 PA- TNC Error PA- TNC nessage or attribute
processing error.
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9 Assessnent Resul t Result of the assessment
performed by a Posture
Val i dat or.

10 Renedi ation Instructions Instructions for renedi ation
generated by a Posture
Val i dat or.

11 Forwar di ng Enabl ed I ndi cat es whet her packet
forwardi ng has been enabl ed
between different interfaces on
t he endpoi nt.

12 Factory Default Password |ndicates whether the endpoint
Enabl ed has a factory default password
enabl ed.

The foll owi ng subsections discuss the usage, fornat, and semantics of
the Attribute Value field for each | ETF Standard PA-TNC Attri bute

Type.
4.2.1. Attribute Request

This PA-TNC Attribute Type allows a Posture Validator to request
certain attributes fromthe registered set of Posture Collectors.

Al Posture Collectors that inplement any of the | ETF Standard PA
Subt ypes defined in this specification SHOULD support receiving and
processing this attribute type for at |east those PA subtypes. This
requirenent is only a "should" because there are depl oynent scenari os
(e.g., see section A 1) where the Posture Collectors proactively send
a set of attributes at the start of an assessnment (e.g., based upon

| ocal policy), so does not need to support Posture Validator
requested attributes. Posture Collectors that receive but do not
support the Attribute Request attribute MJST respond with an
Attribute Type Not Supported PA-TNC error code. Posture Collectors
that receive and process this attribute MAY choose to send all, a
subset, or none of the requested attributes but MJUST NOT send
attributes that were not requested (except Error attributes). Al
Posture Validators that inplenent any of the |IETF Standard PA

Subt ypes defined in this specification SHOULD support sending this
attribute type for at |east those PA subtypes.

Posture Validators MJST NOT include this attribute type in an
Attribute Request attribute. It does not nake sense for a Posture
Validator to request that a Posture Collector send an Attribute
Request attri bute.
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For this attribute type, the PA-TNC Attri bute Vendor ID field MJIST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to 1.

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

Note that this diagramshows two attribute types. The actual nunber
of attribute types included in an Attribute Request attribute can
vary fromone to a large nunber (limted only by the nmaxi mum nessage
and | ength supported by the underlying PT protocol). However, each
Attribute Request MJUST contain at |east one attribute type. Because
the length of a PA-TNC Attribute Vendor ID paired with a PA-TNC
Attribute Type and a 1l-octet Reserved field is always 8 octets, the
nunber of requested attributes can be easily conputed using the PA-
TNC Attribute Length field by subtracting the nunber of octets in the
PA-TNC Attribute Header and dividing by 8. If the PA-TNC Attribute
Length field is invalid, Posture Collectors SHOULD respond with an

I nval id Paranmeter PA-TNC error code.

1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Reserved | PA-TNC Attribute Vendor 1D |
e s S S e e e e o S I R SR
| PA-TNC Attribute Type |
e T Lk R e T S i i i STl TR R e
| Reser ved | PA-TNC Attribute Vendor 1D |
B s i S i I i S S S i i
| PA-TNC Attribute Type |
e i S i e S e S R SR S

Reserved

Reserved for future use. This field MJST be set to 0 on
transm ssi on and i gnored upon reception.

PA- TNC Attri bute Vendor |ID

This field contains the SM Private Enterprise Number of the
organi zation that controls the nanespace for the foll owi ng PA-TNC
Attribute Type. This field enables |ETF Standard PA-TNC
Attributes and vendor-defined PA-TNC attributes to be used w thout
potential collisions.
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Any | ETF Standard PA-TNC Attribute Types defined in section 4.2
MUST use zero (0) in this field. Vendor-defined attributes MJST
use the SM Private Enterprise Nunber of the organization that
defined the attribute.

PA-TNC Attribute Type

The PA-TNC Attribute Type field (together with the PA-TNC Vendor
IDfield) indicates the specific attribute requested. Sone |ETF
Standard PA-TNC Attribute Types MJST NOT be requested using this
field (e.g., requesting a PA-TNC Error attribute). This is
explicitly indicated in the description of those PA-TNC Attribute
Types. Any Posture Collector or Posture Validator that receives
an Attribute Request containing one of the prohibited Attribute
Types SHOULD respond with an Invalid Parameter error in a PA-TNC
error message.

4.2.2. Product Information

This PA-TNC Attribute Type contains identifying information about a
product that inplenents the conponent specified in the PA Subtype
field, as described in section 3.5. For exanple, if the PA Subtype
is Anti-Virus, this attribute would contain information identifying
an anti-virus product installed on the endpoint.

Al Posture Collectors that inplenment any of the | ETF Standard PA
Subtypes defined in this specification MJUST support sending this
attribute type, at least for those PA subtypes. Wether a particul ar
Posture Collector actually sends this attribute type SHOULD still be
governed by local privacy and security policies. Al Posture

Val idators that inplenent any of the | ETF Standard PA Subtypes
defined in this specification MUST support receiving this attribute
type, at |least for those PA subtypes. Posture Validators MJST NOT
send this attribute type.

For this attribute type, the PA-TNC Attri bute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to 2.
The value in the PA-TNC Attribute Length field will vary, depending
on the length of the Product Nane field. However, the value in the
PA-TNC Attribute Length field MIST be at |east 17 because this is the
length of the fixed-length fields in the PA-TNC Attri bute Header and
the fixed-length fields in this attribute type. |[If the PA-TNC
Attribute Length field is less than the size of these fixed-1length
fields, inplenentations SHOULD respond with an Invalid Paraneter PA-
TNC error code.

Sangster & Narayan St andards Track [ Page 20]



RFC 5792 PA- TNC March 2010

This attribute type includes both nunmeric and textual identifiers for
the organi zation that created the product (the "product creator") and
for the product itself. For automated processing, nuneric
identifiers are superior because they are | ess ambi guous and nore
efficient. However, nuneric identifiers are only available if the
product creator has assigned them Therefore, a textual identifier
is also included. This textual identifier has the additional benefit
that it may be easier for humans to read (although this benefit is

m ni mal since the primary purpose of this attribute is autonmated
assessment).

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
i T S S s S S S S i S

| Product Vendor ID | Product ID
s S S i I S R R e h T Tk e S S S o T S
| Product ID | Product Nane (Variable Length)

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
Pr oduct Vendor 1D

This field contains the SM Private Enterprise Nunber for the
product creator. |If the SM PEN for the product creator is
unknown or if the product creator does not have an SM PEN, the
Product Vendor ID field MIST be set to O and the identity of the
product creator SHOULD be included in the Product Nane along with
the name of the product.

Product ID

This field identifies the product using a numeric identifier
assigned by the product creator. |If this Product ID value is
unknown or if the product creator has not assigned such a val ue,
this field MUST be set to 0. |If the Product Vendor IDis 0, this
field MUST be set to 0. |In any case, the name of the product
SHOULD be included in the Product Name field.

Note that a particular Product ID value (e.g., 635 wll have
conpl etely different nmeani ngs dependi ng on the Product Vendor |ID
Each Product Vendor ID defines a different space of Product ID
val ues. Product creators are encouraged to publish lists of
Product 1D values for their products.
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Product Nane

This variable-length field contains a UTF-8 [2] string identifying
the product (e.g., "Symantec Norton AntiVirus(TM 2008") in enough
detail to unambiguously distinguish it fromother products from
the product creator. Products whose creator is known, but does
not have a registered SM Private Enterprise Nunber, SHOULD be
represented using a conbination of the creator nane and ful

product nane (e.g., "Ubuntu(R) |Ptables" for the IPtables firewal
in the Ubuntu distribution of Linux). |If the product creator’s

SM Private Enterprise Nunber is included in the Product Vendor ID
field, the product creator’s nane nmay be omtted fromthis field.

The length of this field can be determ ned by starting with the
value in the PA-TNC Attribute Length field in the PA-TNC Attribute
Header and subtracting the size of the fixed-length fields in that
header (12) and the size of the fixed-length fields in this
attribute (5). |If the PAATNC Attribute Length field is |less than
the size of these fixed-length fields, inplenentations SHOULD
respond with an Invalid Paraneter PA-TNC error code.

4.2.3. Nuneric Version

This PA-TNC Attri bute Type contains nuneric version information for a
product on the endpoint that inplenents the conponent specified in
the PA Subtype field, as described in section 3.5. For exanple, if
the PA Subtype is Operating System this attribute would contain
nuneric version information for the operating systeminstalled on the
endpoint. The version information in this attribute is associ ated
with a particular product, so Posture Validators are expected to al so
possess the correspondi ng Product Infornation attribute when
interpreting this attribute.

Al'l Posture Collectors that inplement the | ETF Standard PA Subtype
for Operating System SHOULD support sending this attribute type, at

| east for the Qperating System PA subtype. Oher Posture Collectors
MAY support sending this attribute type. Wether a particul ar
Posture Collector actually sends this attribute type SHOULD still be
governed by | ocal privacy and security policies. Al Posture
Validators that inplenent the | ETF Standard PA Subtype for Qperating
System SHOULD support receiving this attribute type, at |east for the
Qperating System PA subtype. Oher Posture Validators MAY support
receiving this attribute type. A Posture Validator that does not
support receiving this attribute type SHOULD sinply ignore attributes
with this type. Posture Validators MJST NOT send this attribute

type.
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For this attribute type, the PA-TNC Attri bute Vendor ID field MJIST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to 3.
The value in the PA-TNC Attribute Length field MUST be 28. [If the
PA-TNC Attribute Length field is less than the size of these fixed-

I ength fields, inplenmentations SHOULD respond with an Invalid

Par anet er PA-TNC error code.

This attribute type includes numeric values for the product version

i nformati on, enabling Posture Validators to do conparative operations
on the version. Some Posture Collectors may not be able to determ ne
some or all of this information for a product. However, this
attribute can be especially useful for describing the version of the
operating system where nuneric version nunbers are generally
avail abl e.

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Maj or Ver si on Number
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| M nor Versi on Nunber
s S S i I S R R e h T Tk e S S S o T S

| Bui | d Nunber
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Servi ce Pack Maj or | Servi ce Pack M nor

B T s i I S e i S i i S S e S
Maj or Versi on Numnber

This field contains the major version nunber for the product, if
applicable. If unused or unknown, this field SHOULD be set to O.

M nor Versi on Nunber

This field contains the m nor version nunber for the product, if
applicable. If unused or unknown, this field SHOULD be set to O.
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Bui | d Number

This field contains the build nunber for the product, if
applicable. This may provide nore granularity than the mnor
versi on nunmber, as many builds may occur |leading up to an officia
rel ease, and all these builds may share a single major and m nor
version nunmber. |f unused or unknown, this field SHOULD be set to
0.

Servi ce Pack Maj or

This field contains the major version nunber of the service pack
for the product, if applicable. |f unused or unknown, this field
SHOULD be set to O.

Servi ce Pack M nor

This field contains the mnor version nunber of the service pack
for the product, if applicable. |f unused or unknown, this field
SHOULD be set to O.

4.2.4. String Version

This PA-TNC Attri bute Type contains string version infornation for a
product on the endpoint that inplenents the conponent specified in
the PA Subtype field, as described in section 3.5. For exanple, if
the PA Subtype is Firewall, this attribute would contain string
version information for a host-based firewall product installed on
the endpoint (if any). The version information in this attribute is
associated with a particular product, so Posture Validators are
expected to al so possess the correspondi ng Product Information
attribute when interpreting this attribute.

Al Posture Collectors that inplement any of the | ETF Standard PA
Subt ypes defined in this document MJST support sending this attribute
type, at |least for those PA subtypes. Oher Posture Collectors NAY
support sending this attribute type. Wether a particular Posture
Col l ector actually sends this attribute type SHOULD still be governed
by local privacy and security policies. Al Posture Validators that

i mpl enent any of the | ETF Standard PA Subtypes defined in this
docunent MJST support receiving this attribute type, at |east for
those PA subtypes. Oher Posture Validators MAY support receiving
this attribute type. Posture Validators MJST NOT send this attribute

t ype.

For this attribute type, the PA-TNC Attri bute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to 4.
The value in the PA-TNC Attribute Length field will vary, depending

Sangster & Narayan St andards Track [ Page 24]



RFC 5792 PA- TNC March 2010

on the length of the Conponent Version Nunber, Internal Build Nunber,
and Configuration Version Nunmber fields. However, the value in the
PA-TNC Attribute Length field MIUST be at |east 15 because this is the
l ength of the fixed-length fields in the PA-TNC Attri bute Header and
the fixed-length fields in this attribute type. |If the PA-TNC
Attribute Length field is less than the size of these fixed-Ilength
fields or does not natch the length indicated by the sum of the
fixed-1ength and variable-1ength fields, inplementations SHOULD
respond with an Invalid Paraneter PA-TNC error code.

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| Version Len | Product Version Nunber (Variable Length) |
e S i e e e e o S R SRR
| Build Num Len | Internal Build Nunber (Variable Length)
Lk s ol T S e R e S e ik ik e SR S R S
| Config. Len | Configuration Version Nunber (Variable Length)]|
B s i S i I i S S S i i

Ver si on Len

This field defines the nunber of octets in the Product Version
Nunber field. |If the product version number is unavail able or
unknown, this field MJUST be set to O and the Product Version
Nunber field will be zero Iength (effectively not present).

Pr oduct Versi on Nunber

This field contains a UTF-8 string identifying the version of the
conponent (e.g., "1.12.23.114"). This field MJST be sized to fit
the version string and MJUST NOT include extra octets for padding
or NUL character term nation

Various products use a wide range of different formats and
semantics for version strings. Some use al phabetic characters,
white space, and punctuation. Sonme consider version "1.21" to be
| ater than version "1.3" and sone earlier. Therefore, the syntax
and semantics of this string are not defined.
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4.

2.

Bui | d Num Len

This field defines the nunber of octets in the Internal Build
Nunber field. For products where the internal build nunber is
unavail abl e or unknown, this field MJST be set to O and the
Internal Build Nunber field will be zero length (effectively not
present).

I nternal Build Nunber

This field contains a UTF-8 string identifying the engineering
buil d nunber of the product. This field MIST be sized to fit the
buil d nunber string and MJST NOT include extra octets for padding
or NUL character term nation. The syntax and semantics of this
string are not defined.

Config. Len

This field defines the nunber of octets in the Configuration
Versi on Nunmber field. |[If the configuration version nunber is
unavai |l abl e or unknown, this field MIJST be set to 0 and the
Configuration Version Nunmber field will be zero | ength
(effectively not present).

Configuration Versi on Number

5.

This field contains a UTF-8 string identifying the version of the
configuration used by the conponent. This version SHOULD
represent the overall configuration version even if severa
configuration policy files or settings are used. Posture

Col I ectors MAY include multiple version nunbers in this single
string if a single version is not practical. This field MJST be
sized to fit the version string and MJST NOT include extra octets
for padding or NUL character termni nation.

Various products use a wide range of different fornmats for version
strings. Sonme use al phabetic characters, white space, and
punctuation. Some consider version "1.21" to be |ater than
version "1.3" and sone earlier. In addition, sone Posture
Col l ectors may place multiple configuration version nunbers in
this single string. Therefore, the syntax and semantics of this
string are not defined.

Qperational Status

This PA-TNC Attri bute Type descri bes the operational status of a

product that can inplenment the conponent specified in the PA Subtype

field, as described in section 3.5. For exanple, if the PA Subtype is
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Anti-Spyware, this attribute would contain information about the
operational status of a host-based anti-spyware product that may or
may not be installed on the endpoint.

Posture Collectors that inplenment the | ETF Standard PA Subtype for
Operating Systemor VPN MAY support sending this attribute type for
those PA subtypes. Posture Collectors that inplenment other |ETF

St andard PA Subtypes defined in this specification SHOULD support
sending this attribute type for those PA subtypes. QOher Posture

Col I ectors MAY support sending this attribute type. Whether a
particul ar Posture Collector actually sends this attribute type
SHOULD still be governed by local privacy and security policies.
Posture Validators that inplenent the | ETF Standard PA Subtype for
Operating System or VPN MAY support receiving this attribute type, at
| east for those PA subtypes. Posture Validators that inplenment other
| ETF St andard PA Subtypes defined in this specification SHOULD
support receiving this attribute type, at |least for those PA
subtypes. O her Posture Validators MAY support receiving this
attribute type. A Posture Validator that does not support receiving
this attribute type SHOULD sinply ignore attributes with this type.
Posture Validators MJST NOT send this attribute type.

For this attribute type, the PA-TNC Attri bute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to 5.
The value in the PA-TNC Attribute Length field MJST be 36. |If the
PA-TNC Attribute Length field does not have this val ue,

i mpl ement ati ons SHOULD respond with an Invalid Paraneter PA-TNC error
code.

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| St at us | Resul t | Reserved |
s S S i I S R R e h T Tk e S S S o T S
| Last Use |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Last Use (conti nued) |
B T s i I S e i S i i S S e S
| Last Use (conti nued) |
s S S i I S R R e h T Tk e S S S o T S
| Last Use (continued) |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

| Last Use (conti nued) |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
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St at us

This field gives the operational status of the product. The
following table lists the values currently defined for this field.

Val ue Descri ption

0 Unknown or ot her

1 Not installed

2 Install ed but not operationa
3 Oper ati ona

If a Posture Validator receives a value for this field that it
does not recognize, it SHOULD treat this value as equivalent to
t he val ue 0.

Resul t

This field contains the result of the | ast use of the product.
The following table lists the values currently defined for this
field.

Val ue Descri ption

0 Unknown or ot her

1 Successful use with no errors detected

2 Successful use with one or nmore errors detected
3 Unsuccessful use (e.g., aborted)

Posture Col |l ectors SHOULD set this field to O if the Status field
contains a value of 1 (Not installed) or 2 (Installed but not
operational). |If a Posture Validator receives a value for this
field that it does not recognize, it SHOULD treat this value as
equi valent to the value 0.

Reser ved

This field is reserved for future use. The field MJIST be set to O
on transm ssion and ignored upon reception

Last Use

This field contains the date and time of the |ast use of the
conponent. The Last Use date and tine MJST be represented as an
RFC 3339 [4] conpliant ASCIl string in Coordinated Universal Tine
(UTC) time with the additional restrictions that the "t’ delimter
and the "z’ suffix MJIST be capitalized and fractional seconds
(time-secfrac) MJUST NOT be included.
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4.

2.

This field conforns to the date-time ABNF production from section
5.6 of RFC 3339 with the above restrictions. Leap seconds are
permtted and Posture Validators MJST support them

The [ ast use string MJST NOT be NUL term nated or padded in any
way. |If the last use tine is not known, not applicable, or cannot
be represented in this fornat, the Posture Collector MJST set this
field to the val ue "0000-00-00T00: 00: 002" (allowing this field to
be fixed length). Note that this particular reserved value is NOT
a valid RFC 3339 date and tine and MJUST NOT be used for any ot her
purpose in this field.

Thi s encodi ng produces a string that is easy to read, parse, and
interpret. The format (nore precisely defined in RFC 3339) is
YYYY- Mt DDTHH: MM SSZ, resulting in one and only one representation
for each second in UTC time fromyear 0000 to year 9999. For
exanpl e, 9:05: 00AM EST (GMT-0500) on January 19, 1995 can be
represented as "1995-01-19T14: 05: 00Z". The length of this field
is always 20 octets.

6. Port Filter

This PA-TNC Attri bute Type provides the |list of port numbers and
associ ated protocols (e.g., TCP and UDP) that are currently bl ocked
or allowed by a host-based firewall on the endpoint.

Posture Collectors that inplement the | ETF Standard PA Subtype for
Firewal | or VPN SHOULD support sending this attribute type for those
PA subtypes. Posture Collectors that inplenment other |ETF Standard
PA Subtypes defined in this specification MJST NOT support sending
this attribute type for those PA subtypes. Qher Posture Collectors
MAY support sending this attribute type, if it is appropriate to
their PA subtype. Wether a particular Posture Collector actually
sends this attribute type SHOULD still be governed by |ocal privacy
and security policies. Posture Validators that inplenment the |IETF
St andard PA Subtype for Firewall or VPN SHOULD support receiving this
attribute type, at least for those PA subtypes. Posture Validators
that inplement other |ETF Standard PA Subtypes defined in this

speci fication MUST NOT support receiving this attribute type for
those PA subtypes. Oher Posture Validators MAY support receiving
this attribute type. A Posture Validator that does not support
receiving this attribute type SHOULD sinply ignore attributes with
this type. Posture Validators MJST NOT send this attribute type.

For this attribute type, the PA-TNC Attri bute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to 6.
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The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

Note that this diagramshows two Protocol/Port Number pairs. The
actual nunber of Protocol/Port Nunber pairs included in a Port Filter
attribute can vary fromone to a |arge nunber (linmted only by the
maxi mum nessage and | ength supported by the underlying PT protocol).
However, each Port Filter attribute MJUST contain at |east one

Prot ocol / Port Number pair. Because the length of a Protocol/Port
Nunber pair with the Reserved field and B flag is always 4 octets,
the nunber of Protocol/Port Nunber pairs can be easily conputed using
the PA-TNC Attribute Length field by subtracting the nunber of octets
in the PA-TNC Attribute Header and dividing by 4. [|f the PA-TNC
Attribute Length field is invalid, Posture Validators SHOULD respond
with an Invalid Parameter PA-TNC error code.

1 2 3
012345678901234567890123456789¢01

A A S T S T i S S S
| Reserved | B| Pr ot ocol | Port Nunber |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Reserved | B| Pr ot ocol | Port Number |
B T s i I S e i S i i S S e S
Reser ved

This field is reserved for future use. It MJUST be set to 0O on

transm ssi on and i gnored upon reception.
B Flag (Bl ocked or Allowed Port)

This single-bit field indicates whether the follow ng port is

bl ocked or allowed. This bit MJST be set to 1 if the protocol and
port conbination is blocked. Oherwise, this field MIJST be set to
0. This field was provided to all ow for nore abbreviated
reporting of the port filtering policy (e.g., when all ports are
bl ocked except a few, the Posture Collector can just list the few
that are all owed).

Posture Col |l ectors MJST NOT provide a mxed |list of blocked and
non- bl ocked ports for a particular protocol. To be nore precise,
a Posture Collector MJUST NOT include two Protocol/Port Number
pairs in a single Port Filter attribute where the protocol nunber
is the same but the Bflag is different. Al so, Posture Collectors
MJUST NOT |ist the same Protocol and Port Nunmber conbination tw ce
ina Port List attribute.
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Posture Collectors MAY |list all blocked ports for one protocol and
all allowed ports for a different protocol in a single Port List
attribute, using the B flag to indicate whether each entry is

bl ocked. For exanple, a Posture Collector mght list all the

bl ocked TCP ports but only list the allowed UDP ports. However,

it MJUST NOT |ist sone blocked TCP ports and sone other allowed TCP
ports.

Pr ot oco

This field contains the transport protocol number (e.g., tcp is 6)
bei ng bl ocked or allowed. The values used in this field are the
sane ones used in the I Pv4 Protocol and | Pv6 Next Header fi el ds.
The | ANA al ready nmintains the Assigned |Internet Protocol Numbers
registry of these values for use in this field.

Port Nunber

This field contains the transport protocol (e.g., tcp) port nunber
bei ng bl ocked or allowed. The values used in this field are
specific to the protocol identified by the Protocol field. The

| ANA mai ntains registries for well-known and user-requested TCP
and UDP port nunbers for use in this field.

4.2.7. Installed Packages

This PA-TNC Attribute Type contains a list of the installed packages

that conprise a product on the endpoint that inplenents the conmponent
specified in the PA Subtype field, as described in section 3.5. This
allows a Posture Validator to check which packages are installed for

a particular product and which versions of those packages are

i nstall ed.

Posture Collectors that inplenent any of the I ETF Standard PA

Subt ypes defined in this document SHOULD support sending this
attribute type for those PA subtypes. Oher Posture Collectors NAY
support sending this attribute type, if it is appropriate to their PA
subtype. Wiether a particular Posture Collector actually sends this
attribute type SHOULD still be governed by |ocal privacy and security
policies. Posture Validators that inplement any of the | ETF Standard
PA Subtypes defined in this document SHOULD support receiving this
attribute type, at least for those PA subtypes. Oher Posture

Val i dat ors MAY support receiving this attribute type. A Posture
Val i dat or that does not support receiving this attribute type SHOULD
sinply ignore attributes with this type. Posture Validators MJST NOT
send this attribute type.
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This attribute type can be quite |long, especially for the Operating
System PA subtype. This can cause problens, especially with 802.1X
and other limted transport protocols. Therefore, Posture Collectors
SHOULD NOT send this attribute unless specifically requested to do so
using the Attribute Request attribute or otherw se configured to do
so. Also, Posture Validators SHOULD NOT request this attribute

unl ess the transport protocol in use can support the |arge anount of
data that may be sent in response

For this attribute type, the PA-TNC Attri bute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to 7.
The value in the PA-TNC Attribute Length field will vary, depending
on the nunber of packages and the | ength of the Package Nane and
Package Version Nunber fields for those packages. However, the value
in the PA-TNC Attribute Length field MJST be at | east 16 because this
is the length of the fixed-length fields in the PA-TNC Attribute
Header and the fixed-length fields in this attribute type. If the
PA-TNC Attribute Length field is less than the size of these fixed-

I ength fields or does not natch the | ength indicated by the sum of
the fixed-length and variable-length fields, inplenentations SHOULD
respond with an Invalid Paraneter PA-TNC error code.

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

Note that this diagramshows an attribute containing information on
one package. The actual nunber of package descriptions included in
an Installed Packages attribute is indicated by the Package Count
field. This value may vary fromzero to a | arge nunber (up to 65535
if the underlying PT protocol can support that nmany). |f this nunber
is not sufficient, specialized patch managenment software should be
enpl oyed that can sinply report conpliance with a pre-established
patch policy.

1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S
| Reser ved | Package Count |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

| Pkg Nane Len | Package Nane (Variabl e Length)

B T s i I S e i S i i S S e S
| Version Len | Package Version Nunber (Variable Length)
s S S i I S R R e h T Tk e S S S o T S
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Reser ved

This field is reserved for future use. The field MJIST be set to O
on transm ssion and ignored upon reception.

Package Count

This field is an unsigned 16-bit integer that indicates the nunber
of packages listed in this attribute. For each package so

i ndi cated, a Pkg Name Len, Package Nanme, Version Len, and Package
Version Nunmber field is included in the attribute.

Pkg Nanme Len

This field is an unsigned 8-bit integer that indicates the Iength
of the Package Nane field in octets. This field may be zero if a
Package Nane is not avail abl e.

Package Nane

This field contains the name of the package associated with the
product. This field is a UTF-8 encoded character string whose
octet length is given by the Pkg Nane Len field. This field MJST
NOT include extra octets for padding or NUL character term nation.
The syntax and senantics of this nane are not specified in this
docunent, since they may vary across products and/or operating
systenms. Posture Collectors MAY list two packages with the same
nane in a single Installed Packages attribute. The neani ng of
doing so is not defined here.

Ver si on Len

This field is an unsigned 8-bit integer that indicates the Iength
of the Package Version Nunber field in octets. This field may be
zero if a Package Version Number is not avail able.

Package Versi on Nunber

This field contains the version string for the package named in
the previous Package Name field. This field is a UTF-8 encoded
character string whose octet length is given by the Version Len
field. This field MJUST NOT include extra octets for padding or
NUL character termination. The syntax and semantics of this
version string are not specified in this docunent, since they my
vary across products and/or operating systenms. Posture Collectors
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4.

2.

MAY |ist two packages with the same Package Versi on Nurmber (and
even the sane Package Name and Package Version Nunber) in a single
Install ed Packages attribute. The neaning of doing so is not

defi ned here.

8. PA- TNC Error

This PA-TNC Attribute Type contains an error code and suppl enenta
i nformati on regarding an error pertaining to PA-TNC

Al'l Posture Collectors and Posture Validators that inplement any of
the I ETF Standard PA Subtypes defined in this specification MIUST
support sending and receiving this attribute type, at |east for those
PA subt ypes.

For this attribute type, the PA-TNC Attri bute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to 8.
The value in the PA-TNC Attribute Length field will vary, depending
on the length of the Error Information field. However, the value in
the PA-TNC Attribute Length field MUST be at |east 20 because this is
the length of the fixed-length fields in the PA-TNC Attri bute Header
and the fixed-length fields in this attribute type.

A PA-TNC error code SHOULD be sent with the same PA Message Vendor |ID
and PA Subtype used by the PA-TNC nessage that caused the error so
that the error code is sent to the party who sent the offendi ng PA-
TNC nessage. Qher measures (such as setting PB-TNC s EXCL flag and
Posture Collector Identifier or Posture Validator ldentifier fields)
SHOULD al so be taken to attenpt to ensure that only the party who
sent the offendi ng nessage receives the error

When a PA-TNC error code is received, the recipient MJST NOT respond

with a PA-TNC error code because this could result in an infinite

| oop of errors. |Instead, the recipient MAY log the error, nodify its
behavior to attenmpt to avoid the error (attenpting to avoid | oops or

long strings of errors), ignore the error, termnate the assessnent,

or take other action as appropriate (as long as it is consistent with
the requirenments of this specification).

Posture Validators MJST NOT include this attribute type in an
Attribute Request attribute. It does not nake sense for a Posture
Val idator to request that a Posture Collector send a PA-TNC Error
attribute.

Sangster & Narayan St andards Track [ Page 34]



RFC 5792 PA- TNC March 2010

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i
| Reserved | PA- TNC Error Code Vendor |ID |
R Rt i i i i e T I I S S S R i e S R e e i s o
| PA- TNC Error Code |
B s i S i I i S S S i i
| Error Information (Variable Length) |
s S S o T i i S S i (i

Reserved

This field is reserved for future use. This field MJST be set to
0 on transm ssion and ignored upon reception.

PA- TNC Error Code Vendor |D

This field contains the SM Private Enterprise Number for the
organi zation that defined the PA-TNC Error Code that is being used
inthe attribute. For I|ETF Standard PA-TNC Error Code val ues this
field MUST be set to zero (0).

PA- TNC Error Code

This field contains the PA-TNC Error Code being reported in this
attribute. Note that a particular PA-TNC Error Code val ue will
have conpletely different neani ngs dependi ng on the PA-TNC Error
Code Vendor ID. Each PA-TNC Error Code Vendor |ID defines a

di fferent space of PA-TNC Error Code values. Posture Collectors
and Posture Validators MJST NOT require support for particul ar
vendor - speci fic PA-TNC Error Codes and MJST interoperate with

ot her parties despite any differences in the set of vendor-
specific PA-TNC Error Codes supported (although they MAY permt
administrators to configure themto require support for specific
PA- TNC Error Codes).

VWhen the PA-TNC Error Code Vendor IDis set to zero (0), the PA-
TNC Error Code is an | ETF Standard PA-TNC Error Code. | ANA
maintains a registry of PA-TNC Error Codes. Entries in this
registry are added by Expert Review with Specification Required,
following the guidelines in section 7.
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The following table lists the | ETF Standard PA-TNC Error Codes
defined in this specification

I nt eger Descri ption

0 Reserved

1 I nval i d Paraneter

2 Ver si on Not Supported

3 Attribute Type Not Supported

The next few subsections of this docunent provide detailed
definitions of these error codes.

Error Information

This field provides additional context for the error. The
contents of this field vary based on the PA-TNC Error Code Vendor

I D and PA-TNC Error Code. Therefore, whenever a PA-TNC Error Code
is defined, the format of this field for that error code nust also
be defined. The definitions of |IETF Standard PA-TNC Error Codes
on the next few pages provi de good exanpl es of such definitions.

The I ength of this field can be determ ned by the recipient using
the PA-TNC Attribute Length field by subtracting the I ength of the
fixed-length fields in the PA-TNC Attri bute Header and the fixed-
length fields in this attribute.

4.2.8.1. Invalid Paraneter Error Code

The Invalid Paraneter error code is an | ETF Standard PA-TNC Error
Code (value 1) that indicates that the sender of this error code has
detected an invalid value in a PA-TNC nmessage sent by the recipient
of this error code in the current assessment.

For this error code, the Error Information field contains the first 8
octets of the PA-TNC nessage that contained the invalid paraneter and
an offset indicating the position within that nessage of the invalid

par aneter.
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The following diagramillustrates the format and contents of the
Error Information field for this error code. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
| Ver si on | Copy of Reserved |
e  E C ke s e T e R b ik i S R S
| Message ldentifier |
B s i S i I i S S S i i
| O f set |
e s S i e S e e  t ik ok S R SR S S

Ver si on

This field MJUST contain an exact copy of the Version field in the
PA- TNC Message Header of the PA-TNC nessage that caused this
error.

Copy of Reserved

This field MIST contain an exact copy of the Reserved field in the
PA- TNC Message Header of the PA-TNC nessage that caused this
error.

Message ldentifier

This field MIUST contain an exact copy of the Message ldentifier
field in the PA-TNC Message Header of the PA-TNC nessage that
caused this error.

O fset

This field MJST contain an octet offset fromthe start of the PA-
TNC Message Header of the PA-TNC nmessage that caused this error to
the start of the value that caused this error. For instance, if
the first PA-TNC attribute in the nessage had an invalid PA-TNC
Attribute Length (e.g., 0), this value would be 16.

4.2.8.2. Version Not Supported Error Code

The Version Not Supported error code is an | ETF Standard PA-TNC Error
Code (value 2) that indicates that the sender of this error code does
not support the PA-TNC version nunber included in the PA-TNC Message
Header of a PA-TNC nmessage sent by the recipient of this error code
in the current assessnent.

Sangster & Narayan St andards Track [ Page 37]



RFC 5792 PA- TNC March 2010

For this error code, the Error Information field contains the first 8
octets of the PA-TNC nessage that contai ned the unsupported version
as well as Max Version and Mn Version fields that indicate which PA-
TNC versi on nunbers are supported by the sender of the error code.

The sender MUST support all PA-TNC versions between the Mn Version
and the Max Version, inclusive (i.e., including the Mn Version and
the Max Version). Wen possible, recipients of this error code
SHOULD send future nmessages to the Posture Collector or Posture
Validator that originated this error nessage with a PA-TNC version
nunber within the stated range.

Any party that is sending the Version Not Supported error code MJST

i nclude that error code as the only PA-TNC attribute in a PA-TNC
nmessage with version nunber 1. All parties that send PA-TNC nmessages
MJST be able to properly process a nmessage that neets this
description, even if they cannot process any other aspect of PA-TNC
version 1. This ensures that a PA-TNC versi on exchange can proceed
properly, no natter what versions of PA-TNC the parties inplenent.

The following diagramillustrates the format and contents of the
Error Information field for this error code. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Ver si on | Copy of Reserved

B s i S i I i S S S i i
| Message |ldentifier

e i S i e S e e C T N R S S
| Max Version | Mn Version | Reserved

e  E C ke s e T S e i s i ol S N R

Ver si on
This field MJUST contain an exact copy of the Version field in the
PA- TNC Message Header of the PA-TNC nessage that caused this
error.

Copy of Reserved
This field MJUST contain an exact copy of the Reserved field in the

PA- TNC Message Header of the PA-TNC nessage that caused this
error.
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Message ldentifier

This field MIUST contain an exact copy of the Message ldentifier
field in the PA-TNC Message Header of the PA-TNC nessage t hat
caused this error.

Max Ver si on

This field MIUST contain the maxi mum PA- TNC versi on supported by
the sender of this error code.

M n Version

This field MIUST contain the m ni mum PA- TNC version supported by
the sender of this error code.

Reserved

Reserved for future use. This field MUST be set to O on
transm ssion and ignored upon reception

4.2.8.3. Attribute Type Not Supported Error Code

The Attribute Type Not Supported error code is an | ETF Standard PA-
TNC Error Code (value 3) that indicates that the sender of this error
code does not support the PA-TNC Attribute Type included in the Error
Information field. This PA-TNC Attribute Type was included in a PA-
TNC nessage sent by the recipient of this error code in the current
assessnent.

For this error code, the Error Information field contains the first 8

octets of the PA-TNC nessage that contai ned the unsupported attribute
type as well as a copy of the attribute type that caused the problem
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The following diagramillustrates the format and contents of the
Error Information field for this error code. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
| Ver si on | Copy of Reserved |
e  E C ke s e T e R b ik i S R S
| Message ldentifier |
B s i S i I i S S S i i
| Fl ags PA-TNC Attribute Vendor 1D |
i T S S i s s i i T S S S
| PA-TNC Attribute Type |
ok SR ol S o e R S e R S e R i N e i o i S e

Ver si on
This field MJUST contain an exact copy of the Version field in the
PA- TNC Message Header of the PA-TNC nessage that caused this
error.

Copy of Reserved
This field MJUST contain an exact copy of the Reserved field in the
PA- TNC Message Header of the PA-TNC nessage that caused this
error.

Message ldentifier
This field MIUST contain an exact copy of the Message ldentifier
field in the PA-TNC Message Header of the PA-TNC nessage t hat
caused this error.

Fl ags
This field MIUST contain an exact copy of the Flags field in the
PA-TNC Attribute Header of the PA-TNC attribute that caused this
error.

PA-TNC Attribute Vendor 1D
This field MIST contain an exact copy of the PA-TNC Attribute

Vendor ID field in the PA-TNC Attri bute Header of the PA-TNC
attribute that caused this error.

Sangster & Narayan St andards Track [ Page 40]



RFC 5792 PA- TNC March 2010

PA-TNC Attribute Type

This field MIUST contain an exact copy of the PA-TNC Attribute Type
field in the PA-TNC Attri bute Header of the PA-TNC attri bute that
caused this error.

4.2.9. Assessnent Result

This PA-TNC attribute contains the final assessment result froma
particul ar Posture Validator. This attribute mght be returned to a
Posture Collector for information purposes such as when an endpoi nt
is conpliant. Simlarly, the Assessnent Result attribute could be
sent to indicate a non-conpliant result where specific actions are
needed to bring an endpoint into conpliance with the network’s
policies. These actions could be defined in other PA-TNC attributes
such as Renedi ation Instructions sent to the Posture Coll ector.

Al Posture Collectors that support an | ETF Standard PA Subtype
defined in this specification SHOULD support receiving and processing
the Assessment Result attribute. Al Posture Validators that

i mpl enent an | ETF Standard PA Subtype defined in this specification
SHOULD support sending the Assessnent Result attribute.

For this attribute type, the PA-TNC Attri bute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to 9.

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Assessnent Result
B s i S i I i S S S i i

Assessment Result
This 32-bit field MJST contain one of the follow ng val ues;
Val ue Descri ption

0 Posture Validator assessed the endpoint conmponent to
be compliant with policy.

1 Posture Val i dator assessed the endpoint component to

be non-conpliant with policy but the difference from
conpliant was m nor.
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2 Posture Val i dator assessed the endpoint conmponent to
be non-conpliant with policy and the assessed
di fference was very significant.

3 Posture Validator was unable to determ ne policy
conpli ance of an endpoi nt conponent due to an error

4 Posture Validator was unable to determ ne whether the
assessed endpoi nt conponent was conpliant with policy
based on the attributes provided by the Posture
Col | ector.

4.2.10. Renediation Instructions

This PA-TNC attribute sent by the Posture Validator to the Posture
Col I ector contains remediation instructions for updating a particul ar
conponent to make the endpoint conpliant with the assessnent
policies. A Posture Validator m ght choose to send nore than one
Renedi ation Instructions attribute in sone circunstances (e.g., both
a URI and a human-readabl e nessage are necessary) to renedi ate one or
nore conponents. This attribute supports the inclusion of either an
| ETF standard or vendor-specific remediation instruction.

Al Posture Collectors that inplenment an | ETF Standard PA Subtype
defined in this specification SHOULD support receiving and processing
the Remediation Instructions attribute. All Posture Validators that

i mpl enent an | ETF Standard PA Subtype defined in this specification
SHOULD support sending this attribute type. Posture Collectors and
Posture Val i dators supporting other non-1ETF standard conmponents MAY
support this attribute.

For this attribute type, the PA-TNC Attri bute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to
10.

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Reserved | Renedi ati on Parameters Vendor |D

s S S i I S R R e h T Tk e S S S o T S
| Renedi ati on Parameters Type

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Renedi ati on Parameters (Vari abl e Lengt h)

B T s i I S e i S i i S S e S
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Reserved (8 hits)

The Reserved bits MJST be set to 0 on transmi ssion and ignored on
reception.

Renedi ati on Parameters Vendor ID (24 bits)

The Renedi ati on Parameters Vendor ID field identifies a vendor by
using the SM Private Enterprise Nunmber (PEN). Any organization
can receive its own unique PEN from | ANA, the Internet Assigned
Nunbers Authority. The Renediati on Parameters Vendor ID qualifies
the Renedi ati on Paraneters Type field so that each vendor has 2732
separate Renedi ation Paraneters Types available for its use
Renedi ati on Parameters Types standardi zed by the | ETF are al ways
used with the value zero (0) in this field.

Renedi ati on Parameters Type (32 bits)

The Renedi ati on Paranmeters Type field identifies the different
types of renediation instructions that can be contained in the
Renedi ati on Paranmeters field. |ANA naintains a registry of PA-TNC
Renedi ati on Parameters Types. Entries in this registry are added
by Expert Review with Specification Required, follow ng the
guidelines in section 7. A list of IETF Standard PA-TNC
Renedi ati on Parameters Types defined in this specification appears
later in this section

New vendor -specific remedi ati on instructi ons can be created by
addi ng new Remedi ati on Paranmeters Types (those used with a non-
zero Renedi ation Paraneters vendor 1D) without |ETF or | ANA

i nvol vement. Posture Collectors and Posture Validators MJUST NOT
require support for particular vendor-specific PA-TNC Renedi ati on
Par amet ers Types and MJST interoperate with other parties despite
any differences in the set of vendor-specific PA-TNC Remedi ation
Par amet ers Types supported (although they MAY permt

adm nistrators to configure themto require support for specific
PA- TNC renedi ati on paraneter types).

The following table lists the | ETF Standard PA- TNC Renedi ati on
Par amet ers Type val ues defined in this specification:

I nt eger Descri ption

0 Reser ved
1 Remedi ati on URl
2 Renedi ati on String
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The next few subsections of this docunent provide detailed
definitions of the contents of the Renedi ati on Paraneters field
used wi th each Remedi ati on Paraneter Type

Renedi ati on Parameters (vari abl e | ength)

The Renedi ation Paraneters field contains the actual renediation
instructions for the Posture Coll ector.

4.2.10.1. Renediation URI Paraneters Type

The Renedi ation URI Paraneters Type is an | ETF Standard Renedi ation
Par ameters Type (value 1) that indicates that the sendi ng Posture
Validator is providing a URI to instructions on howto renediate the
endpoi nt .

The following diagramillustrates the format and contents of the
Renedi ati on Parameters field when carrying a Renedi ati on UR
paranmeter. The text after this diagram describes the fields shown
her e.

1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Renedi ati on URI (Variabl e Length)
s S S i I S R R e h T Tk e S S S o T S

Renedi ati on UR

The Renediation URI field MUST contain a URI, as described in RFC
3986 [7]. This URI SHOULD contain instructions to update a
particul ar conponent so that it might result in the conponent
being conpliant with the policies in future assessnments. Posture
Col l ectors should validate that the URI and instructions cone from
a trustworthy source to avoid being tricked into performng
damagi ng actions (see security considerations).

4.2.10.2. Renediation String Paraneters Type

The Renediation String Paraneters Type is an | ETF Standard
Renedi ati on Paranmeters Type (value 2) that indicates that the sending
Posture Validator is providing a human-readabl e string containing

i nstructions on how to renediate the endpoint.

The following diagramillustrates the format and contents of the
Renedi ati on Paraneters field when the carrying a Remedi ation String
paranmeter. The text after this diagram describes the fields shown
her e.
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1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| Renedi ation String Length
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
| Renedi ation String (Variable Length)

e i S e e S e it b sk S SR SR S
| Lang Code Len | Renediation String Lang Code (Variable Len)
e Lk e e T e T e £ i o S R

Renedi ati on String Length

The Renediation String Length contains the Iength of the
Renedi ation String field in octets.

Renedi ati on String

The Renediation String field MIST contain a UTF-8 encoded string.
This string contains human-readabl e i nstructions for renedi ation
that MAY be displayed to the user by the Posture Collector. NUL
term nati on MJUST NOT be included. |If a Posture Collector receives
a Renediation String that does contain a NUL term nation, it
SHOULD send an Invalid Paranmeter error code.

Lang Code Len (Renedi ation String Language Code Length)

The Lang Code Len field contains the |l ength of the Renediation
String Language Code field in octets.

Renedi ation String Lang Code

The Renedi ation String Lang(uage) Code field contains a US-ASCl
string conposed of a well-formed RFC 4646 [6] | anguage tag that

i ndi cates the | anguage(s) used in the Remediation String in the
Renedi ati on Paraneters field. A zero-length string MAY be sent
for this field (essentially omtting this field) to indicate that
the | anguage code for the renediation string is not known.

4.2.11. Forwardi ng Enabl ed

This PA-TNC attri bute indicates whether the endpoint is forwarding
traffic between interfaces. Endpoints that forward traffic between
net wor ks connected to multiple network interfaces may be consi dered
non-conpliant (and a security risk) in sonme enterprise network

depl oyments. For exanple, an endpoint with multiple connected
network interfaces mght allowtraffic froman interface connected to
a public network to be forwarded through another interface carrying a
VPN session to a protected enterprise network. This attribute is
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currently envisioned to be specific to reporting posture for the
operating system conmponent; however, could be useful for other future
types of conponents.

Posture Collectors that inplenment the | ETF Standard PA Subtype for
Qperating System SHOULD support sendi ng the Forwardi ng Enabl ed
attribute. Posture Collectors that do not inplenent the Qperating
Syst em PA Subtype defined in this specification SHOULD NOT send the
Forwar di ng Enabl ed attribute unless it is appropriate to their PA
Subtype. Whether a particular Posture Collector actually sends this
attribute type SHOULD still be governed by |ocal privacy and security
policies. Posture Validators that inplenment the | ETF Standard PA
Subtype for Operating System SHOULD support receiving the Forwarding
Enabl ed attribute type. Posture Validators supporting conponents

ot her than Operating System MAY support receiving this attribute type
if it is appropriate to their PA Subtype. A Posture Validator that
does not support receiving this attribute type SHOULD sinply ignore
attributes with this type. Posture Validators MJST NOT send this
attribute type.

For this attribute type, the PA-TNC Attribute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to
11.

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
T S T S ST S e T S Tk I i S S R S

| Forwar di ng Enabl ed
T S T S S T S S S S S S S e i

For war di ng Enabl ed
This 32-bit field MJST contain one of the follow ng val ues;

Val ue Descri ption

0 Di sabl ed - Endpoint is not forwarding traffic.
1 Enabl ed - Endpoint is forwarding traffic.
2 Unknown - Unable to deternine whether endpoint is

forwarding traffic
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4.2.12. Factory Default Password Enabl ed

This PA-TNC attribute indicates whether the endpoint has a factory
default password enabl ed for use. Sonme types of endpoints include a
default static password for used to gain privileged access to the
endpoint. |If this password is not changed or disabled before the
endpoint is accessible on the network, it's often easy to conprom se
t he endpoint.

Posture Coll ectors that inplenent the | ETF Standard PA Subtype for
Operating System SHOULD support sending the Factory Default Password
Enabl ed attribute. Posture Collectors that inplenent other |IETF

St andard PA Subtypes defined in this specification SHOULD NOT support
sending this attribute type for those PA subtypes. Qher Posture

Col l ectors MAY support sending this attribute type, if it is
appropriate to their PA subtype. Wether a particular Posture
Col l ector actually sends this attribute type SHOULD still be governed
by | ocal privacy and security policies. Posture Validators that

i mpl enent the | ETF Standard PA Subtype for Operating System SHOULD
support receiving the Factory Default Password Enabled attribute.

O her Posture Validators MAY support receiving this attribute type.

A Posture Validator that does not support receiving this attribute
type SHOULD sinply ignore attributes with this type. Posture
Val i dators MUST NOT send this attribute type.

For this attribute type, the PA-TNC Attri bute Vendor ID field MJST be
set to zero (0) and the PA-TNC Attribute Type field MJST be set to
12.

The following diagramillustrates the format and contents of the
Attribute Value field for this attribute type. The text after this
di agram descri bes the fields shown here.

1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Factory Default Password Enabl ed
T i I S i i sl I SR S SRR S
Factory Default Password Enabl ed

This 32-bit field MJUST contain one of the follow ng val ues;

Val ue Descri ption

0 Endpoi nt does not have factory default password enabl ed.

1 Endpoi nt has a factory default password enabl ed.
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4.3. Vendor-Defined Attributes

Thi s section discusses the use of vendor-defined attributes within
PA-TNC. The PA-TNC protocol was designed to allow for vendor-defined
attributes to be used as a replacement where a standard attribute
could be used. |In sonme cases, even the standard attributes allow for
vendor-defined information to be included. It is envisioned that
over tine as particular vendor-defined attributes becone popul ar, an
equi val ent standard attribute could be added all owi ng for broader

i nteroperability.

Thi s specification does not define vendor-defined attributes, but

rat her highlights how such attributes can be used with PA-TNC wit hout
the potential for namespace collisions or msinterpretations. In
order to avoid collisions, PA-TNC uses the well-established SM
Private Enterprise Nunbers as vendor IDs to define separate
nanespaces for inportant fields within a PA-TNC nessage. For

exanpl e, to ensure the uniqueness of attribute types while providing
for vendor extensions, vendor-defined attribute types include the
vendor’s uni que vendor ID, to indicate the intended namespace for the
attribute type, followed by the attribute type. |ETF Standard PA-TNC
Attribute Types use a vendor ID of zero (0).

SM Private Enterprise Nunbers are used to provide a separate
identifier space for each vendor. The | ANA provides a registry for
SM Private Enterprise Nunmbers. Any organization (including non-
profit organi zati ons, governnental bodies, etc.) can obtain one of
these nunbers at no charge, and thousands of organizations have done
so. Wthin this document, SM Private Enterprise Numbers are known
as "vendor |Ds".

5. Security Considerations

Thi s section discusses the najor potential types of security threats
rel evant to the PA-TNC nessage protocol. It is envisioned that
additional attribute types could be defined in the future to
facilitate the exchange of security capabilities, keys, and security
protected attributes if future use cases are adopted that require
such protections.

5.1. Trust Rel ationships

In order to understand where security counterneasures are necessary,
this section starts with a discussion of where the TNC architecture
envi si ons sone trust relationships between the processing el enents of
the PA-TNC protocol. The follow ng subsections discuss the trust
properties associated with each portion of the NEA reference node
directly involved with the processing of the PA-TNC prot ocol
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5. 1.

1

Posture Col | ector

The Posture Collectors are trusted by Posture Validators to:

o

5. 1.

2.

Collect valid information about the conponent type associated with
t he Posture Coll ector

Report upon collected information consistent with |ocal security
and privacy policies

Accurately report information associated with the type of
conponent for the PA-TNC nessage

Not act maliciously to the Posture Broker Server and Posture
Val i dators, including attacks such as denial of service

Posture Val i dat or

The Posture Validators are trusted by Posture Collectors to:

o

5. 1.

3.

Only request information necessary to assess the security state of
t he endpoi nt

Make assessnent deci si ons based on depl oyer-defined policies

Di scard collected i nformati on consistent with data retention and
privacy policies

Not act maliciously to the Posture Broker Server and Posture
Col l ectors, including attacks such as denial of service

Not send mmlicious renediation instructions that do not fix or
that cause danmge to the endpoi nt

Posture Broker Cient, Posture Broker Server

The Posture Broker Cient and Posture Broker Server are trusted by
the Posture Collector and Posture Validator to:

(0]

o

Provide a reliable transport for PA-TNC nmessages

Del i ver messages for a particular PA Subtype only to those Posture
Col l ectors and Posture Validators that have registered for them

Not disclose any provided attributes to unauthorized parties
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o Not act maliciously to drop nmessages, duplicate nessages, or flood
Posture Coll ectors and Posture Validators with unnecessary
nmessages

o Not observe, fabricate, or alter the contents of a PA-TNC nessage

o Properly place Posture Collector and Posture Validator identifiers
into the PB-TNC protocol, deliver those identifiers to Posture
Col l ectors and Posture Validators as needed, and manage excl usive
delivery to a particular Posture Collector or Posture Validator
when request ed

o Properly expose authentication information fromPT security so
that Posture Collectors and Posture Validators can use the peer’s
identity information to safely nake policy decisions

5.2. Security Threats

Beyond the trusted relationships assunmed in section 5.1, the PA-TNC
protocol faces a nunber of potential security attacks that could
requi re security countermeasures.

CGeneral ly, the PA-TNC protocol relies upon the underlying PT
protocol’s security to protect the nessages from attack when
traveling over the network. Once the nessage resides on the Posture
Broker Cient or Posture Broker Server, the posture brokers are
trusted to properly and safely deliver the nmessages to the
appropriate Posture Collectors and Posture Validators.

5.2.1. Attribute Theft

When PA- TNC nessages are sent over unprotected network |inks or
spanni ng | ocal software stacks that are not trusted, the contents of
the PA-TNC nessages may be subject to information theft by an
internediary party. This theft could result in information being
recorded for future use or analysis by the adversary. Attributes
observed by eavesdroppers could contain information that exposes
potential weaknesses in the security of the endpoint, or system
fingerprinting information easing the ability of the attacker to
enpl oy attacks nore likely to be successful against the endpoint.
The eavesdropper night also |learn information about the endpoint or
network policies that either singularly or collectively is considered
sensitive information (e.g., certain endpoints are |acking patches,
or particul ar sub-networks have nmore | enient policies).

PA-TNC attributes are not intended to carry privacy-sensitive

i nformation, but should sone exist in a nmessage, the adversary could
cone into possession of the information, which could be used for
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financial gain. Therefore, it is inportant that PT provide strong
confidentiality protection to protect the nessage from eavesdroppers
when being sent between the Posture Transport Cient and Posture
Transport Server.

5.2.2. Message Fabrication

Attackers on the network or present within the NEA system coul d

i ntroduce fabricated PA-TNC nessages intending to trick or create a
deni al of service against aspects of an assessnent. For example, an
adversary could attenpt to send a falsified set of renediation

i nstructions using the Renediation URl support in hopes of the
Posture Col |l ector automatically following the instructions. Posture
Col l ectors need to ensure that any requests to take actions on the
endpoi nt (such as remediation instructions) received from Posture
Validators are authentic and trustworthy using strong authentication
and integrity protections offered by PT. Posture Collectors should
not blindly follow renediation instructions received froma trusted
NEA Server. At |least for patches and other potentially dangerous
actions, Posture Collectors should validate these actions (e.g., via
user confirmation) before proceeding.

Such an attack could occur if an active attacker |aunches a man-in-
the-mddle (MtM attack by proxying the PA-TNC nessages and was abl e
to replace undesired nessages with ones easing future attack upon the
endpoi nt. Consider a scenario where PT security protection is not
used and the Posture Broker Server proxies all assessnment traffic to
a renote Posture Broker Server. The proxy coul d eavesdrop and

repl ace assessment results attributes, tricking the endpoint into
thinking it has passed an assessnent, when in fact it has not and
requires remedi ation. Because the Posture Collector has no way to
verify that attributes were actually created by an authentic Posture
Validator, it is unable to detect the falsified attribute or nessage.
Therefore, it is inportant that PT provides strong authentication and
integrity protection.

5.2.3. Attribute Mdification

This attack could allow an active attacker capable of intercepting a
nmessage to nmodify a PA-TNC nessage attribute to a desired value to
ease the conpronm se of an endpoint. Wthout the ability for nessage
reci pients to detect whether a received nessage contai ns the sane
content as what was originally sent, active attackers can stealthily
nodi fy the attribute exchange.

For exanple, an attacker mght wi sh to change the contents of the

firewal | conponent’s version string attribute to disguise the fact
that the firewall is running an old, vulnerable version. The
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5.

5.

2.

2.

attacker woul d change the version string sent by the firewall Posture
Col l ector to the current version nunber, so the Posture Validator’s
assessment passes while | eaving the endpoint vulnerable to attack
Simlarly, an attacker could achi eve w despread deni al of service by
altering | arge nunbers of assessments’ version string attributes to
an old value so they repeatedly fail assessnents even after a
successful renediation. Upon receiving the | ower value, the Posture
Val i dator would continue to believe that the endpoint is running old,
potentially vul nerable versions of the firewall that does not neet
networ k conpliance policy, so therefore the endpoi nt woul d not be
allowed to join the network. Use of a PT protocol providing strong
integrity protection and authentication is essential as
counterneasures to these attacks.

4. Attribute Replay

Anot her potential attack agai nst an unprotected PA-TNC nessage
attribute exchange is to exploit the lack of a strong binding between
the attributes sent during an assessnment to the specific endpoint.
Wthout a strong binding of the endpoint to the posture information
an attacker could record the attributes sent during an assessnent of
a conpliant endpoint and | ater replay those attributes so that a non-
conpl i ant endpoi nt can now gain access to the network or protected
resource. This attack could be enployed by a network MtMthat is
abl e to eavesdrop and proxy nessage exchanges, or by using |oca

rogue agents on the endpoints. Assessnments |acking sonme form of
freshness exchange coul d be subject to replay of prior assessnent
data, even if it no longer reflects the current state of the
endpoint. Use of a PT protocol providing strong integrity protection
and authentication including a freshness exchange is necessary
counterneasure to these attacks.

5. Attribute Insertion

Simlar to the attribute nodification attacks, an adversary w shing
to include one or nore attributes or PA-TNC nessages inside a valid
assessment may be able to insert the attributes or nessages w t hout
detection by the recipient. For exanple, an attacker could add
attributes to the front of a PA-TNC nessage to cause an assessnent to
succeed even for a non-conpliant endpoint, particularly if it knew
that the recipient ignored repeated attributes within a message.
Simlarly, if a Posture Collector or Posture Validator always
generated an error if it saw unexpected attributes, the attacker
could cause failures and denial of service by adding attributes or
nmessages to an exchange. Use of a PT protocol providing strong

aut hentication and integrity protection could prevent the adversary
frominserting attributes into the assessnent.
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5.2.6. Denial of Service

A variety of types of denial-of-service attacks are possibl e agai nst
the PA-TNC nessage exchange if |left unprotected from untrusted
parties along the comuni cati on path between the Posture Coll ector
and Posture Validator. Normally, the PT exchange is bidirectionally
aut henti cated, which helps to prevent a MtMon the network from
becom ng an active proxy, but transparent nessage routing gateways

may still exist on the comunication path and can nodify the
integrity of the message exchange unl ess adequate integrity
protection is provided. |If the MtMor other entities on the network

can send nessages to the Posture Broker Cient or Posture Broker
Server that appear to be part of an assessnent, these nessages could
confuse the Posture Collector and Posture Validator or cause themto
perform unnecessary work or take incorrect action. Several exanple
deni al -of -service situations are described in sections 5.2.3 and
5.2.5. Many potential denial-of-service exanples exist, including
fl oodi ng nmessages to the Posture Collector or Posture Validator,
sendi ng very | arge nessages containing nany attributes, and

repeat edly asking for resource-intensive operations.

6. Privacy Considerations

The PA-TNC protocol is designed to allow for controlled disclosure of
security-relevant information about an endpoint, specifically for the
pur pose of enabling an assessnent of the endpoint’s conpliance with
network policy. The purpose of this protocol is to provide
visibility into the state of the protective mechanisms on the
endpoint, in order for the Posture Validators and Posture Broker
Server to deternm ne whether the endpoint is up to date and thus has
the best chance of being resilient in the face of nalware threats.
One risk associated with providing visibility into the contents of an
endpoint is the increased chance for exposure of privacy-sensitive

i nformati on without the consent of the user

Wil e this protocol does provide the Posture Validator the ability to
request specific information about the endpoint, the protocol is not
open ended, bounding the Posture Validator to only query specific
information (attributes) about specific security features (component
types) of the endpoint. Each PA-TNC nessage is explicitly about a
singl e conponent fromthe list of components in section 3.5. These
conponents include a list of security-related aspects of the endpoint
that affect the ability of the endpoint to resist attacks and thus
are of interest during an assessnment. Discretionary conmponents used
by the user to create or view content are not on the list, as they
are nore likely to have access to privacy-sensitive information.
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Simlarly, PA-TNC nessages contain a set of attributes that describe
the particular conmponent. Each attribute contains generic
information (e.g., product information or versions) about the
conponent, so it is unlikely to include any user-specific or
identifying information. This conbination of a limted set of
security-rel ated conponents with non-user-specific attributes greatly
reduces the risk of exposure of privacy-sensitive information.
Vendors that choose to define additional conmponent types and/or
attributes within their namespace are encouraged to provide simlar
constraints.

Even with the bounding of standard attribute information to specific
conponents, it is possible that individuals mght wish to share | ess
information with different networks they wish to access. For

exanpl e, a user may wish to share nore information when connecting to
or being reassessed by the user’s enployer network than what woul d be
made available to the |local coffee shop wireless network. While
these situations do not inpact the protocol itself, they do suggest
that Posture Collector inplenmentations should consider supporting a
privacy filter allow ng the user and/or systemowner to restrict
access to certain attributes based upon the target network.

The underlying PT protocol authenticates the network’s Posture Broker
Server at the start of an assessnment, so identity can be nade

avail able to the Posture Collector and per-network privacy filtering
is possible. Network owners should nake available a list of the
attributes they require to performan assessnent and any privacy
policy they enforce when handling the data. Users wi shing to use a
nore restricted privacy filter on the endpoint may risk not being
abl e to pass an assessnent and thus not gain access to the requested
net wor k or resource.

7. | ANA Consi derations

This section defines the contents of three new | ANA registries: PA
TNC Attribute Types, PA-TNC Error Codes, and PA-TNC Renedi ation

Par anet ers Types. This section explains how these registries work.

Al so, this specification defines several new PA Subtypes for use with
PA- TNC.

Al of the registries defined in this docunent support |ETF standard
val ues and vendor-defined values. To explain this phenonenon, we
will use the PA-TNC Attribute Type as an exanple, but the other three
registries work the same way. Wenever a PA-TNC Attribute Type
appears on a network, it is always acconpani ed by an SM Private
Enterpri se Nunber (PEN), also known as a vendor ID. |If this vendor
IDis zero, the acconpanying PA-TNC Attribute Type is an | ETF
standard value listed in the ANA registry for PA-TNC Attribute
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Types, and its neaning is defined in the specification listed for
that PA-TNC Attribute Type in that registry. |f the vendor ID is not
zero, the meaning of the PA-TNC Attribute Type is defined by the
vendor identified by the vendor ID (as listed in the | ANA registry
for SM PENs). The identified vendor is encouraged but not required
to register with I ANA sone or all of the PA-TNC Attri bute Types used
with their vendor ID and publish a specification for each of these
val ues.

Thi s del egati on of namespace is anal ogous to the techni que used for
ODs. It canresult in interoperability problenms if vendors require
support for particular vendor-specific values. However, such
behavior is explicitly prohibited by this specification (in section
4.1), which dictates that "Posture Collectors and Posture Validators
MUST NOT require support for particular vendor-specific PA-TNC
Attribute Types and MJST interoperate with other parties despite any
differences in the set of vendor-specific PA-TNC Attri bute Types
supported (although they MAY permit admnistrators to configure them
to require support for specific PA-TNC Attribute Types)". Simlar
requirenents are included for PA Subtypes, Renediation Paraneters
Types, and PA-TNC Error Codes.

7.1. Designated Expert Cuidelines

For all of the I ANA registries defined by this specification, new
val ues are added to the registry by Expert Review with Specification
Requi red, using the Designated Expert process defined in RFC 5226

[3].

Thi s section provides guidance to designated experts so that they nmay
nmake deci sions using a philosophy appropriate for these registries.

The registries defined in this docunment have plenty of values. In
nost cases, the | ETF has approxi mately 2732 val ues available for it
to define and each vendor the sanme nunber of values for its use.
Because there are so nany val ues avail abl e, designated experts should
not be terribly concerned about exhausting the set of val ues.

I nst ead, designated experts should focus on the follow ng
requirements. Al values in these | ANA registries MJST be docunented
in a specification that is permanently and publicly available. |ETF
standard val ues MJUST al so be useful, not harnful to the Internet, and
defined in a manner that is clear and likely to ensure

i nteroperability.

Desi gnat ed experts shoul d encourage vendors to avoid defining simlar

but inconpatible values and instead agree on a single | ETF standard
val ue. However, it is beneficial to docunment existing practice.
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There are several ways to ensure that a specification is permanently
and publicly available. It nmay be published as an RFC

Alternatively, it may be published in another manner that makes it
freely available to anyone. However, in this latter case, the vendor
MUST supply a copy to the I ANA and authorize the IANA to archive this

copy and nake it freely available to all if at some point the
docunent beconmes no | onger freely available to all through other
channel s.

Section 7.2 defines the new PA Subtypes. The follow ng three
sections provide guidance to the 1ANA in creating and managi ng t he
new | ANA registries defined by this specification.

7.2. PA Subtypes
Section 3.5 of this specification defines several new PA Subtypes

that have been added to the PA Subtypes registry defined in the PB-
TNC specification. Here is a list of these assignnents:

PEN | nt eger Nane Def i ni ng Specification
0 0 Testing RFC 5792
0 1 Operating System RFC 5792
0 2 Anti-Virus RFC 5792
0 3 Ant i - Spywar e RFC 5792
0 4 Anti - Mal war e RFC 5792
0 5 Firewal | RFC 5792
0 6 | DPS RFC 5792
0 7 VPN RFC 5792
0 8 NEA C i ent RFC 5792

These PA Subtypes have been added to the registry for PA Subtypes
defined in the PB-TNC specification, with this RFC as the reference.

7.3. Registry for PA-TNC Attri bute Types

The nane for this registry is "PA-TNC Attri bute Types". Each entry
in this registry should include a human-readabl e nane, an SM Private
Enterpri se Nunmber, a decimal integer value between 0 and 2732-1, and
a reference to the specification where the contents of this attribute
type are defined. This specification nmust define the nmeaning of this
PA-TNC attribute type and the format and semantics of the PA-TNC
Attribute Value field for PA-TNC attributes that include the
designated Private Enterprise Nunmber in the PA-TNC Attri bute Vendor
IDfield and the designated numeric value in the PA-TNC Attribute
Type field.
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The following entries for this registry are defined in this docunent.
They are the initial entries in the registry for PA-TNC Attribute
Types. Additional entries to this registry are added by Expert

Revi ew with Specification Required, follow ng the guidelines in
section 7.1.

PEN | nteger Nane Def i ni ng Specification
0 0 Testing RFC 5792
0 1 Attribute Request RFC 5792
0 2 Product I nformation RFC 5792
0 3 Nureri ¢ Version RFC 5792
0 4 String Version RFC 5792
0 5 Qperational Status RFC 5792
0 6 Port Filter RFC 5792
0 7 I nstal | ed Packages RFC 5792
0 8 PA- TNC Error RFC 5792
0 9 Assessment Resul t RFC 5792
0 10 Renedi ation Instructions RFC 5792
0 11 Forwar di ng Enabl ed RFC 5792
0 12 Factory Default Password RFC 5792

Enabl ed
O Oxffffffff Reser ved RFC 5792

7.4. Registry for PA-TNC Error Codes

The nane for this registry is "PA-TNC Error Codes". Each entry in
this registry should include a human-readabl e name, an SM Private
Enterpri se Nunber, a decimal integer value between 0 and 2732-1, and
a reference to the specification where this error code is defined.
Thi s specification nust define the neaning of this error code and the
format and semantics of the Error Information field for PA-TNC
attributes that have a PA-TNC vendor ID of 0, a PA-TNC Attribute Type
of PA-TNC Error, the designated Private Enterprise Number in the PA-
TNC Error Code Vendor ID field, and the designated nuneric value in
the PA-TNC Error Code field.

The following entries for this registry are defined in this docunent.
They are the initial entries in the registry for PA-TNC Error Codes.
Additional entries to this registry are added by Expert Review with

Speci fication Required, follow ng the guidelines in section 7. 1.
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PEN | nt eger Nane Defi ni ng Specification
0 0 Reserved RFC 5792
0 1 I nval i d Paraneter RFC 5792
0 2 Ver si on Not Supported RFC 5792
0 3 Attribute Type Not Supported RFC 5792

7.5. Registry for PA-TNC Renedi ati on Paraneters Types

The nane for this registry is "PA-TNC Renedi ati on Paraneters Types".
Each entry in this registry should include a human-readabl e nane, an
SM Private Enterprise Nunber, a decinmal integer value between 1 and
27"32-1, and a reference to the specification where the contents of
this renedi ation paraneters type are defined. This specification
nmust define the meaning of this PA-TNC Renedi ati on Paraneters Type
and the format and semantics of the Renediation Parameters field for
PA-TNC attributes that include the designated Private Enterprise
Nurmber in the Renediation Paraneters Vendor ID field and the

desi gnated nuneric value in the Renedi ati on Paraneters Type field.

The following entries for this registry are defined in this docunent.
They are the initial entries in the registry for PA-TNC Renedi ati on
Paranmeters Types. Additional entries to this registry are added by
Expert Review with Specification Required, follow ng the guidelines
in section 7. 1.

PEN | nteger Nane Def i ni ng Specification
0 0 Reser ved RFC 5792
0 1 URI RFC 5792
0 2 Renedi ation String RFC 5792
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Appendi x A.  Use Cases
A1, Initial Cient-Triggered Assessnent

Thi s scenario involves the assessment of an endpoint initiated during
network join. The assessment is triggered by the Posture Broker
Client (PBC) and involves collection of patch information from both
Standard Operating System (0OS) Posture Collector and vendor-specific
Patch Posture Collector (PC). The assessnent by both the vendor-
specific Patch Posture Validator (PV) and Standard OS Posture
Validator result in a conpliant assessment decision that results in a
conpliant System Assessnent Decision to be returned by the Posture

Br oker Server (PBS).

S R R S SRR S SRR R R S +
| Vndr. X | Std. | | Std. | | std. | | Std. || Vndr. X
| Patch PC] | CS PC| | PBC | | PBS | | OGS PV |]|Patch PV|
E N SR + - - - - - + - a oo + - --- - - - + - --- - - - E N SR +

| | N W Joi n| | | |

| I >| | | |

| | Req Post. | | | |

| | <oooeeoee | | | |

| | Req Post. | | | |

| <o | | | |

| Vndr X Patch Posture | | | |

|- >| | | |

| | OS Posture | | | |

| EEEEEEEEES >| | | |

| | | Posture | | |

| | | Report | | |

| | EEREEEEE >| o |

| | | | Verify | |

| | | | Posture | |

| | | EEREREEES > ]

| | | | | Verify |

| | | | | Posture |

| | I G EEEEEEE >|

| | | | OS Reslt | |

| | | | <--ooo---- |

| | | | VndrX Patch Result |

| | | Assess | <------------------- |

| | | Result | |

| | ESRRREEEE | | |

| | OS Reslt | | | |

| | <o | | | |

| VndrX Patch Result | | | |

| <o | | | |
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A 1.1. Message Contents

This section shows the contents of the key fields in each of the PA
nmessages exchanged in this use case. When necessary, additiona
commentary is provided to explain why certain fields contain the
shown val ues. Note that nmany of the flows shown are between
conmponents on the sanme system so no nessage contents are shown.

Al.1.1. NWJoin

This flow represents the event that causes the PBC to decide to start
an assessnent of the endpoint in order to gain access to the network.
This is merely an event and does not include a nmessage bei ng sent.

A 1.1.2. Request Posture (Req Post.)

This flow illustrates an invocation of the OS and patch posture

coll ectors requesting particular posture attributes to be sent.
Because this use case is triggered locally, the contents of this flow
aren't specified by NEA

A 1.1.3. Vendor X Patch Posture (VndrX Patch Posture)
This flow contains the PA nessage fromthe Patch Posture Collector:

Vendor X Patch Posture PA Message
Attribute HDR { Message | D}
Attribute 1 {
vendor-id=1 (vendor X)
type=1 (Vendor X nanespace attri bute)
l ength
Val ue = {
Vendor XAttri but e1=123
}

}
Attribute 2 {
vendor-id=1 (vendor X)
type=2 (Vendor X nanespace attribute)
[ engt h
Val ue = {
Vendor XAt t ri but e2=456
}
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A 1.1.4. OS Posture
This flow contains the PA nmessage fromthe OS Posture Collector:
OS Posture PA Message ({
Attribute HDR { Message | D}
Attribute 1 {

vendor -i d=0
type=2 (product information)

 ength
Val ue = {
Pr oduct - vendor -i d=311 -- Mcrosoft’s PEN

Product - name="W ndows Vi st a"
}
}
Attribute 2 {
vendor -i d=0
type=3 (nuneric version)
| engt h
Val ue = {
maj or - ver si on=6 -- Vistais version 6.0
m nor - ver si on=0
bui | d- nunber =456789
servi ce- pack- maj or =0 -- No service packs
servi ce- pack-m nor =0

}
A 1.1.5. Posture Report

This flow contains the PB nmessage contai ning the PA nmessages fromthe
Patch and OS Posture Collectors; the message content is described in
the PB-TNC specification.

A 1.1.6. Verify Posture
This flow illustrates an invocation of the OS and patch Posture
Val i dators requesting verification of the posture attributes

recei ved. Because this flow happens locally within the NEA server,
NEA does not specify the nmessage contents.
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A 1.1.7. OS Posture Result (OS Reslt)

This flow contains the PA nessage (Posture Assessment Result) from
the OS Posture Validator

CS Posture Result PA Message {
Attribute HDR { Message | D}
Attribute 1 {
vendor -i d=0
type=9 (assessnent-result)
 ength
Val ue = {
assessment-result=0 (conpliant)
}

}
A.1.1.8. Vendor X Patch Result (VndrX Patch Result)

This flow contains the PA nessage (Posture Assessnment Result) from
the Vendor X Patch Posture Vali dator

Pat ch Vendor X Posture Result PA Message {
Attribute HDR { Message | D}

Attribute 1 {
vendor -i d=0
type=9 (assessnent-result)
 ength
Val ue = {

assessment-result=0 (conpliant)

}

}

A 1.1.9. Assessnent Result (Assess Result)

This flow contains the PB nessage contai ning the system assessnent
result conmputed by the Posture Broker Server and the PA nessages from
the Patch and OS Posture Validators; the nmessage content is described
in the PB-TNC specification.

A.1.1.10. Posture Result (OS PRslt & Vndr X Post PResult)
These flows illustrate an invocation of the OGS and Vendor X Patch
Posture Collectors to receive the posture assessnment results.

Because this flowis triggered |ocally, NEA does not specify the
contents of this flow
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A 2. Server-lnitiated Assessnent wi th Renedi ation

Thi s scenario involves the assessnment of an endpoint initiated by the
NEA Server. The assessnent is triggered by the Posture Broker Server
and involves collection of Anti-Virus attributes for two Anti-Virus
conponents running on the endpoint. The endpoint is assessed to be
conpliant by one of the vendor (Vendor X) anti-virus Posture

Val i dators and non-conpliant by the other vendor (Vendor Y) anti-
virus Posture Validator. Based upon the Posture Broker Server’s
policy, this results in a non-compliant system assessment decision to
be returned by the Posture Broker Server. The Posture Broker Server
al so returns renediation instructions for the endpoint as part of the
response.
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A 2.1. Message Contents

This section shows the contents of the key fields in each of the PA
nmessages exchanged in this use case. Wen necessary, additional
commentary is provided to explain why certain fields contain the
shown val ues. Note that nmany of the flows shown are between
conmponents on the sanme system so no nessage contents are shown.

A 2.1.1. NWJoin

This flow represents the event that causes the PBS to decide to start
an assessnent of the endpoint in order to gain access to the network.
This is merely an event and does not include a nmessage bei ng sent.

A 2.1.2. Create Posture Request (Create Posture Req)

This flow illustrates an invocation of the Vendor X and Vendor Y
Anti-Virus Posture Validators enabling posture request attributes to
be created. Because this use case is triggered |locally, NEA does not
specify the contents of this flow

A.2.1.3. Vendor Y AV Posture Request (Vndr Y AV Posture Req)

This flow contains the PA nessage (Posture Request) fromthe Vendor Y
Anti-Virus Posture Validator

Vendor Y AV Posture Request PA Message {
Attribute HDR { Message | D}
Attribute 1 {
vendor -i d=0
type=1 (Attribute Request)
| engt h
Val ue = {
Vendor-id=0 (I ETF Standard)
Type=2 (Standard attribute, Product-Information)
Vendor -i d=1 (Vendor Y)
Type=2 (Vendor Y attribute, Extended- Dat- Version)
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A.2.1.4. Vendor X AV Posture Request (Vndr X AV Post. Req)

This flow contains the PA nessage (Posture Request) fromthe Vendor X
Anti-Virus Posture Validator

Vendor X AV Posture Request PA Message {
Attribute HDR { Message | D}
Attribute 1 {
vendor -i d=0
type=1 (Attribute Request)
 ength
Val ue = {
Vendor -i d=1 (Vendor X)
Type=1 (Vendor X attribute, Scan-Engi ne-Version)
Vendor-i d=0 (I ETF Standard)
Type=5 (Standard, Operational -Stat us)

}
A.2.1.5. Posture Request

This flow contains the PB nmessage containing the PA nmessages fromthe
Vendor X and Vendor Y Anti-Virus Posture Validators; the nessage
content is described in the PB-TNC specification.

A.2.1.6. Posture Request (Vndr X AV Post Req & Vndr Y AV Post Req)

These flows illustrate an invocation of the Vendor X and Vendor Y
Anti-Virus Posture Collectors to process the Posture Request and
return the particular posture attributes requested. Because this
flowis triggered locally, NEA does not specify the contents of this
flow
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A.2.1.7. Vendor Y AV Posture (Vndr Y AV Posture)

This flow contains the PA nmessage (response to the Posture Request)
fromthe Vendor Y Anti-Virus Posture Collector.

Vendor Y AV Posture PA Message {
Attribute HDR { Message | D}
Attribute 1 {

vendor-id=0 (I ETF Standard)

Type=2 (Standard attribute, Product-I|nformation)

 ength

Val ue = {
product - vendor -i d=12345 (vendor YY)
product -i d=987 (AV product id fromvendor Y)
pr oduct - nane="Vendor Y Anti-Virus"

}

}
Attribute 2 {
vendor-i d=2 (vendor Y)
type=2 (vendor Y attribute, DAT-Version)
[ engt h
Val ue = {
DAT- ver si on=5678
}
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A.2.1.8. Vendor X AV Posture (Vndr X AV Posture)

This flow contains the PA nmessage (response to the Posture Request)
fromthe Vendor X Anti-Virus Posture Collector.

Vendor X AV Posture PA Message {
Attribute HDR { Message | D}

Attribute 1 {
vendor -i d=1
type=1 (vendor X attribute, Scan-Engi ne-Version)
 ength
Val ue = {

scan- engi ne-versi on=1234

}

}
Attribute 2 {
vendor-id=0 (I ETF Standard)
type=5 (Standard, Operational-Status)
l ength
Val ue = {
status=2 (installed but non-operational)
resul t =0 (unknown)
| ast use="" (never used)

}
}

A.2.1.9. Posture Response

This flow contains the PB nmessage containing the PA nessages fromthe
Vendor X and Vendor Y Anti-Virus Posture Collectors; the nessage
content is described in the PB-TNC specification.

A 2.1.10. Verify Posture

This flowillustrates an invocation of the Vendor X and Vendor Y
Anti-Virus Posture Validators requesting verification of the posture
attributes received. Because this flow happens locally within the
NEA server, NEA does not specify the nmessage contents.
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A .2.1.11. Vendor Y AV Posture Result (Vndr Y AV Post Result)

This flow contains the PA nessage (Posture Assessment Result) from
the Vendor Y Anti-Virus Posture Validator

Vendor Y AV Posture Result PA Message {
Attribute HDR { Message | D}

Attribute 1 {
vendor -i d=0
type=9 (assessnent-result)
 ength
Val ue = {

assessment-result=0 (conpliant)

}

}
A . 2.1.12. Vendor X AV Posture Result (Vndr X AV Post Reslt)

This flow contains the PA nessage (Posture Assessnment Result) from
the Vendor X Anti-Virus Posture Validator

Vendor X AV Posture Result PA Message {
Attribute HDR { Message | D}

Attribute 1 {
vendor -i d=0
type=9 (assessnent-result)
 ength
Val ue = {

assessment-result=1 (non-conpliant)

}

}

A . 2.1.13. Assessment Result (Assess Result)

This flow contains the PB nessage contai ning the system assessnent
result conmputed by the Posture Broker Server and the PA nessages from
the Vendor X and Vendor Y Anti-Virus Posture Validators; the nessage
content is described in the PB-TNC specification.

A.2.1.14. Posture Result (Vndr X AV Post Reslt & Vndr Y AV Post Reslt)
These flows illustrate an invocation of the Vendor X and Vendor Y
Anti-Virus Posture Collectors to receive the posture assessment

results. Because this flowis triggered locally, NEA does not
specify the contents of this flow
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A.3. Cient-Triggered Reassessnent

Thi s scenario involves the reassessnent of an endpoint as a result of
enabl i ng a software conponent on the endpoint. The endpoint has two
VPN client software components, one fromvendor X for the user’s home
network and ot her fromvendor Y for the network that the endpoint is
currently accessing. The assessment is triggered when the user tries
to use the Vendor X VPN client; this is a violation of the assessnent
policy. The Posture Broker Cient triggers the posture assessnent
when it receives a notification fromthe VPN Posture Collector about
the change to the operational state of the VPN conponent on the
endpoint. Note that the VPN Posture Collector nmay support standard
attributes and sonme vendor-defined attributes fromvendor X s and
vendor Y's nanespaces. This use case does not |everage vendor-
defined attributes. The assessnent involves verification of the
standard VPN posture attributes by the standard VPN Posture Validator
that results in a non-conpliant assessnment result.

This use case relies on the use of nultiple Posture Collector IDs for
a single Posture Collector as described in section 3.3 of the PA-TNC
specification. In this exanple, the Posture Collector will obtain
two Posture Collector IDs to a single Posture Collector (Standard VPN
PC) and the Posture Collector will generate two separate PA nessages
each using a different IDto report the posture for Vendor X and
Vendor Y VPN Cients. The Posture Broker Client will associate the
assigned IDs in the PB nessage sent to the NEA Server. This entire
behavior will be conpletely opaque to the NEA Server, which wll
handl e the PB nmessage as if there were two VPN Posture Coll ectors on
the NEA dient.
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| <--------- R | VPNX Post | | |
| | R, >] | |
| | | VPNY Post | | |
| | EEERREE. > | |
| | | | Posture | |
| | | | Report | |
| | | | ---mm - >| |
| | | | | rfy Post. |
| | | I R >|
I I I | | VPN PRslt |
| | | | Assess |[<---------- |
| | | | Result | |
| | | | <--------- | |
| I | VPN PRsl t | | |
| | | <menees | | |

A 3.1. Message Contents

This section shows the contents of the key fields in each of the PA
nmessages exchanged in this use case. When necessary, additiona
commentary is provided to explain why certain fields contain the
shown val ues. Note that nany of the flows shown are between
conponents on the same system so no message contents are shown.

A.3.1.1. Enable VPN Cient (Enble)
This flow represents the end user triggered event of starting the VPN

Client software from Vendor X. This is nmerely an event and does not
i ncl ude a nessage being sent.
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A 3.1.2. Notify Status Change (VPN Status Change)

This flow represents the detection of the active state of the Vendor
X VPN Cient software by the VPN Posture Collector. This is nerely
an event and does not include a nmessage being sent.

A.3.1.3. Notify Posture Change (Posture Change)

This flow represents the notification of the VPN posture change sent
fromthe VPN Posture Collector to the Standard Posture Broker Cient.
This is merely an event and does not include a nmessage being sent.

A.3.1.4. Request Posture (Req. Post)

This flowillustrates an invocation of the VPN Posture Coll ector
requesting particular posture attributes to be sent. Because this
use case is triggered locally, NEA does not specify the contents of
this flow.

A.3.1.5. Inspect/Request Info (Ins/Rq Info)
This flow illustrates the acquisition of the posture information by
the VPN Posture Collector fromthe Vendor X and Vendor Y VPN Client

conponents. Because this flowis triggered |ocally, NEA does not
specify the nmessage contents.
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A.3.1.6. Vendor X VPN Posture (VPNX Post)

This flow contains the PA nmessage fromthe VPN Posture Coll ector
descri bing the Vendor X VPN Client’s posture:

Vendor X VPN Posture PA Message{
Attribute HDR { Message | D}
Attribute 1 {

vendor -i d=0

type=2 (product information)

 ength

Val ue = {
product - vendor -i d=9876 (vendor X)
product-i d=567 (VPN client identifier for Vndr X
pr oduct - nane="Vendor X VPN Cient"

}

}
Attribute 2 {
vendor -i d=0
type=5 (operational status)
[ engt h
Val ue = {
Status=3 (Operational)
Resul t =1 (Successful use with no errors detected)
| ast Use="2008-07-07T12: 00: 00Z"
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A.3.1.7. Vendor Y VPN Posture (VPNY Post)

This flow contains the PA nmessage fromthe VPN Posture Coll ector
i ncluding the Vendor Y VPN Client’s posture:

Vendor Y VPN Posture PA Message{
Attribute HDR { Message | D}
Attribute 1 {

vendor -i d=0

type=2 (product information)

 ength

Val ue = {
product - vendor -i d=Vendor Y
product-i d=234 (VPN client identifier for Vndr Y)
pr oduct - nane="Vendor Y VPN Cient"

}

}
Attribute 2 {
vendor -i d=0
type=5 (operational status)
[ engt h
Val ue = {
Status=3 (Operational)
Resul t =1 (Successful use with no errors detected)
| ast Use="2008-07-07T14: 05: 00Z"

}

}

A 3.1.8. Posture Report
This flow contains the PB nessage containing the PA nessage fromthe
VPN Posture Collector; the nmessage content is described in the PB-TNC
speci fication.

A.3.1.9. Verify Posture (Vrfy Post.)
This flow illustrates an invocation of the VPN Posture Validator
requesting verification of the posture attributes received. Because

this flow happens locally within the NEA Server, NEA does not specify
t he nmessage contents.
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A.3.1.10. VPN Posture Result (VPN PRslt)

This flow contains the PA nessage (Posture Assessment Result) from
the VPN Posture Validator

VPN Posture Result PA Message {
Attribute HDR { Message | D}
Attribute 1 {
vendor -i d=0
type=9 (assessnent-result)
 ength
Val ue = {
assessment-result=1 (non-conpliant)
}

}
A . 3.1.11. Assessnent Result (Assess Result)

This flow contains the PB nessage containing the system assessnent
result conmputed by the Posture Broker Server and the PA nessages from
the VPN Posture Validator; the nmessage content is described in the
PB- TNC speci fication.

A.3.1.12. Posture Result (VPN PRslt)
This flow illustrates an invocation of the VPN Posture Collector to

recei ve the posture assessnent result. Because this flowis
triggered locally, NEA does not specify the contents of this flow.
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Appendi x B. Eval uation agai nst NEA Requi renents

Thi s section eval uates the PA-TNC protocol against the requirements
defined in the NEA Requirements docunent. Each subsection considers
a separate requirement fromthe NEA Requirenents docunment. Only
conmon requirenments (C1 through G 10) and PA requirenments (PA-1
through PA-6) are considered, since these are the only ones that
apply to PA

B.1. Evaluation against Requirement C1
Requi renent C 1 says:

C1 NEA protocols MJST support multiple round trips between the NEA
Client and NEA Server in a single assessnent.

PA-TNC neets this requirenment. It allows an unlimted nunber of
round trips between the NEA dient and NEA Server.

B. 2. Eval uation against Requirenent C 2
Requi renment C- 2 says:

C2 NEA protocols SHOULD provide a way for both the NEA Cient and
the NEA Server to initiate a posture assessnment or reassessnment as
needed.

PA-TNC neets this requirement. PA-TNC is designed to work whet her
the NEA Cient or the NEA Server initiates a posture assessnent or
reassessnent.

B.3. Eval uation against Requirenent C3
Requi rement C- 3 says:

C3 NEA protocol s including security capabilities MJIST be capable
of protecting against active and passive attacks by intermediaries
and endpoi nts including prevention fromrepl ay-based attacks.

Security for PA-TNC nessages being sent over the network is provided
through PT protocol security. Therefore, PA-TNC does not include any
security capabilities. Since this requirenment only applies to NEA
protocols "including security capabilities", this specification is
not subject to this requirenment (see section 5.2).
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B.4. Evaluation agai nst Requirement C 4
Requi renent C-4 says:

C4 The PA and PB protocols MJST be capabl e of operating over any
PT protocol. For exanple, the PB protocol must provide a transport-
i ndependent interface allowing the PA protocol to operate w thout
change across a variety of network protocol environnents (e.g.,

EAP/ 802. 1X, PANA, TLS and | KE/ I Psec).

PA-TNC neets this requirenment. PA-TNC can operate over any PT
protocol that neets the requirenents for PT stated in the NEA
Requi renents docurment. PA-TNC does not have any dependenci es on
specific details of the underlying PT protocol.

B.5. Evaluation against Requirement C5
Requi renent C- 5 says:

C5 The sel ection process for NEA protocols MJST eval uate and
prefer the reuse of existing open standards that neet the

requi rements before defining new ones. The goal of NEA is not to
create additional alternative protocols where acceptable solutions
al ready exi st.

Based on this requirenent, PA-TNC should receive a strong preference.
PA-TNC is equivalent with IF-M 1.0, an open TCG specification. O her
specifications from TCG and ot her groups are al so under devel opnent
based on the IF-M 1.0 specification. Selecting PA-TNC as the basis
for the PA protocol will ensure conpatibility with IF-M 1.0, with
these other specifications, and with their inplenmentations.

B. 6. Eval uation against Requirenent C-6
Requi renent C- 6 says:

C6 NEA protocols MJST be highly scal able; the protocols MJST
support many Posture Collectors on a large nunber of NEA Clients to
be assessed by numerous Posture Validators residing on nultiple NEA
Servers.

PA-TNC neets this requirenment. PA-TNC supports an unlimted nunber
of Posture Collectors, Posture Validators, NEA Cients, and NEA
Servers. It also is quite scalable in many other aspects as well. A
PA- TNC nessage can contain up to 2732-1 octets and about 2728 PA-TNC
attributes. Each organization with an SM Private Enterprise Nunber
is entitled to define up to 2732 vendor-specific PA-TNC Attribute
Types, 2716 vendor-specific PA-TNC Product |1Ds, and 2732 vendor -

Sangster & Narayan St andards Track [ Page 78]



RFC 5792 PA- TNC March 2010

B. 7.

B. 8.

B. 9.

San

specific PA-TNC Error Codes. FEach attribute can contain al nost 2732
octets. It is generally not advisable or necessary to send this much
data in a NEA assessnent, but still PA-TNC is highly scal abl e and
neets requirenent C-6 easily.

Eval uati on agai nst Requirenent C7
Requi renent C- 7 says:

C7 The protocol s MIST support efficient transport of a |arge
nunber of attribute nessages between the NEA Cient and the NEA
Server.

PA-TNC neets this requirement. Each PA-TNC nessage can contai n about
2728 PA-TNC attributes. PA-TNC supports up to 2732 round trips in a
sessi on so the maxi num nunber of attribute nessages that can be sent
in a single session is actually about 2750. However, it is generally
i nadvi sabl e and unnecessary to send a | arge nunber of nessages in a
NEA assessnent. As for efficiency, PA-TNC adds only 12 octets of
overhead per attribute and 8 octets per nessage (which is negligible
on a per-attribute basis).

Eval uati on agai nst Requirenent C- 8
Requi renent C-8 says:

C 8 NEA protocols MJST operate efficiently over |ow bandw dth or
hi gh [ atency I|inks.

PA-TNC neets this requirement. A PA-TNC exchange is envisioned
(based on current depl oynment experience) to involve one or two round
trips with less than 500 octets of PA-TNC nessages. O course, use
of vendor-specific PA-TNC attribute types could expand the
assessment. However, PA-TNC itself inposes an overhead of only 8
octets per PA-TNC message and 12 octets per attribute.

Eval uati on agai nst Requirenent C 9

Requi renent C- 9 says:

C9 For any strings intended for display to a user, the protocols

MUST support adapting these strings to the user’s |anguage

pr ef er ences.

PA- TNC neets this requirement. The only field included in a PB-TNC
attribute for display to the user includes a | anguage tag that could

be sel ected based upon the user’s PB-TNC negoti ated preferred
| anguage for the assessnent (see section 4.10 of the PB-TNC
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specification). Wth this exception, all of the strings in the
standard PA-TNC attributes are intended for |ogging and progranmmtic
conpari sons.

I f any vendor-specific PA-TNC attribute types or future | ETF Standard
PA-TNC Attribute Types include strings that are intended for display
to a user, they should be translated to the user’s preferred

| anguage. The Posture Broker Server will need to expose the user’s
preferences to the Posture Validators through whatever APl or

protocol is used to connect those conponents. However, that is al

out of scope for this specification

B. 10. Evaluation agai nst Requirenent C 10
Requi rement C- 10 says:
C- 10 NEA protocols MIST support encoding of strings in UTF-8 format.

PA-TNC neets this requirement. Al strings in the PA-TNC protoco
are encoded in UTF-8 format. This allows the protocol to support a
wi de range of |anguages efficiently.

B.11. Evaluation against Requirenment C 11
Requi renent C- 11 says:

C-11 Due to the potentially different transport characteristics

provi ded by the underlying candi date PT protocols, the NEA Cdient and
NEA Server MJST be capabl e of becom ng aware of and adapting to the
limtations of the available PT protocol. For exanple, sonme PT
protocol characteristics that mght inpact the operati on of PA and PB
i nclude restrictions on which end can initiate a NEA connection
maxi mum data size in a nessage or full assessment, upper bound on
nunber of round trips, and ordering (duplex) of messages exchanged.
The sel ection process for the PT protocols MJST consider the
limtations the candi date PT protocol would inpose upon the PA and PB
pr ot ocol s.

PA-TNC neets this requirement. The design of the PA-TNC protoco
enphasi zes efficient transport of information in order to maxim ze
its usability in constrained PT environnents. Local APlIs could allow
Posture Coll ectors and Posture Validators to di scover when they are
operating in a |l ess constrai ned depl oynent and then nmake use of nore
verbose attributes. Simlarly, Posture Collectors could choose not
to send or use snaller attributes (including assertions from previous
assessments) when faced with a very constrai ned network connection.
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B.12. Evaluation agai nst Requirenent PA-1
Requi rement PA-1 says:

PA-1 The PA protocol MJST support conmmuni cati on of an extensible set
of NEA standards-defined attributes. These attributes will be
uni quely identifiable fromnon-standard attri butes.

PA-TNC neets this requirement. Each attribute is identified with a
PA-TNC Attribute Vendor 1D and a PA-TNC Attribute Type. |ETF
Standard PA-TNC Attribute Types use a vendor ID of zero (0), in
contrast with vendor-specific PA-TNC Attribute Types, which will use
the vendor’s SM Private Enterprise Nunber as the vendor ID. The
ANA will maintain a registry of PA-TNC Attribute Types with new

val ues added by Expert Review with Specification Required, as
described in the | ANA Consi derations section of this specification.
Thus, the set of standard attribute types is extensible, but all
standard attribute types are uniquely identifiable.

B.13. Eval uation agai nst Requirenment PA-2
Requi rement PA-2 says:

PA-2 The PA protocol MJST support communi cati on of an extensible set
of vendor-specific attributes. These attributes will be segnented
into uniquely identifiable vendor-specific namespaces.

PA-TNC neets this requirement. Each attribute is identified with a
PA-TNC Attribute Vendor 1D and a PA-TNC Attribute Type. Vendor-
defined PA-TNC Attribute Types use the vendor’s SM Private
Enterprise Nunber as the PA-TNC Attribute Vendor ID. Each vendor can
define up to 2732 PA-TNC Attribute Types, using its own internal
processes to nanage its set of attribute types.

The 1ANA is not involved, other than the initial assignment of the
vendor’'s SM Private Enterprise Nunber. Thus, the set of vendor-
specific attributes is segnented into uniquely identifiable vendor-
speci fi c namespaces.

B.14. Evaluation agai nst Requirenment PA-3
Requi renment PA-3 says:
PA-3 The PA protocol MJST enable a Posture Validator to make one or
nore requests for attributes froma Posture Collector within a single
assessment. This enables the Posture Validator to reassess the

posture of a particular endpoint feature or to request additional
posture including fromother parts of the endpoint.
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PA-TNC neets this requirement. The Attribute Request attribute type
is an | ETF Standard PA-TNC Attribute Type that pernmits a Posture
Validator to send to one or nore Posture Collectors a request for one
or nore attributes. This attribute may be sent at any point in the
posture assessment process and may in fact be sent nore than once if
the Posture Validator needs to first determine the type of operating
system and then request certain attributes specific to that operating
system for exanple.

B.15. Evaluation agai nst Requirenent PA-4
Requi renent PA-4 says:

PA-4 The PA protocol MJST be capable of returning attributes froma
Posture Validator to a Posture Collector. For exanple, this mght
enabl e the Posture Collector to learn the specific reason for a
failed assessnent and to aid in renediation and notification of the
syst em owner.

PA-TNC neets this requirenment. A Posture Validator can easily send
attributes to one or nmore Posture Collectors.

B.16. Eval uation agai nst Requirenment PA-5
Requi renent PA-5 says:

PA-5 The PA protocol SHOULD provide authentication, integrity, and
confidentiality of attributes comunicated between a Posture
Col I ector and Posture Validator. This enables end-to-end security
across a NEA depl oynment that mght involve traversal of severa
systens or trust boundaries.

PA- TNC does not include an explicit PA-level security mechani sm but
does lay a foundation allowing attribute-level security protections
to be added later. As an existence proof, the NEA working group
considered an Internet-Draft proposal capable of encapsul ating PA
attributes within a Cryptographi c Message Syntax (CMB) security
wrapper in a new attribute type. This proposal offered the
protections described in this requirenment. However, the NEA WG

deci ded that the use cases in scope for the working group did not
require PA-level security. The use cases involving PA nessage
traversal of nmultiple systens or trust boundaries were considered out
of scope; therefore, a Posture Validator to Posture Collector end-to-
end security protection was considered not to be required.

I nstead, PA-TNC attributes are protected by the PT | ayer

aut hentication, integrity, and confidentiality support. This
protects the attributes conmuni cated between the Posture Transport
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Client and Posture Transport Server. Because the Posture Collector
is in the same address space as the Posture Broker Cient and Posture
Transport Client and the Posture Validator is in the same address
space as the Posture Broker Server and Posture Transport Server, the
under | yi ng broker and transport conponents are deemed trusted with
respect to not tanmpering with the PA nessages (see trust nodel in
section 5.1 for details). Encrypting the PA-TNC nessages woul d not
prevent a hostile broker or transport conponent from attacking the
nmessages.

B.17. Evaluation agai nst Requirenment PA-6
Requi renent PA-6 says:

PA-6 The PA protocol MJST be capable of carrying attributes that
contai n non-binary and binary data including encrypted content.

PA-TNC neets this requirement. PA-TNC attributes can contain non-
bi nary and binary data including encrypted content. For exanples,
see the attribute type definitions contained in this specification
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