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Contast’s Web Notification System Design
Abst r act

The objective of this docunment is to describe a nethod of providing
critical end-user notifications to web browsers, which has been
depl oyed by Contast, an Internet Service Provider (I1SP). Such a
notification systemis being used to provide near-i medi ate
notifications to custonmers, such as to warn themthat their traffic
exhibits patterns that are indicative of malware or virus infection
There are other proprietary systens that can perform such
notifications, but those systens utilize Deep Packet |nspection (DPl)
technology. In contrast to DPlI, this docunent describes a system
that does not rely upon DPI, and is instead based in open |ETF

st andards and open source applications.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nakes no statenment about its value for

i npl enentati on or deploynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6108.
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1

| ntroducti on

Internet Service Providers (lISPs) have a need for a systemthat is
capabl e of communicating with custoners in a nearly i medi ate manner
to convey critical service notices such as warnings concerning |ikely
mal ware infection. G ven the preval ence of the web browser as the
predom nant client software in use by Internet users, the web browser
is an ideal vehicle for providing these notifications. This document
descri bes a systemthat has been depl oyed by Contast, a broadband

| SP, to provide near-imrediate notifications to web browsers.

In the course of evaluating potential solutions, the authors

di scovered that the large majority of comercially avail able systens
utilized Deep Packet |nspection (DPl) technology. While a DPI-based
system woul d certainly work, Contast and other ISPs are trying to
avoi d wi despread depl oynent and use of DPl, and are searching for
alternatives. Thus, Contast desired to use a systemthat is based on
open standards and non-proprietary software, and that did not require
the use of DPI. Wiile the system described herein is specific to the
Dat a- Over - Cabl e Service Interface Specifications (DOCSIS,

[ Cabl eLabs_DOCSI S]) networks used by nost cabl e-based broadband | SPs,
concepts described in this docunment can generally be applied to nany
different types of networks should those ISPs be interested in
alternatives to DPI

H gh-Level Design of the System

The web notification systemdesign is based on the use of the
Internet Content Adaptation Protocol (1CAP) [RFC3507]. The design
uses open source applications, which are the Squid web proxy,
GreasySpoon | CAP server, and Apache Tontat. |CAP, an existing | ETF
protocol, allows for nessage transformati on or adaptation. An | CAP
client passes a HyperText Transport Protocol (HTTP, [RFC2616])
response to an | CAP server for content adaption. The |ICAP server in
turn responds back to the client with the HITTP response cont ai ni ng
the notification nessage by using the "respnod" nethod defined in
Section 3.2 of [RFC3507].

Desi gn Requi rement s

This section describes all of the key requirenents taken into

consi deration by Contast for the design of this system This
information is provided in order to convey inportant design choices
that were made in order to avoid the use of DPlI, anobng ot her things.
An "Additional Background" paragraph is included with each

requi rement to provide additional information, context, or other
useful expl anati on.
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Requi renent s

Must Only Be Used for Critical Service Notifications
Addi ti onal Background: The system nust only provide
critical notifications, rather than trivial notifications.
An exanple of a critical, non-trivial notification, which
is also the primary notivation of this system is to advise
the user that their conmputer is infected with nmalware, that
their security is at severe risk and/or has already been
conprom sed, and that it is recomended that they take

i medi ate, corrective action NOW

Must Use TCP Port 80

Addi ti onal Background: The system nust provide
notifications via TCP port 80, the well-known port for HTTP
traffic. Since the large majority of customers use a web
browser as their primary application, this was deened the
best nethod to provide themwith an i medi ate, critica
notification.

Must Support Bl ock Listing

Addi ti onal Background: While unlikely, it is possible that
the Hyper Text Markup Language (HTM., [ RFC2854]) or
JavaScript [ RFC4329] used for notifications nmay cause
probl ens while accessing a particular website. Therefore,
such a system nust be capable of using a block list of
website Uni form Resource ldentifiers (URIs, [RFC3986]) or
Fully Qualified Domain Names (FQDNs, Section 5.1 of

[ RFC1035]) that conflict with the system so that the
system does not provide notifications in these cases, in
order to minimze any errors or unexpected results. Also,
whi | e extensive devel opment and testing has been perforned
to ensure that this system does not behave in unexpected
ways, and standard | CAP (which has been in use for many
years) is utilized, it is critical that if it does behave
in such a way, there nust be a nethod to rapidly exenpt
specific URIs or FQDNs.

Must Not Cause Problems with Instant Messaging (IM Cdients
Using TCP Port 80

Addi ti onal Background: Some IMclients use TCP port 80 in
their communi cations, often as an alternate port when
standard, well-known ports do not work. Oher IMclients
may in fact use TCP port 80 by default, in some cases even
bei ng based in a web browser. Therefore, this system nust
not conflict with or cause unexpected results for I M
clients (or any other client types) that use TCP port 80.

I nf or mati onal [ Page 4]
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Must Handl e Pre-Existing Active TCP Sessions Gacefully
Addi tional Background: Since the web notification system
may tenporarily re-route TCP port 80 traffic in order to
provide a critical notification, previously established TCP
port 80 sessions nmust not be disrupted while being routed
to the proxy layer. Also, since the critical web
notification occurs at a well-defined point intine, it is
| ogi cal to conclude that an end user may well have an
active TCP port 80 session in progress before the
notification is sent, and which is still active at the tine
of the notification. It is therefore inportant that any
such connections nust not be reset, and that they instead
nust be handl ed graceful ly.

Must Not Use TCP Resets

Addi ti onal Background: The use of TCP resets has been
widely criticized, both in the Internet commnity generally
and in [RFC3360]. |In Contast’s recent history, for

exanpl e, the conpany was criticized for using TCP resets in
the course of operating a DPI-based network managenent
system As such, TCP resets as a function of the system
must not be used.

Must Be Non-Di sruptive

Addi ti onal Background: The web notification system nust not
di srupt the end-user experience, for exanple by causing
significant client errors.

User Notification Acknow edgenent Miust Stop Further

| mredi ate Notifications

Addi ti onal Background: Once a user acknow edges a critica
notification, the notification should inmediately stop.

O herwi se, the user nay believe the systemis stuck in an
error state and may not believe that the critica
notification is valid. 1In addition, it is quite possible
that the user will be annoyed that the systemdid not react
to his acknow edgenent.

Non- Modi fi cati on of Content Should Be Mintained

Addi ti onal Background: The system should not significantly
alter the content of the HITP response from any website the
user is accessing.

Must Handl e Unexpected Content G acefully

Addi ti onal Background: Sonetines, devel opers and/or

i mpl enenters of software systems assume that a narrow range
of inputs to a systemw Il occur, all of which have been

t hought of beforehand by the designers. The authors
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believe this is a poor assunption to nmake in the design and
i mpl ementation of a systemand, in contrast, that
unexpected or even nalformed i nputs should be assunmed. As
a result, the systemmust gracefully and transparently
handl e traffic that is unexpected, even though there wll
be cases when the system cannot provide a critical web
notification as a result of this. Thus, widely varying
content shoul d be expected, and all such unexpected traffic
nmust be handl ed by the system wi thout generating user-
perceived errors or unexpected results.

R3.1.11. Wb Content Must Not Be Cached
Addi ti onal Background: Maintaining the privacy of users is
i mportant. As such, content flow ng through or
incidentally observed by the system nust not be cached.

R3.1.12. Advertising Replacenent or Insertion Miust Not Be Perforned
Under ANY G rcunst ances
Addi ti onal Background: The system nust not be used to
repl ace any advertising provided by a website, or to insert
advertising into websites. This therefore includes cases
where a web page al ready has space for advertising, as well
as cases where a web page does not have any adverti sing.
This is a critical area of concern for end users, privacy
advocates, and other nenbers of the Internet comunity.
Therefore, it nust be nade abundantly clear that this
systemw || not be used for such purposes.

3.2. Wb Proxy Requirenents

R3.2.1. Open Source Software Miust Be Used
Addi ti onal Background: The system nust use an open source
web proxy server. (As noted in Section 2 and Section 4.1,
Squi d has been chosen.) VWhile it is possible to use any web
proxy, the use of open source enables others to easily
access openly avail abl e docunentation for the software,
among the other benefits comonly attributed to the use of
open source software.

R3.2.2. |1CAP dient Should Be Integrated
Addi ti onal Background: The web proxy server shoul d have an
integrated I CAP client, which sinplifies the design and
i npl enentati on of the system
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Access Control Miust Be | npl enented

Addi ti onal Background: Access to the proxy mnmust be linted
exclusively to the | P addresses of users for which
notifications are intended, and only for limted periods of
time. Furthernore, since a Session Managenent Broker (SMB)
is utilized, as described in Section 4.1 below, then the
proxy must restrict access only to the address of the SMB

| CAP Server Requirenents

3. 1.

3. 2.

3. 3.

3. 4.

Must Provi de | CAP Response Support

Addi tional Background: The system nust support response
adaptation, in accordance with [RFC3507]. An ICAP client
passes a Hyper Text Transport Protocol (HTTP, [RFC2616])
response to an | CAP server for content adaption. The |CAP
server in turn responds back to the client with the HTTP
response containing the notification nmessage by using the
"respnod” nethod defined in Section 3.2 of [RFC3507].

Must Provi de Consistency of Critical Notifications
Addi ti onal Background: The system must be able to

consi stently provide a specific notification. For exanple,
if acritical alert to notify a user that they are infected
with malware is desired, then that notification should
consistently | ook the same for all users and not vary.

Must Support Miltiple Notification Types

Addi ti onal Background: While the initial and sole critica
notification sent by the systemis intended to alert users
of a malware infection, malware is a rapidly and
continuously evolving threat. As a result of this reality,
the system nust be able to evolve to provide different types
of critical notifications. For exanple, if malware begins
to diverge into several different categories wth
substantially different inplications for end users, then it
may becone desirable to provide a notification that has been
narrowmy tailored to each category of malware.

Must Support Notification to Miultiple Users Sinultaneously
Addi ti onal Background: The system nust be able to

si mul taneously serve notifications to different users. For
exanple, if 100 users have been infected with nmalware and
critically need to be notified about this security problem
then the system nust be capabl e of providing the
notification to several users at a time, or all of the users
at the sane tinme, rather than to just one user at a tine.
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Messagi ng Service Requirenents

A Messagi ng Service Must Be Used

Addi ti onal Background: The Messagi ng Service, as described
in Section 4.1 below, caches the notifications for each
specific user. Thus, the notification nessages are cached
by the system and do not have to be retrieved each tine a
notification is needed. As a result, the systemcan be nore
easily scaled to provide notification to nultiple users

si mul taneously, as noted in an earlier requirenment ("Mist
Support Notification to Miultiple Users Sinultaneously").

Must Process Acknow edgenments on a Tinely Basis

Addi tional Background: The Messaging Service nust quickly
process notification acknow edgenments by end users, as noted
in an earlier requirenent ("User Notification

Acknowl edgenent Must Stop Further Imrediate Notifications").

Must Ensure Notification Targeting Accuracy

Addi ti onal Background: The Messagi ng Service nust ensure
that notifications are presented to the intended users. For
exanple, if the systemintends to provide a critica
notification to User A and User B, but not User C, then

User C nust not be sent a notification

Shoul d Keep Notification Records for Custonmer Support

Pur poses

Addi ti onal Background: The Messagi ng Service should maintain
some type of record that a notification has been sent to a
user, in case that user inquires with custonmer support
personnel. For exanple, when a user is presented with the
critical notification advising themof a nalware infection
that user may choose to call Contast’s Custoner Security
Assurance team in the customer service organization. As a
result, a Custoner Security Assurance representative should
be able to confirmthat the user did in fact receive a
notification concerning malware infection in the course of
provi di ng assistance to the end user in renediating the

mal ware infection

| mpl enent ation Details

This section defines and docunents the various core functiona
conponents of the system as they are inplenented. These conponents
are then shown in a diagramto describe how the various conponents
are linked and relate to one anot her

et al. I nf or mati onal [ Page 8]
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4.1. Functional Conponents Described, as |nplenented

This section accurately and transparently describes the software (S)
packages used by the system described herein, as well as all of the
details of how the systemfunctions. The authors acknow edge t hat
there may be multiple alternative software choices for each
conponent; the purpose of this section is to describe those

sel ections that have been nade and depl oyed.

S4.1.1. Web Proxy: The system uses Squi d Proxy, an open source web
proxy application in w de use, which supports an integrated
| CAP client.

S4.1.2. | CAP Server: The system uses G easySpoon, an open source
application. The |ICAP server retrieves the notifications
fromthe Messagi ng Service cache when content adaption is
needed.

S4.1.3. Custoner Database: The Custoner Database hol ds the rel evant
information that the system needs to provide a critica
notification to a given user. The database may al so hold
the status of which users were notified and which users are
pendi ng notification

S4.1.4. Messaging Service: The system uses Apache Tontat, an open
source application. This is a process engine that retrieves
specific web notification messages froma catal og of
possi bl e notifications. While only one notification is
currently used, concerning malware infection, as noted in
Section 3.3 the system nay eventually need to provide
multiple notifications (the specific requirenent is "Mist
Support Multiple Notification Types"). Wen a notification
for a specific user is not in the cache, the process
retrieves this information fromthe Customer Database and
popul ates the cache for a specific period of tine.

S4.1.5. Session Managenent Broker (SMB): A Load Bal ancer (LB) with a
custom zed layer 7 inspection policy is used to
differentiate between HTTP and non-HTTP traffic on TCP
port 80, in order to neet the requirenents docunented in
Section 3 above. The systemuses a LB from A10 NetworKks.
The SMB functions as a full stateful TCP proxy with the
ability to forward packets fromexisting TCP sessions that
do not exist in the internal session table (to neet the
specific requirenment "Miust Handl e Pre-Existing Active TCP
Sessions Gracefully"). New HITP sessions are | oad bal anced
to the web proxy layer either transparently or using source
Net wor k Address Transl ati on (NAT [ RFC3022]) fromthe SMB
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in the SMB

session table is sinply forwarded to the destination

transparently via the TCP proxy |ayer (again,
speci fic requirenent
Sessions G acefully").

4.2. Functional Diagram as |nplenented
S + - + S +
| ICAP | <---->]| Messaging | <---->| Custoner |
| Server | | Service | | Dat abase |
Fomm oo + S + Fomm e m e +
N
| e +
| | |
| Fo-e-- - > | Internet | <------- +
| | | | |
| | oo + |
| | A |
% % | |
S + v \%
|+ -------- +| B + B R +
|| I1CAP || <---->| SMB | <--->| Access |
|| dient || Foom- - + | Router |
| +-------- +| S +
|| SQUID [] A
|| Proxy []| |
| e + v
TSR + TSR +
| CMIs* |
S +
N
|
%
[ +
| PC |
oo +
* A Cabl e Modem Term nati on System (CMIS)
is an access network el ement.
Figure 1: Wb Notification System- Functional
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5.

Hi gh- Level Conmuni cation Flow, as | npl enented

In Section 4, the functional conmponents of the system were descri bed,
and then shown in relation to one another in Figure 1 above. This
section describes the high-level conmunication (C) flow of a
transaction in the system in order to explain the general way that
the functions work together in action. This will be further
explained in nmuch nore detail in later sections of this document.

C5. 1. Setup of Differentiated Services (Diffserv): Using D ffserv
[ RFC2474] [ RFC2475] [ RFC2597] [RFC3140] [ RFC3246] [ RFC3260]
[ RFC4594], set a policy to direct TCP port 80 traffic to the
web notification systenmis web proxy.

C5. 2. Sessi on Managenent: TCP port 80 packets are routed to a
Sessi on Managerent Broker (SMB) that distinguishes between
HTTP or non-HTTP traffic and between new and exi sting
sessions. HITP packets are forwarded to the web proxy by the
SMB. Non-HTTP packets such as instant nmessaging (IM traffic
are forwarded to a TCP proxy layer for routing to their
destination, or the SMB operates as a full TCP proxy and
forwards the non-HITP packets to the destination.
Pre-establi shed TCP sessions on port 80 are identified by the
SMB and forwarded with no inpact.

C5. 3. Web Proxy Forwards Request: The web proxy forwards the HTTP
request on to the destination site, a web server, as a web
proxy normally woul d do.

C5. 4. On Response, Send Message to | CAP Server: Wen the HITP
response is received fromthe destination server, the web
proxy sends a nessage to the | CAP server for the web
notification.

C5. 5. Messagi ng Service: The Messagi ng Service should respond with
appropriate notification content or null response if no
notification is cached.

C5. 6. | CAP Server Responds: The | CAP server responds and furni shes
the appropriate content for the web notification to the web
pr oxy.

C5. 7. Web Proxy Sends Response: The web proxy then forwards the
HTTP response containing the web notification to the client
web browser.

Chung, et al. I nf or mati onal [ Page 11]
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User Response: The user observes the critical web
notification, and clicks an appropriate option, such as: OK/
acknow edged, snooze/renmnd ne |ater, etc.

More | nformation: Dependi ng upon the notification, the user
may be provided with nore information. For exanple, as noted
previously, the systemwas designed to provide critica
notifications concerning malware infection. Thus, in the
case of malware infection, the user may be advised to go to a
mal war e renedi ati on web page that provides directions on how
to attenpt to renove the malware and attenpt to secure hosts
agai nst future nalware infection.

Turn Down Diffserv: Once the notification transaction has
conpl eted, renmpve any special Diffserv settings.

6. Comuni cation between Web Proxy and | CAP Server, as |Inplenented

The web proxy and | CAP server are critical conponents of the system
Thi s section shows the conmuni cati on that occurs between these two
conmponent s.
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S +
|  www URI |
. +
N
(2)| | (3)
v
S + (4) S + (4) S +
| |- >| |- >| |
| | (5) | | (5) | |
| Proxy |<------------ | I1CAP | <------------ | 1CAP |
| Modul e | (6) | dient | (6) | Server |
| |- > |- > |
| | (7) | | (7) | |
| S ERREEEEEREE | S ERREEEEEREE | |
T p—— + T p—— + T p—— +
n |
(D | (8)
v
e + (9) e +
| |~ >| |
| Browser | (10) | Wb Server |
| | <o | |
Fom e e oo - + Fom e e oo - +

(1) - HTTP GET (TCP 80)

(2) - Proxy HTTP GET (TCP 80)

(3) - HTTP 200 OK w Response

(4) - | CAP RESPMOD

(5) - ICAP 200 XK

(6) - TCP Stream - Encapsul at e Header

(7) - ICAP 200 OK Insert Message

(8) - HTTP 200 OK W Response + Message Frane
(9) - HTTP CGET for Message

(10) - HITP 200 w Message Content

Figure 2: Comuni cation between Web Proxy and | CAP Server
7. End-to-End Web Notification Flow, as Inplenented

Thi s section describes the exact flow of an end-to-end notification,
in order to show in detail how the system functions.
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7.1. Step-by-Step Description of the End-to-End Web Notification Fl ow
Pol i cy- Based Routi ng

1. TCP port 80 packets fromthe user that needs to be notified are
routed to the web proxy via policy-based routing.

2. Packets are forwarded to the Sessi on Managenent Broker, which
establishes a session with the web proxy and routes the packets
to the web proxy.

Web Proxy
1. The user’s HTTP request is directed to the web proxy.

2. The web proxy receives HITP traffic and retrieves content from
the requested website.

3. The web proxy receives the response and forwards it to the | CAP
server for response adaptation

4. The | CAP server checks the HTTP content in order to determ ne
whet her the notification message can be inserted.

5. The | CAP server initiates a request to the Messagi ng Service
cache process with the I P address of the user.

6. If a notification message for the user exists, then the
appropriate notification is cached on the Messagi ng Service.
The Messaging Service then returns the appropriate notification
content to the | CAP server.

7. Once the notification nessage is retrieved fromthe Messagi ng
Service cache, the | CAP server may insert the notification
nmessage in the HITP response body wi thout altering or nodifying
the original content of the HTTP response.

8. The | CAP server then sends the response back to the web proxy,
which in turn forwards the HTTP response back to the browser.

9. If the user’s IP address is not found or provisioned for a
notification nessage, then the | CAP server should return a "204
No nodifications needed" response to the |CAP client as defined
in Section 4.3.3 of [RFC3507]. As a result, the user will not
receive any web notification nmessage.
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and clicks an

The two figures bel ow show the comrunications flow fromthe web

br owser,

through the web notification system

Figure 3 illustrates what occurs when a notification request cannot
be inserted because the notification type for the user’s I P address
is not cached in the Messagi ng Service.

Chung,

Br owser Pr oxy

| HITP
| CET

| CAP | CAP Message Cust oner
dient Server Service |nternet DB
| | | | |
Proxy | | | | |
Request | | | | |
--------- R e R |
| | | 200 X | |
-------- R e |
| CAP | | | | |
RESPMOD | | CAP | | | |
-------- > RESPMOD | Check | | |
R >| Cache | |
| | for IP | |
| | Match | | |
| Hoomo - >| | |
| | Cache | | |
| | Mss | | |
| | <------- + Request | |
| 204 No | | Type | |
| Modif. | R | ------- >
| Needed | | |
No | <-------- + | Type |
I nsert | | | Ret ur ned|
-------- + | [--------+
|
|
|
|

Figure 3: End-to-End Web Notification Flow - with Cache M ss
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Figure 4 illustrates what occurs when a notification request for the
user’s | P address is cached in the Messagi ng Service.

| CAP | CAP Message Cust oner
Br owser Pr oxy dient Server Service Internet DB
| HTTP | | | | | |
| GET | Proxy | | | | |
to------ >| Request | | | | |
| to---oo--- |--------- |-------- |------- >| |
| | | | | 200 OK | |
| | <-------- |--------- |-------- |-------- + |
| | 1CAP | | | | |
| | RESPMCD | | CAP | | | |
| R R >| RESPMOD | Check | | |
| | to---o--- >| Cache | | |
| | | | for IP| | |
| | | | Match | | |
| | | to- oo >| | |
| | | | Cache | | |
| | | | Hit | | |
| | | I'nsert |[<------- + | |
| | Return | Type | | | |
| | 200 K | <-------- + | | |
| | with | | | | |
| | Insert | | | | |
| 200 K | <-------- + | | | |
| w | | | | |
| Notify | | | | | |
| <------- + | | | | |
| | | | | |

Figure 4: End-to-End Web Notification Flow - with Cache Hit
8. Exanple HITP Headers and JavaScript for a Wb Notification
The figure bel ow shows an exanple of a normal HTTP GET request from

the user’s web browser to www. exanpl e.com a web server on the
I nternet.
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http://ww. exanpl e. cont

GET / HITP/ 1.1

Host: www. exanpl e. com

User-Agent: Mzilla/5.0 (Wndows; U Wndows NT 5.1; en-US; rv:1.8.1.14)
Gecko/ 20080404 Firefox/2.0.0.14

Accept: text/htm , application/xhtm +xnl, application/xm;qg=0.9,*/*;9=0.8

Accept - Language: en-us, en; d=0.5

Accept - Encodi ng: gzi p, defl ate

Accept - Charset: |SO 8859-1,utf-8;9=0.7,*;q9=0.7

Keep- Al ive: 300

Connection: keep-alive

Pragma: no-cache

Figure 5. Exanple HITP Headers for a Web Notification - HITP CGET

In the figure below, the traffic is routed via the web proxy, which
conmuni cates with the | CAP server and returns the response from
wwv. exanpl e.com In this case, that response is a 200 OK, with the
desired notification nessage inserted.

HTTP/ 1. x 200 K

Date: Thu, 08 May 2008 16:26:29 GVIT

Server: Apache/2.2.3 (CentQS)

Last- Modi fied: Tue, 15 Nov 2005 13:24:10 GMI
Et ag: "b80f 4- 1b6- 80bf d280"

Accept - Ranges: bytes

Content-Length: 438

Connection: close

Content - Type: text/htm ; charset=UTF-8

Age: 18

X-Cache: HT from |l ocal host. | ocal donai n

Via: 1.0 | ocal host. Il ocal domain (squid/3.0. STABLES)
Pr oxy- Connecti on: keep-alive

Fi gure 6: Exanmple HTTP Headers for a Web Notification - HITP Response
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The figure bel ow shows an exanple of the web notification content
inserted in the 200 OK response, in this exanple JavaScript code.

<l--all elements used in a notification should have cascadi ng style
sheet (css) properties defined to avoid unwanted i nheritance from
parent page-->

<style type="text/css">

#exanmpl e {
position: absolute; left: 100px; top: 50px;
z-i ndex: 9999999; height: auto; w dth: 550px;
paddi ng: 10px;
border: solid 2px bl ack
backgr ound- col or: #FDD017;
opacity: 0.8; filter: al pha(opacity = 80);

</styl e>

<script |anguage="javascript" type="text/javascript">

/1 ensure that content is not part of an ifrane

if (self.location == top.location) {
/1l this is a floating div with 80%transparency
docunent.wite(’<div id="exanple" nane="exanple">");
docunent . wite(’ <h2>l MPORTANT MESSACE</ h2>');
docunent.wite(’ <p>Loremipsum dolor sit amet, consecteteur ');
docunent . wite(’adipisicing elit, sed do eiusnod tenpor ’);
docunent.wite(’incididunt ut |abore et dolore nmagna aliqua. ');
docunent.wite(’ Ut enimad mnimveniam quis nostrud ');
document .write(’ exercitation ullanco |aboris nisi ut aliquip ex ");
docunent. wite(’' ea cormbdo consequat.’);
docunent . wite(’</div>");

}</script>

Figure 7: Exanmple JavaScript Used in a Wb Notification
9. Depl oynent Considerations

The conponents of the web notification systemshould be distributed

t hroughout the network and close to end users. This ensures that the
routing performance and the user’s web browsing experience remain
excellent. In addition, a HTTP-aware | oad bal ancer should be used in
each datacenter where servers are |located, so that traffic can be
spread across N+1 servers and the system can be easily scal ed.
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10. Security Considerations

This critical web notification systemwas conceived in order to
provi de an additional method of notifying end user customers that
their conputer has been infected with malware. Dependi ng upon the
specific text of the notification, users could fear that it is sone
ki nd of phishing attack. As a result, care has been taken with the
text and any links contained in the web notification itself. For
exanpl e, should the notification text change over tinme, it may be
best to provide a general URI or a tel ephone nunber. In contrast to
that, the notification nmust not ask for login credentials, and nust
not ask a user to followa link in order to change their password,
since these are common phishing techniques. Finally, care should be
taken to provide confidence that the web notification is valid and
froma trusted party, and/or that the user has an alternate nmethod of
checking the validity of the web notification. One alternate nethod
of validating the notification may be to call custoner support (in
this exanple, Contast’'s Custoner Security Assurance tean); this

expl ains a key requirenent (specifically, "Should Keep Notification
Records for Customer Support Purposes") in Section 3.4.

11. Debating the Necessity of Such a Critical Notification System

Sone nmenbers of the community nmay question whether it is ever, under
any circunstances, acceptable to nodify Internet content in order to
provide critical service notification concerning malware infection -
even in the smallest of ways, even if openly and transparently
docunented, even if thoroughly tested, and even if for the best of
notivations. It is inportant that anyone with such concerns
recogni ze that this docunment is by no nmeans the first to propose
this, particularly as a tactic to conmbat a security problem and in
fact sinply leverages previous work in the | ETF, such as [ RFC3507].
Such concerned parties should al so study the many organi zati ons usi ng
| CAP and the many software systens that have inpl enented | CAP

In addition, concerned nenbers of the community should review
Section 1, which describes the fact that this is a comon feature of
DPI systens, nade by DPlI vendors and many, if not nost, major
net wor ki ng equi prent vendors. As described herein, the authors of
this docunment are notivated to AVO D the need for w despread,

ubi qui t ous depl oynment of DPlI, via the use of both open source
software and open protocols, and are further notivated to
transparently describe the details of how such a system functi ons,
what it IS intended to do, what it IS NOT intended to do, and
purposes for which it WLL NOT be used.
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The authors also believe it is inportant for ISPs to transparently
di scl ose network nmanagenent techni ques and systens, and to have a
venue to do so, as has been done here. |In addition, the authors
believe it is inportant for the | ETF and ot her nenbers of the
Internet conmunity to encourage and positively reinforce such

di scl osures. In the publishing of such a docunent for reference and
conment by the Internet community, this may serve to notivate other
ISPs to be simlarly open and to engage the | ETF and ot her

organi zations that are part of the Internet conmunity. Not
publ i shi ng such docunments could motivate | ess disclosure on the part
of 1 SPs and ot her menbers of the Internet comrunity, increase the use
of DPlI, and decrease |ISP participation in the critical technica
bodi es that make up parts of the Internet conmunity.

In addition, it is critical that menmbers of the conmunity recognize
the good motivations of I1SPs |ike Contast to conbat the massive and
continuing proliferation of nmalware, which is a huge threat to the
security of average Internet users and now represents a nulti-
billion-dollar underground econonmy engaged in identity theft,
financial fraud, transm ssion of spam and other crimnal activity.
Such a critical notification systemin fact is only necessary due to
the failure of host-based security at defendi ng agai nst and
preventing malware infection. As such, |ISPs such as Contast are
bei ng urged by their custoners and by other parties such as security
and/ or privacy organizations, as well as governnental organizations,
to take action to help solve this massive problem since so many

ot her tactics have been unsuccessful. For exanple, as Howard

Schmi dt, the Special Advisory for Cyber Security to President Obamg,
of the United States of Anerica, said in 2005: "As attacks on hone-
based and unsecured networks becone as preval ent as those agai nst

| arge organi zations, the need for I1SPs to do everything they can to
nmake security easier for their subscribers is critical for the
preservation of our nation's information backbone. Additionally,
there is tremendous potential to grow further the use of broadband
around the world; and making safety and security part of an ISP s
core offering will enable the end user to fully experience the rich
and robust benefits broadband provides".

12. Suggesting a Walled Garden as an Alternative

A "wal | ed garden” refers to an environment that controls the
information and services that a subscriber is allowed to utilize and
what network access perm ssions are granted. Placing a user in a
wal | ed garden is therefore another approach that |SPs may take to
notify users, and this nethod is being explored as a possible
alternative in other docunents and comunity efforts. As such, web
notifications should be considered one of many possible notification
nmet hods that merit docunentation.
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13.

14.

15.

15.

However, a wal |l ed-garden approach can pose chal |l enges and may in sone
cases be considered disruptive to end users. For exanple, a user
could be playing a game online, via the use of a dedicated, |nternet-
connect ed gane consol e, which would Iikely stop working when the user
was placed in the walled garden. In another exanple, the user may be
in the course of a tel ephone conversation, using a Voice Over IP
(Vol P) device of some type, which would also likely stop working when
the user was placed in the walled garden. |In both cases, the user is
not using a web browser and would not have a way to determ ne the
reason why their service seem ngly stopped working.

I nt ended Next Steps

Unfortunately, at the time of this witing, no existing working group
of the IETF is focused on issues of nalware infection and rel ated
issues. As a result, there was not a definite venue for this
docunent, so it was submitted to the | ndependent Submi ssions Editor
as an i ndependent submi ssion. Wile docunentation and discl osure of
this systemare beneficial for the Internet comunity in and of
itself, there are other benefits to having this docunent published.
One of those reasons is that nmenbers of the community, including
menbers of the | ETF, have a stable docunent to refer to in the case
of any potential new work that the community may undertake in the
area of malware, security, and critical notification to end users.
It is also hoped that, in the tradition of a Request for Coment,

ot her nmenbers of the conmunity may be notivated to propose
alternative systens or other inprovenents.
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