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1. Introduction

1.1. Background and Mdtivation

Applications that comunicate over the Internet often need to prevent
eavesdr oppi ng, tanpering, or forgery of their comunications. The
Transport Layer Security (TLS) protocol provides this kind of
conmuni cati ons security over the Internet, using channel encryption

The security properties of encryption systens depend strongly on the
keys that they use. |If secret keys are revealed, or if public keys
can be replaced by fake keys (that is, a key not corresponding to the
entity identified in the certificate), these systens provide little
or no security.

TLS uses certificates to bind keys and names. A certificate conbines
a published key with other information such as the name of the
service that uses the key, and this conmbination is digitally signed
by another key. Having a key in a certificate is only helpful if one
trusts the other key that signed the certificate. |f that other key
was itself revealed or substituted, then its signature is worthless
in proving anything about the first key.

On the Internet, this probl emhas been solved for years by entities
called "Certification Authorities" (CAs). CAs protect their secret
key vigorously, while supplying their public key to the software
vendors who build TLS clients. They then sign certificates, and
supply those to TLS servers. TLS client software uses a set of these
CA keys as "trust anchors" to validate the signatures on certificates
that the client receives fromTLS servers. Cdient software typically
allows any CA to usefully sign any other certificate.

The public CA nbdel upon which TLS has depended is fundanentally

vul nerabl e because it allows any of these CAs to issue a certificate
for any domain name. A single trusted CA that betrays its trust,
either voluntarily or by providing | ess-than-vigorous protection for
its secrets and capabilities, can undernm ne the security offered by
any certificates enployed with TLS. This problem arises because a
conprom sed CA can issue a replacenent certificate that contains a
fake key. Recent experiences with conpromises of CAs or their
trusted partners have led to very serious security problens, such as
the governments of nmultiple countries attenpting to wiretap and/or
subvert major TLS-protected web sites trusted by mllions of users.

Hof f man & Schl yt er St andards Track [ Page 3]



RFC 6698 DNS- Based Aut hentication for TLS August 2012

The DNS Security Extensions (DNSSEC) provide a simlar nodel that

i nvol ves trusted keys signing the information for untrusted keys.
However, DNSSEC provides three significant inprovenments. Keys are
tied to names in the Domain Name System (DNS), rather than to
arbitrary identifying strings; this is nmore convenient for Internet
protocols. Signed keys for any donain are accessible online through
a straightforward query using the standard DNSSEC protocol, so there
is no problemdistributing the signed keys. Most significantly, the
keys associated with a domain nane can only be signed by a key
associated with the parent of that domain nane; for exanple, the keys
for "exanple.com can only be signed by the keys for "conf, and the
keys for "com' can only be signed by the DNS root. This prevents an
untrustworthy signer from conprom sing anyone’s keys except those in
their own subdomai ns. Like TLS, DNSSEC relies on public keys that
come built into the DNSSEC client software, but these keys cone only
froma single root domain rather than froma nmultiplicity of CAs.

DNS- Based Aut hentication of Named Entities (DANE) offers the option
to use the DNSSEC i nfrastructure to store and sign keys and
certificates that are used by TLS. DANE is envisioned as a
preferabl e basis for binding public keys to DNS names, because the
entities that vouch for the binding of public key data to DNS nanes
are the sanme entities responsible for nmanagi ng the DNS nanes in
gquestion. Wiile the resulting systemstill has residual security
vulnerabilities, it restricts the scope of assertions that can be
made by any entity, consistent with the nam ng scope inposed by the
DNS hierarchy. As a result, DANE enbodies the security "principle of
| east privilege" that is lacking in the current public CA nodel

1.2. Securing the Association of a Domain Nane with a Server’s
Certificate

A TLS client begins a connection by exchangi ng nessages with a TLS
server. For many application protocols, it |ooks up the server’s
nane using the DNS to get an Internet Protocol (1P) address
associated with the nane. It then begins a connection to a
particular port at that address, and sends an initial nessage there.
However, the client does not yet know whether an adversary is
intercepting and/or altering its comunication before it reaches the

TLS server. It does not even know whether the real TLS server
associated with that domain nane has ever received its initia
nessages.

The first response fromthe server in TLS may contain a certificate
In order for the TLS client to authenticate that it is talking to the
expected TLS server, the client nmust validate that this certificate
is associated with the domain name used by the client to get to the
server. Currently, the client nust extract the domain nanme fromthe
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certificate and nust successfully validate the certificate, including
chaining to a trust anchor

There is a different way to authenticate the association of the
server’s certificate with the intended domain nane w thout trusting
an external CA. Gdven that the DNS adnministrator for a domain nane
is authorized to give identifying infornmation about the zone, it
makes sense to allow that administrator to al so nake an authoritative
bi ndi ng between the domain name and a certificate that m ght be used
by a host at that domain name. The easiest way to do this is to use
the DNS, securing the binding with DNSSEC

There are many use cases for such functionality. [RFC6394] lists the
ones to which the DNS RRtype in this docunent apply. [RFC6394] also
lists many requirenments, nmost of which this docunent is believed to
nmeet. Section 5 covers the applicability of this docunent to the use
cases in detail. The protocol in this docunent can generally be
referred to as the "DANE TLSA" protocol. ("TLSA" does not stand for
anything; it is just the nane of the RRtype.)

Thi s docunent applies to both TLS [ RFC5246] and Dat agram TLS (DTLS)
[ RFC6347]. In order to make the document nore readable, it nostly
only tal ks about "TLS", but in all cases, it means "TLS or DILS"

Al t hough the references in this paragraph are to TLS and DTLS
version 1.2, the DANE TLSA protocol can also be used with earlier
versions of TLS and DTLS.

Thi s docunent only relates to securely associating certificates for
TLS and DTLS with host nanmes; retrieving certificates from DNS for

ot her protocols is handled in other docunents. For exanple, keys for
| Psec are covered in [ RFC4025], and keys for Secure SHell (SSH) are
covered in [ RFC4255].

1.3. Method for Securing Certificate Associ ations

A certificate association is formed froma piece of information
identifying a certificate and the domai n name where the server
application runs. The conbination of a trust anchor and a domain
nane can also be a certificate association

A DNS query can return multiple certificate associations, such as in
the case of a server that is changing fromone certificate to another
(described in nore detail in Appendix A 4).

Thi s docunment only applies to PKIX [ RFC5280] certificates, not
certificates of other formats.
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Thi s docunent defines a secure method to associate the certificate
that is obtained fromthe TLS server with a domai n name usi ng DNS
the DNS information needs to be protected by DNSSEC. Because the
certificate association was retrieved based on a DNS query, the
domain nane in the query is by definition associated with the
certificate. Note that this docunment does not cover how to associate
certificates with donmain nanes for application protocols that depend
on SRV, NAPTR, and similar DNS resource records. It is expected that
future docunments will cover nethods for naking those associations,
and those docurments nay or may not need to update this one.

DNSSEC, which is defined in [ RFC4033], [RFC4034], and [ RFC4035], uses
cryptographi c keys and digital signatures to provide authentication
of DNS data. Information that is retrieved fromthe DNS and that is
val i dated using DNSSEC i s thereby proved to be the authoritative
data. The DNSSEC signature needs to be validated on all responses
that use DNSSEC in order to assure the proof of origin of the data.

Thi s docunent does not specify how DNSSEC val i dati on occurs because
there are many different proposals for how a client mght get
val i dat ed DNSSEC results, such as from a DNSSEC-aware resol ver that
is coded in the application, froma trusted DNSSEC resol ver on the
machi ne on which the application is running, or froma trusted DNSSEC
resolver with which the application is comrmuni cating over an

aut henticated and integrity-protected channel or network. This is
described in nore detail in Section 7 of [RFC4033].

Thi s docunent only relates to getting the DNS i nformation for the
certificate association securely using DNSSEC, other secure DNS
nmechani sns are out of scope.

1.4. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunment al so makes use of standard PKI X, DNSSEC, TLS, and DNS
term nol ogy. See [RFC5280], [RFC4033], [RFC5246], and STD 13

[ RFC1034] [ RFC1035], respectively, for these terms. |In addition,
terns related to TLS-protected application services and DNS nanes are
taken from [ RFC6125].
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2.

2.

2.

1

1

The TLSA Resource Record

The TLSA DNS resource record (RR) is used to associate a TLS server
certificate or public key with the domain name where the record is
found, thus formng a "TLSA certificate association". The semantics
of howthe TLSA RRis interpreted are given later in this docunent.

The type value for the TLSA RR type is defined in Section 7.1.
The TLSA RR is cl ass independent.

The TLSA RR has no special Time to Live (TTL) requirenents.
TLSA RDATA Wre For nat

The RDATA for a TLSA RR consists of a one-octet certificate usage
field, a one-octet selector field, a one-octet matching type field,
and the certificate association data field.

1111111111222222222233
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Cert. Usage | Sel ect or | Matching Type
T e alunls i i R e e S e i et it (I SERE R

/
/
/ /
/ Certificate Associ ation Data /
/ /
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

1. The Certificate Usage Field

A one-octet value, called "certificate usage", specifies the provided
association that will be used to match the certificate presented in
the TLS handshake. This value is defined in a new | ANA registry (see
Section 7.2) in order to nake it easier to add additional certificate
usages in the future. The certificate usages defined in this
document are:

0 -- Certificate usage 0 is used to specify a CA certificate, or
the public key of such a certificate, that MJST be found in any of
the PKI X certification paths for the end entity certificate given
by the server in TLS. This certificate usage is sonetines
referred to as "CA constraint" because it limts which CA can be
used to issue certificates for a given service on a host. The
presented certificate MJST pass PKI X certification path
validation, and a CA certificate that matches the TLSA record MJST
be included as part of a valid certification path. Because this
certificate usage allows both trust anchors and CA certificates,
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the certificate m ght or might not have the basicConstraints
ext ensi on present.

1 -- Certificate usage 1 is used to specify an end entity
certificate, or the public key of such a certificate, that MJST be
matched with the end entity certificate given by the server in
TLS. This certificate usage is sonmetines referred to as "service
certificate constraint” because it limts which end entity
certificate can be used by a given service on a host. The target
certificate MJUST pass PKI X certification path validation and MJST
match the TLSA record

2 -- Certificate usage 2 is used to specify a certificate, or the
public key of such a certificate, that MJST be used as the trust
anchor when validating the end entity certificate given by the
server in TLS. This certificate usage is sonetines referred to as
"trust anchor assertion" and allows a domain name adnministrator to
specify a new trust anchor -- for exanple, if the donmin issues
its own certificates under its owmn CA that is not expected to be
in the end users’ collection of trust anchors. The target
certificate MJUST pass PKI X certification path validation, with any
certificate matching the TLSA record considered to be a trust
anchor for this certification path validation

3 -- Certificate usage 3 is used to specify a certificate, or the
public key of such a certificate, that MJUST natch the end entity
certificate given by the server in TLS. This certificate usage is
sonetinmes referred to as "dommi n-i ssued certificate" because it
allows for a domain nane administrator to issue certificates for a
domain without involving a third-party CA. The target certificate
MUST match the TLSA record. The difference between certificate
usage 1 and certificate usage 3 is that certificate usage 1
requires that the certificate pass PKI X validation, but PKIX
validation is not tested for certificate usage 3.

The certificate usages defined in this docunent explicitly only apply
to PKIX-fornatted certificates in DER encoding [ X. 690]. [If TLS
allows other formats later, or if extensions to this RRtype are nade
that accept other formats for certificates, those certificates wll
need their own certificate usage val ues.

2.1.2. The Selector Field
A one-octet value, called "selector", specifies which part of the TLS
certificate presented by the server will be matched agai nst the

association data. This value is defined in a new | ANA registry (see
Section 7.3). The selectors defined in this docunent are:
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0 -- Full certificate: the Certificate binary structure as defined
in [ RFC5280]

1 -- SubjectPublicKeylnfo: DER-encoded binary structure as defined
in [ RFC5280]

(Note that the use of "selector" in this docunment is conpletely
unrelated to the use of "selector" in Donmai nKeys ldentified Mai
(DKIM [RFC6376].)

2.1.3. The Matching Type Field

A one-octet value, called "matching type", specifies how the
certificate association is presented. This value is defined in a new

| ANA registry (see Section 7.4). The types defined in this docunent
are:

0 -- Exact match on sel ected content
1 -- SHA-256 hash of selected content [RFC6234]
2 -- SHA-512 hash of selected content [RFC6234]
If the TLSA record’s matching type is a hash, having the record use
the sane hash algorithmthat was used in the signature in the
certificate (if possible) will assist clients that support a snal
nunber of hash al gorithns.
2.1.4. The Certificate Association Data Field
This field specifies the "certificate association data" to be
mat ched. These bytes are either raw data (that is, the ful
certificate or its SubjectPublicKeylnfo, depending on the selector)
for matching type 0, or the hash of the raw data for matching types 1
and 2. The data refers to the certificate in the association, not to
the TLS ASN.1 Certificate object.
2.2. TLSA RR Presentation Fornat

The presentation format of the RDATA portion (as defined in
[ RFC1035]) is as foll ows:

o The certificate usage field MIST be represented as an 8-bit
unsi gned i nt eger

o The selector field MIST be represented as an 8-bit unsigned
i nteger.
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o The nmatching type field MIST be represented as an 8-bit unsigned
i nteger.

o The certificate association data field MJST be represented as a
string of hexadecimal characters. Witespace is allowed wthin
the string of hexadeci mal characters, as described in [ RFC1035].

2.3. TLSA RR Exanpl es

In the follow ng exanples, the domain name is formed using the rules
in Section 3.

An exanpl e of a hashed (SHA-256) association of a PKIX CA
certificate:

_443. _tcp. ww. exanpl e.com | N TLSA (
0 0 1 d2abde240d7cd3ee6b4b28c54df 034b9
7983a1d16e8a410e4561cb106618e971 )

An exanpl e of a hashed (SHA-512) subject public key association of a
PKI X end entity certificate:

_443. _tcp. ww. exanpl e.com | N TLSA (

1 1 2 92003ba34942dc74152e2f 2c408d29ec
abab20e7f 2e06bb944f 4dca346baf 63c
1b177615d466f 6c4b71c216a50292bd5
8c9ebdd2f 74e38f e51f f d48c43326¢cbc )

An exanple of a full certificate association of a PKIX end entity
certificate:

_443. tcp. ww. exanmpl e.com | N TLSA (
3 0 0 30820307308201ef a003020102020. .. )

3. Domain Nanes for TLSA Certificate Associ ations

Unl ess there is a protocol-specific specification that is different
than this one, TLSA resource records are stored at a prefixed DNS
domai n name. The prefix is prepared in the followi ng nmanner:

1. The decimal representation of the port number on which a TLS
based service is assuned to exist is prepended with an underscore
character ("_") to becone the |eft-nost |abel in the prepared
domai n nanme. This nunber has no | eading zeros.
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2. The protocol nanme of the transport on which a TLS based service
is assuned to exist is prepended with an underscore character
("_") to become the second left-nost |abel in the prepared domain
nane. The transport nanes defined for this protocol are "tcp",
"udp", and "sctp".

3. The base donain nane is appended to the result of step 2 to
conpl ete the prepared dormain name. The base domain nane is the
fully qualified DNS domai n nane [ RFC1035] of the TLS server, with
the additional restriction that every |abel MJST neet the rules
of [RFC0952]. The latter restriction neans that, if the query is
for an internationalized donmain name, it MJUST use the A-|abe
formas defined in [ RFC5890].

For exanple, to request a TLSA resource record for an HTTP server
runni ng TLS on port 443 at "ww. exanpl e. conf

" _443. tcp. ww. exanmpl e.conf is used in the request. To request a
TLSA resource record for an SMIP server running the STARTTLS protoco
on port 25 at "nmmil.exanmple.coni, " 25. tcp.mil.exanple.cont is
used.

4. Use of TLSA Records in TLS

Section 2.1 of this docunment defines the nmandatory matching rules for
the data fromthe TLSA certificate associ ations and the certificates
received fromthe TLS server.

The TLS session that is to be set up MIST be for the specific port
nunber and transport nane that was given in the TLSA query.

Sone specifications for applications that run over TLS, such as

[ RFC2818] for HTTP, require that the server’s certificate have a
domai n nane that natches the host nanme expected by the client. Sone
speci fications, such as [ RFC6125], detail how to match the identity
given in a PKIX certificate with those expected by the user

If a TLSA record has certificate usage 2, the corresponding TLS
server SHOULD send the certificate that is referenced just like it
currently sends intermedi ate certificates.

4.1. Usable Certificate Associations
An inplenentation of this protocol nmakes a DNS query for TLSA
records, validates these records using DNSSEC, and uses the resulting

TLSA records and validation status to nodify its responses to the TLS
server.
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Det erm ni ng whet her a TLSA RRSet can be used MJST be based on the
DNSSEC val i dation state (as defined in [ RFC4033]).

0 A TLSA RRSet whose DNSSEC validation state is secure MJST be used
as a certificate association for TLS unless a |ocal policy would
prohibit the use of the specific certificate association in the
secure TLSA RRSet .

o |If the DNSSEC validation state on the response to the request for
the TLSA RRSet is bogus, this MJST cause TLS not to be started or,
if the TLS negotiation is already in progress, MJST cause the
connection to be aborted.

0 A TLSA RRSet whose DNSSEC validation state is indeterm nate or
i nsecure cannot be used for TLS and MJST be consi dered unusabl e.

Clients that validate the DNSSEC si gnatures thenmsel ves MJST use

st andard DNSSEC val i dati on procedures. Cients that rely on another
entity to performthe DNSSEC signature validation MJST use a secure
nmechani sm bet ween t hensel ves and the validator. Exanples of secure
transports to other hosts include TSI G [ RFC2845], SI @ 0) [RFC2931],
and | Psec [ RFC6071]. Note that it is not sufficient to use secure
transport to a DNS resol ver that does not do DNSSEC si gnature
validation. See Section 8.3 for nore security considerations related
to external validators.

If a certificate association contains a certificate usage, selector,
or matching type that is not understood by the TLS client, that
certificate associati on MJST be considered unusable. |If the
conparison data for a certificate is malforned, the certificate
associ ati on MJUST be consi dered unusabl e.

If a certificate association contains a matching type or certificate
associ ation data that uses a cryptographic algorithmthat is

consi dered too weak for the TLS client’s policy, the certificate
associ ati on MJUST be consi dered unusabl e.

If an application receives zero usable certificate associations from
a DNS request or fromits cache, it processes TLS in the norma
fashi on wi thout any input fromthe TLSA records. |If an application
recei ves one or nmore usable certificate associations, it attenpts to
mat ch each certificate association with the TLS server’s end entity
certificate until a successful match is found. During the TLS
handshake, if none of the certificate associations matches the
certificate given by the TLS server, the TLS client MJST abort the
handshake.
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An attacker who is able to divert a user to a server under his
control is also likely to be able to block DNS requests fromthe user
or DNS responses being sent to the user. Thus, in order to achieve
any security benefit fromcertificate usage 0 or 1, an application
that sends a request for TLSA records needs to get either a valid

si gned response containing TLSA records or verification that the
donmain is insecure or indetermnate. |If a request for a TLSA record
does not neet one of those two criteria but the application continues
with the TLS handshake anyway, the application has gotten no benefit
from TLSA and SHOULD NOT meke any internal or external indication
that TLSA was applied. |If an application has a configuration setting
that has turned on TLSA use, or has any indication that TLSAis in
use (regardl ess of whether or not this is configurable), that
application either MJST NOT start a TLS connection or it MJST abort a
TLS handshake if both of the two criteria above are not nmet.

The application can performthe TLSA | ookup before initiating the TLS
handshake, or do it during the TLS handshake: the choice is up to the
client.

5. TLSA and DANE Use Cases and Requirements
The different types of certificate associations defined in TLSA are
mat ched with various sections of [RFC6394]. The use cases from
Section 3 of [RFC6394] are covered in this docunent as follows:
3.1 CA Constraints -- Inplenented using certificate usage O.

3.2 Certificate Constraints -- Inplenmented using certificate usage 1

3.3 Trust Anchor Assertion and Donain-l1ssued Certificates --
I mpl emented using certificate usages 2 and 3, respectively.

The requirenents from Section 4 of [ RFC6394] are covered in this
docunment as fol |l ows:

Multiple Ports -- The TLSA records for different application services
running on a single host can be distinguished through the service
nane and port nunber prefixed to the host nane (see Section 3).

No Downgrade -- Section 4 specifies the conditions under which a
client can process and act upon TLSA records. Specifically, if
the DNSSEC status for the TLSA resource record set is detern ned
to be bogus, the TLS connection (if started) will fail.

Encapsul ation -- Encapsul ation is covered in the TLSA response
semanti cs.

Hof f man & Schl yt er St andards Track [ Page 13]



RFC 6698 DNS- Based Aut hentication for TLS August 2012

Predictability -- The appendi ces of this specification provide
operational considerations and inpl enentati on gui dance in order to
enabl e application developers to forma consistent interpretation
of the recomended client behavior.

Qpportunistic Security -- If a client conformant to this
specification can reliably determ ne the presence of a TLSA
record, it will attenpt to use this information. Conversely, if a
client can reliably determ ne the absence of any TLSA record, it
will fall back to processing TLS in the normal fashion. This is

di scussed in Section 4.

Conbination -- Miultiple TLSA records can be published for a given
host nanme, thus enabling the client to construct multiple TLSA
certificate associations that reflect different assertions. No
support is provided to conbine two TLSA certificate associations
in a single operation.

Rol | -over -- TLSA records are processed in the normal manner wthin
the scope of the DNS protocol, including the TTL expiration of the
records. This ensures that clients will not |atch onto assertions
made by expired TLSA records, and will be able to transition from
usi ng one public key or certificate usage to another

Si npl e Key Managenent -- The SubjectPublicKeylnfo selector in the
TLSA record provides a node that enables a donain holder to only
have to maintain a single long-lived public/private key pair
wi thout the need to manage certificates. Appendix A outlines the
useful ness and the potential downsides to using this node.

M ni mal Dependencies -- This specification relies on DNSSEC to
protect the origin authenticity and integrity of the TLSA resource
record set. Additionally, if DNSSEC validation is not performed
on the systemthat wi shes to use TLSA certificate bindings, this
specification requires that the "last nmile" be over a secure
transport. There are no other depl oynent dependencies for this
appr oach.

M nimal Options -- The operating nodes nap precisely to the DANE use
cases and requirenents. DNSSEC use is mandatory in that this
speci fication encourages applications to use only those TLSA
records that are shown to be validated

Wl dcards -- Wldcards are covered in a limted nanner in the TLSA
request syntax; see Appendix A

Redirection -- Redirection is covered in the TLSA request syntax; see
Appendi x A.
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6. Mandatory-to-Inplenment Features

TLS clients conforming to this specification MIJST be able to
correctly interpret TLSA records with certificate usages 0, 1, 2,
and 3. TLS clients conformng to this specification MIST be able to
conpare a certificate association with a certificate fromthe TLS
handshake using selector types 0 and 1, and nmatching type 0 (no hash
used) and matching type 1 (SHA-256), and SHOULD be able to make such
conparisons with matching type 2 (SHA-512).

7. | ANA Consi derations
| ANA has nmade the assignnents in this section

In the followi ng sections, "RFC Required" was chosen for TLSA
certificate usages and "Specification Required" for selectors and

mat chi ng types because of the anpbunt of detail that is likely to be
needed for inplementers to correctly inplenment new certificate usages
as conpared to new sel ectors and natching types.

7.1. TLSA RRtype

Thi s docunent uses a new DNS RR type, TLSA, whose val ue (52) was
al l ocated by IANA fromthe Resource Record (RR) TYPEs subregistry of
the Donmain Nane System (DNS) Paraneters registry.

7.2. TLSA Certificate Usages
Thi s docunent creates a new registry, "TLSA Certificate Usages". The

registry policy is "RFC Required". The initial entries in the
registry are:

Val ue Short description Ref er ence
0 CA constraint RFC 6698
1 Service certificate constraint RFC 6698
2 Trust anchor assertion RFC 6698
3 Domai n-i ssued certificate RFC 6698
4- 254 Unassi gned

255 Private use

Applications to the registry can request specific values that have
yet to be assigned.
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7.3. TLSA Sel ectors

Thi s docunent creates a new registry, "TLSA Selectors". The registry
policy is "Specification Required". The initial entries in the
registry are:

Val ue Short description Ref erence
0 Full certificate RFC 6698

1 Subj ect Publ i cKeyl nf o RFC 6698

2-254 Unassi gned

255 Private use

Applications to the registry can request specific values that have
yet to be assigned.

7.4. TLSA Matching Types

Thi s docunent creates a new registry, "TLSA Matching Types". The
registry policy is "Specification Required". The initial entries in
the registry are:

Val ue Short description Ref er ence
0 No hash used RFC 6698
1 SHA- 256 RFC 6234
2 SHA- 512 RFC 6234
3-254 Unassi gned

255 Private use

Applications to the registry can request specific values that have
yet to be assigned.

8. Security Considerations

The security of the DNS RRtype described in this docunent relies on
the security of DNSSEC to verify that the TLSA record has not been
altered

A rogue DNS admi ni strator who changes the A, AAAA, and/or TLSA
records for a dommin nane can cause the client to go to an

unaut hori zed server that will appear authorized, unless the client
perfornms PKI X certification path validation and rejects the
certificate. That administrator could probably get a certificate
i ssued by some CA anyway, so this is not an additional threat.
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If the authentication nmechani smfor adding or changing TLSA data in a
zone is weaker than the authentication mechani smfor changing the A
and/ or AAAA records, a nman-in-the-niddle who can redirect traffic to
his site may be able to inpersonate the attacked host in TLS if he
can use the weaker authentication mechanism A better design for

aut henticating DNS woul d be to have the sane | evel of authentication
used for all DNS additions and changes for a particular domai n nane.

Secure Socket Layer (SSL) proxies can sonetinmes act as a man-in-the-
mddle for TLS clients. |In these scenarios, the clients add a new
trust anchor whose private key is kept on the SSL proxy; the proxy
intercepts TLS requests, creates a new TLS session with the intended
host, and sets up a TLS session with the client using a certificate
that chains to the trust anchor installed in the client by the proxy.

In such environments, using TLSA records will prevent the SSL proxy
fromfunctioning as expected because the TLS client will get a
certificate association fromthe DNS that will not match the

certificate that the SSL proxy uses with the client. The client,
seeing the proxy’s new certificate for the supposed destination, wll
not set up a TLS session

Client treatnent of any information included in the trust anchor is a
matter of local policy. This specification does not mandate that
such information be inspected or validated by the server’s donmain
name admi ni strator.

If a server’'s certificate is revoked, or if an internediate CAin a
chain between the server and a trust anchor has its certificate
revoked, a TLSA record with a certificate usage of 2 that matches the
revoked certificate would in essence override the revocation because
the client would treat that revoked certificate as a trust anchor and
thus not check its revocation status. Because of this, domin
adnmi ni strators need to be responsible for being sure that the keys or
certificates used in TLSA records with a certificate usage of 2 are
in fact able to be used as reliable trust anchors.

Certificates that are delivered in TLSAwith certificate usage 2
fundanental |y change the way the TLS server’s end entity certificate
is evaluated. For exanple, the server’s certificate might chain to
an existing CA through an internedi ate CA that has certain policy
restrictions, and the certificate would not pass those restrictions
and thus normally be rejected. That internediate CA could issue
itself a new certificate without the policy restrictions and tell its
custonmers to use that certificate with certificate usage 2. This in
essence allows an internediate CA to becone a trust anchor for
certificates that the end user night have expected to chain to an
exi sting trust anchor.
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If an adm nistrator wi shes to stop using a TLSA record, the
adnministrator can sinply remove it fromthe DNS. Normal clients wll
stop using the TLSA record after the TTL has expired. Replay attacks
agai nst the TLSA record are not possible after the expiration date on
the RRsig of the TLSA record that was renpved.

Generators of TLSA records should be aware that the client’s ful

trust of a certificate association retrieved froma TLSA record may
be a matter of local policy. Wile such trust is limted to the
speci fic domai n name, protocol, and port for which the TLSA query was
made, | ocal policy may decline to accept the certificate (for reasons
such as weak cryptography), as is also the case with PKI X trust
anchors.

8.1. Comparing DANE to Public CAs

As stated above, the security of the DNS RRtype described in this
docunent relies on the security of DNSSEC to verify that the TLSA
record has not been altered. This section describes where the
security of public CAs and the security of TLSA are simlar and
different. This section applies equally to other security-rel ated
DNS RRtypes such as keys for |Psec and SSH

DNSSEC forns certificates (the binding of an identity to a key) by
conbi ning a DNSKEY, DS, or DLV resource record with an associ ated
RRSI G record. These records then forma signing chain extending from
the client’s trust anchors to the RR of interest.

Al t hough the DNSSEC protocol does not enforce it, DNSKEYs are often
marked with a SEP flag indicating whether the key is a Zone Signing
Key (ZSK) or a Key Signing Key (KSK). ZSKs protect records in the
zone (including DS and DLV records), and KSKs protect ZSK DNSKEY
records. This allows KSKs to be stored of fline.

The TLSA RRtype allows keys fromthe DNSSEC PKI hierarchy to
aut henticate keys wapped in PKIX certificates for a particul ar host
nane, protocol, and port.

Wth the exception of the DLV RRtype, all of these certificates
constrain the keys they identify to nanes that are within the zone
signing the certificate. |In order for a domain’s DLV resource
records to be honored, the domain nust be configured as a DLV domain
and the domain’s DNSKEYs nust be configured as trust anchors or be
aut hentic [ RFC5074].
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8.1.1. R sk of Key Conpromn se

The risk that a given certificate that has a valid signing chain is
fake is related to the nunber of keys that can contribute to the
validation of the certificate, the quality of protection each private
key receives, the value of each key to an attacker, and the val ue of
falsifying the certificate.

DNSSEC al | ows any set of donmmins to be configured as trust anchors
and/ or DLVs, but nost clients are likely to use the root zone as
their only trust anchor. Al so, because a given DNSKEY can only sign
resource records for that zone, the nunmber of private keys capabl e of
conprom sing a given TLSA resource record is limted to the nunber of
zones between the TLSA resource record and the nearest trust anchor
plus any configured DLV domains. Typically, this will be six keys,
hal f of which will be KSKs.

PKI X only describes howto validate a certificate based on a client-
chosen set of trust anchors, but says nothing about how nmany trust
anchors to use or how they should be constrained. As currently

depl oyed, nost PKIX clients use a | arge nunmber of trust anchors
provided with the client or operating systemsoftware. These trust
anchors are selected carefully, but with a desire for broad
interoperability. The trust anchors and CA certificates for public
CAs rarely have name constraints applied.

A conbi nation of technical protections, process controls, and
personnel experience contribute to the quality of security that keys
receive.

0 The security surroundi ng DNSSEC DNSKEYs varies significantly. The
KSK/ ZSK split allows the KSK to be stored offline and protected
nore carefully than the ZSK, but not all domains do so. The
security applied to a zone’s DNSKEYs shoul d be proportional to the
val ue of the domain, but that is difficult to estimate. For
exanpl e, the root DNSKEY has protections and controls conparabl e
to or exceeding those of public CAs. On the other end of the
spectrum snall domai ns m ght provide no nore protection to their
keys than they do to their other data.

0 The security surrounding public CAs also varies. However, due to
financial incentives and standards inmposed by clients for
acceptance into their trust anchor stores, CAs generally enpl oy
security experts and protect their keys carefully, though highly
public conproni ses have occurred
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8.1.2. Inpact of Key Conprom se

The inpact of a key conprom se differs significantly between the two
nodel s.

0 DNSKEYs are inherently linted in what they can sign, so a
conprom se of the DNSKEY for "exanple.com' provides no avenue of
attack agai nst "exanple.org". Even the inpact of a conpronise of
.conmis DNSKEY, while considerable, would be linmted to .com
domains. Only the conprom se of the root DNSKEY woul d have the
equi val ent inpact of an unconstrained public CA

0 Public CAs are not typically constrained in what nanes they can
sign, and therefore a conproni se of even one CA allows the
attacker to generate a certificate for any name in the DNS. A
domai n hol der can get a certificate fromany willing CA or even
mul tiple CAs sinmultaneously, making it inpossible for a client to
determ ne whether the certificate it is validating is legitimte
or fraudul ent.

Because a TLSA certificate association is constrained to its

associ ated name, protocol, and port, the PKIX certificate is
simlarly constrained, even if its public CAs signing the certificate
(if any) are not.

8.1.3. Detection of Key Conpromni se

If a key is conprom sed, rapid and reliable detection is inportant in
order to limt the inpact of the conpromise. In this regard, neither
nodel prevents an attacker fromnear-invisibly attacking their
victim provided that the necessary keys are conprom sed.

If a public CAis conpromised, only the victimw |l see the
fraudul ent certificate, as there is typically no publicly accessible
directory of all the certificates issued by a CA that can be

i nspected. DNS resource records are typically published publicly.
However, the attacker could also allow the unconprom sed records to
be published to the Internet as usual but provide a conpromni sed DNS
viewto the victimto achieve the sane effect.

8.1.4. Spoofing Hostnanes

Sone CAs inplenent technical controls to ensure that certificates are
not issued to donmains with names sinilar to domains that are popul ar
and prone to attack. O course, an attacker can attenpt to
circumvent this restriction by finding a CAwilling to issue the
certificate anyway. However, by using DNSSEC and TLSA, the attacker
can circunvent this check conpletely.
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8.2. DNS Caching

| mpl ement ations of this protocol rely heavily on the DNS, and are
thus prone to security attacks based on the deliberate

m s-associ ati on of TLSA records and DNS nanes. |nplenmentations need
to be cautious in assumng the continuing validity of an association
between a TLSA record and a DNS nane.

In particular, inplenmentations SHOULD rely on their DNS resol ver for
confirmati on of an association between a TLSA record and a DNS nane,
rather than caching the result of previous domain nane | ookups. Many
pl atforns al ready can cache domai n name | ookups | ocally when
appropriate, and they SHOULD be configured to do so. It is proper
for these | ookups to be cached, however, only when the TTL (Tinme To
Live) information reported by the DNS nmakes it likely that the cached
information will remain useful.

If inplenentations cache the results of domain name | ookups in order
to achieve a perfornance i nprovenent, they MJST observe the TTL
information reported by DNS. |nplenmentations that fail to follow
this rule could be spoofed or have access deni ed when a previously
accessed server’s TLSA record changes, such as during a certificate
rol | over.

8.3. External DNSSEC Validators

Due to a |l ack of DNSSEC support in the nbst commonly depl oyed stub
resol vers today, some |SPs have begun checki ng DNSSEC in the
recursive resolvers they provide to their custoners, setting the
Authentic Data (AD) flag as appropriate. DNSSEC-aware clients could
use that data, ignoring the fact that the DNSSEC data has been
validated externally. Because there is typically no authentication
of the recursive resolver or integrity protection of the data and AD
flag between the client and the recursive resolver, this can be
trivially spoofed by an attacker.

However, even w th secure conmmuni cations between a host and the
external validating resolver, there is a risk that the externa
val i dator coul d beconme conprom sed. Nothing prevents a conpromi sed
ext ernal DNSSEC validator fromclaimng that all the records it

provi des are secure, even if the data is falsified, unless the client
checks the DNSSEC data itself (rendering the external validator
unnecessary).

For this reason, DNSSEC validation is best perforned on-host, even
when a secure path to an external validator is avail able.
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Appendi x A.  Operational Considerations for Deploying TLSA Records
A.1l. Creating TLSA Records

VWhen creating TLSA records, care nmust be taken to avoid

m sconfigurations. Section 4 of this docunent states that a TLSA
RRSet whose validation state is secure MJST be used. This neans that
the existence of such a RRSet effectively disables other forns of
name and path validation. A misconfigured TLSA RRSet will

ef fectively disable access to the TLS server for all conform ng
clients, and this docunent does not provide any neans of making a
gradual transition to using TLSA

When creating TLSA records with certificate usage 0 (CA certificate)
or usage 2 (trust anchor), one needs to understand the inplications
when choosi ng between selector type 0 (Full certificate) and 1

(Subj ect Publ i cKeylnfo). A careful choice is required because

di fferent methods for building trust chains are used by different TLS
clients. The followi ng outlines the cases that one ought to be aware
of and di scusses the inplications of the choice of selector type.

Certificate usage 2 is not affected by the different types of chain
bui | ding when the end entity certificate is the same as the trust
anchor certificate.

A 1l.1. Anbiguities and Corner Cases When TLS Clients Build Trust Chains
TLS clients can inplement their own chain-buil ding code rather than
rely on the chain presented by the TLS server. This means that,
except for the end entity certificate, any certificate presented in
the suggested chain might or m ght not be present in the final chain
built by the client.

Certificates that the client can use to replace certificates fromthe
original chain include:

o Cdient’s trust anchors
0o Certificates cached locally

o Certificates retrieved froma URI listed in an Authority
I nformati on Access X. 509v3 extension

CAs frequently reissue certificates with different validity periods,

signature algorithms (such as a different hash algorithmin the
signature algorithm, CA key pairs (such as for a cross-certificate),
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A 1.

Al

Hof

or PKI X extensions where the public key and subject renmain the sane.
These reissued certificates are the certificates that the TLS client
can use in place of an original certificate.

Clients are known to exchange or renove certificates that coul d cause
TLSA certificate associations that rely on the full certificate to
fail. For exanple

o The client considers the signature algorithmof a certificate to
no | onger be sufficiently secure.

o The client mght not have an associated root certificate inits
trust store and instead uses a cross-certificate with an identica
subj ect and public key.

2. Choosing a Sel ector Type

In this section, "false-negative failure" neans that a client wll
not accept the TLSA certificate association for a certificate

desi gnated by the DNS administrator. Al so, "fal se-positive
acceptance" neans that the client accepts a TLSA association for a
certificate that is not designated by the DNS adm nistrator.

.2.1. Selector Type 0 (Full Certificate)

The "Full certificate" selector provides the nobst precise
specification of a TLSA certificate association, capturing al

fields of the PKIX certificate. For a DNS admi nistrator, the best
course to avoid fal se-negative failures in the client when using this
sel ector is:

1. If a CAissued a replacenent certificate, don’t associate to CA
certificates that have a signature algorithmwith a hash that is
consi dered weak by | ocal policy.

2. Determ ne how comon client applications process the TLSA

certificate association using a fresh client installation -- that
is, with the local certificate cache enpty.
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A 1.2.2. Selector Type 1 (SubjectPublicKeyl nfo)

A Subj ect Publ i cKeyl nfo sel ector gives greater flexibility in avoiding
some fal se-negative failures caused by trust-chain-building
algorithms used in clients.

One specific use case ought to be noted: creating a TLSA certificate
association to CA certificate |1 that directly signed end entity
certificate S1 of the server. The case can be illustrated by the
fol |l owi ng graph:

+----+ +----+
| 11| | 12|
+----+ +----+
| |
v v
+----+ +----+
| S1 | | S1
+----+ +----+
Certificate chain sent by A different validation path
server in TLS handshake built by the TLS client

2 is a reissued version of CA certificate 11 (that is, it has a
different hash in its signature algorithm.

In the above scenario, both certificates 11 and 12 that sign S1 need
to have identical SubjectPublicKeylnfo fields because the key used to
sign S1 is fixed. An association to SubjectPublicKeylnfo (selector
type 1) will always succeed in such a case, but an association with a
full certificate (selector type 0) mght not work due to a fal se-
negative failure.

The attack surface is a bit broader conpared to the "Ful
certificate" selector: the DNS admi nistrator mght unintentionally
specify an association that would |lead to fal se-positive acceptance.

o The adm nistrator nmust know or trust that the CA does not engage
in bad practices, such as not sharing the key of 11 for unrel ated
CA certificates (which would lead to trust-chain redirection). |If
possi bl e, the adm nistrator ought to review all CA certificates
that have the sane SubjectPublicKeylnfo field.

o The adm nistrator ought to understand whet her sone PKI X extension
may adversely affect security of the association. [|f possible,
admini strators ought to review all CA certificates that share the
Subj ect Publ i cKeyl nf o.
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o The admi nistrator ought to understand that any CA could, in the
future, issue a certificate that contains the sane
Subj ect Publ i cKeyl nfo. Therefore, new chains can crop up in the
future w thout any warning.

Usi ng the SubjectPublicKeylnfo selector for association with a
certificate in a chain above |1 needs to be deci ded on a case-by-case
basis: there are too nmany possibilities based on the issuing CA' s
practices. Unless the full inplications of such an association are
under st ood by the adm nistrator, using selector type 0 is a better
option froma security perspective

A.2. Provisioning TLSA Records in DNS
A.2.1. Provisioning TLSA Records with Aliases

The TLSA resource record is not special in the DNS; it acts exactly
i ke any other RRtype where the queried nane has one or nore |abels
prefixed to the base nane, such as the SRV RRtype [ RFC2782]. This

affects the way that the TLSA resource record is used when aliasing
in the DNS.

Note that the | ETF sonetinmes adds new types of aliasing in the DNS
If that happens in the future, those aliases mght affect TLSA
records, hopefully in a good way.

A 2.1.1. Provisioning TLSA Records with CNAME Records
Using CNAME to alias in DNS only aliases fromthe exact name given,
not any zones bel ow the given nane. For exanple, assune that a zone
file has only the foll ow ng:
subl. exanpl e. com I N CNAME sub2. exanpl e. com
In this case, a request for the A record at "bottom subl. exanpl e. cont
woul d not return any records because the CNAME given only aliases the
nane given. Assune, instead, the zone file has the foll ow ng:

sub3. exanpl e. com I N CNAME sub4. exanpl e. com
bott om sub3. exanpl e. com I N CNAME bott om sub4. exanpl e. com

In this case, a request for the A record at bottom sub3. exanpl e. com

would in fact return whatever value for the A record exists at
bott om sub4. exanpl e. com
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Application inplenentations and full-service resolvers request DNS
records using libraries that automatically foll ow CNAME (and DNAME)
aliasing. This allows hosts to put TLSA records in their own zones
or to use CNAME to do redirection.

If the owner of the original domain wants a TLSA record for the sane,
they sinply enter it under the defined prefix:

; No TLSA record in target donain

éubS.exaane.com I N CNAME sub6. exanpl e. com

_443. tcp.sub5.exanple.com IN TLSA 1 1 1 308202c5308201ab. .
sub6. exanpl e. com IN A 192.0.2.1
sub6. exanpl e. com I N AAAA 2001: db8::1

If the owner of the original domain wants to have the target donain
host the TLSA record, the original domain uses a CNAME record:

; TLSA record for original domain has CNAME to target domain

sub5. exanpl e. com I N CNAME sub6. exanpl e. com
_443. tcp. sub5. exanple.com | N CNAME _443. tcp.sub6. exanpl e.com
sub6. exanpl e. com IN A 192.0.2.1

sub6. exanpl e. com I N AAAA 2001: db8::1

_443. tcp.sub6.exanple.com IN TLSA 1 1 1 536a570ac49d9ba4. .
Note that it is acceptable for both the original domain and the
target dommin to have TLSA records, but the two records are

unrel ated. Consider the follow ng:

; TLSA record in both the original and target domain

sub5. exanpl e. com I N CNAME sub6. exanpl e. com

_443. tcp.sub5.exanple.com IN TLSA 1 1 1 308202c5308201ab. .
sub6. exanpl e. com IN A 192.0.2.1
sub6. exanpl e. com I N AAAA 2001: db8::1
_443. tcp.sub6.exanple.com IN TLSA 1 1 1 ac49d9bad4570ac49. .

In this exanple, soneone |ooking for the TLSA record for

sub5. exanpl e. com woul d al ways get the record whose value starts with
"308202c5308201ab"; the TLSA record whose value starts with
"ac49d9bad4570ac49" woul d only be sought by someone who is | ooking for
the TLSA record for sub6. exanpl e.com and never for sub5.exanple.com
Note that deploying different certificates for nultiple services

| ocated at a shared TLS listener often requires the use of TLS SN
(Server Name |ndication) [ RFC6066].
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Note that these methods use the nornmal nethod for DNS aliasing using
CNAME: the DNS client requests the record type that they actually
want .

A.2.1.2. Provisioning TLSA Records with DNAME Records

Usi ng DNAME records allows a zone owner to alias an entire subtree of
names bel ow the nanme that has the DNAME. This allows the whol esal e
aliasing of prefixed records such as those used by TLSA, SRV, and so
on without aliasing the name itself. However, because DNAME can only
be used for subtrees of a base nane, it is rarely used to alias

i ndi vidual hosts that might also be running TLS.

; TLSA record in target domain, visible in original domain via DNAVE

sub5. exanpl e. com I N CNAME sub6. exanpl e. com
_tcp. sub5. exanpl e. com I N DNAME _tcp. sub6. exanpl e. com
sub6. exanpl e. com IN A 192.0.2.1

sub6. exanpl e. com I N AAAA 2001: db8:: 1

_443. tcp.sub6. exanple.com |IN TLSA 1 1 1 536a570ac49d9ba4. .
A.2.1.3. Provisioning TLSA Records with W] dcards

Wl dcards are generally not terribly useful for RRtypes that require
prefixi ng because one can only wildcard at a | ayer bel ow the host
name. For exanple, if one wants to have the sane TLSA record for
every TCP port for www. exanple.com the result might be:

*. _tcp. www. exanpl e. com IN TLSA 1 1 1 5c1502a6549¢c423b. .

This is possibly useful in sonme scenarios where the sanme service is
of fered on many ports or the same certificate and/or key is used for
all services on a host. Note that the donmain being searched for is
not necessarily related to the domain name found in the certificate,
so a certificate with a wildcard in it is not searched for using a
wi ldcard in the search request.

A. 3. Securing the Last Hop
As described in Section 4, an application processing TLSA records
must know the DNSSEC validity of those records. There are many ways

for the application to determine this securely, and this
speci fication does not nmandate any single nethod.
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Sone conmon net hods for an application to know the DNSSEC validity of
TLSA records include:

o The application can have its own DNS resol ver and DNSSEC
val i dation stack.

o The application can communi cate through a trusted channel (such as
requests to the operating systemunder which the application is
running) to a local DNS resolver that does DNSSEC vali dation

o The application can conmuni cate through a secured channel (such as
requests running over TLS, |IPsec, TSIG or SIG0)) to a non-loca
DNS resol ver that does DNSSEC vali dati on

0 The application can comuni cate through a secured channel (such as
requests running over TLS, |IPsec, TSIG or SIG0)) to a non-loca
DNS resol ver that does not do DNSSEC validation, but gets
responses through a secured channel froma different DNS resol ver
that does DNSSEC val i dati on.

A 4. Handling Certificate Rollover
Certificate rollover is handled in nuch the sane way as for rolling
DNSSEC zone signi ng keys using the pre-publish key rollover nethod
[ RFC4641]. Suppose exanple.comhas a single TLSA record for a TLS
service on TCP port 990:
_990. tcp.exanple.comIN TLSA 1 1 1 1CFC98A706BCF3683015. .
To start the rollover process, obtain or generate the new certificate
or SubjectPublicKeylnfo to be used after the rollover and generate
the new TLSA record. Add that record al ongside the ol d one:

_990. _tcp.example.comIN TLSA 1 1 1 1CFC98A706BCF3683015. ..
_990. _tcp.example.comIN TLSA 1 1 1 62D5414CD1CC657E3D30. . .

After the new records have propagated to the authoritative
naneservers and the TTL of the old record has expired, switch to the
new certificate on the TLS server. Once this has occurred, the old
TLSA record can be renoved:

_990. tcp.example.comIN TLSA 1 1 1 62D5414CD1CC657E3D30. .

This completes the certificate rollover.
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Appendi x B. Pseudocode for Using TLSA

Thi s appendi x describes, in pseudocode format, the interactions given
earlier in this specification. |If the steps bel ow di sagree with the
text earlier in the docunent, the steps earlier in the docunment ought
to be considered correct and this text incorrect.

Note that this pseudocode is nore strict than the normative text.
For instance, it forces an order on the evaluation of criteria, which
is not mandatory fromthe normative text.

B.1. Helper Functions

/1 inplement the function for exiting
function Finish (F) = {
if (F == ABORT_TLS) {
abort the TLS handshake or prevent TLS from starting
exit

}

if (F == NOTLSA) {
fall back to non-TLSA certificate validation
exit

}

if (F == ACCEPT) {
accept the TLS connection
exit

}

/1 unreachabl e

}

/1 inmplenment the selector function
function Select (S, X) = {
I/ Full certificate
if (S==20) {
return X in DER encodi ng
}

/1 Subj ect Publ i cKeyl nfo
if (S ==1) {

return X Subject PublicKeylnfo in DER encodi ng
}

/'l unreachabl e
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/1

i mpl enent the matching function

function Match (M X, Y) {

}

B. 2.

// Exact nmatch on sel ected content
if (M==0) {
return (X ==

}

/1 SHA-256 hash of sel ected content
if (M==1) {

return (SHA-256(X) ==
}
/1 SHA-512 hash of sel ected content
if (M==2)

return (SHA-512(X) ==
}

/1 unreachabl e

Mai n TLSA Pseudocode

2012

TLS connect using [transport] to [nanme] on [port] and receiving end
entity cert C for the TLS server:

(TLSArecords, Val State) = DNSSECVval i dat edLookup(

domai nname=_[port]. _[transport].[nane], RRtype=TLSA)

/1 check for states that woul d change processing
if (Val State == BOAUS) {

Fi ni sh( ABORT_TLS)

}
if ((Val State == | NDETERM NATE) or (Val State == | NSECURE)) {

}
11

Fi ni sh(NO_TLSA)

if here, Val State nust be SECURE

for each Rin TLSArecords {

/1 unusabl e records include unknown certUsage, unknown
/1 sel ectorType, unknown mat chi ngType, erroneous RDATA, and
/1 prohibited by |Iocal policy
if (Ris unusable) {
renmove R from TLSArecords

}

}
if (length(TLSArecords) == 0) {

}

Fi ni sh(NO_TLSA)
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/1 A TLS client m ght have nmultiple trust anchors that it night use

/1 when validating the TLS server’'s end entity (EE) certificate.
I Al so, there can be nultiple PKIX certification paths for the
/1 certificates given by the server in TLS. Thus, there are

/1 possi bly many chains that m ght need to be tested during

/1 PKI X path validation.

for each Rin TLSArecords {

/1 pass PKIX certificate validation and chain through a CA cert
11 that comes from TLSA
if (RcertUsage == 0) {
for each PKI X certification path H {
if (C passes PKIX certification path validation in H {
for each Din H{
if ((Dis a CAcertificate) and
Mat ch( R mat chi ngType, Sel ect (R sel ector Type, D),
Rcert)) {
Fi ni sh( ACCEPT)

/1 pass PKIX certificate validation and match EE cert from TLSA
if (RcertUsage == 1) {
for each PKI X certification path H {
if ((C passes PKIX certificate validation in H) and

Mat ch( R mat chi ngType, Sel ect (R sel ectorType, O,
R cert)) {
Fi ni sh( ACCEPT)

}
}
}
/1 pass PKIX certification validation using TLSA record as the
/1 trust anchor

if (RcertUsage == 2) {
/1 the follow ng assert() is nerely a formalization of the
/1 "trust anchor" condition for a certificate D matching R
assert (Mat ch(R nat chi ngType, Sel ect(R sel ectorType, D), R cert))
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for each PKI X certification path Hthat has certificate D
mat ching R as the trust anchor {
if (C passes PKIX validation in H) {
Fi ni sh( ACCEPT) ;
}
}
}

/1 match the TLSA record and the TLS certificate
if (R certUsage == 3)
i f Match(R mat chi ngType, Sel ect(R selectorType, C, R cert)
Fi ni sh( ACCEPT)
}
}

}

/1 if here, then none of the TLSA records ended in "Fini sh( ACCEPT)"
/1 so abort TLS
Fi ni sh( ABORT_TLS)

Appendi x C. Exanpl es

The foll owing are exanples of self-signed certificates that have been
generated with various selectors and matching types. They were
generated with one piece of software, and validated by an individua
usi ng ot her tools.

S = Sel ector

Mat chi ng Type

M

S M Associ ati on Data

0 0 30820454308202BC020900AB58D24E77AD2AF6300D06092A86
4886F70D0101050500306C310B3009060355040613024E4C31163014
0603550408130D4E6F6F72642D486F6C6C616E643112301006035504
071309416D7374657264616D310C300A060355040A13034F53333123
30210603550403131A64616E652E6B6965762E70726163746963756D
2E6F73332E6E6C301E170D3132303131363136353730335A170D3232
303131333136353730335A306C310B3009060355040613024E4C3116
30140603550408130D4E6F6F72642D486F6C6C616E64311230100603
5504071309416D7374657264616D310C300A060355040A13034F5333
312330210603550403131A64616E652E6B6965762E70726163746963
756D2E6F73332E6E6C308201A2300D06092A864886F70D0101010500
0382018F003082018A0282018100E62C84A5AFE59F0A2 A6B250DEEGS
7AC8C5C604F57D26CEB2119140FFAC38CABOCBBES923082E7F81626B
6ADSDEAOC8771C74E3CAATF613054AEFA3673E48FFE4A7B3F7AF987DE
281A68230B24B9DA1A98DCBES1195B60E42FD7517C328D983E26A827
C877AB914EE4C1BFDEAD48BD25BESF2C473BA9C1 CBBDDDAOC374D0D5
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8C389CC3D6DB8C20662E19CF768F32441B7F7D14AEA8966CE7C32A172
2AB38623D008029A9EA702883F8B977A1ALES292BF8AD72239D40393
37B86A3AC60FA001290452177BF1798609A05A130F033457A5212629
FBDDBBE70E2A9E6556873C4F7CA46 AE4A8B178F05FB319005E1C1C7D
4BD77DFA34035563C126AA2C3328B900E7990AC9787F01DA82F74C3D
4B6674CCECE1FDACOEFOE6644FA635EDEDA39DBBOE2F7C8EO6DAE7 75
6213BD3D60831175BE290442B4AFCSAE6F46B769855A067C1097E617
962529E166F22AEE10DDB981B8CD6FF17D3D70723169038DBFBC1A44
9C8D0D31BC683C5F3CE26148E42ECOBBDADOF261569B25B53C1D7FC2
DDFF6B4CAC050203010001300D06092A864886F70D01010505000382
0181002B2ABEO63E9C86ACAALF7835372091079C8276A9C2C5D1ECS7
64DE523FDDABDEAB3FD34E6FEG6CBA054580A6785A663595090132B93
D473929E81FA0887D2FFF78A81C7D014B97778AB6ACOESEGO0F6F5A9
E92BB5FBAB71B857AE69B6E18BDCCBOBA6FCDID4AB084A34F3635148C
495D48FE635903B888ECIDEB2610548EDDA8D63F86513A4562469831
48C0D5DB82D73A4C350A42BB661D763430FC6CBESFOD13EALB76AAS2
A4C358E5EA04000F794618303AB6 CEEA4E9ABE9C74D73C1BOB7BAF16
DEDE7696B5E2F206F777100F5727E1684D4132F5E692F47AF6756EA8
B421000BE031B5D8F0220E436B51FB154FE9595333C13A2403F9DEOS
ESDDC5A22FD6182E339593E26374450220BC14F3E40FF33F084526B0
9C34250702E8A352B332CCCBOFI9DE2CF2B338823B92AFC61COB6B8AB
DB5AF718EDSDDA97C298E46B82A01B14814868CFA4F2C36268BFFF4A
591F42658BF75918902D3E426 DFE1DS5FFOFC6A212071F6DASBD833FE
2E560D87775ESEE9333C05B6FBSEB56589D910DB5EA903

0 1 EFDDFOD915C7BDC5782C0881E1B2A95AD099FBDDO6D7B1F779
82D0364338D955

0 2 81EE7F6COECC6B09B7785A9418F54432DE630DD54DCO6EE9E3C
49DE547708D236D4CA13C3E97E44F969E635958AA410495844127C04
883503E5B024CF7A8F6A94

1 0 308201A2300D06092A864886F70D01010105000382018F0030
82018A0282018100E62C84A5AFES9FO0A2A6B250DEEG87ACBC5C604F5
7D26CEB2119140FFAC38C4B9CBBE8923082E7F81626B6 AD5SDEAOCE77
1C74E3CAA7F613054AEFA3673E48FFEA7B3F7AF987DE281A68230B24
BODA1A98DCBES51195B60E42FD7517C328D983E26A827C877AB914EE4
C1BFDEAD48BD25BESF2C473BA9C1 CBBDDDAOC374D0D58C389CC3D6D8
C20662E19CF768F32441B7F7D14AEA8966CE7C32A1722AB38623D008
029A9E4702883F8B977A1A1ES292BF8AD72239D4039337B86A3AC60F
A001290452177BF1798609A05A130F033457A5212629FBDDBSE70E2A
9E6556873CAF7CA46 AEAA8B178F05SFB319005E1C1C7DABD7 7DFA3403
5563C126AA2C3328BI900E7990ACO787F01DA82F74C3D4B6674CCECEL
FDAC6EF9E6644F4635EDEDA39D8BOE2F7C8E0O6DAE7 756213BD3D6083
1175BE290442B4AFCSAEG6F46B769855A067C1L097E617962529E166F2
2AEE10DDB981B8CD6FF17D3D70723169038DBFBC1A449C8D0D31BC68
3C5F3CE26148E42ECOBBD4ADOF261569B25B53C1 D7 FC2 DDFF6B4 CACO5
0203010001
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1 1 8755CDAASFE24EF16CCOF2C918063185E433FAAF1415664911
DOE30A924138C4
1 2 D43165B4CDF8F8660AECCCC5344D9DOAE4ASFFD7 E6AAB7 ABOEE
Cl69B58E11F227ED90C17330CC17B5CCEF0390066008C720CEC6AAES
33A934B3A2D7E232C94AB4
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