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Abst ract

Thi s docunent defines two new | Pv4 Options that are used only with
the lIdentifier-Locator Network Protocol for IPv4 (ILNPv4). ILNP is
an experinental, evolutionary enhancenent to IP. This docunent is a
product of the | RTF Routing Research G oup

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplementation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
conmunity. This docunment is a product of the Internet Research Task
Force (IRTF). The I RTF publishes the results of Internet-related
research and devel opnent activities. These results m ght not be
suitable for deploynent. This RFC represents the individua

opi nion(s) of one or nore nmenbers of the Routing Research Group of
the Internet Research Task Force (IRTF). Docunents approved for
publication by the IRSG are not a candidate for any |evel of Internet
St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6746
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1. Introduction

Thi s docunent is part of the ILNP docunment set, and it has had
extensive review within the IRTF Routing RG ILNP is one of the
recomendati ons made by the RG Chairs. Separately, various refereed
research papers on |ILNP have al so been published during this decade.
So, the ideas contained herein have had much broader review than the
| RTF Routing RG The views in this docunent were considered
controversial by the Routing RG but the RG reached a consensus that
the docunent still should be published. The Routing RG has had
remarkably little consensus on anything, so virtually all Routing RG
out puts are consi dered controversi al

At present, the Internet research and devel opnent community is

expl oring vari ous approaches to evolving the Internet Architecture to
solve a variety of issues including, but not limted to, scalability
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of inter-domain routing [RFC4984]. A wi de range of other issues
(e.g., site multihom ng, node multihoning, site/subnet nobility, node
nmobility) are also active concerns at present. Several different

cl asses of evolution are being considered by the Internet research
and devel opment community. One class is often called "Map and
Encapsul ate", where traffic would be mapped and then tunnelled
through the inter-domain core of the Internet. Another class being
consi dered is sometimes known as "ldentifier/Locator Split". This
docunent relates to a proposal that is in the latter class of
evol uti onary approaches.

The ldentifier-Locator Network Protocol (ILNP) is a proposal for
evolving the Internet Architecture. It differs fromthe current
Internet Architecture primarily by deprecating the concept of an IP
Address and i nstead defining two new objects, each having crisp
syntax and semantics. The first new object is the Locator, a

t opol ogy-dependent nane for a subnetwork. The other new object is
the ldentifier, which provides a topol ogy-i ndependent name for a
node.

1.1. Docunent Roadmap

Thi s docunent describes a new | Pv4d Nonce Option used by |ILNPv4 nodes
to carry a security nonce to prevent off-path attacks against |LNP

| CMP nessages and defines a new I Pv4 Identifier Option used by |ILNPv4
nodes.

The ILNP architecture can have nore than one engi neering
instantiation. For exanple, one can imgine a "clean-slate”

engi neeri ng design based on the ILNP architecture. |In separate
docunents, we describe two specific engineering instances of |LNP
The term "I LNPv6" refers precisely to an instance of ILNP that is
based upon, and backwards conpatible with, IPv6. The term"ILNPv4"
refers precisely to an instance of ILNP that is based upon, and
backwards conpatible with, |Pv4.

Many engi neering aspects common to both | LNPv4 and | LNPv6 are
described in [RFC6741]. A full engineering specification for either
ILNPv6 or ILNPv4 is beyond the scope of this docunent.

Readers are referred to other related | LNP docunents for details not
descri bed here:

a) [RFC6740] is the nmain architectural description of ILNP, including
the concept of operations.

b) [RFC6741] describes engineering and i npl enentation consi derations
that are common to both I LNPv4 and | LNPv6.
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c) [RFC6742] defines additional DNS resource records that support
I LNP.

d) [RFC6743] defines a new | CMPv6 Locator Update nessage used by an
ILNP node to informits correspondent nodes of any changes to its
set of valid Locators.

e) [RFC6744] defines a new | Pv6 Nonce Destination Option used by
| LNPv6 nodes (1) to indicate to |ILNP correspondent nodes (by
inclusion within the initial packets of an |ILNP session) that the
node is operating in the ILNP node and (2) to prevent off-path
attacks against ILNP | CVWP nessages. This Nonce is used, for
exanple, with all ILNP I CVMPv6 Locator Update nessages that are
exchanged anong | LNP correspondent nodes.

f) [RFC6745] defines a new | CMPv4 Locat or Update nmessage used by an
ILNP node to informits correspondent nodes of any changes to its
set of valid Locators.

g) [RFC6747] describes extensions to Address Resol ution Protoco
(ARP) for use with | LNPv4.

h) [RFC6748] describes optional engineering and depl oyment functions
for ILNP. These are not required for the operation or use of |ILNP
and are provided as additional options.

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. 1Pv4 Options for |LNPv4

ILNP for 1Pv4 (ILNPv4) is nerely a different instantiation of the
ILNP architecture, so it retains the crisp distinction between the
Locator and the ldentifier. As with ILNP for IPv6 (ILNPv6), when
ILNPv4 is used for a network-layer session, the upper-layer protocols
(e.g., TCP/UDP pseudo-header checksum |Psec Security Association)
bind only to the Identifiers, never to the Locators. As with |ILNPv6,
only the Locator values are used for routing and forwardi ng | LNPv4
packets.

However, just as the packet format for IPv4 is different froml Pv6,
so the engineering details for ILNPv4 are different also. Just as

ILNPv6 is carefully engineered to be backwards-conpatible w th I Pv6,
ILNPv4 is carefully engineered to be backwards-conpatible w th |IPv4.
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Each of these options MJST be copi ed upon fragnentation. Each of
these options is used for control, so uses Option Cass O.

Oiginally, these two options were specified to use separate IP
option nunbers. However, only one IP Option (decinmal 158) has been
defined for experinmental use with properties of MJUST COPY and CONTROL
[ RFCA727]. So these two options have been reworked to share that
same | P Option nunber (158). To distinguish between the two actua
options, the unsigned 8-bit field ILNPv4_OPT inside this option is
exam ned.

It is inmportant for inplenenters to understand that IP Option 158 is
not uniquely allocated to ILNPv4. Oher |Pv4-related experinents

m ght be using that IP Option value for different I P options having
different 1P Option formats.

2. 1. | LNPv4 Packet For nat

The Source |IP Address in the | Pv4d header becones the Source | LNPv4
Locator value, while the Destination |P Address of the |Pv4 header
becones the Destination |ILNPv4 Locator value. O course, backwards
conpatibility requirements mean that |LNPv4 Locators use the same
nunber space as |Pv4 routing prefixes.

| LNPv4 uses the same 64-bit Identifier, with the same nodified EU -64
syntax, as |LNPv6. Because the |Pv4 address fields are nuch smaller
than the 1 Pv6 address fields, ILNPv4 cannot carry the ldentifier
values in the fixed portion of the |IPv4 header. The obvi ous two ways
to carry the ILNP Identifier with ILNPv4 are either as an |IPv4 Option
or as an | Pv6-style Extension Header placed after the | Pv4 header and
bef ore the upper-1layer protocol (e.g., OSPF, TCP, UDP, SCTP).

Currently deployed IPv4 routers frommultiple router vendors use
packet forwarding silicon that is able to parse past IPv4 Options to
exam ne the upper-|layer protocol header at wi re-speed on reasonably
fast (e.g., 1 Gops or better) network interfaces. By contrast, no
exi sting | Pv4d-capabl e packet forwarding silicon is able to parse past
a new Extension Header for |1Pv4. Hence, for engineering reasons,

I LNPv4 uses a new | Pv4 Option to carry the ldentifier val ues.

Anot her new | Pv4 Option also carries a nonce value, perfornming the
same function for ILNPv4 as the | Pv6 Nonce Destination Option

[ RFC6744] perforns for |LNPv6.
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Figure 1. |ILNPv4 Header with ILNP ID Qption and | LNP Nonce Option
Notati on for Figure 1:
IHL: Internet Header Length

Or: Option Type
OL: Option Length
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2.2. ILNP Identifier Option for |Pv4
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Figure 2: ILNP Identifier Option for |Pv4

Not ation for Figure 2:
or: Option Type
as: Option Length

RFC 791, Page 15 specifies that the Option Length is measured in
words and includes the Option Type octet, the Option Length octet,
and the option data octets.

The Source Identifier and Destination Identifier are unsigned 64-bit
integers. [RFC6741] specifies the syntax, semantics, and generation
of ILNP lIdentifier values. Using the same syntax and semantics for
all instantiations of ILNP Identifiers sinplifies specification and
i mpl enentation, while also facilitating translation or transition
bet ween | LNPv4 and | LNPv6 shoul d that be desirable in future.

This I P Option MJUST NOT be present in an | Pv4d packet unless the
packet is part of an ILNPv4 session. |LNPv4 sessions MJUST include
this option in the first few packets of each |ILNPv4 session and MAY
include this option in all packets of the ILNPv4 session. It is
RECOMVENDED to include this option in all packets of the |ILNPv4
session if packet loss is higher than normal.
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2.3. |ILNP Nonce Option for |Pv4
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Figure 3: ILNP Nonce Option for |Pv4d

Notati on for Figure 3:
or: Option Type
as: Option Length

This option contains a 64-bit |ILNP Nonce. As noted in [RFC6740] and
[ RFC6741], all ILNP Nonce values are unidirectional. This neans, for
exanpl e, that when TCP is in use, the underlying |ILNPv4 session wll
have two different NONCE val ues: one fromlnitiator to Responder and
anot her from Responder to Initiator. The ILNP Nonce is used to
provi de non-cryptographic protection against off-path attacks (e.g.
forged | CMP nessages fromthe renote end of a TCP session).

Each NONCE val ue MUST be unpredictable (i.e., cryptographically
randon). Cuidance to inplementers on generating cryptographically
random val ues is provided in [ RFC4086] .

This I P Option MJUST NOT be present in an | Pv4d packet unless the
packet is part of an ILNPv4 session. |LNPv4 nodes MJST include this
option in the first few packets of each |ILNP session, MJST include
this option in all |1 CWVP nessages generated by endpoints participating
in an ILNP session, and MAY include this option in all packets of an
| LNPv4 session

3. Security Considerations

Security considerations for the overall ILNP Architecture are
described in [RFC6740]. Additional conmon security considerations
are described in [ RFC6741]. This section describes security

consi derations specific to ILNPv4 topics discussed in this docunent.

If the ILNP Nonce value is predictable, then an of f-path attacker
m ght be able to forge data or control packets. This risk also is
mtigated by the existing comon practice of |IP Source Address
filtering [ RFC2827] [ RFC3704].
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| P Security for ILNP [ RFC6741] [ RFC4301] provides cryptographic
protection for ILNP data and control packets. The |ILNP Nonce Option
is required in the circunstances described in Section 3, even if

| Psec is also in use. Deploynents of ILNPv4 in high-threat

envi ronnents SHOULD use | Psec for additional risk reduction

This option is intended to be used primarily end-to-end between a
source node and a destination node. However, unlike |Pv6, |Pv4 does
not specify a nmethod to distingui sh between options w th hop-by-hop
behavi our versus end-to-end behavi our

[ FILTERING provides general discussion of potential operationa
issues with IPv4 options, along with specific advice for handling
several specific IPv4 options. Further, many depl oyed nodern |IP
routers (both I Pv4d and | Pv6) have been explicitly configured to
ignore all 1P options, even including the "Router Alert" option, when
forwardi ng packets not addressed to the router itself. Reports

i ndicate this has been done to preclude use of IP options as a

(Di stributed) Denial-of-Service (D)DoS attack vector on backbone
routers.

4. | ANA Consi derations
Thi s docunent nakes no request of | ANA
If in the future the | ETF decided to standardise | LNPv4, then
al l ocation of two unique Header Option values to |ILNPv4, one for the
Identifier option and one for the Nonce option, would be sensible.
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