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Abst ract

The wi de depl oyment of Voice over IP (VolP), real-time text, and

Vi deo over | P services has introduced new chal |l enges in managi ng and
mai ntai ning real -time voice/text/video quality, reliability, and
overall performance. |In particular, nmedia delivery is an area that
needs attention. One nethod of neeting these challenges is

noni toring the nedia delivery perfornmance by | ooping nedia back to
the transmitter. This is typically referred to as "active

nmoni tori ng" of services. Media |oopback is especially popular in
ensuring the quality of transport to the edge of a given VolP, real-
time text, or Video over |P service. Today, in networks that deliver
real -tinme nedia, short of running 'ping’ and 'traceroute’ to the
edge, administrators are |left without the necessary tools to actively
noni tor, manage, and di agnose quality issues with their service. The
ext ensi on defined herein adds new Session Description Protocol (SDP)
medi a types and attributes that enable establishment of media
sessions where the nedia is | ooped back to the transmitter. Such
nedi a sessions will serve as nonitoring and troubl eshooting tools by
provi di ng the neans for neasurenent of nore advanced Vol P, real-tine
text, and Video over |IP performance netrics.
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1. | nt roducti on

The overall quality, reliability, and performance of VolP, real-tine
text, and Video over IP services rely on the performance and quality
of the nedia path. 1In order to assure the quality of the delivered
nmedia, there is a need to nonitor the perfornmance of the nedia
transport. One nethod of nonitoring and managi ng the overall quality

of

real-tine VolP, real-tinme text, and Video over |P services is
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through nonitoring the quality of the nedia in an active session
This type of "active nonitoring" of services is a nethod of
proactively managi ng the perfornmance and quality of Vol P-based
servi ces.

The goal of active nobnitoring is to neasure the nedia quality of a
Vol P, real-tine text, or Video over IP session. A way to achieve
this goal is to request an endpoint to | oop nedia back to the other
endpoint and to provide media statistics (e.g., RTP Control Protoco
(RTCP) [ RFC3550] and RTCP Ext ended Reports (RTCP-XR) [ RFC3611]
information). Another nethod involves depl oyment of specia

endpoi nts that always |oop incom ng nedia back for all sessions.

Al though the l|atter nmethod has been used and is functional, it does
not scale to support | arge networks and introduces new network
managenent challenges. Further, it does not offer the granularity of
testing a specific endpoint that may be exhibiting probl emns.

The extension defined in this docunment introduces new SDP nedia types
and attributes that enable establishnment of nedia sessions where the
media is | ooped back to the transmitter. The SDP of fer/answer node

[ RFC3264] is used to establish a | oopback connection. Furthernore,
this extension provides guidelines on handling RTP [ RFC3550], as wel |l
as usage of RTCP [ RFC3550] and RTCP- XR [ RFC3611] for reporting nedi a-
rel ated neasurenents.

1.1. Use Cases Supported

As a matter of term nology in this docunent, packets flow from one
peer acting as a "l oopback source", to the other peer acting as a

"l oopback mrror"”, which in turn returns packets to the | oopback
source. In advance of the session, the peers negotiate to determ ne
whi ch one acts in which role, using the SDP of fer/answer exchange.
The negotiation also includes details such as the type of |oopback to
be used.

Thi s specification supports three use cases: "encapsul ated packet
| oopback", "direct |oopback”, and "nedi a | oopback”. These are

di stingui shed by the treatment of incom ng RTP packets at the

| oopback mrror.

1.1.1. Encapsul ated Packet Loopback

In the encapsul at ed packet | oopback case, the entire incom ng RTP
packet is encapsul ated as payload within an outer RTP packet that is
specific to this use case and specified in Section 7.1. The
encapsul at ed packet is returned to the | oopback source. The | oopback
source can generate statistics for one-way path performance up to the
RTP |l evel for each direction of travel by exam ning sequence nunbers
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and tinmestanps in the encapsul ati ng outer RTP header and the
encapsul ated RTP packet payload. The | oopback source can also play
back the returned nedia content for eval uation

Because t he encapsul ati ng RTP packet header extends the packet size,
it could encounter difficulties in an environnment where the origina
RTP packet size is close to the path Maxi mum Transm ssion Unit (MrU)
size. The encapsul ating payl oad format therefore offers the
possibility of RTP-l1evel fragmentation of the returned packets. The
use of this facility could affect statistics derived for the return
path. In addition, the increased bit rate required in the return
direction may affect these statistics nore directly in a restricted-
bandwi dt h situation

1.1.2. Direct Loopback

In the direct |oopback case, the | oopback mrror copies the payl oad
of the incom ng RTP packet into a new RTP packet, using a payl oad
format specific to this use case and specified in Section 7.2. The
| oopback mirror returns the new packet to the packet source. There
is no provision in this case for RTP-l1evel fragnentation

This use case has the advantage of keeping the packet size the same
in both directions. The packet source can conpute only two-way path
statistics fromthe direct |oopback packet header but can play back
the returned nedia content.

It has been suggested that the | oopback source, know ng that the

i ncom ng packet will never be passed to a decoder, can store a

ti mestanp and sequence nunber inside the payload of the packet it
sends to the mirror, then extract that information fromthe returned
di rect | oopback packet and conpute one-way path statistics as in the
previ ous case. bviously, playout of returned content is no |onger
possible if this is done.

1.1.3. Media Loopback

In the nmedi a | oopback case, the | oopback mirror submits the incom ng
packet to a decoder appropriate to the incom ng payload type. The
packet is taken as close as possible to the analog |evel, then
re-encoded according to an outgoing format determ ned by SDP
negotiation. The re-encoded content is returned to the | oopback
source as an RTP packet with payl oad type corresponding to the
re-encodi ng fornat.

Thi s usage allows troubl eshooting at the codec level. The capability
for path statistics is limted to what is available from RTCP
reports.
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2.

3.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

SDP: Session Description Protocol, as defined in [ RFC4566]. This
docunent assunes that the SDP offer/answer nodel is followed,
per [ RFC3264], but does not assume any specific signaling
protocol for carrying the SDP

The following terns are borrowed from [ RFC3264] definitions: offer,
of ferer, answer, answerer, and agent.

Overvi ew of Operation

Thi s docunent defines two | oopback "types’, two "roles’, and two
encodi ng formats for | oopback. For any given SDP offerer or answerer
pair, one side is the source of RTP packets, while the other is the
mrror |ooping packets/nedia back. Those define the two | oopback
roles. As the mirror, two '"types’ of |oopback can be perforned:

packet -1 evel or media-level. When nedia-level is used, there is no
further choice of encoding format -- there is only one format:

what ever is indicated for nornal nedia, since the "looping" is
perfornmed at the codec |evel. Wen packet-level |looping is

performed, however, the mirror can either send back RTP in an
encapsul ated format or direct |oopback format. The rest of this
docunent descri bes these | oopback types, roles, and encodi ng fornats,
and the SDP offer/answer rules for indicating them

1. SDP O ferer Behavior

An SDP offerer conpliant to this specification and attenpting to
establish a nedia session with media | oopback will include "I oopback"
nmedia attributes for each individual media description in the offer
nessage that it w shes to have | ooped back. Note that the offerer
may choose to only request | oopback for some nedia
descriptions/streans but not others. For exanple, it mght wish to
request | oopback for a video stream but not audio, or vice versa.

The offerer will [ook for the "l oopback” media attributes in the
nmedi a description(s) of the response fromthe SDP answer for
confirmation that the request is accepted.
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3.

4.

4.

2. SDP Answerer Behavi or

In order to accept a | oopback offer (that is, an offer containing
"l oopback” in the nmedia description), an SDP answerer includes the
"l oopback” media attribute in each nedia description for which it
desires | oopback.

An answerer can reject an offered stream (either with | oopback-source
or loopback-mrror) if the | oopback-type is not specified, the

speci fied | oopback-type is not supported, or the endpoint cannot
honor the offer for any other reason. The |oopback request is
rejected by setting the streanis nmedia port nunmber to zero in the
answer as defined in RFC 3264 [ RFC3264] or by rejecting the entire
offer (i.e., by rejecting the session request entirely).

Note that an answerer that is not conpliant to this specification and
that receives an offer with the "l oopback” media attributes would
ignore the attributes and treat the incomng offer as a norma
request. |If the offerer does not wish to establish a "nornmal" RTP
session, it would need to terminate the session upon receiving such
an answer.

New SDP Attri butes

Three new SDP nedi a-| evel attributes are defined: one indicates the
type of | oopback, and the other two define the role of the agent.

1. Loopback-Type Attribute

Thi s specification defines a new "l oopback" attribute, which

i ndi cates that the agent wishes to performloopback, and the type of
| oopback that the agent is able to do. The | oopback-type is a val ue
media attribute [ RFC4566] with the follow ng syntax:

a=| oopback: <l oopback-type>
Foll owi ng is the Augnented BNF [ RFC5234] for | oopback-type:

attribute =/ | oopback-attr
; attribute defined in RFC 4566

| oopback-attr

| oopback-type

| oopback- choi ce

| oopback-t ype- pkt

| oopback-type-medi a

"l oopback: " SP | oopback-type

| oopback-choi ce [1*SP | oopback- choi ce]

| oopback-type-pkt / | oopback-type-nedia
“rt p- pkt -1 oopback"

"rtp-medi a- | oopback"
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The | oopback-type is used to indicate the type of |oopback. The
| oopback-type val ues are rtp-pkt-1loopback and rtp-nedi a-1 oopback

rt p- pkt-1oopback: In this node, the RTP packets are | ooped back to
the sender at a point before the encoder/decoder function in the
receive direction to a point after the encoder/decoder function in
the send direction. This effectively re-encapsul ates the RTP
payl oad with the RTP/UDP/IP headers appropriate for sending it in
the reverse direction. Any type of encoding-related functions,
such as packet | oss conceal nent, MJST NOT be part of this type of
| oopback path. In this nmode, the RTP packets are | ooped back with
a new payl oad type and format. Section 7 describes the payl oad
formats that are to be used for this type of |oopback. This type
of | oopback applies to the encapsul ated and direct | oopback use
cases described in Section 1.1.

rt p- medi a- | oopback: This | oopback is activated as cl ose as possible
to the analog interface and after the decoder so that the RTP
packets are subsequently re-encoded prior to transni ssion back to
the sender. This type of |oopback applies to the nedia | oopback
use case described in Section 1.1.3.

4.2. Loopback-Role Attributes: |oopback-source and | oopback-mrror
The | oopback rol e defines two property nedia attributes [ RFC4566]
that are used to indicate the role of the agent generating the SDP
of fer or answer. The syntax of the two | oopback-role nedia
attributes is as foll ows:

a=| oopback- source
and

a=| oopback-m rror

Foll owing is the Augnented BNF [ RFC5234] for | oopback-source and
| oopback-mrror:

attribute =/ | oopback-source / | oopback-mrror
; attribute defined in RFC 4566

| oopback- sour ce "1 oopback- sour ce"

| oopback-m rror "l oopback-mrror"

| oopback-source: This attribute specifies that the entity that
generated the SDP is the nedia source and expects the receiver of
the SDP nessage to act as a | oopback nmirror.
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5.

5.

| oopback-mirror: This attribute specifies that the entity that

generated the SDP will mrror (echo) all received nedia back to

the sender of the RTP stream No nedia is generated |ocally by

the | oopi ng-back entity for transmission in the mrrored stream
The "nme" line in the SDP includes all the payload types that will be
used during the | oopback session. The conplete payl oad space for the
session is specified in the "m=" line, and the rtpmap attribute is
used to map fromthe payl oad type nunber to an encodi ng nanme denoti ng
the payload format to be used.

Rul es for Generating the SDP O f er/ Answer
1. Cenerating the SDP Offer for Loopback Session

If an offerer wishes to nake a | oopback request, it includes both the
| oopback-type and | oopback-role attributes in a valid SDP offer:

Exanpl e: mFaudi o 41352 RTP/ AVP 0 8 100
a=| oopback: rt p- nedi a- | oopback
a=| oopback- sour ce
a=rtpmap: 0 pcru/ 8000
a=rtpmap: 8 pcra/ 8000
a=rt pmap: 100 Gr221/ 16000/ 1

Since nedi a | oopback requires bidirectional RTP, its normal direction
node is "sendrecv"; the "sendrecv" direction attribute MAY be encoded
in SDP or not, as per Section 5.1 of [RFC3264], since it is inplied
by default. |If either the | oopback source or mirror wishes to

di sabl e | oopback use during a session, the direction node attribute
"inactive" MJST be used as per [RFC3264]. The direction node
attributes "recvonly" and "sendonly" are inconpatible with the

| oopback mechani sm and MJST NOT be indi cated when generating an SDP
of fer or answer. \When receiving an SDP offer or answer, if
"recvonly"” or "sendonly" is indicated for |oopback, the SDP-receiving
agent SHOULD treat it as a protocol failure of the | oopback
negotiation and termnminate the session through its nornmal neans (e.g.
by sending a SIP BYE if SIP is used) or reject the offending nedia
stream

The offerer may offer nore than one | oopback-type in the SDP offer.
The port nunber and the address in the offer (mc= lines) indicate
where the offerer would Iike to receive the nedia strean(s). The
payl oad type nunbers indicate the value of the payload the offerer
expects to receive. However, the answer night indicate a subset of
payl oad type nunbers fromthose given in the offer. |In that case,
the of ferer MIUST only send the payl oad types received in the answer,
per normal SDP offer/answer rules.
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If the offer indicates rtp-pkt-1oopback support, the offer MJST al so
contain either an encapsul ated or direct |oopback encodi ng format
encodi ng name, or both, as defined in Sections 7.1 and 7.2 of this
docunent. |If the offer only indicates rtp-nmedia-| oopback support,
then neither encapsul ated nor direct | oopback encoding formats apply
and they MUST NOT be in the offer.

I f | oopback-type is rtp-pkt-1oopback, the | oopback mirror MJST send,
and the | oopback source MJST receive, the | ooped-back packets encoded
in one of the two payload formats (encapsul ated RTP or direct

| oopback) as defined in Section 7.

Exanpl e: mFaudi o 41352 RTP/AVP 0 8 112
a=| oopback: rt p- pkt -1 oopback
a=| oopback- source
a=rtpmap: 112 encaprt p/ 8000

Exanpl e: mrFaudi o 41352 RTP/AVP 0 8 112
a=| oopback: rt p- pkt -1 oopback
a=| oopback- source
a=rtpmap: 112 rt pl oopback/ 8000

5.2. Cenerating the SDP Answer for Loopback Session

As with the offer, an SDP answer for |oopback follows SDP
of fer/answer rules for the direction attribute, but directions of
"sendonly" or "recvonly" do not apply for |oopback operation

The port nunber and the address in the answer (mc= lines) indicate
where the answerer would like to receive the nedia stream The
payl oad type nunbers indicate the value of the payl oad types the
answerer expects to send and receive.

An answerer includes both the | oopback-role and | oopback-type
attributes in the answer to indicate that it will accept the | oopback
request. Wien a streamis offered with the | oopback-source
attribute, the corresponding streamin the response wll be

| oopback-mrror and vice versa, provided the answerer is capabl e of
supporting the requested | oopback-type.

For exanple, if the offer contains the | oopback-source attribute:
nmraudi o 41352 RTP/AVP 0 8

a=| oopback: rt p- nedi a- | oopback
a=| oopback- sour ce
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The answer that is capable of supporting the offer nust contain the
| oopback-mrror attribute:

mraudi o 12345 RTP/AVP 0 8
a=l oopback: rt p- nedi a- | oopback
a=| oopback-m rror

If a streamis offered with multiple | oopback-type attributes, the
answer MUST include only one of the | oopback types that are accepted
by the answerer. The answerer SHOULD give preference to the first

| oopback-type in the SDP offer.

For exanple, if the offer contains:

mraudi o 41352 RTP/AVP 0 8 112

a=l oopback: rt p- nedi a- | oopback rt p-pkt-I| oopback
a=| oopback- sour ce

a=rtpmap: 112 encaprt p/ 8000

The answer that is capable of supporting the offer and chooses to
| oopback the nedia using the rtp-nedia-l oopback type nmust contain

mrFaudi o 12345 RTP/AVP 0 8
a=| oopback: rt p- nedi a- | oopback
a=| oopback-m rror

As specified in Section 7, if the | oopback-type is rtp-pkt-Ioopback
ei ther the encapsul ated RTP payl oad format or direct |oopback RTP
payl oad format MUST be used for | ooped-back packets.

For exanple, if the offer contains:

mFaudi o 41352 RTP/AVP 0 8 112 113
a=| oopback: rt p- pkt -1 oopback

a=| oopback- sour ce

a=rtpmap: 112 encaprt p/ 8000
a=rtpmap: 113 rt pl oopback/ 8000
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The answer that is capable of supporting the offer nust contain one
of the foll ow ng:

mraudi 0 12345 RTP/AVP 0 8 112
a=| oopback: rt p- pkt - | oopback
a=| oopback-m rror
a=rtpmap: 112 encaprt p/ 8000

mFaudi o 12345 RTP/AVP 0 8 113
a=| oopback: rt p- pkt - | oopback
a=| oopback-m rror
a=rtpmap: 113 rt pl oopback/ 8000

The previous exanples used the "encaprtp’ and 'rtpl oopback’ encodi ng
nanes, which will be defined in Sections 7.1.3 and 7.2. 3.

5.3. Oferer Processing of the SDP Answer

If the received SDP answer does not contain an a=l oopback-nirror or
a=l oopback-source attribute, it is assunmed that the | oopback

ext ensions are not supported by the renpte agent. This is not a
protocol failure and instead nerely conpl etes the SDP of fer/answer
exchange with whatever normal rules apply; the offerer MAY decide to
end the established RTP session (if any) through normal neans of the
upper -1l ayer signaling protocol (e.g., by sending a SIP BYE)

5.4. Modifying the Session

At any point during the | oopback session, either participant MAY
issue a new offer to nodify the characteristics of the previous
session, as defined in Section 8 of RFC 3264 [ RFC3264]. This al so
i ncludes transitioning froma normal mnedia processing node to

| oopback nmode, and vice versa.

5.5. Establishing Sessions between Entities behind NATs

Interactive Connectivity Establishnent (I1CE) [ RFC5245], Traversa
Usi ng Rel ays around NAT (TURN) [ RFC5766], and Session Traversa
Uilities for NAT (STUN) [ RFC5389] provide a general solution to
establ i shing medi a sessions between entities that are behind Network
Address Transl ators (NATs). Loopback sessions that involve one or
nore endpoi nts behind NATs can al so use these general sol utions

wher ever possi bl e.

If ICE is not supported, then in the case of |oopback, the mirroring
entity will not send RTP packets and therefore will not automatically
create the NAT pinhole in the way that other SIP sessions do.
Therefore, if the mrroring entity is behind a NAT, it MJST send sone
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packets to the identified address/port(s) of the peer, in order to
open the NAT pinhole. Using ICE, this would be acconplished with the
STUN connectivity check process or through a TURN server connecti on.
If ICE is not supported, either [RFC6263] or Section 10 of |ICE

[ RFC5245] can be followed to open the pinhole and keep the NAT

bi ndi ng alive/refreshed.

Note that for any form of NAT traversal to function, symetric

RTP/ RTCP [ RFC4961] MJST be used, unless the mirror can control the
NAT(s) in its path to create explicit pinholes. In other words, both
agents MJUST send packets fromthe source address and port they
recei ve packets on, unless sonme nmechanismis used to avoid that need
(e.g., by using the Port Control Protocol).

6. RTP Requirenents

A | oopback source MUST NOT send nultiple source streans on the sane
5-tuple, since there is no nmeans for the mirror to indicate which is
which in its mrrored RTP packets.

A |l oopback nmirror that is conpliant to this specification and accepts
nmedia with the | oopback type rtp-pkt-Ioopback | oops back the i ncom ng
RTP packets using either the encapsul ated RTP payl oad format or the
direct | oopback RTP payload format as defined in Section 7 of this
speci fication.

A device that is conpliant to this specification and performing the
mrroring using the | oopback type rtp-medi a-| oopback MJST transmt

all received media back to the sender, unless congestion feedback or
ot her | ower-|ayer constraints prevent it fromdoing so. The incom ng
nedia is treated as if it were to be played; for exanple, the nedia
stream may receive treatnment from Packet Loss Conceal nment (PLC)
algorithms. The mirroring entity re-generates all the RTP header
fields as it would when transmtting nedia. The mirroring entity MAY
choose to encode the | oopback nedia according to any of the media
descriptions supported by the offering entity. Furthernore, in cases
where the sane nedia type is | ooped back, the mirroring entity can
choose to preserve the nunber of frames/packets and the bit rate of
the encoded nedi a according to the received nedia.

7. Payload Formats for Packet Loopback

The payl oad formats described in this section MIST be used by a

| oopback mirror when 'rtp-pkt-1loopback’ is the specified

| oopback-type. Two different formats are specified here -- an
encapsul ated RTP payl oad format and a direct |oopback RTP payl oad
format. The encapsul ated RTP payl oad format shoul d be used when the
i ncom ng RTP header information needs to be preserved during the
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| oopback operation. This is useful in cases where the | oopback
source needs to neasure perfornmance netrics in both directions.
However, this conmes at the expense of increased packet size as
described in Section 7.1. The direct |oopback RTP payl oad format
shoul d be used when bandwi dth requirenents prevent the use of the
encapsul ated RTP payl oad fornat.

7.1. Encapsul ated Payl oad For nat

A received RTP packet is encapsulated in the payl oad section of the
RTP packet generated by a | oopback mrror. Each received packet is
encapsul ated in a separate encapsul ati ng RTP packet; the encapsul ated
packet would be fragnented only if required (for exanple, due to MIU
[imtations).

7.1.1. Usage of RTP Header Fields

Payl oad Type (PT): The assignnment of an RTP payload type for this
packet format is outside the scope of this docunent; it is either
specified by the RTP profile under which this payload format is
used or nore |likely signaled dynamically out-of-band (e.g., using
SDP; Section 7.1.3 defines the nane binding).

Marker (M bit: If the received RTP packet is |ooped back in nmultiple
encapsul ati ng RTP packets, the Mbit is set to 1 in every fragnent
except the |last packet; otherwise, it is set to O.

Extension (X) bit: This bit is defined by the RTP profile used.

Sequence Number: The RTP sequence nunber SHOULD be generated by the
| oopback mirror in the usual manner with a constant random of f set
as described in RFC 3550 [ RFC3550].

Ti mestanp: The RTP timestanp denotes the sanpling instant for when
the | oopback mrror is transmtting this packet to the | oopback
source. The RTP tinestanp MUST use the sanme clock rate as that of
the encapsul ated packet. The initial value of the tinestanp
SHOULD be random for security reasons (see Section 5.1 of RFC 3550
[ RFC3550]) .

Synchroni zati on source (SSRC): This field is set as described in
RFC 3550 [ RFC3550] .

The CSRC count (CC) and contributing source (CSRC) fields are used as
described in RFC 3550 [ RFC3550].
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7.1.2. RITP Payload Structure

The outer RTP header of the encapsul ating packet is followed by the
payl oad header defined in this section, after any header
extension(s). |If the received RTP packet has to be | ooped back in
nmul ti pl e encapsul ati ng packets due to fragnentation, the
encapsul ati ng RTP header in each packet is followed by the payl oad
header defined in this section. The header is devised so that the

| oopback source can decode | ooped-back packets in the presence of
noder at e packet | oss [ RFC3550]. The RTP payl oad of the encapsul ating
RTP packet starts with the payl oad header defined in this section

0 1 2 3
01234567890123456789012345678901
e T e o i T R e e R rE o oh o
recei ve tinestanp |
i I s i T s s I I s ol S
| ¢ |M PT | sequence nunber |
i T S i L o o e Lo

+

|

+- +-
|

+

| transmt tinestanp |
+

|

+

|

|

+

+-r|+
+—
+ 70+

T T e o i o R e e o h ok ok S

synchroni zati on source (SSRC) identifier |

=+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=+
contributing source (CSRC) identifiers

e e e e e e e b e e e e e e e e e e e e b e e e e e e e e e e
Figure 1. Encapsul ati ng RTP Packet Payl oad Header

The 12 octets after the receive tinmestanp are identical to the
encapsul at ed RTP header of the received packet except for the first 2
bits of the first octet. 1In effect, the received RTP packet is
encapsul ated by creating a new outer RTP header followed by 4 new
bytes of a receive tinestanp, followed by the original received RTP
header and payl oad, except that the first two bits of the received
RTP header are overwitten as defined here.

Receive tinestanp: 32 bits

The receive tinestanp denotes the sanpling instant for when the | ast
octet of the received nedia packet that is being encapsul ated by the
| oopback mrror is received fromthe | oopback source. The sane cl ock
rate MUST be used by the | oopback source. The initial value of the
ti mestanp SHOULD be random for security reasons (see Section 5.1 of
RFC 3550 [ RFC3550]).
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Fragmentation (F): 2 bits

Possi bl e val ues are First Fragment (00), Last Fragment (01),

No Fragnentation (10), or Internediate Fragment (11). This field
identifies how nuch of the received packet is encapsulated in this
packet by the | oopback mrror. |If the received packet is not
fragnmented, this field is set to 10; otherw se, the packet that
contains the first fragnents sets this field to 00. The packet that
contains the last fragnent sets this field to 01, and all other
packets set this field to 11

7.1.3. Usage of SDP

The payl oad type nunber for the encapsul ated stream can be negoti at ed
using SDP. There is no static payload type assignnment for the
encapsul ati ng stream so dynam c payl oad type nunbers MJST be used.
The binding to the name is indicated by an rtpmap attribute. The
nane used in this binding is "encaprtp".

The followi ng is an exanple SDP fragment for encapsul ated RTP

mraudi o 41352 RTP/ AVP 112
a=rtpmap: 112 encaprt p/ 8000

7.2. Direct Loopback RTP Payl oad For mat

The direct |oopback RTP payl oad format can be used in scenarios where
the 16-byte overhead of the encapsul ated payl oad format is of

concern, or sinply due to local policy. Wen using this payl oad
format, the receiver |oops back each received RTP packet payl oad (not
header) in a separate RTP packet.

Because a direct |oopback format does not retain the original RTP
headers, there will be no indication of the original payl oad-type
sent to the mrror, in |ooped-back packets. Therefore, the | oopback
source SHOULD only send one payl oad type per | oopback RTP session if
di rect node is used.

7.2.1. Usage of RTP Header Fields
Payl oad Type (PT): The assignnment of an RTP payload type for the
encapsul ati ng packet format is outside the scope of this docunent;
it is either specified by the RTP profile under which this payl oad
format is used or nore likely signal ed dynamically out-of-band
(e.g., using SDP; Section 7.2.3 defines the nane binding).

Marker (M bit: This bit is set to the value in the received packet.
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Extension (X) bit: This bit is defined by the RTP profile used.

Sequence Number: The RTP sequence nunber SHOULD be generated by the
| oopback mirror in the usual manner with a constant random of fset,
as per [RFC3550].

Ti mestanp: The RTP tinmestanp denotes the sanpling instant for when
the | oopback mrror is transmitting this packet to the | oopback
source. The same clock rate MJST be used as that of the received
RTP packet. The initial value of the timestanp SHOULD be random
for security reasons (see Section 5.1 of RFC 3550 [ RFC3550]).

SSRC. This field is set as described in RFC 3550 [ RFC3550].
The CC and CSRC fields are used as described in RFC 3550 [ RFC3550].
7.2.2. RIP Payload Structure

Thi s payl oad format does not define any payl oad-specific headers.
The | oopback mirror sinply copies the RTP payl oad data fromthe
payl oad portion of the RTP packet received fromthe | oopback source.

7.2.3. Usage of SDP

The payl oad type nunber for the payl oad | oopback stream can be
negoti ated using a nechanismlike SDP. There is no static payl oad
type assignnent for the stream so dynam c payl oad type nunbers MJST
be used. The binding to the nane is indicated by an rtpmap
attribute. The name used in this binding is "rtpl oopback".

The following is an exanple SDP fragment for the direct |oopback RTP
format.

mraudi o 41352 RTP/ AVP 112
a=rtpmap: 112 rt pl oopback/ 8000

8. SRTP Behavi or

Secure RTP (SRTP) [RFC3711] MAY be used for | oopback sessions. SRTP
operates at a lower logical layer than RTP, and thus if both sides
negotiate to use SRTP, each side uses its own key and perforns
encryption/decryption, authentication, etc. Therefore, the | oopback
function on the mrror occurs after the SRTP packet has been
decrypted and authenticated, as a nornmal cleartext RTP packet wi thout
a Master Key ldentifier (MKI) or authentication tag; once the
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10.

11.

cl eartext RTP packet or payload is mrrored -- either at the nedia-
| ayer, direct packet-layer, or encapsul ated packet-layer -- it is
encrypted by the mirror using its own key.

In order to provide the sane | evel of protection to both forward and
reverse nedia flows (nedia to and fromthe mrror), if SRTP is used
it MJUST be used in both directions with the sane properties.

RTCP Requi renents

The use of the | oopback attribute is intended for the nonitoring of
nmedi a quality of the session. Consequently, the nedia performance

i nformati on shoul d be exchanged between the offering and the
answering entities. An offering or answering agent that is conpliant
to this specification SHOULD support RTCP per [RFC3550] and RTCP- XR
per RFC 3611 [ RFC3611]. Furthermore, if the offerer or answerer
chooses to support RTCP-XR, they SHOULD support the RTCP-XR Loss Run
Length Encodi ng (RLE) Report Bl ock, Duplicate RLE Report Bl ock
Statistics Summary Report Bl ock, and Vol P Metrics Report Bl ock per
Sections 4.1, 4.2, 4.6, and 4.7 of RFC 3611 [ RFC3611]. The offerer
and the answerer MAY support other RTCP-XR reporting bl ocks as
defined by RFC 3611 [ RFC3611].

Congestion Contro

Al'l the participants in a media-|level |oopback session SHOULD

i mpl ement congestion control mechani sms as defined by the RTP profile
under which the | oopback mechanismis inplemented. For audio/video
profiles, inplenentations SHOULD conformto the mechani smdefined in
Section 2 of RFC 3551 [ RFC3551].

For packet-1evel |oopback types, the | oopback source SHOULD i npl enent
congestion control. The mirror will sinply reflect back the RTP
packets it receives (either in encapsul ated or direct nodes);
therefore, the source needs to control the congestion of both forward
and reverse paths by reducing its sending rate to the mirror. This
keeps the | oopback mirror inplenentation sinpler and provides nore
flexibility for the source performing a | oopback test.

Exanpl es

Thi s section provides exanples for nedia descriptions using SDP for
di fferent scenarios. The exanples are given for SlP-based
transactions; for convenience, they are abbreviated and do not show
the compl ete signaling.
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11.

11.

1. Ofer for Specific Media Loopback Type
An agent sends an SDP of fer that |ooks |ike:

v=0

o=al i ce 2890844526 2890842807 I N | P4 host. atl ant a. exanpl e. com
S=-

c=IN I P4 host. atl ant a. exanpl e. com

t=0 0

mraudi 0 49170 RTP/ AVP 0O

a=| oopback: rt p- nedi a- | oopback

a=| oopback- source

a=rt pmap: 0 pcnu/ 8000

The agent is offering to source the nmedia and expects the answering
agent to mirror the RTP stream per the | oopback type
rt p- medi a- | oopback.

An answering agent sends an SDP answer that |ooks |iKke:

v=0

o=bob 1234567890 1122334455 I N | P4 host. bil oxi . exanpl e. com
s=-

c=I N I P4 host. bil oxi.exanpl e. com

t=0 0

mraudi o 49270 RTP/ AVP 0O

a=| oopback: rt p- nedi a- | oopback

a=| oopback-m rror

a=rt pmap: 0 pcru/ 8000

The answerer agrees to mirror the media fromthe offerer at the nedia
| evel .

2. Ofer for Choice of Media Loopback Type
An agent sends an SDP offer that |ooks |iKke:

v=0

o=al i ce 2890844526 2890842807 IN | P4 host. atl ant a. exanpl e. com
S=-

c=I N I P4 host. atl ant a. exanpl e. com

t=0 0

mraudi o 49170 RTP/ AVP 0 112 113

a=l oopback: rt p- nedi a- | oopback rt p-pkt-| oopback
a=| oopback- sour ce

a=rtpmap: 0 pcru/ 8000

a=rtpmap: 112 encaprt p/ 8000

a=rtpmap: 113 rt pl oopback/ 8000
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The offerer is offering to source the nedia and expects the answerer
to mirror the RTP streamat either the nedia or RTP | evel

An answering agent sends an SDP answer that |ooks |ike:

v=0

o=bob 1234567890 1122334455 I N | P4 host. bil oxi . exanpl e. com
S=-

c=I N | P4 host. bil oxi.exanpl e. com

t=0 0

mrFaudi o 49270 RTP/ AVP 0 112
a=| oopback: rt p- pkt - |1 oopback
a=| oopback-m rror
a=rtpmap: 0 pcru/ 8000
a=rtpmap: 112 encaprt p/ 8000

The answerer agrees to mrror the media fromthe offerer at the
packet |evel using the encapsul ated RTP payl oad format.

11.3. Answerer Rejecting Loopback Media

An agent sends an SDP of fer that |ooks |ike:

v=0

o=al i ce 2890844526 2890842807 I N | P4 host. atl ant a. exanpl e. com
S=-

c=IN I P4 host. atl ant a. exanpl e. com

t=0 0

mraudi o 49170 RTP/ AVP 0

a=| oopback: rt p- nedi a- | oopback
a=| oopback- source

a=rtpmap: 0 pcru/ 8000

The offerer is offering to source the nedia and expects the answerer
to mirror the RTP stream at the nedia |evel

An answering agent sends an SDP answer that |ooks |iKke:

v=0

o=bob 1234567890 1122334455 I N | P4 host. bil oxi . exanpl e. com
S=-

c=I N I P4 host. bil oxi.exanpl e. com

t=0 0

mraudi o 0 RTP/ AVP 0
a=rtpmap: 0 pcru/ 8000
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12.

Note in this case that the answerer did not indicate |oopback
support, although it could have and still used a port nunber of 0 to
indicate that it does not wish to accept that nedia session

Al ternatively, the answering agent could have sinmply rejected the
entire SDP of fer through sone higher-1layer signaling protocol neans
(e.g., by rejecting the SIP INVITE request if the SDP offer was in
the I NVITE).

Security Consi derations
The security considerations of [RFC3264] and [ RFC3550] apply.

G ven that nedi a | oopback may be automated without the end user’s
know edge, the answerer of the nedia | oopback shoul d be aware of
deni al -of -service attacks. 1t is RECOVMENDED t hat session requests
for media | oopback be authenticated and the frequency of such
sessions limted by the answerer.

I f the higher-1layer signaling protocol were not authenticated, a
mal i ci ous attacker could create a session between two parties the
attacker wishes to target, with each party acting as the | oopback
mrror to the other, of the rtp-pkt-|oopback type. A few RTP packets
sent to either party would then infinitely | oop anong the two, as
fast as they could process them consuming their resources and

net wor k bandwi dt h.

Furthernore, nedia | oopback provi des a neans of attack indirection,
whereby a malicious attacker creates a | oopback session as the

| oopback source and uses the mrror to reflect the attacker’s packets
against a target -- perhaps a target the attacker could not reach
directly, such as one behind a firewall, for example. O, the
attacker could initiate the session as the |oopback mirror, in the
hopes of maki ng the peer generate nedi a agai nst another target.

I f end-user devices such as nobil e phones answer | oopback requests
wi t hout authentication and w thout notifying the end user, then an
attacker could cause the battery to drain, and possibly deny the end
user normal phone service or cause network data usage fees. This
could even occur naturally if a legitinmate | oopback session does not
term nate properly and the end device does not have a tineout
mechani sm for such.

For the reasons noted above, end-user devices SHOULD provide a means
of indicating to the hunman user that the device is in a | oopback
session, even if it is an authenticated session. Devices that answer
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13.

14.

14.

or generate | oopback sessions SHOULD either perform keepalive/refresh
tests of the session state through sone nmeans or tinme out the session
automati cal | y.

| mpl ement ati on Consi der ati ons

The nedi a | oopback approach described in this docunment is a conplete
solution that would work under all scenarios. However, it is
possi bl e that the solution may not be |ightweight enough for sone

i mpl enentations. In light of this concern, this section clarifies
whi ch features of the | oopback proposal MJST be inplenented for al

i npl enent ati ons and which features MAY be deferred if the conplete
solution is not desired.

Al inplementations MJST at | east support the rtp-pkt-1oopback node
for | oopback-type, with direct media | oopback payl oad encoding. In
addition, for the | oopback role, all inplenmentations of an SDP

of ferer MUST at |east be able to act as a | oopback source. These
requirenents are intended to provide a mninmal |evel of
interoperability between different inplenentations.

| ANA Consi der ati ons
1. SDP Attributes

Thi s docunent defines three new nedi a-level SDP attributes. | ANA has
regi stered the followi ng attributes.

Cont act name: Kaynam Hedayat

Emai | address: kh274@ornel | . edu

Tel ephone nunber: +1-617-899- 3279

Attribute name: | oopback

Type of attribute: Medi a | evel .

Subj ect to charset: No.

Pur pose of attribute: The ' | oopback’ attribute is used to

i ndicate the type of nedia | oopback

Al lowed attribute values: The paraneters for 'l oopback’ may be
one or nore of "rtp-pkt-Ioopback" and
“rt p-medi a-1 oopback”. See Section 4
of RFC 6849 for syntax.
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14. 2.

Cont act nanme:

Enmai | address:

Tel ephone nunber:
Attribute nane:

Type of attribute:
Subj ect to charset:
Pur pose of attribute:

Al lowed attribute val ues:

Cont act name:

Enmai | address:

Tel ephone nunber:
Attribute nane:

Type of attribute:
Subj ect to charset:
Pur pose of attribute:

Al lowed attribute val ues:

Medi a Types

SDP Medi a Loopback

Kaynam Hedayat

kh274@ornel | . edu

+1- 617-899- 3279

| oopback- sour ce

Medi a | evel .

No.

The ' | oopback-source’ attribute
specifies that the sender is the nedia
source and expects the receiver to act
as a | oopback mrror.

N A

Kaynam Hedayat

kh274@ornel | . edu

+1- 617-899- 3279

| oopback-m rror

Medi a | evel .

No.

The 'l oopback-mirror’ attribute
specifies that the receiver wll
mrror (echo) all received nedia back
to the sender of the RTP stream
N A

The 1 ANA has registered the follow ng nedia types.

14. 2.

1. audi o/ encaprtp

To: ietf-types@ana.org
Subj ect :
Type name: audio

Subt ype nane:

encaprtp

Requi red paraneters:

rate: RTP timestanp clock rate,
rate.
the mrror.

Optional paranmeters: NA

Encodi ng consi derati ons:

Kapl an,

et al.

St andards Track

Regi stration of media type audi o/ encaprtp

which is equal to the sanpling

This is specified by the | oopback source and reflected by

This nmedia type is franed
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14.

Security considerations: See Section 12 of RFC 6849.

Interoperability considerations: NA

Publ i shed specification: RFC 6849.

Applications that use this nedia type: Applications wishing to
noni tor and ensure the quality of transport to the edge of a given
Vol P servi ce

Addi tional information: N A

Contact: the authors of RFC 6849.

I nt ended usage: LI M TED USE

Restrictions on usage: This nedia type depends on RTP fram ng and
hence is only defined for transfer via RTP. Transfer within other
frami ng protocols is not defined at this tine.

Aut hor: Kaynam Hedayat .

Change controller: | ETF PAYLOAD wor ki ng group del egated from
the | ESG

2.2. videol/encaprtp

To: ietf-types@ana.org

Subj ect: Registration of nedia type video/encaprtp

Type nane: video

Subt ype nane: encaprtp

Requi red paraneters:
rate: RTP tinestanmp clock rate, which is equal to the sanpling
rate. This is specified by the | oopback source and refl ected by
the mrror.

Optional parameters: NA

Encodi ng considerations: This nedia type is franed.

Security considerations: See Section 12 of RFC 6849.

Interoperability considerations: NA
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Publ i shed specification: RFC 6849.

Applications that use this nedia type: Applications wishing to
noni tor and ensure the quality of transport to the edge of a given
Vi deo Over |P service.

Addi tional information: NA

Contact: the authors of RFC 6849.

I nt ended usage: LIM TED USE

Restrictions on usage: This nedia type depends on RTP fram ng and
hence is only defined for transfer via RTP. Transfer w thin other
fram ng protocols is not defined at this tine.

Aut hor: Kaynam Hedayat .

Change controller: | ETF PAYLOAD wor ki ng group del egated from
the | ESG

14.2.3. text/encaprtp

To: ietf-types@ana.org

Subj ect: Registration of nedia type text/encaprtp

Type name: text

Subt ype name: encaprtp

Requi red paraneters:
rate: RTP timestanp clock rate, which is equal to the sanpling
rate. This is specified by the | oopback source and refl ected by
the mrror.

Optional parameters: NA

Encodi ng considerations: This nmedia type is franed.

Security considerations: See Section 12 of RFC 6849.

Interoperability considerations: NA

Publ i shed specification: RFC 6849.
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14.

Applications that use this nedia type: Applications wishing to
nonitor and ensure the quality of transport to the edge of a given
real -tinme text service

Addi tional information: N A

Contact: the authors of RFC 6849.

I nt ended usage: LI M TED USE

Restrictions on usage: This nedia type depends on RTP fram ng and
hence is only defined for transfer via RTP. Transfer within other
fram ng protocols is not defined at this tine.

Aut hor: Kaynam Hedayat .

Change controller: | ETF PAYLOAD wor ki ng group del egated from
the | ESG

2.4. application/encaprtp

To: ietf-types@ana.org

Subj ect: Registration of nedia type application/encaprtp

Type name: application

Subt ype nane: encaprtp

Requi red paraneters:
rate: RTP tinestanmp clock rate, which is equal to the sanpling
rate. This is specified by the | oopback source and refl ected by
the mrror.

Optional parameters: NA

Encodi ng considerations: This nedia type is franed.

Security considerations: See Section 12 of RFC 6849.

Interoperability considerations: NA

Publ i shed specification: RFC 6849.

Applications that use this nedia type: Applications wishing to

noni tor and ensure the quality of transport to the edge of a given
real -tinme application service
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Addi tional information: N A

Contact: the authors of RFC 6849.

I nt ended usage: LIM TED USE

Restrictions on usage: This nedia type depends on RTP fram ng and
hence is only defined for transfer via RTP. Transfer w thin other
fram ng protocols is not defined at this tine.

Aut hor: Kaynam Hedayat .

Change controller: | ETF PAYLOAD wor ki ng group del egated from
the | ESG

14.2.5. audi o/ rtpl oopback

To: ietf-types@ana.org

Subj ect: Registration of nedia type audi o/ rtpl oopback

Type name: audio

Subt ype nane: rtpl oopback

Requi red paraneters:
rate: RTP timestanp clock rate, which is equal to the sanpling
rate. This is specified by the | oopback source and refl ected by
the mrror.

Optional parameters: NA

Encodi ng considerations: This nmedia type is franed.

Security considerations: See Section 12 of RFC 6849.

Interoperability considerations: NA

Publ i shed specification: RFC 6849.

Applications that use this nedia type: Applications wishing to
noni t or and ensure the quality of transport to the edge of a given
Vol P service

Additional information: N A

Contact: the authors of RFC 6849.
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I nt ended usage: LIM TED USE

Restrictions on usage: This nedia type depends on RTP fram ng and
hence is only defined for transfer via RTP. Transfer within other
fram ng protocols is not defined at this time.

Aut hor: Kaynam Hedayat .

Change controller: | ETF PAYLOAD wor ki ng group del egated from
the | ESG

2.6. video/rtpl oopback

To: ietf-types@ana.org

Subj ect: Registration of nedia type video/rtpl oopback

Type nane: video

Subt ype nane: rtpl oopback

Requi red paraneters:
rate: RTP timestanmp clock rate, which is equal to the sanpling
rate. This is specified by the | oopback source and refl ected by
the mrror.

Optional parameters: NA

Encodi ng considerations: This nedia type is franed.

Security considerations: See Section 12 of RFC 6849.

Interoperability considerations: NA

Publ i shed specification: RFC 6849.

Applications that use this nedia type: Applications wishing to
noni tor and ensure the quality of transport to the edge of a given
Vi deo Over |P service.

Addi tional information: NA

Contact: the authors of RFC 6849.

I nt ended usage: LI M TED USE
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Restrictions on usage: This nedia type depends on RTP fram ng and
hence is only defined for transfer via RTP. Transfer w thin other
fram ng protocols is not defined at this tine.

Aut hor: Kaynam Hedayat .

Change controller: | ETF PAYLOAD wor ki ng group del egated from
the | ESG

2.7. text/rtpl oopback

To: ietf-types@ana.org

Subj ect: Registration of nedia type text/rtpl oopback

Type name: text

Subt ype nane: rtpl oopback

Requi red paraneters:
rate: RTP timestanp clock rate, which is equal to the sanpling
rate. This is specified by the | oopback source and refl ected by
the mrror.

Optional parameters: NA

Encodi ng considerations: This nmedia type is franed.

Security considerations: See Section 12 of RFC 6849.

Interoperability considerations: NA

Publ i shed specification: RFC 6849.

Applications that use this nedia type: Applications wishing to
nonitor and ensure the quality of transport to the edge of a given
real -time text service

Addi tional information: N A

Contact: the authors of RFC 6849.

I nt ended usage: LIM TED USE

Restrictions on usage: This nedia type depends on RTP fram ng and

hence is only defined for transfer via RTP. Transfer within other
fram ng protocols is not defined at this tine.
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Aut hor: Kaynam Hedayat .

Change controller: | ETF PAYLOAD wor ki ng group del egated from
the | ESG

14.2.8. application/rtpl oopback

To: ietf-types@ana.org

Subj ect: Registration of nedia type application/rtploopback

Type nane: application

Subt ype nane: rtpl oopback

Requi red paraneters:
rate: RTP timestanmp clock rate, which is equal to the sanpling
rate. This is specified by the | oopback source and refl ected by
the mrror.

Optional parameters: NA

Encodi ng considerations: This nedia type is franed.

Security considerations: See Section 12 of RFC 6849.

Interoperability considerations: NA

Publ i shed specification: RFC 6849.

Applications that use this nedia type: Applications wishing to
noni tor and ensure the quality of transport to the edge of a given
real -time application service

Addi tional information: NA

Contact: the authors of RFC 6849.

I nt ended usage: LIM TED USE

Restrictions on usage: This nedia type depends on RTP fram ng and

hence is only defined for transfer via RTP. Transfer within other
fram ng protocols is not defined at this tine.
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16.

Aut hor: Kaynam Hedayat .

Change controller: | ETF PAYLOAD wor ki ng group del egated from
the | ESG
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