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Abst ract

Different routing protocols enploy different mechani sms for securing
protocol packets on the wire. Wile nost already have sone nethod
for acconplishing cryptographic nessage authentication, in many cases
the existing nethods are dated, vulnerable to attack, and enpl oy
cryptographic algorithns that have been deprecated. The "Keying and
Aut hentication for Routing Protocols" (KARP) effort ains to overhau
and i mprove these mechani sms. This docunment does not contain
protocol specifications. |Instead, it defines the areas where
protocol specification work is needed. This docunent is a conpanion
docunent to RFC 6518, "Keying and Authentication for Routing

Prot ocol s (KARP) Design Guidelines"; together they formthe guidance
and instruction KARP design teans will use to review and overhau
routing protocol transport security.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6862
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1

| ntroducti on

In March 2006, the Internet Architecture Board (1 AB) held a workshop
on the topic "Unwanted Internet Traffic". The report fromthat

wor kshop i s docunented in [ RFC4948]. Section 8.1 of that docunent
states, "A sinple risk analysis would suggest that an ideal attack
target of mnimal cost but maximal disruption is the core routing
infrastructure". Section 8.2 calls for "[t]ightening the security of
the core routing infrastructure". Four main steps were identified
for that tightening:

o Create secure nechanisns and practices for operating routers.

0o Cean up the Internet Routing Registry (IRR) repository, and
secure both the database and the access to it, so that it can be
used for routing verification.

o Create specifications for cryptographic validation of routing
message content.

0 Secure the routing protocols’ packets on the wire

The first bullet is being addressed in the OPSEC worki ng group. The
second bull et should be addressed through liaisons with those running
the IRRs globally. The third bullet is being addressed in other
efforts within the |ETF. For exanple, BGP nessage content validity
is being addressed in the SIDR working group

Thi s docunent addresses the last itemin the |ist above, securing the
transm ssion of routing protocol packets on the wire. Mre
precisely, it focuses on securing the transport systens enpl oyed by
routing protocols, including any mechanisnms built into the protocols
thensel ves to authenticate packets. This effort is referred to as
Keyi ng and Aut hentication for Routing Protocols, or "KARP'. KARP is
concerned with issues and techni ques for protecting the nessages

bet ween directly communicating peers. This type of protection may
overlap with, but is strongly distinct from protection designed to
ensure that routing information is properly authorized relative to
the source of the information. Such assurances are provi ded by other
mechani sns and are outside the scope of this docunent.

Thi s docunent is one of two that together formthe guidance and

i nstructions for KARP design teans working to overhaul routing
protocol transport security. The other docunent is the KARP Design
Gui de [ RFC6518] .
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Thi s docunent does not contain protocol specifications. Instead, its
goal is to define the areas where protocol specification work is
needed and to provide a set of requirements for KARP design teamnms to
follow as they update a routing protocol’s existing transport
security (see Wrk Phase 1 in Section 4.1 of [RFC6518]).

Thi s docunent has three main parts. The first part, found in Section
2, provides an overview of the KARP effort. The second part, in
Section 3, lists the threats from"Generic Threats To Routing

Prot ocol s" [RFC4593] that are in scope for per-packet authentication
for routing protocol transport systems. Therefore, this docunent
does not contain a conplete threat nodel; it sinply points to the
parts of the governing threat nodel that KARP design teans mnust
address and explicitly states which parts are out of scope for KARP
design teans. The third part, in Section 4, enunerates the

requi renents that routing protocol specifications nmust meet when
addressing the threats related to KARP"s Wrk Phase 1, the update to
a routing protocol’s existing transport security. ("Wrk Phase 2", a
franmewor k and usage of a Key Managenment Protocol (KMP), will be
addressed in a future docunent[s]).

1.1. Term nol ogy

Thi s docunent uses the termnology "on the wire" to refer to the

i nformati on used by routing protocols’ transport systens. This term
is widely used in RFCs, but is used in several different ways. In
this docunment, it is used to refer both to informati on exchanged

bet ween routing protocol instances and to underlying protocols that
may al so need to be protected in specific circunstances. |ndividua
protocol analysis docunents will need to be nore specific in their
use of this phrase.

Additionally, within the scope of this docunment, the foll ow ng words,
when beginning with a capital letter, or spelled in all capita
letters, hold the neanings described in this section. |If the sane
word is used uncapitalized, then it is intended to have its combn
English definition.

I dentifier
The type and val ue used by a peer of an authenticated nessage
exchange to signify who it is to another peer. The ldentifier is
used by the receiver as an index into a table containing further
i nfornmati on about the peer that is required to continue processing
the nmessage, for exanple a Security Association (SA) or keys.
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Identity Authentication
Once the identity is verified, there nust be a cryptographi c proof
of that identity, to ensure that the peer really is who it asserts
to be. Proof of identity can be arranged ampng peers in a few
ways, for exanple, symretric and asymetric pre-shared keys, or an
asymmetric key contained in a certificate. Certificates can be
used in ways that require no additional supporting systens
external to the routers thenselves. An exanple of this is using
sel f-signed certificates and a flat file Iist of "approved
thunbprints”. The different identity verification mechani snms vary
in ease of deploynment, ease of ongoi ng management, startup effort,
security strength, and consequences from | oss of secrets from one
part of the systemto the rest of the system For exanple, they
differ in resistance to a security breach, and the effort required
to recover in the event of such a breach. The point here is that
there are options, many of which are quite sinple to enpl oy and
depl oy.

KDF (Key Derivation Function)
A KDF is a function in which an input key and other input data are
used to generate keying material that can be enpl oyed by
cryptographic algorithnms. The key that is input to a KDF is
call ed a key derivation key. KDFs can be used to generate one or
nore keys from (i) a random or pseudorandom seed value, or (ii)
the result of the Diffie-Hellnan exchange, or (iii) a non-uniform
random source (e.g., froma non-determnistic random bit
generator), or (iv) a pre-shared key that may or nay not be
menor abl e by a human.

KMP (Key Managenent Protocol)
KMP is a protocol that establishes a shared symetric key between
a pair (or anpong a group) of users. It determ nes how secret keys
are made available to the users, and in sone cases al so determ nes
how t he secret keys are generated. In sone routing protocols, the
routing protocol derives the traffic keys froma nmaster key. In
this case, KMP is responsible for the naster-key generation and
for determ ning when the nmaster key should be renewed. 1In other
cases, there are only traffic keys (and no naster key); in such a
case, KWP is responsible for the traffic key generation and
renewal nechani sm

KMP Functi on
Any KMP used in the general KARP solution franmework.

Peer Key
Peer keys are keys that are used anbng peers as a basis for
identifying one another. These keys may or nmay not be connection
speci fic, depending on how they were established, and what forns
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of identity and identity authentication mechanismare used in the
system A peer key generally would be provided by a KMP and woul d
| ater be used to derive fresh traffic keys.

PSK ( Pre-Shared Key)
A PSK is a key used to communicate with one or nore peers in a
secure configuration. It is always distributed out of band prior
to a first connection.

Repl ayed Messages
Repl ayed nessages are genui ne nmessages that have been re-sent by
an attacker. Messages may be replayed within a session (i.e.
intra-session) or replayed froma different session (i.e., inter-
session). For non- TCP-based protocols |ike OSPF [ RFC2328] and
| S-1S [RFC1195], two routers are said to have a session up if they
are able to exchange protocol packets (i.e., the peers have an
adj acency). Messages replayed during an adjacency are intra-
session replays, while a nmessage replayed between two peers who
re-establish an adjacency after a reboot or |oss of connectivity
are inter-session repl ays.

Rout i ng Protoco
This termrefers to a Routing Protocol on which a KARP teamis
working to inprove the security of its packets on the wre.

SA (Security Association)
An SA is a relationship established between two or nore entities
to enable themto protect the data they exchange. Exanples of
attributes that may be associated with an SA include Identifier
PSK, Traffic Key, cryptographic algorithns, and key |ifetines.

Threat Source
A threat source is a notivated, capable adversary.

Traffic Key
A Traffic Key is the key (or one of a set of keys) used for
protecting the routing protocol traffic. A traffic key should not
be a fixed value in a device configuration. A traffic key should
be known only to the participants in a connection, so that a
conprom se of a stored key (possibly available to a term nated or
turned enpl oyee) does not result in disclosure of traffic keys.
If a server or other data store is stolen or conproni sed, the
attackers gain no access to current traffic keys. They may gain
access to key-derivation material, like a PSK, but not traffic
keys currently in use.

Addi tional term nol ogy specific to threats are |listed and defi ned
bel ow i n Section 3.
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1

2.

2.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

When used in | ower case, these words convey their typical use in
conmon | anguage, and are not to be interpreted as described in RFC
21109.

KARP Ef fort Overvi ew
KARP Scope

Three basic principles can be used to secure any piece of data as it
is transmtted over the wire: confidentiality, authenticity, and
integrity. The focus for the KARP working group will be nessage

aut hentication and nessage integrity only. At this tine, this work
explicitly excludes confidentiality. Non-repudiation is also
excluded as a goal at this tinme. Since the objective of nbst routing
protocols is to broadly advertise the routing topol ogy, routing

prot ocol packets are commnly sent in the clear; confidentiality is
not normally required for routing protocols. However, ensuring that
routing peers are authentically identified and that no rogue peers or
unaut henti cat ed packets can conpronise the stability of the routing
environnent are critical and thus in scope. Confidentiality and non-
repudi ati on may be addressed in future work.

OSPF [ RFC5709], 1S 1S [RFC5310], LDP [RFC5036], and RIP [ RFC2453]
[ RFC4822] al ready incorporate mechani snms for cryptographically
aut henticating and integrity checking the nessages on the wre.
Products and code that incorporate these nechani sns have been
produced and have been optimnmi zed for these existing security
mechani sms. Rather than turn away fromthese mechani sms, this
docunent ainms to enhance them updating themto nodern and nore
secure | evels.

Therefore, the scope of KARP' s roadnap of work includes:

o Making use of existing routing protocol transport security
mechani sns, where they have been specified, and enhancing or
updating them as necessary for nodern cryptographi c best
practices. [RFC6518], Section 4.1 |abels this KARP's Wrk Phase 1

o Developing a framework for using automatic key managenent in order
to ease depl oynment, |ower cost of operation, and allow for rapid
responses to security breaches. [RFC6518], Section 4.1 |abels
this KARP's Wrk Phase 2.
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o Specifying an autonmated key managenent protocol that nmay be
conbi ned with Routing Protocol nechanisns. [RFC6518], Section 4.1
l abel s this KARP's Wrk Phase 2.

Nei t her this docunment nor [RFC6518] contains protocol specifications.
I nstead, they define the areas in which protocol specification work

i s needed, and they set a direction, a set of requirenents, and
priorities for addressing that specification work.

There are a set of threats to routing protocols that are considered
in scope for KARP, and a set considered out of scope. These are
described in detail in Section 3.

2.2. Increnmental Approach

Thi s docunent serves as an agreenent between the Routing Area and the
Security Area about the priorities and work plan for increnmentally
delivering the work described in the KARP roadnap above. The
principle of "craw, walk, run" will be enployed. Thus routing
protocol authentication nechanisns nay not go imediately fromtheir
current state to a state reflecting the best possible, nost nodern
security practices. This point is inmportant as there will be tines
when the best security possible will give way to security that is
vastly inproved over current security but that is admttedly not the
best security possible, in order that increnental progress toward a
nore secure Internet nmay be achieved. As such, this docunent will
call out places where agreenent has been reached on such trade-offs.

Incremental steps will need to be taken for a few very practica
reasons. First, there are a considerabl e nunber of deployed routing
devices in operating networks that will not be able to run the nost

nodern cryptographi c nechani sns w t hout significant and unacceptabl e
performance penalties. The roadmap for any routing protocol MJST
allow for increnental inprovenments on existing operational devices.
Second, current routing protocol performance on depl oyed devi ces has
been achi eved over the |ast 20 years through extensive tuning of

sof tware and hardware el enents, and is a constant focus for

i mprovenent by vendors and operators alike. The introduction of new
security nechani sns affects this performance bal ance. The
performance i npact of any increnental security inprovenment will need
to be weighed by the comunity and introduced in such a way that

all ows the vendor and operator community a path to adoption that
uphol ds reasonabl e performance netrics. Therefore, certain
specification el enents may be introduced carrying the "SHOULD'

gui dance, with the intention that the same nechanismwll carry a
"MJUST" in a future rel ease of the specification. This approach gives
the vendors and inpl enentors the gui dance they need to tune their
software and hardware appropriately over time. Last, some security
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nechani sns require the build-out of other operational support
systens, which will take tine.

An exanpl e where these three steps were at play in an incrementa

i mprovenent roadmap was the inprovenent of BGP s [ RFC4271] security
via the TCP Authentication Option (TCP-AO [RFC5925] effort. It
woul d have been ideal, and woul d have refl ected best common security
practice, to have a fully specified key managenent protocol for
negoti ating the TCP- AO keying material, e.g., using certificates for
peer authentication. However, in the spirit of incrementa

depl oynment, the I ETF first addressed issues |ike cryptographic
algorithmagility, replay attacks, and the resetting of TCP sessions
in the base TCP-AO protocol, and then | ater began work to | ayer key
managenent on top of these.

2.3. Coals
The goal s and general guidance for the KARP work follow

1. Provide authentication and integrity protection for nmessages on
the wire for existing routing protocols.

2. Define a path to incrementally inprove security of the routing
infrastructure as explained in Section 2.2.

3. Ensure that the inmproved security solutions are depl oyable on
current routing infrastructure. This requires consideration of
the current state of processing power available on routers in the
net wor k t oday.

4. Operational deployability - A solution’s acceptability also wll
be measured by how depl oyabl e the solution is by operator teans,
with consideration for their depl oynment processes and
infrastructures. Specifically, KARP design teans will try to
make these solutions fit as well as possible into current
operational practices and router depl oyment nethodol ogies. Doing
so will depend heavily on operator input during KARP design
efforts. Hopefully, operator input will lead to a nore
depl oyabl e solution, which will, in turn, |lead to nore production
depl oyments. Depl oynent of increnentally nore secure routing
infrastructure in the Internet is the final neasure of success.
W would like to see an increase in the nunber of respondents to
surveys such as [1 SR2008] to report deploynent of the updated
aut hentication and integrity mechanisns in their networks, as
well as see a sharp rise in usage of these mechani sms across a
greater percentage of their network’s routers.
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Interviews with operators show several points about routing
security. First, according to [ISR2008], over 70% of operators
have depl oyed transport connection protection via TCP M5

[ RFC3562] on their External Border Gateway Protocol (eBGP)
sessions. Over 55% al so depl oy TCP MD5 on their Internal Border
Gat eway Protocol (iBGP) connections, and 50% make use of TCP MD5
of fered on sonme other internal gateway protocol (I1GP). The sane
survey states that "a considerabl e increase was observed over
previous editions of the survey for use of TCP MD5 with externa
peers (eBGP), internal peers (iBGP) and MD5 extensions for IGPs."
Though the data is not captured in the report, the authors
bel i eve anecdotally that of those who have depl oyed TCP MD5
sonmewhere in their network, only about 25-30% of the routers in
their network are deployed with the authentication enabled. None
report using | Psec [RFC4301] to protect the routing protocol
which was a decline fromthe few that reported doing so in the
previous year’s report. Anecdotal evidence from operators using
MD5 shows that alnmost all report using one nmanually distributed
key throughout the entire network. These sane operators report
that the single key has not been changed since it was originally
installed, sonetimes five or nore years ago. When asked why,
particularly for the case of protecting BGP sessions using TCP
MD5, the follow ng reasons were often given:

A. Changing the keys triggers a TCP reset, and thus the |inks/
adj acenci es bounce, underm ning Service Level Agreenents
(SLAs).

B. For external peers, it is difficult to coordinate with the
ot her organization, and in practice the coordination is very
cunbersone and tedious to execute. Once the operator finds
the correct contact at the other organization (not always so
easy), the coordination function is serialized and performed
on a per-peer or per-AS basis.

C. Keys nust be changed at precisely the sane tinme, or at |east
within 60 seconds (as supported by two maj or vendors) in order
tolimt the duration of a connectivity outage. This is
incredibly difficult to do, operationally, especially between
di fferent organizations.

D. Key change is perceived as a relatively low priority conpared
to other operational issues.

E. Staff levels are insufficient to inplenent the changes on a
devi ce- by- devi ce basis.
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F. There are three use cases for operational peering at play:
peers and interconnection with other operators, iBGP and other
routing sessions within a single operator, and operator-to-
customer devices. All three have very different properties,
and all are reported as cumbersone to nmanage securely. One
operator reported that the sane key is used for all custoner
prem se equi pnent (CPE). The sane operator reported that if
the customer mandated it, a unique key could be created,
al though the last time this occurred, it created such an
operational headache that the adm nistrators now usually tel
customers that the option doesn’t even exist, to avoid the
difficulties. These custoner-uni que keys are never changed,
unl ess the custoner demands so. The main threat here is that
a term nated enpl oyee fromsuch an operator who had access to
the one (or several) keys used for authentication in these
environnents could wage an attack. Alternatively, the
operator could offer the keys to others who woul d wage the

attack. In either case, the attacker could then bring down
many of the adjacencies, thus destabilizing the routing
system

5. Whatever mechani sms KARP specifies need to be easier to depl oy
than the current methods and should provi de obvi ous operationa
efficiency gains along with significantly better security. This
conbi nati on of value nmay be enough to drive much broader
adopti on.

6. Address the threats enunerated below in "Threats" (Section 3) for
each routing protocol. Not all threats may be able to be
addressed in the first specification update for any one protocol
Roadmaps will be defined so that both the Security Area and the
Routing Area agree on how the threats will be addressed
conpl etely over tinmne.

7. Create a reusable architecture, framework, and guidelines for
various | ETF working groups that will address these security
i mprovenents for various Routing Protocols. The crux of the KARP
work is to reuse the architecture, framework, and guidelines as
much as possi bl e across rel evant Routing Protocols. For exanple,
designers should aimto reuse the key nanagenent protocol that
will be defined for BGP, which will establish keys for TCP-AQ
for as many other routing protocols with simlar characteristics
and properties as possible.

8. Bridge any gaps between the |IETF Routing and Security Areas by
recordi ng agreenents on work items, roadmaps, and gui dance from
the cognizant Area Directors and the Internet Architecture Board
(1 AB).
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2.

2.

4.

Non- Goal s

The foll owi ng goals are considered out of scope for this effort:

o

5.

Confidentiality and non-repudi ati on of the packets on the wre.
Once the goals of this roadmap are realized, work on
confidentiality may be consi dered.

Non-repudi ati on of the packets on the wre.
Message content validity (routing database validity). This work

is being addressed in other I ETF efforts. For exanple, BGP
nessage content validity is being addressed in the SIDR working

group.

Audi ence

The audi ence for this docunent includes:

o

Routing Area working group chairs and participants - These people
are charged with updating Routing Protocol specifications. Any
and all cryptographic authentication work on these specifications
will occur in Routing Area working groups, in close partnership
with the Security Area. Co-advisors fromthe Security Area nmay
often be nanmed for these partnership efforts.

Security Area reviewers of Routing Area docunments - These people
are tasked by the Security Area Directors to performreviews on
routing protocol specifications as they pass through working group
last call or IESG review. Their particular attention to the use
of cryptographic authentication and newly specified security
nmechani sns for the routing protocols is appreciated. They al so
help to ensure that incremental security inprovenments are being
made, in line with this roadmap

Security Area engineers - These people partner with Routing Area
aut hor s/ desi gners on the security nmechanisns in routing protoco
specifications. Sone of these Security Area engineers will be
assigned by the Security Area Directors, while others will be
interested parties in the rel evant worki ng groups.

Qperators - The operators are a key audience for this work, as the
work is considered to have succeeded only if operators deploy the
technology. It is anticipated that deploynent will take place
only if operators perceive that the inproved security offered by
the Routing Protocol updates warrants the conplexity and cost of
depl oyment and operation. Conversely, the work will be considered
a failure if operators do not deploy it, either due to a | ack of
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3.

3.

3.

percei ved val ue or due to perceived operational conmplexity. As a
result, the GROWand OPSEC wor ki ng groups shoul d be kept squarely
in the loop as well.

Threats

Thi s docunent uses the definition of "threat" from RFC 4949

[ RFC4949]: "[a] potential for violation of security, which exists
when there is an entity, circunstance, capability, action, or event
that could cause harm"

This section defines the threats that are in scope for the KARP
effort. It also lists those threats that are explicitly out of scope
for the KARP effort. Threats are discussed assum ng that no
protection (i.e., nessage authentication and nmessage integrity) has
been applied to routing protocol messages.

Thi s docunent | everages the nodel described in "Generic Threats to
Routing Protocol s" [RFC4593]. Specifically, the threats |isted bel ow
were derived by review ng [ RFC4593], analyzing how the threats
applied to the KARP problem space, and listing the threats that are
applicable to the work for the KARP design team This docunent

cat egori zes [ RFC4593] threats into those in scope and those out of
scope for KARP. Each in-scope threat is discussed below, and its
applicability to the KARP probl em space is described. As such, the
following text intentionally is not a conprehensive threat analysis.
Rather, it describes the applicability of the existing threat
analysis in [ RFC4593] to KARP

Note: terms from|[RFC4593] appear capitalized below -- e.g.
QUTSIDERS -- so as to nake explicit the ternis origin, and to enable
rapi d cross referencing to the source RFC.

For convenience, a terse definition of nost [ RFC4593] terns is

of fered here. Those interested in a nore thorough description of
routing protocol threat sources, notivations, consequences, and
actions will want to read [ RFC4593] before continui ng here.

1. Threat Sources
1.1. COUTSI DERS

One of the threats that will be addressed in this roadnap is the
situation in which the source is an OUTSIDER. An QUTSI DER att acker
may reside anywhere in the Internet, may have the ability to send IP
traffic to the router, may be able to observe the router’s replies,
and may even control the path for a legitimate peer’s traffic.

QUTSI DERS are not legitimate participants in the routing protocol
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1

The use of nessage authentication and integrity protection
specifically ains to identify packets originating from QUTSI DERS

KARP design teans will consider tw specific use cases of QUTSI DERS
those on path, and those off path.

0 On Path - These attackers have control of a network resource or a
tap that sits along the path between two routing peers. A "Man in
the Mddle" (MtM is an on-path attacker. Fromthis vantage
poi nt, the attacker can conduct either active or passive attacks.
An active attack occurs when the attacker places packets on the
network as part of the attack. One active MtMattack relevant to
KARP, an active wiretapping attack, occurs when the attacker
tampers with packets noving between two legitinmate router peers in
such a way that both peers think they are talking to each other
directly, when in fact they are actually talking to the attacker
Protocol s conformng to this roadmap will use cryptographic
nmechani sns to detect MtM attacks and rej ect packets from such
attacks (i.e., discard them as being not authentic). Passive on-
path attacks occur when the attacker silently gathers data and
anal yzes it to gain advantage. Passive activity by an on-path
attacker may lead to an active attack.

o Of Path - These attackers sit on sone network outside of that
over which the packets between two routing peers run. The source
may be one or several hops away. Of-path attackers can | aunch
active attacks, such as SPOOFI NG or deni al - of -service (DoS)
attacks, to nane a few.

2. Unaut horized Key Hol der

This threat source exists when an unauthorized entity sonehow nmanages
to gain access to keying material. Using this material, the attacker
coul d send packets that pass the authenticity checks based on Message
Aut hentication Codes (MACs). The resulting traffic m ght appear to
come fromrouter A and be destined for router B, and thus the
attacker could inpersonate an authorized peer. The attacker could
then adversely affect network behavi or by sendi ng bogus nessages that
appear to be authentic. The attack source possessing the

unaut hori zed keys could be on path, off path, or both.

The obvious mtigation for an unauthorized key holder is to change
the keys currently in use by the legitimte routing peers. This
nmtigation can be either reactive or proactive. Reactive mtigation
occurs when keys are changed only after one has discovered that the
previ ous keys have fallen into the possession of unauthorized users.
The reactive mtigation case is highlighted here in order to explain
a common operational situation where new keying material will need to
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be put in place with l[ittle or no advanced warning. |n such a case,
new keys must be able to be installed and put into use very quickly,
and with little operational expense. Proactive mtigation occurs
when an operator assunes that unauthorized possession will occur from
time to time without being discovered, and the operator nmoves to new
keying material in order to cut short an attacker’s w ndow of
opportunity to use the stolen keys effectively.

KARP desi gn teans can address this type of attack by creating
specifications that make it practical for the operator to quickly
change keys wi thout disruption to the routing systemand with m nima
operational overhead. Operators can further mtigate threats from
unaut hori zed key hol ders by regularly changi ng keys.

3.1.2.1. Term nated Enpl oyee

A term nated enpl oyee is an inportant exanple of an unauthorized key
hol der. Staff attritionis areality in routing operations and is
therefore a potential threat source. The threat source risk arises
when a network operator who had been granted access to keys ceases to
be an enployee. |If new keys are deployed i mediately, the situation
of a term nated enpl oyee can becone an "unaut hori zed key hol der
proactive" case, as described above, rather than an "unauthorized key
hol der, reactive mtigation" case. It behooves the operator to
change the keys, to enforce the revocation of authorization of the
old keys, in order to mninze the threat source’s w ndow of
opportunity.

A termi nated enployee is a valid unauthorized key hol der threat
source for KARP, and designs shoul d address the associated threats.
For exanple, new keys must be able to be installed and nade
operational in the routing protocols very quickly, with zero inpact
to the routing system and with little operational expense. The
threat actions associated with a term nated enpl oyee al so notivate
the need to change the keys quickly, also with little operationa
expense.

3.1.3. BYZANTI NE

According to [ RFC4593], Section 3.1.1.2, BYZANTINE "attackers are
faulty, m sconfigured, or subverted routers; i.e., legitimte
participants in the routing protocol", whose nessages cause routing
to mal function.

[ RFC4593] goes on to say that "[s]one adversaries can subvert

routers, or the managenment workstations used to control these
routers. These Byzantine failures represent the nost serious form of
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attack capability in that they result in enission of bogus traffic by
legitimate routers."

[ RFC4593] explains that "[d]eliberate attacks are m m cked by
failures that are random and unintentional. |In particular, a
Byzantine failure in a router may occur because the router is faulty
in hardware or software or is msconfigured', and thus routing

mal functions unintentionally. Although not nalicious, such
occurrences still disrupt network operation

VWet her faulty, m sconfigured, or subverted, Byzantine routers have
an enpowered position fromwhich to provide believable yet bogus
routi ng nessages that are damaging to the network.

3.2. Threat Actions In Scope
The foll owi ng THREAT ACTIONS are in scope for KARP

0 SPOCFI NG - when an unaut horized device assunes the identity of an
aut hori zed one. Spoofing is special in that it can be used to
carry out other threat actions that cause other threat
consequences. SPOOFI NG can be used, for example, to inject
mal i ci ous routing information that causes the disruption of
network services. SPOOFING can al so be used to cause a nei ghbor
relationship to formthat subsequently denies the formation of the
relationship with a legitimte router.

o DoS attacks

A. At the transport layer - This occurs when an attacker sends
packets ained at halting or preventing the underlying protoco
over which the routing protocol runs. The attacker could use
SPOCFI NG, FALSI FI CATI ON, or | NTERFERENCE (see below) to
produce the DoS attack. For exanple, BGP running over
Transport Layer Security (TLS) will still not solve the
probl em of an attacker being able to send a spoofed TCP FIN or
TCP RST and causing the BGP session to go down. Since these
attacks depend on spoofing, operators are encouraged to depl oy
proper authentication mechanisnms to prevent them
Speci ficati on work shoul d ensure that Routing Protocols can
operate over transport subsystems in a fashion that is
resilient to such DoS attacks.

B. Using the authentication mechanism- This includes an attacker
causi ng | NTERFERENCE, whi ch inhibits exchanges of legitimte
routers. The attack is often perpetrated by sendi ng packets
that confuse or overwhelma security nechanismitself. An
exanple is initiating an overwhel mi ng | oad of spoofed routing
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3.

3.

protocol packets that contain a MAC (i.e., |NSERTING
MESSAGES), so that the receiver spends substantial CPU
resources on the processing cycles to check the MAC, only to
di scard the spoofed packet. Oher types of | NTERFERENCE

i ncl ude REPLAYI NG OUT- DATED PACKETS, CORRUPTI NG MESSAGES, and
BREAKI NG SYNCHRONI ZATI ON

0o FALSIFICATION - An action whereby an attacker sends fal se routing
i nformation. This docunent targets only FALSIFI CATION from
QUTSI DERS that may occur fromtanpering with packets in flight or
sending entirely fal se nmessages. FALSI FI CATI ON from BYZANTI NES
(see Section 3.3) are not addressed by the KARP effort.

0 Brute-Force Attacks Agai nst Password/ Keys - This includes either
online or offline attacks in which attenpts are made repeatedly
using di fferent keys/passwords until a match is found. While it
is inmpossible to make brute-force attacks on keys conpletely
unsuccessful, proper design can nmake it nmuch harder for such
attacks to succeed. For exanple, current guidance for the
security strength of an algorithmw th a particular key |length
shoul d be deenmed acceptable for a period of 10 years. (Section 10
of [SP.800-131A] is one source for guidance.) Using per-session
keys is another w dely used nethod for reducing the nunber of
brute-force attacks, as this would nmake it difficult to guess the
keys.

Threat Actions Qut of Scope

BYZANTI NE sources -- be they faulty, msconfigured, or subverted --
are out of scope for this roadmap. KARP works to cryptographically
ensure that received routing nessages originated from authori zed
peers and that the nessage was not altered in transit. Formation of
a bogus nmessage by a valid and authorized peer falls outside the KARP
scope. Any of the attacks described in Section 3.2 that may be

| evied by a BYZANTI NE source are therefore also out of scope, e.g.
FALSI FI CATI ON from BYZANTI NE sour ces or unauthorized nessage content
by a legitimte authorized peer

In addition, these other attack actions are out of scope for this
wor k:

0 SN FFI NG (passive w retapping) - Passive observation of route
nessage contents in flight. Data confidentiality, as achieved by
data encryption, is the comon nechanismfor preventing SN FFl NG
Wil e useful, especially to prevent the gathering of data needed
to performan off-path packet injection attack, data encryption is
out of scope for KARP
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4.

0 | NTERFERENCE due to:

A. NOT FORWARDI NG PACKETS - Cannot be prevented with
cryptographic authentication. Note: |If sequence nunbers wth
sliding windows are used in the solution (as is done, for
exanpl e, in Bidirectional Forwarding Detection (BFD)

[ RFC5880]), a receiver can at |east detect the occurrence of
this attack.

B. DELAYI NG MESSAGES - Cannot be prevented with cryptographic
aut hentication. Note: Tinestanps can be used to detect
del ays.

C. DENI AL OF RECEIPT (non-repudiation) - Cannot be prevented with
crypt ographi c aut henti cation

D. UNAUTHORI ZED MESSAGE CONTENT - Covered by the work of the
| ETF' s SI DR wor ki ng group
(http://ww. ietf.org/htm.charters/sidr-charter.htm).

E. DoS attacks not involving the routing protocol. For exanple,
a flood of traffic that fills the Iink ahead of the router, so
that the router is rendered unusabl e and unreachabl e by valid
packets is NOT an attack that KARP will address. Many such
exanpl es coul d be contrived.

Requi renents for KARP Wirk Phase 1: Update to a Routing Protocol’s
Exi sting Transport Security

Section 4.1 of the KARP Design Guide [ RFC6518] describes two distinct
wor k phases for the KARP effort. This section addresses requirenments
for the first work phase only, Wrk Phase 1, the update to a routing
protocol’s existing transport security. Wrk Phase 2, the franmework
and usage of a KMP, will be addressed in a future docunent(s).

The following list of requirenments SHOULD be addressed by a KARP Work
Phase 1 security update to any Routing Protocol (according to section
4.1 of the KARP Design Guide [ RFC6518] docunent). |IT IS RECOMVENDED
that any Work Phase 1 security update to a Routing Protocol contain a
section of the specification docunent that describes how each of the
following requirements are met. It is further RECOMVENDED t hat
justification be presented for any requirements that are NOT

addr essed.

1. Clear definitions of which elements of the transnitted data
(frane, packet, segment, etc.) are protected by an
aut hentication/integrity nechani sm
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2. Strong cryptographic algorithns, as defined and accepted by the
| ETF security community, MJST be specified. The use of non-
standard or unpublished al gorithns MJST be avoi ded.

3. Algorithmagility for the cryptographic algorithnms used in the
aut henticati on MJUST be specified, and protocol specifications
MUST be cl ear regardi ng how new al gorithns are specified and
used within the protocol. This requirenent exists because
research identifying weaknesses in cryptographic algorithnms can
cause the security community to reduce confidence in some
algorithms. Breaking a cipher isn't a matter of if, but when it
will occur. Having the ability to specify alternate al gorithns
(algorithmagility) within the protocol specification to support
such an event is essential. Additionally, nore than one
al gorithm MJUST be specified. Mndating support for two
algorithms (i.e., one mandatory to inplenment algorithm and one
or nore backup algorithnms to guide transition) provides both
redundancy, and a nechani smfor enacting that redundancy.

4, Secure use of PSKs, offering both operational convenience and a
baseline | evel of security, MJST be specified.

5. Routing Protocols (or the transport or network nechani sm
protecting routing protocols) SHOULD be able to detect and
reject replayed intra-session and inter-session nessages.
Packets captured from one session MJUST NOT be able to be resent
and accepted during a later session (i.e., inter-session
replay). Additionally, replay nechani sns MJUST work correctly
even in the presence of routing protocol packet prioritization
by the router.

There is a specific case of replay attack conmbi ned with spoofing
that nust be addressed. Several routing protocols (e.g., OSPF

[ RFC2328], IS-1S [RFCL1195], BFD [ RFC5880], RIP [RFC2453], etc.),
require all speakers to share the sane authentication and
nmessage associ ati on key on a broadcast segment. It is inmportant
that an integrity check associated with a nessage fail if an
attacker has replayed the nmessage with a different origin

6. A change of security paranmeters MJST force a change of session
traffic keys. The specific security paraneters for the various
routing protocols will differ and will be defined by each
protocol design team Sone exanples may include naster key, key
lifetime, and cryptographic algorithm |If one of these
confi gured paraneters changes, then a new session traffic key
MUST i medi ately be established using the updated paraneters.
The routing protocol security nechani sns MJUST support this
behavi or.

Lebovitz, et al. I nf or mati onal [ Page 19]



RFC 6862 KARP Overview, Threats, and Requirements March 2013

7. Security nechani sns MUST specify a nmeans to affect intra-session
rekeyi ng wi thout disrupting a routing session. This should be
acconpl i shed without data | oss, if possible. Keys nay need to
be changed periodically based on policy or when an admi ni strator
who had access to the keys | eaves an organization. A rekeying
mechani sm enabl es the operators to execute the change without
productivity | oss.

8. Rekeyi ng SHOULD be supported in such a way that it can occur
during a session without the peer needing to use nultiple keys
to validate a given packet. The rare exception will occur if a
routing protocol’s design teamcan find no other way to rekey
and still adhere to the other requirenents in this section. The
speci fication SHOULD i nclude a key identifier, which allows
receivers to choose the correct key (or determine that they are
not in possession of the correct key).

9. New mechani sms MUST resi st DoS attacks described as in scope in
Section 3.2. Routers protect the control plane by inplenenting
nmechani sns to reject conpletely or rate-limt traffic not
required at the control-plane level (i.e., unwanted traffic).
Typically, line-rate packet-filtering capabilities | ook at
information in the IP and transport (TCP or UDP) headers, but do
not include higher-layer information. Therefore, the new
nmechani sns shoul d neither hide nor encrypt the infornmation
carried in the IP and transport |ayers in control-plane packets.

10. Mandatory cryptographic algorithms and nechani sns MJUST be
specified for each routing protocol security nmechanism
Further, the protocol specification MIUST define default security
nmechani smsettings for all inplenmentations to use when no
explicit configuration is provided. To understand the need for
this requirement, consider the case where a routing protoco
mandat es three different cryptographic algorithnms for a MAC
operation. |If conpany A inmplenents algorithm 1l as the default
for this protocol, while conmpany B inplenments algorithm2 as the
default, then two operators who enable the security mechani sm
with no explicit configuration other than a PSK will experience
a connection failure. 1t is not enough that each inplenentation
i mpl enent the three mandatory al gorithms; one default nust
further be specified in order to gain maxi num out - of -t he- box
i nteroperability.

11. For backward-conpatibility reasons, manual keyi ng MJUST be
support ed.

12. The specification MIST consider and allow for future use of a
KMP.
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13. The authentication nmechanismin a Routing Protocol MJST be
decoupl ed fromthe key nanagenent system used. The
aut henti cation protocol MJST include a specification for
agreeing on keying material. This will acconmodate both nmanua
keyi ng and the use of KMPs.

14. Convergence tinmes of the Routing Protocols SHOULD NOT be
materially affected. Changes in the convergence time will be
i medi ately and i ndependently verifiable by convergence
performance test beds already in use (e.g. those maintained by
router vendors, service providers, and researchers). An
i ncrease in convergence tine in excess of 5%is likely to be
considered to have materially affected convergence by network
operators. A nunmber of other factors can al so change
convergence over time (e.g., speed of processors used on
i ndi vidual routing peers, processing power increases due to
Moore's law, and inplenmentation specifics), and inplementors
will need to take into account the effect of an authentication
mechani sm on Routing Protocols. Protocol designers should
consi der the inpact on convergence tinmes as a function of both
the total nunmber of protocol packets that nust be exchanged and
the required computational processing of individual nessages in
the specification, understanding that the operator community’s
threshold for an increase in convergence tines is very |low, as
stated above.

15. The changes to or addition of security nechani sns SHOULD NOT
cause a refresh of route advertisements or cause additiona
route adverti senents to be generated.

16. Router inplenmentations provide prioritized treatnment for certain
protocol packets. For exanple, OSPF Hell o and Acknow edgenent
packets are prioritized for processi ng above ot her OSPF packets.
The security mechani sm SHOULD NOT interfere with the ability to
observe and enforce such prioritization. Any effect on such
priority mechani sms MJUST be explicitly docunented and justified.
Repl ay protection nechani sns provided by the routing protocols
MUST work even if certain protocol packets are offered
prioritized treatment.

17. The Routing Protocol MJST send m nimal information regarding the
aut henti cati on nechani sns and associ ated paraneters in its
protocol packets. This keeps the Routing Protocols as clean and
focused as possible, and | oads security negotiations into the
KMP as nuch as possible. This also avoids exposing any security
negotiati on informati on unnecessarily to possible attackers on
the path.
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18. Routing Protocols that rely on the | P header (or information
separate fromrouting protocol payload) to identify the nei ghbor
that originated the packet MJST either protect the I P header or
provi de sone other means to authenticate the nei ghbor.

[ RFC6039] describes sonme attacks that notivate this requirenent.

19. Every new KARP-devel oped security nechani sns MJUST support

incremental deploynment. It will not be feasible to deploy a new
Routi ng Protocol authentication nechani smthroughout a network
i nstantaneously. Indeed, it may not actually be feasible to

depl oy such a mechanismto all routers in a | arge autononous
system (AS) in a bounded tinefrane. Proposed sol utions MJST
support an increnental deploynent nmethod that benefits those who
partici pate. Because of this, there are several requirenments
that any proposed KARP mechani sm shoul d consi der

A.  The Routing Protocol security nechani sm MIJST enabl e each
router to configure use of the security nmechani smon a per-
peer basis where the comrunication is peer to peer
(uni cast).

B. Every new KARP-devel oped security mechani sm MJST provide
backward compatibility with respect to nessage formatting,
transm ssi on, and processing of routing information carried
through secure and non-secure security environnments.
Message formatting in a fully secured environment MAY be
handl ed i n a non-backward-conpati bl e fashi on, though care
must be taken to ensure that routing protocol packets can
traverse internmedi ate routers that don't support the new
format.

C. In an environnent where both secured and non-secured routers
are interoperating, a nechani sm MJST exi st for secured
systens to identify whether a peer intended the nessages to
be secured.

D. In an environment where secured service is in the process of
bei ng depl oyed, a mechani sm MJUST exi st to support a
transition free of service interruption (caused by the
depl oyrment per se).

20. The introduction of nechanisns to inprove routing security nmay
i ncrease the processing performed by a router. Since nost of
the currently depl oyed routers do not have hardware to
accel erate cryptographi c operations, these operations could
i mpose a significant processing burden under sone circunstances.
Thus, proposed sol utions SHOULD be eval uated carefully with
regard to the processing burden they may inpose, since
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5.

depl oyment may be inpeded if network operators perceive that a
solution will inmpose a processing burden that either incurs
substantial capital expense or threatens to degrade router

per f or mance.

21. New authentication and security mechani sms should not rely on
systens external to the routing system (the equipnent that is
perform ng forwarding) in order for the routing systemto be
secure. In order to ensure the rapid initialization and/or
return to service of failed nodes, it is inmportant to reduce
reliance on these external systems to the greatest extent
possi bl e. Proposed sol utions SHOULD NOT require connections to
external systens, beyond those directly involved in peering
relationships, in order to return to full service. It is,
however, acceptable for the proposed solutions to require post-
initialization synchronization with external systenms in order to
fully synchronize security associ ati ons.

I f authentication and security nmechanisns rely on systens
external to the routing system then there MJUST be one or nore
options available to avoid circul ar dependencies. It is not
acceptable to have a routing protocol (e.g., unicast routing)
depend upon correct operation of a security protocol that, in
turn, depends upon correct operation of the sane instance of
that routing protocol (i.e., the unicast routing). However, it
is acceptable to have operation of a routing protocol (e.g.

mul ticast routing) depend upon operation of a security protocol
whi ch depends upon an i ndependent routing protocol (e.g.

uni cast routing). Simlarly, it would be okay to have the
operation of a routing protocol depend upon a security protocol
which in turn uses an out-of-band network to exchange
information with renote systens.

Security Considerations

Thi s docunent is nostly about security considerations for the KARP
efforts, both threats and the requirenents for addressing those
threats. Mirre detailed security considerations are provided in the
Security Considerations section of the KARP Desi gn CGuide

[ RFC6518] docunent .

The use of a group key between a set of Routing Protocol peers has
speci al security considerations. Possession of the group key itself
is used for identity validation; no other identity check is used.
Under these conditions, an attack exists when one peer masquerades as
a nei ghbor by using the neighbor’s source | P address. This type of
attack has been well docunented in the group-keying problem space,
and it is non-trivial to solve. Solutions exist within the group-
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7.

7.

7.

1

2.

keying realm but they come with significant increases in conplexity
and conputational intensity.
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