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Dupl i cate Address Detection Proxy
Abst r act

The document describes a proxy-based mechani small owi ng the use of
Duplicate Address Detection (DAD) by I1Pv6 nodes in a point-to-

nmul tipoint architecture with a "split-horizon" forwardi ng scheneg,
primarily deployed for Digital Subscriber Line (DSL) and Fi ber access
architectures. Based on the DAD signaling, the first-hop router
stores in a Binding Table all known | Pv6 addresses used on a point-
to-multipoint domain (e.g., VLAN). When a node perforns DAD for an
address already used by another node, the first-hop router defends
the address rather than the device using the address.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6957
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Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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described in the Sinplified BSD License.

Tabl e of Contents

1

2.
3.

1

Wwww

e
eeew&g%

8.
8.

I nt roduction .

1. Requirenents Language

Background . .

Why Exi sting | ETF Solut|ons Awe hbt Suff|C|ent

.1. Duplicate Address Detection
. 2.  Neighbor Discovery Proxy
. 3.  6LOWPAN Nei ghbor Di scovery

| Pv6 Mobility Manager .
plicate Address Detection Proxy (DAD—Proxy) SpeC|f|cat|ons
DAD- Proxy Data Structure . .
DAD- Proxy Mechani sm . . .
.2.1. No Entry Exists for the Tentat|ve Address . . .
.2.2. An Entry Already Exists for the Tentative Address .o
. 2.3 Confirmation of Reachab|I|ty to Check the VaI|d|ty of
the Confli ct . . .
Manageabi lity CbnS|derat|0ns
Security Considerations .

.1. Interoperability with SEND .
.2. Protection against |IP Source Address Spoof|ng

Acknowl edgnent s

Ref er ences

1. Normmtive References
2. I nformati ve References

Appendi x A. DAD-Proxy State Nbch|ne

Cost a,

Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of

N~N~NOoOoOoOouuhAMWWW

11
11
11
11
12
12
12
14

et al. St andards Track [ Page 2]



RFC 6957 DAD- Pr oxy June 2013

1. Introduction

Thi s document specifies a function called Duplicate Address Detection
(DAD) proxy allow ng the use of DAD by the nodes on the same point-
to-multipoint domain with a "split-horizon" forwardi ng schemne,
primarily deployed for Digital Subscriber Line (DSL) and Fi ber access
architectures [TR-101]. It only inpacts the first-hop router and it
doesn’t need nodifications on the other |1 Pv6 nodes. This nechani sm
is fully effective if all the nodes of a point-to-nultipoint domain
(except the DAD proxy itself) perform DAD

Thi s docunent explains al so why the DAD nechani sm [ RFC4862] without a
proxy cannot be used in a point-to-multipoint architecture with a
"split-horizon" forwarding scheme (IPv6 over PPP [ RFC5072] is not
affected). One of the main reasons is that, because of this
forwardi ng scherme, |1Pv6 nodes on the same point-to-multipoint domain
cannot have direct communication: any comuni cation between them nust
go through the first-hop router of the sane domain

It is assumed in this docunment that |ink-layer addresses on a point-
to-nultipoint domain are unique fromthe first-hop router’s point of
view (e.g., in an untrusted Ethernet architecture, this assunption
can be guaranteed thanks to nechani sns such as Medi a Access Contro
(MAC) address translation performed by an aggregati on device between
| Pv6 nodes and the first-hop router).

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Background

Term nol ogy in this docunent follows that in "Nei ghbor Discovery for
IP version 6 (IPv6)" [RFC4861] and "I Pv6 Statel ess Address

Aut oconfiguration" [RFC4862]. |In addition, this section defines
additional ternms related to DSL and Fi ber access architectures, which
are an inmportant case where the solution described in this docunent
can be used:

Customer Prem ses Equi pnent (CPE)
The first 1Pv6 node in a custoner’s network.

Access Node (AN)

The first aggregation point in the public access network. It
is considered as an L2 bridge in this document.
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Br oadband Network Gateway (BNG
The first-hop router fromthe CPE s point of view

VLAN N: 1 architecture
A point-to-nultipoint architecture where many CPEs are
connected to the same VLAN. The CPEs nay be connected on the
sane or different Access Nodes.

split-horizon nodel
A forwardi ng scheme where CPEs cannot have direct |ayer 2
conmuni cati ons between them (i.e., IP flows mnust be forwarded
through the BNG via routing).

The following figure shows where the different entities are, as
defined above.

e + oot
| CPE3 |--------- | AN
Fommmm - + +----+
|
|
oo - + +o---t
| CPE2 |--------- | AN |---+
+---- - - + +----+ |
oo + | |
| CPEL |------------ + |
- - + oo - +
| BNG |--- Internet
g +

Figure 1. DSL and Fi ber Access Architecture
Why Existing | ETF Sol utions Are Not Sufficient

In a DSL or Fi ber access architecture depicted in Figure 1, CPEl
CPE2, CPE3, and the BNG are | Pv6 nodes, while AN is an L2 bridge
provi di ng connectivity between the BNG and each CPE. The AN enforces
a split-horizon nodel so that CPEs can only send and receive franes
(e.g., Ethernet franes) to and fromthe BNG but not to each other

That said, the BNGis on the same link with all CPEs, but a given CPE
is not on the same link with any other CPE

.1. Duplicate Address Detection

Duplicate Address Detection (DAD) [ RFC4862] is performed when an | Pv6
node verifies the uniqueness of a tentative |IPv6 address. This node
sends a Nei ghbor Solicitation (NS) nessage with the I P destination

set to the solicited-node nulticast address of the tentative address.
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This NS nessage is nulticasted to other nodes on the sane |ink. Wen
the tentative address is already used on the |ink by another node,
this last one replies with a Neighbor Advertisenent (NA) nmessage to
informthe first node. So, when perforning DAD, a node expects the
NS messages to be received by any node currently using the tentative
addr ess.

However, in a point-to-nmultipoint network with a split-horizon
forwardi ng scherme inplemented in the AN, the CPEs are prevented from
talking to each other directly. Al packets sent out froma CPE are
forwarded by the AN only to the BNG but not to any other CPE. NS
nessages sent by a certain CPE will be received only by the BNG and
will not reach other CPEs. So, other CPEs have no idea that a
certain | Pv6 address is used by another CPE. That neans, in a
network with split-horizon, DAD, as defined in [RFC4862], can't work
properly wi thout additional help

3.2. Neighbor Discovery Proxy

Nei ghbor Di scovery (ND) Proxy [RFC4389] is designed for forwarding ND
nmessages between different IP |inks where the subnet prefix is the
same. An ND Proxy function on a bridge ensures that packets between
nodes on different segnents can be received by this function and have
the correct link-1ayer address type on each segnent. Wen the ND
Proxy receives a multicast ND nessage, it forwards it to all other
interfaces on a sanme |ink

In DSL or Fiber networks, when the AN, acting as an ND Proxy,
receives an ND nessage froma CPE, it will forward it to the BNG but
none of the other CPEs, as only the BNGis on the sane Iink with the
CPE. Hence, inplenmenting ND Proxy on the AN would not help a CPE
acknow edge |ink-1ocal addresses used by other CPEs.

As the BNG nust not forward |ink-1ocal scoped messages sent froma
CPE to other CPEs, ND Proxy cannot be inplenmented in the BNG

3.3. 6LOWPAN Nei ghbor Di scovery

[ RFC6775] defines an optional nodification of DAD for |Pv6 over Low
Power Wrel ess Personal Area Networks (6LoOWPAN). When a 6LoWPAN node
wants to configure an I Pv6 address, it registers that address with
one or nore of its default routers using the Address Regi stration
Ootion (ARO. If this address is already owned by anot her node, the
router inforns the 6LOWPAN node that this address cannot be

confi gured.

This mechani smrequires nodifications in all hosts in order to
support the ARO
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3.4. | Pve Mbility Manager

According to [ RFC6275], a home agent acts as a proxy for nobil e nodes
when they are away fromthe home network: the hone agent defends a
nobi | e node’ s hone address by replying to NS nmessages with NA
nmessages.

There is a problemfor this mechanismif it is applied in a DSL or

Fi ber public access network. Operators of such networks require that
an NA nmessage is only received by the sender of the corresponding NS
nmessage, for security and scalability reasons. However, the hone
agent per [RFC6275] nulticasts NA nessages on the honme |link and al
nodes on this link will receive these NA nessages. This shortcom ng
prevents this nmechani smfrom being deployed in DSL or Fiber access
networks directly.

4. Duplicate Address Detection Proxy (DAD Proxy) Specifications

First, it is inportant to note that, as this nmechanismis strongly
based on DAD [ RFC4862], it is not conpletely reliable, and the goa
of this docunent is not to fix DAD.

4.1. DAD- Proxy Data Structure

A BNG needs to store in a Binding Table infornation related to the
| Pv6 addresses generated by any CPE. This Binding Tabl e can be

di stinct fromthe Nei ghbor Cache. This rmust be done per point-to-
mul ti poi nt domain (e.g., per Ethernet VLAN). Each entry in this
Bi ndi ng Tabl e MJUST contain the follow ng fields:

o |Pv6e Address
o Link-1ayer Address

For security or performances reasons, it nust be possible to limt
the nunber of | Pv6 addresses per link-1ayer address (possibly, but
not necessarily, to 1).

On the reception of an unsolicited NA (e.g., when a CPE wishes to
informits neighbors of a new link-layer address) for an |Pv6 address
al ready recorded in the Binding Table, each entry associated to this
| Pv6 address MUST be updated consequently: the current |ink-I|ayer
address is replaced by the one included in the unsolicited NA
nmessage.

For security or performances reasons, the Binding Tabl e MIST be | arge

enough for the deployment in which it is used: if the Binding Table
is distinct fromthe Nei ghbor Cache, it MJST be at |east the sane
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size as this last one. Inplenentations MJST either state the fixed
size of the Binding Table that they support or nmake the size
configurable. 1In the latter case, inplenmentations MIST state the

| argest Binding Table size that they support. Additionally,

i mpl enent ati ons SHOULD al | ow an operator to inquire about the current
occupancy |l evel of the Binding Table to determine if it is about to
becorme full. |Inplenmentations encountering a full Binding Table wll
likely handle it in a way simlar to NS nessage | oss.

It is recormended to apply technical solutions to mnimze the risk
that the Binding Table becones full. These solutions are out of the
scope of this docunent.

4.2. DAD Proxy Mechani sm

VWhen a CPE performs DAD, as specified in [RFC4862], it sends a

Nei ghbor Solicitation (NS) message, with the unspecified address as
the source address, in order to check if a tentative address is
already in use on the link. The BNG receives this nessage and MJST
perform actions specified in the follow ng sections based on the
information in the Binding Table.

4.2.1. No Entry Exists for the Tentative Address

When there is no entry for the tentative address, the BNG MJUST create
one with the follow ng information:

o |Pve Address field set to the tentative address in the NS nessage.

o Link-layer Address field set to the |ink-layer source address in
the link-1ayer header of the NS nessage.

The BNG MUST NOT reply to the CPE or forward the NS nessage.
4.2.2. An Entry Already Exists for the Tentative Address

When there is an entry for the tentative address, the BNG MUST check
the follow ng conditions:

o0 The address in the Target Address field in the NS nmessage is equa
to the address in the I1Pv6 Address field in the entry.

o The source address of the | Pv6 Header in the NS nessage is equa
to the unspecified address.

VWhen these conditions are net and the source address of the |ink-

| ayer header in the NS nessage is equal to the address in the Link-
| ayer Address field in the entry, that neans the CPE is stil
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perform ng DAD for this address. The BNG MJST NOT reply to the CPE
or forward the NS nessage.

VWen these conditions are net and the source address of the |ink-

| ayer header in the NS nessage is not equal to the address in the

Li nk-l ayer Address field in the entry, that neans possibly another
CPE is performng DAD for an already owned address. The BNG t hen has
to verify whether there is a real conflict by checking if the CPE
whose I Pv6 address is in the entry is still connected. 1In the
following text, we will call IPv6-CPEL the |IPv6 address of the
existing entry in the Binding Table, Link-1ayer-CPEl the |ink-I|ayer
address of that entry, and Link-layer-CPE2 the |ink-1ayer address of
the CPE that is performng DAD, which is different from Li nk-Iayer-
CPEL.

The BNG MUST check if the potential address conflict is real. In
particul ar:

o If IPv6-CPELl is in the Neighbor Cache and it is associated with
Li nk-1ayer-CPE1, the reachability of |Pv6-CPEL MJST be confirmed
as explained in Section 4.2.3.

o If IPv6-CPEL1 is in the Neighbor Cache, but in this cache it is
associated with a |ink-layer address other than Link-Iayer-CPEL
that neans that there is possibly a conflict with another CPE, but
that CPE did not performDAD. This situation is out of the scope
of this docunent, since one assunption nmade above is that all the
nodes of a point-to-nmultipoint domain (except the DAD proxy
itsel f) perform DAD

o If IPv6-CPELl is not in the Neighbor Cache, then the BNG MUST
create a new entry based on the information of the entry in the
Bi nding Table. This step is necessary in order to trigger the
reachability check as explained in Section 4.2.3. The entry in
the Nei ghbor Cache MJST be created based on the al gorithm defined
in Section 7.3.3 of [RFC4861], in particular by treating this case
as though a packet other than a solicited Neighbor Advertisenent
were received from | Pv6-CPEL. Thus, the new entry of the Nei ghbor
Cache MJST contain the follow ng information:

* | Pv6 address: |Pv6-CPEL
* Link-layer address: Link-Iayer-CPEL
* State: STALE

The reachability of |1Pv6-CPEL MJUST be confirmed as soon as
possi bl e followi ng the procedure explained in Section 4.2.3.
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4.2.3. Confirmation of Reachability to Check the Validity of the
Conflict

G ven that the I1Pv6-CPELl is in an entry of the Neighbor Cache, the
reachability of 1Pv6-CPEl is checked by using the Nei ghbor
Unreachability Detection (NUD) nechani smdescribed in Section 7.3.1
of [RFC4861]. This nechani sm MUST be triggered as though a packet
had to be sent to | Pv6-CPEL1. Note that in some cases this nechani sm
does not do anything. For instance, if the state of the entry is
REACHABLE and a positive confirmation was received recently that the
forward path to the | Pv6-CPE1 was functioning properly (see RFC 4861
for nore details), this nechani smdoes not do anyt hing.

Next, the behavior of the BNG depends on the result of the NUD
process, as explained in the foll ow ng sections.

4.2.3.1. The Result of the NUD Process is Negative

If the result of the NUD process is negative (i.e., if this process
renoves | Pv6-CPEL fromthe Nei ghbor Cache), that neans that the
potential conflict is not real

The conflicting entry in the Binding Table (Link-Iayer-CPEl) is
deleted and it is replaced by a new entry with the same | Pv6 address,
but the Iink-layer address of the CPE is perforni ng DAD (Link-Iayer-
CPE2), as explained in Section 4.2.1.

4.2.3.2. The Result of the NUD Process is Positive

If the result of the NUD process is positive (i.e., if after this
process the state of I Pv6-CPELl is REACHABLE), that neans that the
potential conflict is real

As shown in Figure 2, the BNG MJUST reply to the CPE that is
performng DAD (CPE2 in Figure 1) with an NA nmessage that has the
foll owi ng fornmat

Layer 2 Header Fields:
Sour ce Address
The |ink-layer address of the interface on which the BNG
recei ved the NS nessage.
Destination Address

The source address in the Layer 2 Header of the NS
nmessage recei ved by the BNG (i.e., Link-layer-CPE2).
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| Pv6 Header Fi el ds:

Sour ce Address
An address assigned to the interface from which the
advertisenent is sent.

Desti nati on Address
The all-nodes nulticast address.

| CVPv6 Fi el ds:

Tar get Address
The tentative address already used (i.e., |Pv6-CPEl).

Target Link-Iayer Address
The Iink-layer address of the interface on which the BNG
recei ved the NS nessage.

CPE1 CPE2 BNG

| | |
of |
(b) | :::::::::::::::::::>|

| | | (¢)

| | |

o

| (e) | :::::::::>|

| | |

|

|

(a) CPEl generates a tentative address

(b) CPEl1l perfornms DAD for this one

(c) BNG updates its Binding Table

(d) CPE2 generates a sane tentative address
(e) CPE2 perforns DAD for this one

(f) BNG informs CPE2 that DAD fails

Figure 2: DAD Failure
The BNG and the CPE MJST support the unicast transm ssion on the |ink

| ayer of IPv6 nulticast nmessages [ RFC6085], to be able, respectively,
to generate and to process such a packet format.
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5. Manageability Considerations

The BNG SHOULD support a nechanismto log and enit al arnms whenever a
duplication of |IPv6 addresses is detected by the DAD Proxy function
Mor eover, the BNG SHOULD i npl ement a function to allow an operator to
access logs and to see the current entries in the Binding Table. The
managenent of access rights to get this information is out of the
scope of this docunent.

6. Security Considerations
6.1. Interoperability with SEND

The nmechani sm described in this docunent will not interoperate with
SEcur e Nei ghbor Di scovery (SEND) [ RFC3971]. This is due to the BNG
not owning the private key associated with the Cryptographically
CGener ated Address (CGA) [RFC3972] needed to correctly sign the
proxi ed ND nmessages [ RFC5909].

Secure Proxy ND Support for SEND [ RFC6496] has been specified to
address this linmtation, and it SHOULD be inpl emented and used on the
BNG and t he CPEs.

6.2. Protection against |IP Source Address Spoofing

To ensure protection against |P source address spoofing in data
packets, this proposal can be used in conbination with Source Address
Val i dation | nmprovenent (SAVI) mechani sms [ RFC6620] [ SAVI - SEND]

[ SAVI - M X] .

I f SAVI nmechani snms are used, the SAVI device is the BNG and the
Bi ndi ng Anchor for a CPE is its MAC address, which is assuned to be
uni que in this document (cf. Section 1).
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Appendi x A.  DAD-Proxy State Mchi ne

Thi s appendi x, which is informative, contains a summary (cf. Table 1)
of the actions done by the BNG when it receives a DAD based NS
(DAD-NS) nessage. The tentative address in this nessage is |Pv6-CPE1l
and the associated link-layer address is Link-layer-CPE2. The
actions are precisely specified in Section 4.2.

DAD- NS
nmessage
reception.

* No entry for
| Pv6-CPEL1 in the
Bi ndi ng Tabl e.

Create an entry

for | Pv6-CPEL

bound to Link-

| ayer-CPE2 in the
Bi ndi ng Tabl e.

* Entry for -

| Pv6-CPEL in the

Bi ndi ng Tabl e.

Exi sti ng
entry.

Exi sti ng
entry.

| |
| |
| |
| |
| |
| |
| |
| |
| |
| * Link-1ayer-CPE2

| bound to |Pv6-CPEL

| in the Binding |
| Tabl e. |
| * Another Iink- | Conflict?
| layer address, |

| Link-1ayer-CPEL,

| bound to |Pv6-CPEL

| in the Binding |

| Tabl e. |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

| |

Conflict? * | Pv6- CPE1

associ ated to

Li nk-1 ayer-CPE1 in
the Nei ghbor
Cache.

* | Pv6- CPE1

associ ated to

anot her |ink-1ayer
addr ess than Link-
| ayer-CPE1 in the
Nei ghbor Cache.

* | Pv6-CPE1l i s not
in the Neighbor
Cache.

Reachabl e?

Qut of scope.

Create an entry Reachabl e?
for | Pv6-CPELl
associated to

Li nk-1 ayer-CPE1 in
the Nei ghbor

Cache.
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| Pv6- CPE2 is bound
to Link-layer-
CPE2, instead to
Li nk- 1 ayer - CPE1,

Reachabl e? |
|
|
|

in the Binding |
|
|
|

* NUD process is
negati ve.

Tabl e.
* NUD process is A NA nessage is -
positive. sent .
T o e e e e e ok o e e e e e ok T +

Table 1: DAD- Proxy State Machi ne
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