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Abst r act

NAT444 is an | Pv4 extension technol ogy being considered by Service
Providers as a neans to continue offering |IPv4 service to custoners
while transitioning to | Pv6. This technol ogy adds an extra Carri er-
Grade NAT (CAN) in the Service Provider network, often resulting in
two NATs. Cabl eLabs, Tine Warner Cable, and Rogers Communi cations
i ndependently tested the inpacts of NAT444 on many popul ar | nternet
services using a variety of test scenarios, network topol ogies, and
vendor equi pnent. This docunent identifies areas where adding a
second | ayer of NAT disrupts the conmunication channel for conmon
Internet applications. This docunment was updated to include the
Dual -Stack Lite (DS-Lite) inpacts also

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statenment about its value for

i mpl enentati on or deployment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docurment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7021
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1

| ntroducti on

| ANA, APNI C, and RIPE NCC exhausted their |Pv4 address space in 2011-
2012. Current projections suggest that ARIN may exhaust its free
pool of |1Pv4 addresses in 2013. [Pv6 is the solution to the |IPv4
depl etion problem however, the transition to IPv6 will not be
conpleted prior to | Pv4 exhaustion. NAT444 [ NAT444] and Dual - St ack
Lite [RFC6333] are transition nmechanisns that will allow Service
Providers to nultiplex custoners behind a single | Pv4 address, which
will allow nmany | egacy devi ces and applications sone |Pv4
connectivity. Wile both NAT444 and Dual - Stack Lite provide basic

| Pv4 connectivity, they inpact a nunber of advanced applicati ons.
Thi s docunent describes suboptinmal behaviors of NAT444 and DS-Lite
found in our test environnents.

From July through August 2010, Cabl eLabs, Tine Warner Cable, and
Rogers Comuni cations tested the inpact of NAT444 on common
applications using Carrier-Grade NAT (CGA\) devices. This testing was
focused on a wide array of real-tine usage scenarios designed to

eval uate the user experience over the public Internet using NAT444 in
both single and dual |SP environnents. The purpose of this testing
was to identify applications where the technol ogy either breaks or
significantly inmpacts the user experience. The testing reveal ed that
applications, such as video strean ng, video gami ng, and peer-to-peer
file sharing, are inpacted by NAT444.

From June through Cctober 2011, Cabl eLabs conducted additiona

testing of CGN technol ogies, including both NAT444 and Dual - St ack
Lite. The testing focused on working with several vendors including
A10, Alcatel-Lucent, and Juniper to optinize the performance of those
applications that experienced negative inpacts during earlier CGN
testing and to expand the testing to DS-Lite.

Applications that were tested included, but were not necessarily
l[imted to, the foll ow ng:

1. Video/Audio streanming, e.g., Silverlight-based applications,
Net flix, YouTube, Pandora 2

2. Peer-to-peer applications, e.g., video gam ng, uTorrent
3. Online gamng, e.g., Xbox
4. Large file transfers using File Transfer Protocol (FTP)

5. Session Initiation Protocol (SIP) calls via X-Lite, Skype
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6. Social Networking, e.g., Facebook, Webkinz
7. Video chat, e.g., Skype
8. Wb conferencing
2. Testing Scope
2.1. Test Cases
The di agranms bel ow depict the general network architecture used for
testing NAT444 and Dual - Stack Lite coexistence technol ogi es at

Cabl eLabs.

2.1.1. Case 1: Single Cdient, Single Home Network, Single Service

Pr ovi der
NANNNNNNNN
(I'nternet)
VVVVVVVV
|
|
Fom e e e oo - +
CGN
oo +
|
oo +
CMI'S
Fom e e e oo - +
|
oo +
CM
oo +
|
o e e e e e e e +
Honme Rout er
oo +
|
oo +
| dient
Fom e e e oo - +

This is a typical case for a client accessing content on the
Internet. For this case, we focused on basic web browsing, voice and
vi deo chat, instant nessagi ng, video stream ng (using YouTube, Google
Vi deos, etc.), torrent |eeching and seeding, FTP, and gam ng.
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2.1.2. Case 2: Two Cients, Single Hone Network, Single Service

Pr ovi der
NNANNNNNNN
(I'nternet)
VVVVVVVV
|
|
e +
CGN
R +
|
S +
CMI'S
. +
|
R +
M
S TR +
|
T +
Hone Rout er |
o e e e e e e oo - +
| |
S + heeeeeiieaaaaaa. +
| dient | | dient |
. A SRR R T T I +

This is simlar to Case 1, except that two clients are behind the
sanme Large-Scale NAT (LSN) and in the sane hone network. This test
case was conducted to observe any change in speed in basic web

br owsi ng and vi deo stream ng
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2.1.3. Case 3: Two Cients, Two Hone Networks, Single Service Provider
NNNNNANNNN
(I'nternet)
VVVVVVVV
|
|
oo +
CGN
Fom e e e e oo - +
|
Fom e e e oo oo - +
CMI'S
oo +
|
| |
Fom e e e oo oo - + Fom e e e oo oo - +
™M | | ™M
oo + oo +
| |
Fom e e e e e e aao - T +
Hone Rout er | | Hone Rout er
o e e e e e e oo oo S T +
| |
oo + oo +
| dient | | dient |
Fom e e e e oo - + Fom e e e e oo - +
In this scenario, the two clients are under the same LSN but behind
two di fferent gateways. This sinulates connectivity between two
resi dential subscribers on the same | SP. W tested peer-to-peer
applications.
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2.1.4. Case 4: Two Clients, Two Honme Networks, Two Service Providers

Cross | SP
NANNNNNNNN NANNNNNNNN
(ISP A) (I1SPB )
WvVVVVVY VVVVVVVV
| |
oo + oo +
| LSN | LSN
Fom e e e e oo - + Fom e e e e oo - +
| |
Fom e e e oo oo - + Fom e e e oo oo - +
I CMTS | CMTS
oo + oo +
| |
Fom e e e e oo - + Fom e e e e oo - +
| ™ | ™
Fom e e e oo oo - + Fom e e e oo oo - +
| |
o e e e e e e e oo T +
Hone Rout er | | Hone Rout er
Fom e e e e e e aao - T +
| |
Fom e e e oo oo - + Fom e e e oo oo - +
| dient | | dient |
oo + oo +

This test case is simlar to Case 1 but with the addition of another
identical ISP. This topology allows us to test traffic between two
residential customers connected across the Internet. W focused on
client-to-client applications such as | M and peer-to-peer

2.2. Ceneral Test Environnent

The [ ab environment was intended to ermulate multiple Service Provider
networks with a CGN depl oyed and with connectivity to the public |IPv4
or |Pv6 Internet (as dictated by the coexistence technol ogy under
test). This was acconplished by configuring a CGN behind nultiple
cabl e nodem term nati on systens (CMISs) and setting up nultiple hone
networks for each ISP. Testing involved sending traffic to and from
the public Internet in both single and dual |SP environnents, using
both single and nmultiple honme networks. The foll ow ng equi pnent was
used for testing:

o CGN

o CMIS
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o Cable Mddem (CM

o IPsniffer

o RF (radio frequency) sniffer

o Metrics tools (for network perfornance)

o CPE (Customer Prenises Equi prent) gateway devices
o Laptop or desktop conputers (rmultiple OSs used)

o Gam ng consol es

0o iPad or tablet devices

o other Custonmer Edge (CE) equipnent, e.g., Blu-ray players
supporting m scell aneous applications

One or nore CPE gateway devices were configured in the home network.
One or nore host devices behind the gateways were also configured in
order to test conditions, such as multiple users on nmultiple home
networks in the CGN architecture, both in single and dual |SP

envi ronnent s.

The scope of testing was honed down to the specific types of
applications and network conditions that denonstrated a high
probability of dimnishing user experience based on prior testing.
The foll owi ng use cases were tested:

1. Vi deo stream ng over Netflix

2. Vi deo streanmi ng over YouTube

3. Vi deo stream ng over Joost

4, Online gam ng with Xbox (one user)

5. Peer -t o-peer gam ng with Xbox (two users)
6. Bit Torrent/uTorrent file seeding/leeching
7. Pandora I nternet Radio

8. FTP server

9. Web conferenci ng GoToMeeting (GIM, WebEx
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10. Social Networking -- Facebook, Wbkinz (chat, YouTube, file
transfer)

11. Internet Archive -- Video and Audio streamng; large file
downl oads

12. Video stream ng using i dips

13. SIP Calls -- X-Lite, Skype, PJSIP

14. Mecrosoft Smpooth Streaming (Silverlight)
15. Video chat -- Skype, ooVoo

The foll owi ng CPE devices were used for testing these applications on
one or nore honme networks:

1. Wndows 7, XP, and Vista-based | aptops
2. Mac OS X laptop
3. iPad
4. Xbox gam ng consol es
5. i Phone and Android smartphones
6. LG Blu-ray player (test applications such as Netflix, Vudu, etc.)
7. Home routers -- Netgear, Linksys, D-Link, Ci sco, Apple
2.3. Test Metrics
Metrics data that were collected during the course of testing were
related to throughput, latency, and jitter. These netrics were
eval uated under three conditions:

1. Initial finding on the CGN configuration used for testing

2. Retest of the sane test scenario with the CGN renpved fromthe
net wor k

3. Retest with a new configuration (optimzed) on the CGN (when
possi bl e)

In our testing, we found only slight differences with respect to

| atency or jitter when the CGN was in the network versus when it was
not present in the network. It should be noted that we did not
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conduct any performance testing and netrics gathered were linmted to
singl e session scenarios. Also, bandwi dth was not restricted on the
Data Over Cable Service Interface Specification (DOCSIS) network.

Si mul at ed hones shared a single DOCSIS upstream and downstream
channel. (In the follow ng table, "us" stands for m crosecond.)

. . . . e . +
| Case | Avg | Mn | Max | [ RFC4689] | Max |
| | Latency | Latency | Latency | Absol ute Avg | Jitter

| | | | | Jitter | |
SR SR SR SR o e oo SR +
| Wth | 240.32 | 233.77 | 428.40 | 1.86 us | 191.22

| CGN | us | us | us | | us

Fomm e Fomm e Fomm e Fomm e o e e oo Fomm e +
| Wthout | 211.88 | 190.39 | 402.69 | 0.07 us | 176.16

| CGN | us | us | us | | us
SR SR SR SR o e oo SR +

CGN Per f or mance
Not e: Performance testing as defined by Cabl eLabs includes | oad
testing, induction of inmpairments on the network, etc. This type of
testing was out of scope for CGN testing.
2.4. Test Scenarios Executed

The foll owing test scenarios were executed using the aforenentioned
applications and test equiprent:

1. Single ISP, Single Honme Network, with Single User
2. Single ISP, Two Hone Networks, with One User on Each Network
3. Dual ISPs, Single Home Network, with Single User on Each ISP

4. Dual |SPs, One Hone Network, with One User connected to | SP-A;
Two Honme Networks, with One User on Each connected to | SP-B

These test scenarios were executed for both NAT444 and DS-Lite
t echnol ogi es.

2.5. GCeneral Test Methodol ogies

The CGN was configured for the optinal setting for the specific test
bei ng executed for NAT444 or DS-Lite. Individual vendors provided
validation of the configuration used for the coexistence technol ogy
under test prior to the start of testing. Some NAT444 testing used
private [ RFC1918] |Pv4 space between the CGN and CPE router; other
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tests used public (non-[RFC1918]) |Pv4 space between the CG\ and CPE
router. Wth the exception of 6to4 [ RFC3056] traffic, we observed no
difference in test results whether private or public address space
was used. 6to4 failed when public space was used between the CGN and
the CPE router was public, but CPE routers did not initiate 6to4 when
private space was used

CPE gateways and client devices were configured with |Pv4 or |Pv6
addresses using DHCP or manual configuration, as required by each of
the devices used in the test.

Al'l devices were brought to operational state. Connectivity of CPE
devices to provider network and public Internet was verified prior to
the start of each test.

IP sniffers and netrics tools were configured as required before
starting tests. |P capture and netrics data was collected for al
failed test scenarios. Sniffing was configured behind the hone
routers, north and south of the CMIS, and north and south of the CGN

The test technician executed test scenarios |isted above, for single
and dual ISP environnents, testing multiple users on multiple hone
networ ks, using the applications described above where applicable to
the each specific test scenario. Results and checklists were
conpiled for all tests executed and for each conbi nati on of devices
t est ed.

3. (Observed CON I mpacts

CON testing reveal ed that basic services such as email and web
browsi ng worked nornmally and as expected. However, there were sone
service-affecting i ssues noted for applications that fall into two
cat egories: dropped service and performance inpacted service. In
addition, for some specific applications in which the performance was
i npact ed, throughput, latency, and jitter measurenents were taken

We observed that performance often differs fromvendor to vendor and
fromtest environnent to test environnent, and the results are
somewhat difficult to predict. So as to not beconme a conparison

bet ween di fferent vendor inplenmentations, these results are presented
in sunmary form \Wen issues were identified, we worked with the
vendors involved to confirmthe specific issues and explore

wor karounds. Except where noted, inpacts to NAT444 and DS-Lite were
simlar.

In 2010 testing, we identified that IPv6 transition technol ogi es such
as 6to4 [RFC3056] and Teredo [RFC4380] fail outright or are subject
to severe service degradation. W did not repeat transition

technol ogy testing in 2011.
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Note: Wiile enail and web browsing operated as expected w thin our
environnent, there have been reports that anti-spam anti-abuse
nmeasures limting the nunber of connections froma single address can
cause problens in a CGN environnment by inmproperly interpreting
address sharing as too many connections froma single device. Care
shoul d be taken when deploying CGNs to mitigate the inpact of address
shari ng when configuring anti-spanfanti-abuse nmeasures. See Section
3. 4.

3.1. Dropped Services

Several peer-to-peer applications, specifically peer-to-peer gam ng
usi ng Xbox and peer-to-peer SIP calls using the PJSIP client, failed
in both the NAT444 and Dual - Stack Lite environnents. Many CGN

devi ces use "full cone" NAT so that once the CGN maps a port for

out bound services, it will accept incom ng connections to that port.
However, some applications did not first send outgoing traffic and
hence did not open an incom ng port through the CGN. O her
applications try to open a particular fixed port through the CGN
while service will work for a single subscriber behind the CQN, it
fails when nultiple subscribers try to use that port.

PJSI P and other SIP software worked when clients used a registration
server to initiate calls, provided that the client inside the CGN
initiated the traffic first and that only one SIP user was active
behind a single I Pv4 address at any given tine. However, in our
testing, we observed that when making a direct client-to-client SIP
call across two home networks on a single ISP, or when calling froma
singl e hone network across dual ISPs, calls could neither be
initiated nor received.

In the case of peer-to-peer gam ng between two Xbox 360 users in

di fferent hone networks on the sane | SP, the game could not be
connected between the two users. Both users shared an outside IP
address and tried to connect to the sane port, causing a connection
failure. There are sonme interesting nuances to this problem In the
case where two users are in the sane hone network and the scenario is
through a single ISP, when the Xbox tries to register with the Xbox
server, the server sees that both Xboxes are coming through the sane
public I P address and directs the devices to connect using their
internal |IP addresses. So, the connection ultimtely gets
established directly between both Xboxes via the hone gateway, rather

than the Xbox server. |In the case where there are two Xbox users on
two different home networks using a single ISP and the CON is
configured with only one public I Pv4 address, this scenario will not

wor k because the route between the two users cannot be determ ned.
However, if the CGNis configured with two public NAT I P addresses,
this scenario will work because now there is a unique |IP address with
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whi ch to communicate. This is not an ideal solution, however,
because it nmeans that there is a one-to-one relationship between IP
addresses in the public NAT and the nunber of Xbox users on each
net wor k.

Update: in Decenber 2011, Mcrosoft released an update for Xbox.
Wil e we did not conduct thorough testing using the new rel ease,
prelimnary testing indicates that Xboxes that upgraded to the | atest
version can play head-to-head behind a CGN, at |east for some ganes.

O her peer-to-peer applications that were noted to fail were seeding

sessions initiated on BitTorrent and uTorrent. |In our test, torrent
seeding was initiated on a client inside the CG\. Leeching was
initiated using a client on the public Internet. It was observed

that direct peer-to-peer seeding did not work. However, the torrent
session typically redirected the I eeching client to a proxy server,
in which case the torrent session was set up successfully.
Additionally, with the proxy in the network, re-seeding via

addi tional leech clients worked as woul d be expected for a typica
torrent session. Finally, uTorrent tries to use Session Traversa
Uilities for NAT (STUN) to identify its outside address. |In working
with vendors, we |earned that increasing the STUN tinmeout to 4

m nutes i nproved uTorrent seedi ng performance behind a CGN, resulting
inthe ability for the uTorrent client to open a port and
successfully seed content.

FTP sessions to servers located inside the home (e.g., behind two
| ayers of NAT) failed. Wen the CGN was bypassed and traffic only
needed to fl ow through one |layer of NAT, clients were able to
connect. Finally, multicast traffic was not forwarded through the
CGN\.

3.2. Performance | npacted Services

Large size file transfers and multiple video stream ng sessions
initiated on a single client on the same hone network behind the CGN
experi enced reduced performance in our environnent. W neasured
these variations in user experience against a baseline |Pv4

envi ronnent where NAT is not depl oyed.

In our testing, we tried large file transfers from several FTP sites,
as well as downl oadi ng sizable audio and video files (750 MBto 1.4
GB) fromthe Internet Archive. W observed that when Dual -Stack Lite
was i npl enmented for some specific honme router and client

conbi nati ons, the transfer rate was markedly slower. For exanple,
PCl1 using one operating system behind the sane hone router as PC2
using a different operating systemyielded a transfer rate of 120
kbps for PCl, versus 250 kbps for PC2. Qur conclusion is that
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varyi ng conbi nati ons of hone routers and CE-client devices may result
in a user experience that is |ess than what the user woul d expect for
typical applications. It is also difficult to predict which

conbi nati ons of CPE routers and CE devices will produce a reduced
experience for the user. W did not analyze the root cause of the

di vergence in perfornance across CE devices, as this was beyond the
scope of our testing. However, as this issue was specific to Dual -
Stack Lite, we suspect that it is related to the MIu

VWi |l e video stream ng sessions for a single user generally performed

well, testing reveal ed that video stream ng sessions such as
M crosoft Snmpoth Stream ng technology (i.e., Silverlight) or Netflix
m ght al so exhibit sone service inmpacting behavior. |In particular

this was observed on one ol der, yet popular and well-known CPE router
where the first session was severely degraded when a second session
was initiated in the sane home network. Traffic fromthe first
session ceased for 8 s once the second session was initiated. While
we are tenpted to wite this off as a problematic honme router, its
popul arity suggests that honme router interactions nay cause issues in
NAT444 depl oynents (newer routers that support DS-Lite were not
observed to experience this condition). Overall, |onger buffering
tinmes for video sessions were noted for nost client devices behind
all types of hone routers. However, once the initial buffering was
conplete, the video streans were consistently snooth. |n addition
there were varying degrees as to how well nultiple video sessions
wer e di spl ayed on various client devices across the CPE routers
tested. Sone video playback devices performed better than others.

3.3. Inprovements since 2010
Si nce Cabl eLabs completed initial CGN testing in 2010, there have
been quantifiable inprovenents in performance over CGN since that
time. These inprovenents may be categorized as foll ows:
o Content provider updates
o Application updates
o |Improvenents on the CG\s thensel ves
In ternms of content provider updates, we have noted inprovenments in
the overall performance of stream ng applications in the CGN
environnent. \Whereas applications such as stream ng video were very
problematic a year ago with regard to jitter and | atency, our nost

recent testing revealed that there is less of an issue with these
conditions, except in some cases when nultiple video stream ng
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sessions were initiated on the same client using specific types of
hone routers. Applications such as M5 Snooth Streani ng appear to
have addressed these issues to sonme degree.

As far as application updates, use of STUN and/or proxy servers to
of fset sone of the limtations of NAT and tunneling in the network
are nore evident as workarounds to the peer-to-peer issues.
Appl i cations appear to have incorporated other nechanisns for
delivering content faster, even if buffering tines are somewhat
slower and the content is not rendered as quickly.

CGN vendors have al so upgraded their devices to mtigate severa
known issues with specific applications. Wth regard to addressing
peer-to-peer SIP call applications, port reservations appear to be a
wor karound to the problem However, this approach has limtations
because there are limted nunbers of users that can have port
reservations at any given tine. For exanple, one CGN inplenmentation
all owed a port reservation to be nade on port 5060 (default SIP
port), but this was the only port that could be configured for the
SIP client. This nmeans that only one user can be granted the port
reservati on.

3.4. Additional CGN Chall enges

There are other chall enges that arise when using shared | Pv4 address
space, as with NAT444. Sone of these chal |l enges include

o Loss of geolocation information - Often, translation zones wll
cross traditional geographic boundaries. Since the source
addresses of packets traversing an LSN are set to the externa
address of the LSN, it is difficult for external entities to
associate IP/Port information to specific |ocations/areas.

o Lawful Intercept/Abuse Response - Due to the nature of NAT444
address sharing, it will be hard to determ ne the custoner/
endpoi nt responsible for initiating a specific IPv4 flow based on
source | P address alone. Content providers, Service Providers,
and | aw enforcenent agencies will need to use new nmechani sims
(e.g., logging source port and tinmestanp in addition to source IP
address) to potentially mtigate this new problem This may
i mpact the tinely response to various identification requests.
See [ RFC6269] .

0 Anti-spoofing - Miltiplexing users behind a single |IP address can
lead to situations where traffic fromthat address triggers anti-
spoof i ng/ DDoS- prot ecti on nechani snms, resulting in unintentiona
| oss of connectivity for some users. W have received reports of
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such anti-spoofi ng/ DDoS nechani sns affecting email and web
services in sone instances, but did not experience themin our
envi ronnent .

4. 2011 Summary of Results

4.1. NAT444

o e e e - - - S R +
| Test Scenario | Single | Single | Dual | Dual | Notes

| (per Test Pl an) | ISP, | ISP, | ISP, | 1SP, One | |
| | Single | Two | One HN | HN+One |

| | HN, | HN, | with | User on |

| | Single | Single | One | 1SP-A |

| | User | User | User | Two HN | |
| | | on | on | with One | |
| | | Each | Each | User on | |
| | | | ISP | Each on | |
| | | | | IsP-B | |
o e e e e e oo Fomm e Fomm e Fomm e S Fomm e +
| Video stream ng | Pass | Pass | Pass | Pass | fails

| over Netflix | | | | | behind

| | | | | | one |
| | | | | | router |
e Fomm e e Fomm e e Fomm e e R . +
| Video stream ng | Pass | Pass | Pass | Pass |

| over YouTube | | | | | |
o m e e e e aa o - Fomm e m oo - Fomm e m oo - Fomm e m oo - Fomm oo - S +
| Video stream ng | Pass | Pass | Pass | Pass |

| over Joost | | | | | |
e Fomm e e Fomm e e Fomm e e R . +
| Online ganing with | Pass | Pass | Pass | NT |

| one user | | | | | |
o m e e e e aa o - Fomm e m oo - Fomm e m oo - Fomm e m oo - Fomm oo - S +
| Peer-to-peer gamng | Pass | Fail | Pass | NT | fails

| with two users | | | | | when

| | | | | | both |
| | | | | | users |
| | | | | | NAT to |
| | | | | | same |
| | | | | | address
T Fomm oo Fomm oo Fomm oo Fomm e m e R +

Bit Torrent/uTorrent | Fail | Fail | Fail | Fail |

| file seeding | | | | | |
o e e e - - - S R +
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(conti nued)

o e e e e e oo Fomm e Fomm e Fomm e S Fomm e +
| BitTorrent/uTorrent | Pass | Pass | Pass | Pass | |
| file leeching | | | | | |
T Fomm e Fomm e Fomm e TSR SR +
| Pandora |nternet | Pass | Pass | Pass | Pass |
| Radio | | | | | |
o e e e e e oo Fomm e Fomm e Fomm e S Fomm e +
| FTP server | Pass | Pass | Pass | Pass | |
o m e e e e aa o - Fomm e m oo - Fomm e m oo - Fomm e m oo - Fomm oo - S +
| Wb conferencing | Pass | Pass | Pass | Pass |
| GTM | | | | | |
e Fomm e e Fomm e e Fomm e e R . +
| Social Networking | Pass | Pass | Pass | Pass |
| Facebook | | | | | |
o m e e e e aa o - Fomm e m oo - Fomm e m oo - Fomm e m oo - Fomm oo - S +
| Social Networking | Pass | Pass | Pass | Pass |
| Vebki nz | | | | | |
e Fomm e e Fomm e e Fomm e e R . +
| X-Lite for SIP | Pass | Pass | Pass | Pass |
| calls with proxy | | | | |
o m e e e e aa o - Fomm e m oo - Fomm e m oo - Fomm e m oo - Fomm oo - S +
| X-Lite for SIP | Fail | Fail | Fail | Fail |
| calls no proxy | | | | | |
e Fomm e e Fomm e e Fomm e e R . +
| Skype text chat | Pass | Pass | Pass | Pass |
o e e e - - - S R +
| Skype video chat | Pass | Pass | Pass | Pass |
T Fomm e Fomm e Fomm e TSR SR +
| ooVoo | Pass | Pass | Pass | Pass | |
e Fomm e e Fomm e e Fomm e e R . +
| M5 Snooth streaming | Pass | Pass | Pass | Pass | |
o e e e - - - S R +
| I'nternet Archive | Pass | Pass | Pass | Pass |
| video stream ng | | | | | |
T Fomm oo Fomm oo Fomm oo Fomm e m e R +
| I'nternet Archive | Pass | Pass | Pass | Pass | |
| audio stream ng | | | | |
o e e e - - - S R +
| I'nternet Archive | Pass | Pass | Pass | Pass |
| file downl oad | | | | |
T Fomm oo Fomm oo Fomm oo Fomm e m e R +
| 1cips | Pass | Pass | Pass | Pass | |
o e e e e e oo Fomm e Fomm e Fomm e S Fomm e +
NAT444
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o e o R R oo oo +
| Test | DS-Lite | Duration | Description | CGeneral |
| Scenario | Test | of Test | of Test | Cbservations

| (per Test | Results | Performed | Execution | and Notes

| Plan) | | | | |
o e ok Fomm e Fom e oo oo +
| Video | Pass | 15 mn. | |

| stream ng | | | | |
| over Netflix | | | | |
R R SR Fom e e e oo oo - Fom e e e oo oo - +
| Video | Pass | 10 min. | |

| stream ng | | | | |
| over YouTube | | | | |
Fomm oo o - S S Fom e e e e oo - Fom e e e e oo - +
| Video | Pass | 10 mn. | |

| stream ng | | | | |
| over Joost | | | | |
o e ok Fomm e Fom e oo oo +
| Online | Pass | 15 mn. | | |
| gaming with | | | | |
| one user | | | | |
R R SR Fom e e e oo oo - Fom e e e oo oo - +
| Peer-to-peer | Fail | NA | user inside | Users inside

| gaming with | | | HN1 playing | both HN are

| two users | | | game against | not able to

| | | | user inside | connect. The

| | | | HN2 | error shown

| | | | | on consol e, |
| | | | | "The game |
| | | | | session is no

| | | | | 1onger |
| | | | | avail abl e" |
oo SR TSR Fom e e e oo - Fom e e e oo - +
| BitTorrent | Fail | 12 mn | user on the | |
| or uTorrent | | | Internet is |

| file seeding | | | able to |

| | | | download file |

| | | | using proxy | |
| | | | server and |

| | | | not | |
| | | | peer-to-peer | |
o e ok Fomm e Fom e oo oo +
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(conti nued)

o e ok Fomm e Fom e oo oo +
| Internet | Pass | 10 min | | |
| Archive | | | | |
| video | | | | |
| stream ng | | | | |
oo . Fom oo o o +
| Internet | Pass | 5 mn | | |
| Archive | | | | |
| audio | | | | |
| stream ng | | | | |
R R SR Fom e e e oo oo - Fom e e e oo oo - +
| Internet | Pass | 80 M | | |
| Archive file | | | | |
| downl oad | | | | |
Fomm oo o - S S Fom e e e e oo - Fom e e e e oo - +
| idips | Pass | 10 mn | | |
R R SR Fom e e e oo oo - Fom e e e oo oo - +
DS-Lite
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------------- oo oo+
pass | Bl ocked by some LSNs.
------------- T
fail | Your NAT type is noderate. For best
| online experience you need an open
| NAT configuration. You should enable
| Universal Plug and Play (UPnP) on
| the router. |
------------- T
pass behind | |
one LSN, | |
fail behind | |
anot her |
------------- o m oo
pass |
| |
------------- T
fail | pass behind one LSN, but performance
| degraded |
------------- o m oo
pass |
------------- T
pass | |
| |
------------- oo e+
pass | performance degraded behi nd one LSN
------------- T
fail |
------------- T
fail | pass behind one LSN
............. U
pass | performance degraded behi nd one LSN
------------- T
pass | performance degraded
............. U
fail | I
------------- T
fail |
------------- T
fail |
------------- oo e+
Case 1
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5.2. Case 2: Two Clients, Single Hone Network, Single Service Provider

e S T +
| Test Case | Results | Notes

o e oo SR o e m e e e e e e e e e e e e e e e +
| BitTorrent | pass |

| leeching | | |
o emmemeiaaaaaas S TR T +
| BitTorrent | fail |

| seeding | | |
o e oo SR o e m e e e e e e e e e e e e e e e +
| Video streaming | fail | |
TR STy T O +
| Voice chat | pass | |
. I T YTST +
| Netflix | pass | performance severely inpacted, |
| stream ng | | eventually failed |
o e e e e e oo R o e m e e e e e e e e e e m e +
| IM | pass | |
o mmeeeiaaaaaas e T +
| Limewire | pass | |
| 1eeching | | |
o e oo SR o e m e e e e e e e e e e e e e e e +
| Linewire | fail | |
| seeding | | |
. S TR T +

Case 2

5.3. Case 3: Two Clients, Two Hone Networks, Single Service Provider

o e e o s Fomm e Fommm o - +
| Test Case | Results | Notes
e B R B +
| Limewire | eeching | pass | |
i S E +
| Limewire seeding | fail |
o e e o s Fomm e Fommm o - +
| uTorrent |eeching | pass |
e B R B +
| uTorrent seeding | fail |
i S E +
Case 3

Donl ey, et al. I nf or mati onal [ Page 24]



RFC 7021 NAT444 | mpact s Sept ember 2013

5.

6.

4. Case 4. Two Cients, Two Hone Networks, Two Service Providers
Cross | SP
Fom e oo - S S +
| Test Case | Results | Notes |
o e e e e e oo oo - R R, +
| Skype voice call | pass | |
o e e e oo Fomm e Fommm o - +
| 1M | pass | |
Fom e oo - S S +
| FTP | fail | |
o e e e e e oo oo - R R, +
| Facebook chat | pass | |
o e e e oo Fomm e Fommm o - +
| Skype video | pass | |
Fom e oo - S S +
Case 4

CGN Mtigation

Qur testing did not focus on mitigating the inpact of Carrier-G ade
NAT, as described above. As such, mitigation is not the focus of
this docunent. However, there are several approaches that could

| essen the inpacts described above.

T e +
| Chall enge | Potential Workaround(s) |
o e e e e e o e e e e e e e e e e e e e e e e e e e e e e e em o - +
| Peer-to-peer | Use a proxy server; [RFC6887] |
TR O Fe e e e iieiiiiaceeiiesacceisaaaeaaas +
| Gami ng | [ RFC6887] |
T e +
| Negative inmpact to | Deploy CON close to the edge of the |
| geol ocation services | network; use regional |IP and port |
| | assignments |
TR O Fo e e e e e iiciiiaceeiiesscseisaaaeaaas +

| Logging requirenents | Deterninistic Logging [ DETERM NE]; data |
| for lawful intercept | conpression [NAT-LOG ; bulk port |ogging |
CGN Mtigation

QO her mitigation techniques that are currently being researched, such
as [ STATELESS], may al so i nprove performance.
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7.

Security Considerations
Security considerations are described in [ RFC6264] and [ RFC6269] .

In general, since a CGN device shares a single |IPv4 address with
nmul tipl e subscribers, CGN devices nmay provide an attractive target
for denial-of-service attacks. In addition, as described in

[ DETERM NE], abuse attribution is nore challenging with CGN and
requires content providers to log |IP address, source port, and tine
to correlate with Service Provider CGN logs. Also, if a CGN public
| P address is added to a blacklist (e.g., for SPAM or if a server
limts the nunber of connections per |IP address, it could negatively
i npact legitinate users.
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