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Resource Records for EU -48 and EUl - 64 Addresses in the DNS

Abstract

48-bit Extended Unique ldentifier (EU -48) and 64-bit Extended Uni que
Identifier (EU -64) are address formats specified by the | EEE for use
in various |layer-2 networks, e.g., Ethernet.

Thi s docunent describes two new DNS resource record types, EU 48 and
EUI 64, for encoding Ethernet addresses in the DNS

Thi s docunent describes potentially severe privacy inplications
resulting fromindiscrimnate publication of |ink-layer addresses in
the DNS. EU -48 or EU -64 addresses SHOULD NOT be published in the
public DNS. This docunment specifies an interoperable encoding of
these address types for use in private DNS nanmespaces, where the
privacy concerns can be constrained and nitigated.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the IESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7043.
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Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

| ntroducti on

The Donmai n Narme System (DNS) is described in [ RFC1034] and [ RFC1035].
Thi s base specification defines nany resource record (RR) types, and
subsequent specifications have defined others. Each defined RR type
provi des a nmeans of encoding particular data in the DNS

48-bit Extended Unique ldentifier (EU -48) [EU 48] and 64-bit
Ext ended Uni que ldentifier (EU-64) [EU 64] are address formats
specified by the IEEE for use in various |ayer-2 networks, e.g.
Et her net .

Thi s docunent defines two new RR types, EU 48 and EU 64, for encoding
EUl -48 and EUlI - 64 addresses in the DNS

There are potentially severe privacy inplications resulting fromthe
i ndi scrimnate publication of |ink-layer addresses in the DNS (see
Section 8). This docunent recommrends that EU -48 or EU -64 addresses
SHOULD NOT be published in the public DNS. This docunment specifies
an interoperable encoding of these address types for use in private
DNS namespaces, where the privacy inplications can be constrai ned and
mti gated.

Ter m nol ogy

Thi s docunent uses capitalized keywords such as MJUST and MAY to
describe the requirenents for using the registered RR types. The

i nt ended meani ng of those keywords in this docunent are the sane as
those described in [RFC2119]. Although these keywords are often used
to specify normative requirenments in | ETF Standards, their use in
this docunment does not inply that this docunment is a standard of any
ki nd.

The EUI 48 Resource Record

The EUI 48 resource record (RR) is used to store a single EU -48
address in the DNS.

The Type value for the EU 48 RRis 108 (decimal).
The EUI 48 RR is class independent.

The EUI 48 RR has no special Tine-to-Live (TTL) requirenents.
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3.1. EU 48 RDATA Wre Fornat

The RDATA for an EU 48 RR consists of a single, 6-octet Address
field, encoded in network (big-endian) order

0 1 2 3
01234567890123456789012345678901
T S S S T S S -

+-
| EUl - 48 Address

| T S S i S S S
|
+-

|
B i I S S A e i e
3.2. EU 48 RR Presentation Format
The Address field MJST be represented as six two-digit hexadeci ma
nunbers separated by hyphens. The hexadecimal digits "A" through "F"
MAY be represented in either upper or |ower case.
3.3. Exanple

The following EU 48 RR stores the EU -48 uni cast address
00- 00- 5e- 00- 53- 2a.

host . exanpl e. 86400 I N EU 48 00-00-5e-00-53-2a
4. The EUI 64 Resource Record
The EUI64 RRis used to store a single EU -64 address in the DNS
The Type value for the EU 64 RRis 109 (decinmal).
The EUI 64 RR is class independent.
The EUI 64 RR has no special TTL requirenents.
4.1. EU 64 RDATA Wre Format

The RDATA for an EU 64 RR consists of a single, 8-octet Address
field, encoded in network (big-endian) order

0 1 2 3
01234567890123456789012345678901
T S T S S T S S e S g S

| EUl - 64 Address
| |

I T S S e S S e S i SuE S S
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4.2. EU 64 RR Presentation Fornat

The Address field MJST be represented as ei ght two-digit hexadecima
nunbers separated by hyphens. The hexadecimal digits "A" through "F"
MAY be represented in either upper or |ower case.

4.3. Exanple

The following EU 64 RR stores the EU -64 uni cast address
00- 00- 5e- ef - 10- 00- 00- 2a.

host . exanpl e. 86400 I N EUI 64 00- 00- 5e- ef - 10- 00- 00- 2a
5. Exanple Use Case: |P Address Tracking in DOCSIS Networks

Canadi an cabl e Internet subscribers are assigned | P addresses using
DHCP, using a DHCP server operated by a cable conpany. In the case
where a cabl e conpany provides last-mle connectivity to a subscri ber
on behalf of a third-party conpany (reseller), the DHCP server

assi gns addresses froma pool supplied by the reseller. The reseller
retai ns know edge of the EU -48 address of the DOCSI S nodem supplied
to the subscriber but has no direct know edge of the |IP addresses
assigned. In order for the reseller to be able to map the I P address
assigned to a subscriber to that EU -48 address (and hence to the
subscriber identity), the cable conmpany can neke avail abl e

i nformation fromthe DHCP server that provides (EU -48, |P) address

mappi ng.

Cabl e companies in Canada are required [ NTREO38D] to make this
address mappi ng avail abl e using the DNS. Zones containing the

rel evant information are published on DNS servers, access to which is
restricted to the resellers corresponding to particular sets of
subscribers. Subscriber address information is not published in the
publ i c DNS.

Exi sting DNS schemas for the representation of (EU -48, |P) napping
used by Canadi an cabl e conpanies are varied and inefficient; in the
absence of an RR type for direct encoding of EU -48 addresses,
addresses are variously encoded into owner nanmes or are published in
TXT records.

The specification in this docunent facilitates a nore efficient,

consistent, and reliable representation of (EU -48, |P) mapping than
was previously avail abl e.
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6.

DNS Pr ot ocol Consi derations

The specification of the new RR types in this docunent has no effect
on the address resol ution behavior of any previously existing network
processes or protocols. Proposals or specifications to nodify or
augnent address resol ution processes or protocols by making use of
these RR types shoul d specify how any address conflicts or use of

mul tiple EU 48/ EU 64 RRs are handl ed.

| ANA Consi der ati ons

| ANA has assigned the RR type value 108 (decinal) for EU 48 and 109
(decimal) for EU 64. The corresponding entries in the "Resource
Record (RR) TYPEs" subregistry (http://ww.iana. org/assignnments/
dns- paraneters/) match the foll owi ng data:

Fomm - Fomm - o e a o Fom e e e oo - +
| Type | Value | Meaning | Reference

Fomm o - Fomm o - o e e ek o +
| EUI 48 | 108 | an EU -48 address | this document |
| EUI64 | 109 | an EU -64 address | this docunment |
S S o m e e e e e oo Fom e e e e oo - +

Security Considerations

There are privacy concerns with the publication of Iink-1ayer
addresses in the DNS. EU -48 and EU -64 addresses with the

Local /@ obal bit zero [RFC7042] (referred to in [RFC4291] as the
uni versal /local bit) are intended to represent unique identifiers for
net wor k connected equi pnent, notw t hstandi ng many observed cases of
duplication due to manufacturing errors, unauthorized use of

Organi zationally Unique lIdentifiers (QU s), and address spoofing

t hrough configuration of network interfaces. Publication of EU -48
or EUl -64 addresses in the DNS may result in privacy issues in the
form of unique trackable identities that in some cases may be

per manent .

For exanple, although |IP addresses and DNS names for network devices
typically change over tine, EU -48 and EU -64 addresses configured on
the sane devices are nornally far nore stable (in nany cases,
effectively invariant). Publication of EU -48 addresses associ at ed
with user devices in a way that could be nmapped to assigned IP
addresses woul d al |l ow the behavi or of those users to be tracked by
third parties, regardless of where and how the user’s device is
connected to the Internet. This mght well result in a |oss of
privacy for the user.
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10.

10.

The publication of EU -48 or EU -64 addresses associated with

depl oyed equi pnent, using the nechani sm described in this docunent or
any other nmechanism has the potential to facilitate Media Access
Control (MAC) cloning -- that is, facilitate link-1ayer attacks

agai nst depl oyed devices, e.g., to disrupt service or intercept data.

These concerns can be nitigated by restricting access to DNS zones
containing EU 48 or EU 64 RRs to specific, authorized clients and by
provisioning themin DNS zones that exist in private nanespaces only.

Thi s docunment recomends that EUl -48 or EUl -64 addresses SHOULD NOT
be published in the public DNS
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