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1

| ntroducti on

The Optinized Link State Routing Protocol version 1 (OLSRv1)

[ RFC3626] is a proactive routing protocol for nobile ad hoc networks
(MANETs) [RFC2501]. OLSRv1 finds the shortest, defined as m ni mum
nunber of hops, routes froma router to all possible destinations.

Using only mininmum hop routes may result in what are, in practice,
inferior routes. Sone exanples are given in Section 4. Thus, one of
the distinguishing features of the Optim zed Link State Routing
Protocol version 2 (OLSRv2) [RFC7181] is the introduction of the
ability to select routes using link nmetrics other than the nunber of
hops.

Duri ng the devel opnent of OLSRv2, the working group and authors
repeat edly di scussed how and why sonme choices were made in the

prot ocol specification, particularly at the netric integration |evel.
Sone of the issues may be non-intuitive, and this docunent is
presented as a record of the considerations and decisions to provide
i nformati onal discussion about notivation and historic design
choices. This docunent is intended to be useful as a reference if
those questions arise again.

Use of the extensible nessage format [ RFC5444] by OLSRv2 has al | owed
the addition, by OLSRv2, of link netric infornation to the HELLO
nmessages defined in the MANET Nei ghborhood Di scovery Protocol (NHDP)
[ RFC6130] as well as inclusion in the Topology Control (TC) nessages
defined in [ RFC7181] .

OLSRv2 essentially first determnes local link nmetrics from 1-hop

nei ghbors, these being defined by a process outside O.SRv2, then
distributes required link netric values in HELLO nessages and TC
nmessages, and then finally fornms routes with mninmumtotal |ink
metric. Using a definition of route metric other than nunber of hops
is a natural extension that is comonly used in link state protocols.

A metric-based route selection process for OLSRv2 coul d have been
handl ed as an extension to OLSRv2. However, were this to have been
done, OLSRv2 routers that did not inplenment this extension would not
recogni ze any link metric information and woul d attenpt to use

m ni mum hop-count routes. This would have meant that, in effect,
routers that did inplenment and routers that did not inplenent this
extension would differ over their valuation of Iinks and routes.
This would have led to the fundanental routing problemof "Ilooping".
Thus, if nmetric-based route selection were to have been consi dered
only as an extension to OLSRv2, then routers that did inplenent and
routers that did not inplenent this extension would not have been
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able to interoperate. This would have been a significant linmtation
of such an extension. Link netrics were therefore included as
standard in OLSRv2.

Thi s docunent di scusses the motivation and design rational e behind
how link nmetrics were included in OLSRv2. The principal issues
i nvol ved when including link metrics in OLSRv2 were:

0 Assigning nmetrics to links involved considering separate metrics
for the two directions of a link, with the receiving router
determining the nmetric fromtransmtter to receiver. A netric
used by OLSRv2 nmay be either of:

* Alink nmetric, the netric of a specific Iink froman O.SRv2
interface of the transmitting router to an OLSRv2 interface of
the receiving router.

* A neighbor netric, the mninumof the link nmetrics between two
OLSRv2 routers, in the indicated direction

These netrics are necessarily the same when these routers each
have a single OLSRv2 interface but may differ when either has
nore. HELLO nessages may include both |ink netrics and nei ghbor
nmetrics. TC nessages include only nei ghbor netrics.

0 Metrics as used in OLSRv2 are defined to be di nmensionl ess and
additive. The assignnment of netrics, including their relationship
to real paraneters such as data rate, |loss rate, and del ay, and
the managenent of the choice of nmetric, is outside the scope of
[ RFC7181], which sinply uses these nmetrics in a consistent manner.
Wthin a single MANET, including all conponents of a tenporarily
fragmented MANET, a single choice of link metric is used. By use
of a registry of netric types (enploying extended types of a
singl e Address Bl ock TLV type), routers can be configured to use
only a subset of the available nmetric types.

0 Node metrics were not included in OLSRv2. Node netrics can be
i mpl emented by the addition of the corresponding value to al
incoming link metrics by the corresponding router.

0 The separation of the two functions performed by multipoint relays
(MPRs) in OLSRv1l, optimzed flooding and reduced topol ogy
advertisenent for routing, into separate sets of MPRs in OLSRv2
[ RFC7181], denoted "flooding MPRs" and "routing MPRs". Flooding
MPRs can be cal culated as in [RFC3626], but the use of link
metrics in OLSRv2 can inprove the MPR sel ection. Routing MPRs
need a netric-aware selection algorithm The selection of routing
MPRs guar antees the use of mninumdistance routes using the
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chosen netric, while using only symmetric 2-hop nei ghborhood
i nformati on from HELLO nessages and routi ng MPR sel ect or
i nformati on from TC nessages.

o The protocol Information Bases defined in OLSRv2 include required
nmetric values. This has included additions to the protoco
I nformati on Bases defined in NHDP [ RFC6130] when used by OLSRv2.
2. Term nol ogy

Al ternms introduced in [ RFC5444], including "message" and "TLV"
(type-length-value), are to be interpreted as described there.

Al terms introduced in [ RFC6130], including "MANET interface",

"HELLO nessage", "heard", "link", "symetric link", "1-hop nei ghbor",
"symmetric 1-hop nei ghbor", "2-hop neighbor", "symretric 2-hop
nei ghbor™, "symmetric 2-hop nei ghborhood"”, and the synbolic constants

SYMMETRI C and HEARD, are to be interpreted as described there.

Al ternms introduced in [RFC7181], including "router", "OLSRv2
interface", "willingness", "multipoint relay (MPR/", "MPR selector",
"MPR fl oodi ng", and the TLV type LINK METRIC, are to be interpreted
as described there.

3. Applicability

The objective of this docunent is to retain the design considerations
behi nd how link metrics were included in [RFC7181]. This docunent
does not prescribe any behavior but explains some aspects of the
operation of OLSRv2.

4. Motivational Scenarios

The basic situation that suggests the desirability of use of routes
ot her than m ni mum hop routes is shown in Figure 1

Figure 1

The m ni mum hop route fromA to Bis via X. However, if the links A
to X and X to B are poor (e.g., have low data rate or are unreliable)
but the links Ato Y, Yto Z and Zto B are better (e.g., have
reliable high data rate), then the route Ato Bvia Y and Z may be
preferred to that via X
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There are other situations where the use of sone |inks should be

di scouraged, even if the avoi dance of them does not show i mediately
obvi ous benefits to users. Consider a network with many short-range
links and a few |l ong-range links. Use of mnimmhop routes wll

i Mmediately lead to heavy use of the long-range links. This will be
particularly undesirable if those |inks achieve their |onger range
through reduced data rate or through being |l ess reliable. However,
even if the long-range |inks have the same characteristics as the
short-range links, it nay be better to reserve usage of the |ong-
range |inks for when this usage is particularly valuable -- for
exanpl e, when the use of one |long-range |link saves several short-
range links, rather than the single link saving that is needed for a
m ni mum hop route.

A related case is that of a privileged relay. An exanple is an
aerial router in an otherw se ground-based network. The aeria

router may have a link to many, or even all, other routers. That
would lead to all routers attenpting to send all their traffic (other
than to symmetric 1-hop nei ghbors and some synmetric 2-hop nei ghbors)
via the aerial router. It may, however, be inportant to reserve that
capacity for cases where the aerial router is actually essential

such as if the ground-based portion of the network is not connected.

Link netrics provide a possible solution to these scenarios. For
exanple, in Figure 1, the route Ato Yto Zto B could be preferred
to Ato Xto B by making the netrics on the former path 1 and those
on the latter path 2. The aerial privileged relay could be used only
when necessary by giving its |links maxi mal metric values, w th nuch
smal l er other netric values or, if the aerial link is to be preferred
to N ground links, by giving the ground links nmetric values of 1
whi |l e maki ng the sum of the aerial node uplink and downlink netrics
equal to N

O her cases may involve attenpts to avoid areas of congestion
attenpts to route around insecure routers, and attenpts by routers to

di scourage being used as relays due to, for exanple, limted battery
power. OLSRv2 does have another nechanismto aid in this: a router’s
willingness to act as an MPR. However, there are cases where that

cannot hel p but where use of non-nini mrum hop routes coul d.

Simlarly, note that OLSRv2’s optional use of link quality (through
its use of [RFC6130]) is not a solution to these problens. Use of
link quality as specified in [RFC6130] allows a router to decline to
use a link, not only on its own, but on all routers’ behalf. It does
not, for exanple, allow the use of a |link otherw se determnmined to be
too low quality to be generally useful as part of a route where no
better links exist. These mechanisnms (link quality and link metrics)
solve distinctly different problens.
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It should also be noted that the | oop-free property of OLSRv2 applies
strictly only in the static state. Wen the network topology is
changi ng and when nessages can be lost, it is possible for transient

| oops to form However, with update rates appropriate to the rate of
t opol ogy change, such loops will be sufficiently rare. Changing |ink
netrics is a formof network topol ogy change and should be linmted to
a rate slower than the nmessage informati on update rate (defined by
the paraneters HELLO | NTERVAL, HELLO M N_| NTERVAL, REFRESH | NTERVAL
TC_INTERVAL, and TC_M N_I NTERVAL) .

5. Link Metrics

Thi s section describes the required and sel ected properties of the
link netrics used in OLSRv2, followed by inplenentation details
achi evi ng those properties.

5.1. Link Metric Properties
Link netrics in OLSRv2 are:

o Dinmensionless. Wile they may, directly or indirectly, correspond
to specific physical information (such as delay, loss rate, or
data rate), this know edge is not used by OLSRv2. Instead,
generating the netric value is the responsibility of a nmechani sm
external to OLSRv2.

0o Additive, so that the netric of a route is the sumof the netrics
of the links formng that route. Note that this requires a netric

where a |low value of a link nmetric indicates a "good" link and a
hi gh value of a link netric indicates a "bad" |link, and the forner
will be preferred to the latter.

o Directional, the netric fromrouter Ato router B need not be the
same as the nmetric fromrouter B to router A even when using the
same OLSRv2 interfaces. At router A a link netric fromrouter B
to router Ais referred to as an inconing link netric, while a
link netric fromrouter Ato router Bis referred to as an
outgoing link nmetric. (These are, of course, reversed at router
B.)

o Specific to a pair of OLSRv2 interfaces, so that if there is nore
than one link fromrouter Ato router B, each has its own |ink
metric in that direction. There is also an overall netric, a
"nei ghbor netric", fromrouter Ato router B (its 1-hop nei ghbor).
This is the nmininmumvalue of the link netrics fromrouter Ato
router B, considering symretric links only; it is undefined if
there are no such symmetric links. A neighbor netric from one
router to another is always equal to a link netric in the sane
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5.

2.

direction between OLSRv2 interfaces of those routers. Wen
referring to a specific OLSRv2 interface (for example, in a Link
Tupl e or a HELLO nessage sent on that OLSRv2 interface), a link
metric always refers to a link on that OLSRv2 interface to or from
the indicated 1-hop nei ghbor OLSRv2 interface, while a nei ghbor
netric may be equal to a link nmetric to and/or from another OLSRv2
interface.

Li nk Metric Types

There are various physical characteristics that may be used to define
alink netric. Some exanples, which also illustrate sone
characteristics of netrics that result, are:

o

Delay is a straightforward nmetric; as it is naturally additive,
the delay of a multi-link route is the sumof the delays of the
links. This does not directly take into account del ays due to
routers (such as due to router queues or transition of packets
between router interfaces) rather than |inks, but these del ays can
be divi ded anong i ncom ng and out goi ng |inks.

Probability of loss on a link is, as long as probabilities of |oss
are small and i ndependent, approximately additive. (A slightly
nore accurate approach is using a negatively scal ed | ogarithm of
the probability of not losing a packet.) |If |osses are not

i ndependent, then this will be pessimstic.

Data rates are not additive. They even have the w ong
characteristic of being good when high and bad when | ow, thus, a
mappi ng that inverts the ordering nust be applied. Such a mapping
can, at best, only produce a netric that is acceptable to treat as
additive. Consider, for exanple, a preference for a route that
maxi m zes the mininumdata rate link on the route and then prefers
aroute with the fewest links of each data rate fromthe | owest.

If links may be of three discrete data rates, "high", "nediunt
and "l ow', then this preference can be achieved, on the assunption
that no route will have nore than 10 links, with netric val ues of

1, 10, and 100 for the three data rates.

If routes can have nore than 10 |inks, the range of netrics nust
be increased; this was one reason for a preference for a w de
"dynam c range" of link netric values. Depending on the ratios of
the nunerical values of the three data rates, the sane effect my
be achi eved by using a scaling of an inverse power of the
nunerical values of the data rates. For exanple, if the three
data rates were 2, 5, and 10 Moit/s, then a possible mappi ng woul d
be the fourth power of 10 Miit/s divided by the data rate, giving
nmetric values of 625, 16, and 1 (good for up to 16 links in a
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route). This mapping can be extended to a systemwith nore data
rate val ues, for exanple, giving a 4 Miit/s data rate a netric

val ue of about 39. This may | ose the capability to produce an
absol utely maxi mal mnimum data rate route but will usually
produce either that, or sonething close (and at times naybe
better, is a route of three 5 Mit/s links really better than one
of a single 4 Mit/s Iink?). Specific nmetrics will need to define
t he mappi ng.

There are al so many ot her possible netrics, including using physical-
l ayer information (such as signal-to-noise ratio and error-contro
statistics) and information such as packet-queuing statistics.

In a well-designed network, all routers will use the same netric
type. It will not produce good routes if, for exanple, sone |ink
metrics are based on data rate and some on path |loss (except to the
extent that these may be correlated). How to achieve this is an

adm nistrative matter, outside the scope of OLSRv2. In fact, even
the actual physical neanings of the nmetrics is outside the scope of
OLSRv2. This is because new netrics may be added in the future, for
exanpl e, as data rates increase, and may be based on new, possibly
non- physi cal , considerations, for exanple, financial cost. Each such
type will have a metric type nunber. Initially, a single link netric
type zero is defined as indicating a dinensionless netric with no
predefi ned physical neaning.

An OLSRv2 router is instructed which single link nmetric type to use
and recogni ze, w thout knowi ng whether it represents del ay,
probability of |oss, data rate, cost, or any other quantity. This
recogni zed link metric type nunber is a router paraneter and subject
to change in case of reconfiguration or possibly the use of a
protocol (outside the scope of OLSRv2) pernmitting a process of |ink
nmetric type agreenment between routers.

The use of link netric type nunbers al so suggests the possibility of
use of nmultiple link metric types and multiple network topol ogies.
This is a possible future extension to OLSRv2. To allow for that
future possibility, the sending of nore than one netric of different
physi cal types, which should otherw se not be done for reasons of
efficiency, is not prohibited, but types other than that configured
wi ||l be ignored.

The followi ng three sections assunme a chosen single link nmetric type,
of unspecified physical nature.
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5.3. Directional Link Metrics

OLSRv2 uses only "symetric" (bidirectional) |inks, which may carry
traffic in either direction. A key decision was whether these |inks
shoul d each be assigned a single netric, used in both directions, or
a netric in each direction, noting that:

o Links can have different characteristics in each direction. Use
of directional link metrics recognizes this.

o In many (possibly nmost) cases, the two ends of a link wll
naturally formdifferent views as to what the link netric should
be. To use a single Iink netric requires a coordination between
the two that can be avoided if using directional netrics. Note
that if using a single netric, it would be essential that the two
ends agree as to its value; otherwise, it is possible for |ooping
to occur. This problemdoes not occur for directional netrics.

Based on these considerations, directional netrics are used in
OLSRv2. Each router mnust thus be responsible for defining the netric
in one direction only. This could have been in either direction
i.e., arouter is responsible for either incom ng or outgoing |ink
metrics, as long as the choice is universal. The former (incom ng)
case is used in OLSRv2 because, in general, receiving routers have
nore information available to determine link netrics (for exanple,
recei ved signal strength, interference levels, and error-contro
coding statistics).

Note that, using directional netrics, if router A defines the netric
of the link fromrouter B to router A then router B rmust use router
A's definition of that metric on that link in that direction

(Router B could, if appropriate, use a bad m snatch between
directional netrics as a reason to discontinue use of this |ink

using the link quality nechani smdefined in [ RFC6130]; note that this
is a distinct mechanismfromthe use of link metrics.)

5.4. Reporting Link and Nei ghbor Metrics

Li nks, and hence link nmetrics, are reported in HELLO nessages. A
router nmust report incomng link netrics in its HELLO nessages in
order for these link metrics to be available at the other end of the
link. This nmeans that, for a symmetric link, both ends of the Iink
wi || know both of the incom ng and outgoing link netrics.

As well as advertising inconming link netrics, HELLO nessages al so

advertise incom ng nei ghbor netrics. These are used for routing MPR
sel ection (see Section 6.2), which requires use of the |owest metric
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link between two routers when nore than one link exists. This
nei ghbor netric may be using another OLSRv2 interface, and hence, the
link metric alone is insufficient.

Metrics are also reported in TC messages. It can be shown that these
need to be outgoing netrics:

0 Router A nust be responsible for advertising a nmetric fromrouter
A to router B in TC nessages. This can be seen by considering a
route connecting single OLSRv2 interface routers Pto Qto Rto S.
Router P receives its only information about the link fromRto S
in the TC nessages transmtted by router R, which is an MPR of
router S (assuming that only MPR selectors are reported in TC
nessages). Router S may not even transnit TC nessages (if no
routers have selected it as an MPR and it has no attached networks
to report). So any information about the netric of the Ilink from
Rto S nust also be included in the TC nessages sent by router R
hence, router Ris responsible for reporting the netric for the
link fromRto S

o In a nore general case, where there may be nore than one link from
Rto S, the TC nessage nust, so that mnimumnmetric routes can be
constructed (e.g., by router P), report the m nimum of these
outgoing link nmetrics, i.e., the outgoing neighbor netric fromR
to S

In this exanple, router P also receives information about the

exi stence of a link between Q and R in the HELLO nessages sent by
router Q Wthout the use of metrics, this link could be used by
OLSRv2 for 2-hop routing to router R, using just HELLO nessages sent
by router Q For this property (which accelerates |ocal route
formation) to be retained (from OLSRv1l), router P nust receive the
metric fromQto Rin HELLO nessages sent by router Q This

i ndicates that router Q must be responsible for reporting the nmetric
for the outgoing link fromQto R This is in addition to the
incoming link nmetric information that a HELLO nessage nust report.
Again, in general, this nust be the outgoing neighbor netric, rather
than the outgoing link nmetric.

In addition, Section 6.1 offers an additional reason for reporting
out goi ng nei ghbor metrics in HELLO nessages, w thout which netrics
can properly affect only routing, not flooding.

Note that there is no need to report an outgoing link nmetric in a
HELLO nmessage. The correspondi ng 1-hop nei ghbor knows that value; it
specified it. Furthernore, for 2-hop nei ghborhood use, nei ghbor
metrics are required (as these will, in general, not use the sane
OLSRv2 interface).
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5.5. Defining Incomng Link Metrics

When a router reports a 1-hop neighbor in a HELLO nessage, it may do
so for the first tine with link status HEARD. As the router is
responsi ble for defining and reporting incomng link metrics, it nust
evaluate that netric and attach that link nmetric to the appropriate
address (which will have |ink status HEARD) in the next HELLO nessage
reporting that address on that OLSRv2 interface. There will, at this
time, be no outgoing link metric available to report, but a router
must be able to i mMmediately decide on an incomng link netric once it
has heard a 1-hop nei ghbor on an OLSRv2 interface for the first tinme.

This is because, when receiving a HELLO nessage fromthis router, the
1- hop nei ghbor seeing its own address listed with |ink status HEARD
will (unless the separate |link quality nechani smindicates otherw se)
i medi ately consider that link to be SYMMETRIC, advertise it with
that link status in future HELLO nessages, and use it (for MPR

sel ection and data traffic forwarding).

It may, depending on the physical nature of the link netric, be too
early for an ideal decision as to that metric; however, a choice nust
be made. The metric value may | ater be refined based on further
observation of HELLO nmessages, other nmessage transm ssions between
the routers, or other observations of the environnent. It wll
probably be best to over-estimate the nmetric if initially uncertain
as to its value, to discourage, rather than over-encourage, its use.
If no information other than the receipt of the HELLO nessage is
avai |l abl e, then a conservative maxi mumlink netric val ue, denoted
MAXI MUM_METRI C in [ RFC7181], shoul d be used.

5.6. Link Metric Val ues

Link netric values are recorded in LINK METRIC TLVs, defined in

[ RFC7181], using a conpressed (lossy) representation that occupies 12
bits. The use of 12 bits is conveni ent because, when conbined with 4
flag bits of additional infornation, described below, this results in
a 2-octet value field. However, the use of 12 bits, and thus the
availability of 4 flag bits, was a consequence of a design to use a
nodi fi ed exponent/mantissa formwi th the follow ng characteristics:

o The values represented are to be positive integers starting 1, 2,

o The nmaxi mum val ue represented should be close to, but |ess than
2724 (™ denotes exponentiation in this section). This is so that
with a route limted to no nore than 255 hops, the maxi num route
metric is less than 2732, i.e., can be stored in 32 bits. (The
link netric value can be stored in 24 bits.)
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A representation that is nodified froman exponent/mantissa formw th
e bits of exponent and mbits of nantissa and that has the first of
these properties is one that starts at 1, then is increnmented by 1 up
to 2"m then has a further 2"mincrements by 2, then a further 2"m
increnents by 4, and so on for 2%e sets of increments. This means
that the represented value is never in error by nore than a half (if
roundi ng) or one (if truncating) part in 2"m usually |ess.

The position in the increment sequence, fromO to 2"m1, is
considered as a formof nantissa and denoted a. The increnent
sequence nunber, fromO to 2%e-1, is considered as a form of exponent
and denoted b.

The val ue represented by (b,a) can then be shown to be equal to
(2"mta+l) 2"b-2"m To verify this, note that:

o Wth fixed b, the difference between two values with consecutive
val ues of a is 2"b, as expected.

o The value represented by (b,2"m1) is (2"m2"m 2"b-2"m The val ue
represented by (b+1,0) is (2"m+l) (2”(b+1))-2"m The difference
bet ween these two values is 2*(b+1l), as expected.

The maxi mumrepresented value has b = 2%e-1 and a = 2" m1 and is
(2"me27°m) (27 (27e-1))-2"m = 2~ (2"e+m-2"m This is slightly |l ess than
27 (2"e+n). The required 24-bit limt can be achieved if 2%"e+m = 24.
O the possible (e,m pairs that satisfy this equation, the pair e =
4, m= 8 was selected as nost appropriate and is that used by OLSRv2.
It uses the previously indicated etm= 12 bits. An algorithmfor
converting froma 24-bit value v to a 12-bit pair (b,a) is given in
Section 6.2 of [RFC7181].

As noted above, the 12-bit representation then shares two octets with
4 flag bits. Putting the flag bits first, it is then natural to put
the exponent bits in the last four bits of the first octet and to put
the mantissa bits in the second octet. The 12 consecutive bits,
usi ng network byte order (nobst significant octet first), then
represent 256b+a. Note that the ordering of these 12-bit
representation values is the sane as the ordering of the 24-bit
metric values. In other words, two 12-bit netrics fields can be
conpared for equality/ordering as if they were unsigned integers.

The four flag bits each represent one kind of metric, defined by its
direction (inconm ng or outgoing) and whether the netric is a link
metric or a neighbor netric. As indicated by the flag bits set, a
metric value may be of any conbination of these four kinds of netric.
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6. MPRs with Link Metrics

MPRs are used for two purposes in OLSRv2. |n both cases, it is MPR
sel ectors that are actually used, MPR sel ectors being determ ned from
MPRs advertised in HELLO nessages.

o Optinmized Flooding. This uses the MPR sel ector status of
symmetric 1-hop nei ghbor routers from which nessages are received
in order to determine if these nessages are to be forwarded. MPR
sel ector status is recorded in the Neighbor Set (defined in
[ RFC6130] and extended in [RFC7181]) and determ ned fromreceived
HELLO nessages.

o Routing. Non-local link information is based on information
recorded in this router’s Topol ogy Information Base. That
information is based on received TC nessages. The nei ghbor
information in these TC messages consists of addresses of the
originating router’s advertised (1-hop) neighbors, as recorded in
that router’s Neighbor Set (defined in [ RFC6130] and extended in
[ RFC7181]). These advertised neighbors include all of the MPR
selectors of the originating router.

Metrics interact with these two uses of MPRs differently, as
described in the following two sections. This leads to the

requi renent for two separate sets of MPRs for these two uses when
using nmetrics. The relationship between these two sets of MPRs is
considered in Section 6. 3.

6.1. Flooding MPRs

The essential detail of the "flooding MPR' sel ection specification is
that a router must select a set of MPRs such that a nessage
transmtted by a router and retransnmitted by all its flooding MPRs
will reach all of the selecting router’s symretric 2-hop nei ghbors.

Fl oodi ng MPR sel ection can ignore netrics and produce a solution that
neets the required specification. However, that does not nean that
nmetrics cannot be usefully considered in selecting flooding MPRs.
Consi der the network in Figure 2, where nunmbers are netrics of |inks
in the direction away fromrouter A, towards router D
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3
A----- B
I I

1| | 1

I I
C----- D

4
Figure 2

VWich is the better flooding MPR selection by router AA B or C? If
the netric represents probability of nessage |oss, then clearly
choosing B maxi ni zes the probability of a nessage sent by A reaching
D. This is despite C having a lower metric in its connection to A
than B does. (Simlar argunents about a preference for B can be made
if, for example, the netric represents data rate or delay rather than
probability of |o0ss.)

However, neither should only the second hop be considered. |If this
exanple is nodified to that in Figure 3, where the nunbers still are
metrics of links in the direction awmay fromrouter A towards router
D, then it is possible that, when Ais selecting floodi ng MPRs,
selecting Cis preferable to selecting B

3
A----- B
| |
1] | 3
| |
C----- D
4
Figure 3

If the nmetrics represent scal ed val ues of delay or the probability of
| oss, then selecting Cis clearly better. This indicates that the

sum of metrics is an appropriate neasure to use to choose between B
and C

However, this is a particularly sinple exanmple. Usually, it is not a
si mpl e choi ce between two routers as a flooding MPR, each only adding
one router coverage. \When considering which router to next add as a
fl ooding MPR, a nore general process should incorporate the netric to
that router and the metric fromthat router to each symetric 2-hop
nei ghbor as well as the nunber of newy covered symretric 2-hop

nei ghbors. Qher factors may al so be incl uded.
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The required specification for flooding MPR selection is in
Section 18.4 (also using Section 18.3) of [RFC7181], which may use
the exanple MPR sel ection algorithmin Appendix B of [RFC7181].
However, note that (as in [RFC3626]) each router can make its own
i ndependent choi ce of flooding MPRs, and flooding MPR sel ection
algorithm and still interoperate.

Al so note that the references above to the direction of the netrics
is correct: for flooding, directional nmetrics outward froma router
are appropriate, i.e., netrics in the direction of the fl ooding.
This is an additional reason for including outward netrics in HELLO
nessages, as otherwise a netric-aware MPR selection for flooding is
not possible. The second-hop nmetrics are outgoing nei ghbor netrics
because the OLSRv2 interface used for a second-hop transm ssion nmay
not be the same as that used for the first-hop reception

6.2. Routing MPRs

The essential detail of the "routing MPR' selection specification is
that a router must, per OLSRv2 interface, select a set of MPRs such
that there is a 2-hop route fromeach symetric 2-hop nei ghbor of the
selecting router to the selecting router, with the internediate
router on each such route being a routing MPR of the selecting
router.

It is sufficient, when using an additive link metric rather than a
hop count, to require that these routing MPRs provide not just a
2-hop route but a mnimum di stance 2-hop route. In addition, a
router is a symmetric 2-hop neighbor even if it is a symetric 1-hop
nei ghbor, as long as there is a 2-hop route fromit that is shorter
than the 1-hop link fromit. (The property that no routes go through
routers with willingness WLL NEVER is retained. Exanples bel ow
assume that all routers are equally willing, with none having
willingness WLL_NEVER)

For exanple, consider the network in Figure 4. Nunbers are netrics
of links in the direction towards router A away fromrouter D.

Router A rmust pick router B as a routing MPR, whereas for m ninum hop
count routing, it could alternatively pick router C. Note that the
use of incom ng neighbor metrics in this case foll ows the sane
reasoning as for the directionality of netrics in TC messages, as
described in Section 5. 4.
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2
A----- B
I I

1] | 1

I I
C----- D

3
Fi gure 4

In Figure 5, where nunbers are netrics of links in the direction
towards router A and away fromrouter C, router A nust pick router B
as a routing MPR, but for mninmumhop count routing, it would not
need to pick any MPRs.

1
A- B
\
4\

\

I
| 2
I
Cc
Figure 5
In Figure 6, where nunbers are netrics of links in the direction
towards router A and away fromrouters D and E, router A nust pick

both routers B and C as routing MPRs, but for mnimmhop count
routing, it could pick either

Figure 6
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It is shown in Appendix A that selecting routing MPRs according to
this definition and advertising only such |inks (plus know edge of
local links from HELLO nessages) will result in selection of |owest
total netric routes, even if all links (advertised or not) are
considered in the definition of a shortest route.

However, the definition noted above as sufficient for routing MPR

sel ection is not necessary. For exanple, consider the network in
Figure 7, where nunbers are netrics of links in the direction towards
router A, away fromother routers; the netrics fromB to Cand Cto B
are both assumed to be 2.

1
A----- B
\ /
4\ /2

\
C----- D----- E
3 5
Fi gure 7

Usi ng the above definition, A nmust pick both B and C as routing MRs,
in order to cover the symretric 2-hop nei ghbors C and D
respectively. (Cis a symetric 2-hop nei ghbor because the route
length via B is shorter than the 1-hop link.)

However, A only needs to pick B as a routing MPR because the only
reason to pick C as a routing MPR woul d be so that C can advertise
the link to Afor routing -- to be used by, for exanple, E. However,
A knows that no other router should use the link Cto Ain a shortest
route because routing via Bis shorter. So, if there is no need to
advertise the link fromCto A then there is no reason for Ato
select C as a routing MPR

This process of "thinning out" the routing MPR sel ection uses only
local information from HELLO nmessages. Using any m ni num di stance
algorithm the router identifies shortest routes, whether one, two,
or nore hops, fromall routers in its symetric 2-hop nei ghborhood.
It then selects as MPRs all symmetric 1-hop neighbors that are the
| ast router (before the selecting router itself) on any such route.
Wiere there is nore than one shortest distance route froma router,
only one such route is required. Alternative routes may be sel ected
so as to minimze the nunber of last routers -- this is the

equi valent to the selection of a mnimal set of MPRs in the non-
metric case.
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Note that this only renoves routi ng MPRs whose sel ecti on can be
directly seen to be unnecessary. Consequently, if (as is shown in
Appendi x A) the first approach creates m ni mum di stance routes, then
so does this process.

The exanples in Figures 5 and 6 show that use of link metrics may
require a router to select nore routing MPRs than when not using
metrics and even require a router to select routing MPRs when,

wi thout netrics, it would not need any routing MPRs. This may result
in more, and | arger, nessages being generated and forwarded nore
often. Thus, the use of link netrics is not w thout cost, even
excluding the cost of link metric signaling.

These exanpl es consider only single OLSRv2 interface routers.
However, if routers have nmore than one OLSRv2 interface, then the
process is unchanged; other than that, if there is nore than one
known metric between two routers (on different OLSRv2 interfaces),
then, considering symmetric links only (as only these are used for
routing) the smallest link netric, i.e., the neighbor netric, is
used. There is no need to calculate routing MPRs per OLSRv2
interface. That requirement results fromthe consideration of

fl ooding and the need to avoid certain "race" conditions, which are
not relevant to routing, only to flooding.

The required specification for routing MPR selection is in

Section 18.5 (also using Section 18.3) of [RFC7181], which may use
the exanple MPR sel ection algorithmin Appendix B of [RFC7181].
However, note that (as in [RFC3626]) each router can make its own
i ndependent choice of routing MPRs, and routing MPR sel ection
algorithm and still interoperate.

6.3. Relationship between MPR Sets

It would be convenient if the two sets of flooding and routi ng MPRs
were the sane. This can be the case if all netrics are equal, but in
general, for "good" sets of MPRs, they are not. (A reasonable
definition of this is that there is no conmon mnimal set of MPRs.)
If netrics are asymetrically valued (the two sets of MPRs use
opposite direction metrics) or routers have nultiple OLSRv2
interfaces (where routing MPRs can ignore this but flooding MPRs
cannot), this is particularly unlikely. However, even using a
symmetrically valued nmetric with a single OLSRv2 interface on each
router, the ideal sets need not be equal, nor is one always a subset
of the other. To show this, consider these exanples, where al
lettered routers are assumed equally willing to be MPRs, and nunbers
are bidirectional metrics for |inks.
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In Figure 8, A does not require any flooding MPRs. However, A nust
select B as a routing MPR

1
A- B
\
4\

\

|
| 2
|
Cc
Figure 8

In Figure 9, A nmust select C and D as routing MPRs. However, A's

m ni mal set of flooding MPRs is just B. In this exanple, the set of
routing MPRs serves as a set of flooding MPRs, but a non-m ninmal one
(al t hough one that mght be better, depending on the relative

i mportance of nunmber of MPRs and flooding Iink netrics).

Figure 9

However, this is not always the case. In Figure 10, A s set of
routi ng MPRs nust contain B but need not contain C. A s set of

fl oodi ng MPRs need not contain B but nust contain C. (In this case,
flooding with A selecting B rather than C as a fl ooding MPR wil |
reach D but in three hops rather than the mninumtwo that MR

fl oodi ng guar ant ees.)

2 1
B-C-D
|/

1]/ 4
| /
A
Figure 10
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7.

Security Considerations

An attacker can have an adverse inpact on an OLSRv2 network by
creating apparently valid nmessages that contain incorrect |ink
metrics. This could take the formof influencing the choice of
routes or, in some cases, producing routing loops. This is a nore
subtle, and likely to be I ess effective, attack than other forns of
invalid nessage injection. These can add and renove other and nore
basic forms of network information, such as the existence of sone
routers and |inks.

As such, no significantly new security issues arose fromthe
inclusion of netrics in OLSRv2. Defenses to the injection of invalid
link netrics are the sane as to other forns of invalid nessage
injection, as discussed in the Security Considerations section of

[ RFC7181] .

There are possible uses for link nmetrics in the creation of security
counterneasures to prefer the use of links that have better security
properties, including better availability, to those w th poorer
security properties. This, however, is beyond the scope of both this
docunent and [ RFC7181].
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Appendi x A.  MPR Routing Property

In order for routers to find and use shortest routes in a network
whi | e using the m ni mum reduced topol ogy supported by OLSRv2 (that a
router only advertises its MPR selectors in TC nessages), routing MPR
sel ection nust result in the property that there are shortest routes
with all internmediate routers being routing MPRs.

Thi s appendi x uses the follow ng term nol ogy and assunpti ons:

o The network is a graph of nodes connected by arcs, where nodes
correspond to routers with willingness not equal to WLL_NEVER
(except possibly at the ends of routes). An arc corresponds to
the set of symetric |inks connecting those routers; the OLSRv2
i nterfaces used by those links are not rel evant.

o Each arc has a metric in each direction, being the m nimum of the
corresponding link nmetrics in that direction, i.e., the
correspondi ng nei ghbor metric. This metric must be positive.

o A sequence of arcs joining two nodes is referred to as a path.

o Node Ais an MPR of node B if corresponding router Ais a routing
MPR of router B.

The required property (of using shortest routes with reduced

topol ogy) is equivalent to the followi ng property: for any pair of

di stinct nodes X and Z, there is a shortest path fromX to Z, X - Y1
- Y2 - ... - Ym- Z such that Y1 is an MPRof Y2, ..., Ymis an MPR

of Z. Call such a path a routable path, and call this property the

rout abl e path property.

The required definition for a node X selecting MPRs is that for each
di stinct node Z fromwhich there is a two-arc path, there is a
shorter, or equally short, path that is either Z - Y - X where Y is
an MPR of X or is the one-arc path Z - X. Note that the existence of
| ocal |y known, shorter paths that have nore than two arcs, which can
be used to reduce the nunmbers of MPRs, is not considered here. (Such
reducti ons are only when the renai ning MPRs can be seen to retain al
necessary shortest paths and therefore retain the required property.)

Al t hough this appendix is concerned with paths with mnimumtota
nmetric, not nunber of arcs (hop count), it proceeds by induction on
the nunber of arcs in a path. A though it considers mninumnetric
routes with a bounded number of arcs, it then allows that nunber of
arcs to increase so that overall mnimumnetric paths, regardl ess of
the nunber of arcs, are considered.
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Specifically, the routable path property is a corollary of the
property that for all positive integers n and all distinct nodes X
and Z, if there is any path fromX to Z of n arcs or fewer, then
there is a shortest path, fromanong those of n arcs or fewer, that
is aroutable path. This may be called the n-arc routable path

property.

The n-arc routable path property is trivial for n =1 and directly
follows fromthe definition of the MPRs of Z for n = 2.

Proceedi ng by induction, assum ng the n-arc routable path property is
true for n = k, consider the case that n = k+1

Suppose that X - V1 - V2 - ... - Vk - Zis a shortest k+1 arc path
fromX to Z W construct a path that has no nore than k+1 arcs, has
the sanme or shorter length (hence has the sane, shortest, length
considering only paths of up to k+1 arcs, by assunption), and is a
rout abl e path.

First, consider whether Vk is an MPRof Z If it is not, then
consi der the two-arc path Vk-1 - Vk - Z. This can be replaced either
by a one-arc path Vk-1 - Z or by a two-arc path Vk-1 - W - Z, where
VW is an MPR of Z, such that the nmetric fromVk-1 to Z by the

repl acenent path is no longer. |In the former case (replacenent one-
arc path), this now produces a path of length k, and the previous
i nductive step may be applied. |In the latter case, we have repl aced

Vk by Wk, where W is an MPR of Z. Thus, we need only consider the
case that Vk is an MPR of Z.

We now apply the previous inductive step to the path X - V1 - ... -
Vk-1 - VK, replacing it by an equal length path X - W - ... Wn1l -
Vk, where m<= k, where this path is a routable path. Then, because
Vk is an MPR of Z, the path X- W - ... - Wnl - Vk - Zis a

rout abl e path and denonstrates the n-arc routable path property for n
= k+1.

This thus shows that for any distinct nodes X and Z, there is a

rout abl e path using the MPR-reduced topology fromX to Z, i.e., that
OLSRv2 finds minimumlength paths (mninumtotal netric routes).
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