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Abst r act

The goal of Application-Layer Traffic Optinization (ALTO is to
provi de guidance to applications that have to sel ect one or severa
hosts from a set of candi dates capabl e of providing a desired
resource. ALTO is realized by a client-server protocol. Before an
ALTO client can ask for guidance, it needs to discover one or nore
ALTO servers.

Thi s docunent specifies a procedure for resource-consumer-initiated
ALTO server discovery, which can be used if the ALTO client is
enbedded in the resource consuner.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7286.
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1. Introduction

The goal of Application-Layer Traffic Optinization (ALTO is to
provi de gui dance to applications that have to sel ect one or severa
hosts from a set of candi dates capabl e of providing a desired
resource [RFC5693]. ALTO is realized by a client-server protocol

see requirenent AR-1 in [RFC6708]. Before an ALTO client can ask for
gui dance it needs to discover one or nore ALTO servers that can
provi de guidance to this specific client.

Thi s docunent specifies a procedure for resource-consumer-initiated
ALTO server discovery, which can be used if the ALTOclient is
enbedded in the resource consuner. |n other words, this docunent
neets requirenent AR-32 in [RFC6708] while AR-33 is out of scope. A
di fferent approach, which tries to neet requirement AR-33, i.e.
third-party ALTO server discovery, is addressed in [3PDl SC].

A nore detail ed discussion of various options on where to place the
functional entities conprising the overall ALTO architecture can be
found in [ALTO DEPLOY] .

The ALTO protocol specification [ RFC7285] is based on HITP and
expects the discovery procedure to yield the HITP(S) UR of an ALTO
server’s Information Resource Directory (IRD). Therefore, this
procedure is based on a conbination of the Dynanm ¢ Host Configuration
Protocol (DHCP) or |ocal configuration and URI-enabl ed Nam ng

Aut hority Pointer (U NAPTR) resource records in the Domai n Nane
System (DNS), in order to deliver such URIs.

1.1. Termnology and Requirenents Language
Thi s docunent nakes use of the ALTO term nol ogy defined in [ RFC5693].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. ALTO Server Discovery Procedure Overview

The ALTO protocol specification [ RFC7285] expects that the ALTO

di scovery procedure yields the HITP(S) UR [RFC7230] of the ALTO
server’s Information Resource Directory (I RD), which gives further

i nfornmati on about the capabilities and services provided by that ALTO
server.

On hosts with nmore than one interface or address famly (1Pv4/v6),

the ALTO server discovery procedure has to be run for every interface
and address famly. For nore details see Section 4. 2.
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The ALTO server discovery procedure is perforned in two steps:

1. One DNS domain name is retrieved for each conbination of
interface and address famly, either by |local configuration
(e.g., manual input into a nmenu or configuration file) or by
nmeans of DHCP

2. These DNS donmi n nanmes are used for U NAPTR | ookups yi el di ng one
or nore URIs. Further DNS | ookups may be necessary to determ ne
the ALTO server’s | P address(es).

The primary means for retrieving the DNS donain nane is DHCP

However, there may be situations where DHCP is not avail abl e or does
not return a suitable value. Furthernore, there m ght be situations
in which the user wishes to override the value that could be
retrieved fromDHCP. |In these situations, |ocal configuration may be
used. Consequently, the algorithmfirst checks for a locally
configured override, before it tries to retrieve a value from DHCP

Typi cal ly, but not necessarily, the DNS domain name is the domain
nane in which the client is located, i.e., a PTR |ookup on the
client’s I P address (according to [ RFCL035], Section 3.5 for |Pv4 or
[ RFC3596], Section 2.5 for IPv6) would yield a simlar nane.

However, due to the wi despread use of Network Address Transl ation
(NAT), trying to determ ne the DNS domai n nanme through a PTR | ookup
on an interface’s IP address is not recommended for resource consumer
initiated ALTO server discovery (see al so [ RFC3424]).

3. ALTO Server Discovery Procedure Specification

As already outlined in Section 2, the ALTO server discovery procedure
is performed for every address famly on every interface the
application considers for conmunicating with resource providers.

First, the algorithmchecks for a locally configured domain nane, as
specified in Section 3.1.1. |If no such name was configured, it tries
to retrieve one fromDHCP, as specified in Section 3.1.2. If stil

no donmai n nanme coul d be found, the procedure has failed and

term nates with an appropriate error code.

If one or nore dommin nanes were found, they will be used as U NAPTR/
DDDS ( URI - Enabl ed NAPTR/ Dynami ¢ Del egati on Di scovery Service)

[ RFCA4848] application-unique strings for a DNS | ookup, as specified
in Section 3.2.
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3.1. Step 1: Retrieving the Donain Nane
3.1.1. Step 1, Option 1: Local Configuration

The preferred way to acquire a domain nane related to an interface’s
poi nt of network attachnent is the use of DHCP (see Section 3.1.2).
However, in sonme network depl oynent scenarios, there is no DHCP
server available. Furthernore, a user nmay want to use an ALTO
service instance provided by an entity that is not the operator of
the underlying IP network. Therefore, we allow the user to specify a
DNS domai n nane, for example, in a configuration file option. An
exanpl e domai n nane is:

ny-al ternative-alto-provider.exanple.org

| mpl ement ati ons MAY give the user the opportunity (e.g., by nmeans of
configuration file options or nenu itens) to specify an individua
domai n nane for every address famly on every interface.

| mpl ement ati ons SHOULD al | ow the user to specify a default nane that
is used if no nore specific name has been confi gured.

3.1.2. Step 1, Option 2: DHCP

Net wor k operators nay provide the domain name to be used for service
di scovery within an access network usi ng DHCP

RFC 5986 [ RFC5986] defines DHCP | Pv4 and | Pv6 access network domain
nane options to identify a domain nane that is suitable for service
di scovery within the access network. RFC 2132 [RFC2132] defines the
DHCP | Pv4 domai n nanme option. Wile this optionis less suitable, it
still may be useful if the RFC 5986 option is not avail abl e.

For 1 Pv6, the ALTO server discovery procedure MJST try to retrieve
DHCP option 57 (OPTION_V6_ACCESS DOVAIN). If no such option can be
retrieved the procedure fails for this interface. For |IPv4, the ALTO
server discovery procedure MUST try to retrieve DHCP option 213
(OPTION_V4_ACCESS DOVAIN). If no such option can be retrieved, the
procedure SHOULD try to retrieve option 15 (Domain Nane). |f neither
option can be retrieved, the procedure fails for this interface. |If
aresult can be retrieved, it will be used as an input for the next
step (U-NAPTR resolution). One exanple result could be:

exanpl e. net
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3.2. Step 2: U NAPTR Resol ution

The first step of the ALTO server discovery procedure (see

Section 3.1) retrieved one or -- in case of multiple interfaces and/
or | Pv4/v6 dual -stack operation -- several domain names, which wll
be used as U NAPTR/ DDDS (URI - Enabl ed NAPTR/ Dynani ¢ Del egati on

Di scovery Service) [RFC4848] application unique strings. An exanple
is:

exanpl e. net

In the second step, the ALTO server discovery procedure uses a

U- NAPTR [ RFC4848] | ookup with the "ALTO' Application Service Tag and
either the "http" or the "https" Application Protocol Tag to obtain
one or nore URIs (indicating protocol, host, and possibly path

el ements) for the ALTO server’s Information Resource Directory. In
this document, only the HITP and HTTPS URI schenes are defined, as
the ALTO protocol specification defines the access over both
protocols, but no other [RFC7285]. Note that the result can be any
valid HTTP(S) URI.

The followi ng two U NAPTR resource records can be used for nmapping
"exanpl e.net” to the HITPS URIs "https://altol. exanple.net/ird" and
"https://alto2.exanple.net/ird", with the former being preferred.

exanpl e. net.

N NAPTR 100 10 "u" "ALTO https"
"I.*I'https://altol. exanple.net/ird!" "
N NAPTR 100 20  “"u" "ALTO https"
"l *lhttps://alto2. exanple.net/ird!"

If no ALTO specific U NAPTR records can be retrieved, the discovery
procedure fails for this domain nane (and the corresponding interface
and | P protocol version). |[If further domain nanes retrieved by Step
1 are known, the discovery procedure may performthe correspondi ng

U- NAPTR | ookups i medi ately. However, before retrying a | ookup that
has failed, a client MUST wait a time period that is appropriate for
the encountered error (NXDOVAIN, tinmeout, etc.).
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4. Depl oynent Consi derations
4.1. Issues with Hone Gateways

Section 3.1.2 describes the usage of a DHCP option that provides a
neans for the network operator of the network in which the ALTO
client is located to provide a DNS donmai n nane. However, this
assumes that this particular DHCP option is correctly passed fromthe
DHCP server to the actual host with the ALTO client, and that the
particul ar host understands this DHCP option. This nenp assunes the
client to be able to understand the proposed DHCP option; otherw se,
there is no further use of the DHCP option, but the client has to use
the other proposed nmechani sns.

There are well-known issues with the handling of DHCP options in home
gat eways. One issue is that unknown DHCP options are not passed
through some honme gateways, effectively elimnating the DHCP option

Anot her wel | -known issue is the use of hone-gat eway-specific DNS
domai n nanmes that "override" the DNS domai n nane provi ded by the
network operator. For instance, a host behind a hone gateway nay
receive a DNS domain nane ".local" instead of "example.net". In
general, this domain nane is not usable for the server discovery
procedure, unless a DNS server in the hone gateway resolves the
correspondi ng NAPTR | ookup correctly, e.g., by neans of a DNS split
hori zon approach.

4.2. Issues with Miultihom ng, Mbility, and Changing | P Addresses

If the user decides to enter only one (default) DNS domain nanme in
the local configuration facility (see Section 3.1.1), only one set of
ALTO servers will be discovered, irrespective of multihomnm ng and
mobility. Particularly in nobile scenarios, this can lead to

undesi rabl e results.

The DHCP- based di scovery nethod can di scover different sets of ALTO
servers for each interface and address famly (i.e., IPv4/v6). In
general, if a client wi shes to conmmunicate using one of its
interfaces and using a specific IP address fanmly, it SHOULD query
the ALTO server or servers that have been di scovered for this
specific interface and address famly. How to select an interface
and | P address famly as well as how to conpare results returned from
di fferent ALTO servers are out of the scope of this docunent.
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A change of the I P address at an interface invalidates the result of
the ALTO server discovery procedure. For instance, if the |IP address
assigned to a nobil e host changes due to host nobility, it is
required to re-run the ALTO server discovery procedure w thout
relying on earlier gained information

There are several challenges with DNS on hosts with nmultiple

i nterfaces [ RFC6418], which can affect the ALTO server discovery. |If
the DNS resolution is performed on the wong interface, it can return
an ALTO server that could provide suboptimal or wong gui dance.

Fi ndi ng the best ALTO server for nulti-interfaced hosts is outside
the scope of this docunent.

When using Virtual Private Network (VPN) connections, there is

usual ly no DHCP. The user has to enter the DNS domain nane in the

| ocal configuration facility. For good optimization results, a DNS
domai n nane corresponding to the VPN concentrator, not correspondi ng
to the user’s current location, has to be entered. Sinmlar

consi derations apply for Mbile IP.

5. | ANA Consi derations

| ANA has registered the foll owi ng U-NAPTR [ RFC4848] application
service tag for ALTO

Application Service Tag: ALTO

I nt ended usage: see [RFC5693] or: "The goal of Application-Layer
Traffic Optim zation (ALTO is to provide guidance to applications
that have to select one or several hosts froma set of candi dates
capabl e of providing a desired resource."

Defining Publication: The specification contained within this
document

Contact information: The authors of this document

Aut hor/ Change controller: The | ESG

Interoperability considerations: No interoperability issues are
known or expected. This tag is to be registered specifically for

ALTO, which is a new application wi thout any |egacy depl oynents.

Security considerations: see Section 6 of this docunent.

Ki esel, et al. St andards Track [ Page 8]



RFC 7286 ALTO Server Discovery Noverber 2014

Rel ated publications: This docunent specifies a procedure for
di scovering an HTTP or HTTPS URI of an ALTO server. HITP and
HTTPS are specified in [ RFC7230]. The HITP(S)-based ALTO protoco
is specified in [ RFC7285].

Application Protocol Tag: This docunment specifies how to use the
application service tag "ALTO'" with the application protocol tags
"http" and "https", which have already been registered in the
rel evant 1 ANA registry. Therefore, 1ANA is not requested by this
docunent to register any new application protocol tag.

6. Security Considerations

A high-level discussion of security issues related to ALTO is part of
the ALTO probl em statement [ RFC5693]. A classification of unwanted

i nformation disclosure risks, as well as specific security-related
requi rements can be found in the ALTO requirements docunent

[ RFC6708] .

The renmai nder of this section focuses on security threats and
protection mechani sms for the ALTO server discovery procedure as
such. Once the ALTO server’s URI has been di scovered and the

conmuni cati on between the ALTO client and the ALTO server starts, the
security threats and protecti on nechani sns di scussed in the ALTO
protocol specification [ RFC7285] apply.

6.1. Integrity of the ALTO Server’s UR

Scenari o Description
An attacker could conpronise the ALTO server discovery procedure
or infrastructure in a way that ALTO clients would di scover a
"wrong" ALTO server URI

Threat Di scussion
This is probably the nost serious security concern related to ALTO
server discovery. The discovered "wong" ALTO server m ght not be
able to give guidance to a given ALTO client at all, or it mght
gi ve suboptimal or forged information. 1In the latter case, an
attacker could try to use ALTOto affect the traffic distribution
in the network or the perfornmance of applications (see al so
Section 15.1. of [RFC7285]). Furthernore, a hostile ALTO server
could threaten user privacy (see also Section 5.2.1, case (5a) in
[ RFC6708]) .

However, it should also be noted that, if an attacker was able to
conprom se DHCP and/ or DNS servers used for ALTO server discovery
(see below), (s)he could also |aunch significantly nore serious
other attacks (e.g., redirecting various application protocols).
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Protection Strategies and Mechani sns
The ALTO server discovery procedure consists of three building
bl ocks (local configuration, DHCP, and DNS) and each of themis a
possi bl e attack vector.

The probl em of users possibly follow ng "bad advice" that tricks
theminto manual |y configuring unsuitable ALTO servers cannot be
sol ved by technical nmeans and is out of the scope of this
document .

Due to the nature of the protocol, DHCP is rather prone to
attacks. As already nentioned, an attacker that is able to inject
forged DHCP replies into the network nay do significantly nore
harm than only configuring a wong ALTO server. Best current
practices for safely operating DHCP shoul d be foll owed.

A further threat is the possible alteration of the DNS records
used in U-NAPTR resolution. |If an attacker was able to nodify or
spoof any of the DNS records used in the DDDS resolution, this UR
could be replaced by a forged URI. The application of DNS
security (DNSSEC) [RFC4033] provides a nmeans to limt attacks that
rely on nodification of the DNS records used in U NAPTR
resolution. Security considerations specific to U NAPTR are
described in nore detail in [ RFC4848].

Arelated risk is the inpersonation of the ALTO server (i.e.
attacks after the correct URI has been discovered). This threat
and protection strategies are discussed in Section 15.1 of

[ RFC7285]. Note that if Transport Layer Security (TLS) is used to
protect ALTO the server certificate will contain the host nane
(CN). Consequently, only the host part of the HTTPS URI will be
authenticated, i.e., the result of the ALTO server discovery
procedure. The U NAPTR based mapping within the ALTO server

di scovery procedure needs to be secured as descri bed above, e.g.
by usi ng DNSSEC.

In addition to active protection nechani sns, users and network
operators can nonitor application performance and network traffic
patterns for poor performance or abnormalities. |If it turns out
that relying on the gui dance of a specific ALTO server does not
result in better-than-random outcones, the use of the ALTO server
may be discontinued (see also Section 15.2 of [RFC7285]).
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6.2. Availability of the ALTO Server Discovery Procedure

Scenari o Description
An attacker could conpronise the ALTO server discovery procedure
or infrastructure in a way that ALTO clients would not be able to
di scover any ALTO server.

Threat Di scussion
If no ALTO server can be discovered (although a suitable one
exi sts), applications have to nake their decisions w thout ALTO
gui dance. As ALTO could be tenporarily unavail able for nmany
reasons, applications nust be prepared to do so. However, the
resulting application performance and traffic distribution will
correspond to a depl oynent scenario wthout ALTO

Protection Strategies and Mechani sns
Operators should foll ow best current practices to secure their
DHCP, DNS, and ALTO (see Section 15.5 of [RFC7285]) servers
agai nst Deni al -of - Servi ce (DoS) attacks.

6.3. Confidentiality of the ALTO Server’s UR

Scenari o Description
An unaut hori zed party could invoke the ALTO server di scovery
procedure, or intercept discovery nessages between an authori zed
ALTO client and the DHCP and DNS servers, in order to acquire
know edge of the ALTO server’s URI.

Threat Di scussion

In the ALTO use cases that have been described in the ALTO probl em
statenment [RFC5693] and/or discussed in the ALTO worki ng group

the ALTO server’s URI as such has al ways been considered as public
i nformati on that does not need protection of confidentiality.

Protection Strategies and Mechani sns
No protection nechanisns for this scenari o have been provided, as
it has not been identified as a relevant threat. However, if a
new use case is identified that requires this kind of protection
the suitability of this ALTO server discovery procedure as well as
possi bl e security extensions have to be re-eval uated thoroughly.
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6.4. Privacy for ALTO dients

Scenari o Description
An unaut hori zed party could intercept discovery messages between
an ALTO client and the DHCP and DNS servers, and thereby find out
the fact that said ALTO client uses (or at |least tries to use) the
ALTO servi ce.

Threat Di scussion
In the ALTO use cases that have been described in the ALTO probl em
statenment [RFC5693] and/or discussed in the ALTO worki ng group,
this scenario has not been identified as a rel evant threat.

Protection Strategies and Mechani sns
No protection mechanisnms for this scenari o have been provided, as
it has not been identified as a relevant threat. However, if a
new use case is identified that requires this kind of protection,
the suitability of this ALTO server discovery procedure as well as
possi bl e security extensions have to be re-eval uated thoroughly.
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