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Using the Port Control Protocol (PCP) to Update Dynam c DNS
Abst r act

Thi s docunent focuses on the probl ens encountered when using dynamc
DNS i n address-sharing contexts (e.g., Dual-Stack Lite (DS-Lite) and
Net wor k Address and Protocol Translation fromlIPve Cients to | Pv4
Servers (NAT64)) during IPv6 transition. Both issues and possible
solutions are docunented in this meno.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any ot her
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nmakes no statenent about its value for

i mpl enentati on or deploynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7393
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1. Introduction
1.1. Probl em St at enent

Dynamic DNS (DDNS) is a widely deployed service to facilitate hosting
servers (e.g., access to a webcam HITP server, FTP server, etc.) at
custoners’ prem ses. There are a nunber of providers that offer a
DDNS service, working in a client and server node, which nostly use
web-f orm based comunication. DDNS clients are generally inplenented
in the user’s router or conputer; once changes are detected to its
assigned | P address, an update message is automatically sent to the
DDNS server. The conmuni cation between the DDNS client and the DDNS
server is not standardized, varying fromone provider to another

al t hough a few standard web- based net hods of updating have energed
over tine.

I n address-sharing contexts, well-known port numbers (e.g., port 80)
won’'t be available for every user [RFC6269]. As such, the DDNS
client will have to register the | P address and/or the externa
port(s) on which the service is listening. Also, the DDNS client has
to report any change of this IP address and/or the external port(s).
It will also require the ability to configure correspondi ng port
forwarding on Carrier-Gade NAT (CQAN) [RFC6888] devices so that

i ncom ng conmmunications initiated fromthe Internet can be routed to
the appropriate server behind the CGN

| ssues encountered in address sharing are docunmented in [ RFC6269].
Thi s docunent focuses on the probl ens encountered when using dynamc
DNS i n address-sharing contexts (e.g., DS-Lite [ RFC6333] and NAT64

[ RFC6146]). The main challenges are |isted bel ow

Announce and di scover an alternate service port: The DDNS service
nmust be able to mmintain an alternative port nunber instead of the
default port nunber.

Al'low for incom ng connections: Appropriate neans to instantiate
port mappings in the address-sharing device nust be supported.

Det ect changes and trigger DDNS updates: The DDNS client nust be
triggered by the change of the external |P address and the port
nunber. Concretely, upon change of the external |P address (and/
or external port nunmber), the DDNS client nust refresh the DNS
records; otherw se, the server won't be reachabl e from out si de.
This issue is exacerbated in the DS-Lite context because no public
| Pv4 address is assigned to the Custoner Prem ses Equi pnent (CPE)
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1.2. Scope and Goal s

Thi s docunent describes sone candi date solutions to resolve the
af orementi oned i ssues with a particular focus on DS-Lite. These
solutions may al so be valid for other address-sharing schenes.

Thi s docunent sketches depl oynment consi derati ons based on the Port
Control Protocol (PCP) [RFC6887]. Note that DDNS rmay be consi dered
as an inplenmentation of the rendezvous service nmentioned in

[ RFC6887] .

I ndeed, after creating an explicit mapping for incom ng connections
using PCP, it is necessary to informrenote hosts about the IP
address, protocol, and port nunber for the incom ng connection to
reach the services hosted behind a DS-Lite CGN. This is usually done
in an application-specific manner. For exanple, a machine hosting a
gane server m ght use a rendezvous server specific to that ganme (or
specific to that gane devel oper), a SIP phone would use a SIP proxy,
a client using DNS-Based Service Discovery [ RFC6763] woul d use DNS
Updat e [ RFC2136] [ RFC3007], etc. PCP does not provide this rendezvous
function.

The rendezvous function may support |Pv4, [Pv6, or both. Depending
on that support and the application’s support of 1Pv4 or |IPv6, the
PCP client may need an | Pv4 nmappi ng, an | Pv6 mapping, or both. An
exanple illustrating how the DDNS server may inplement such a service
notification functionality if necessary is provided in Section 3.

Thi s docunent does not specify any protocol extension but instead
focuses on the el aboration of the problem space and illustrates how
existing tools can be reused to solve the problemfor sone depl oynent
contexts. Particularly, this docunent requires no changes to PCP or
dynam ¢ updates in the standard domai n nane system [ RFC2136]; rather
it is an operational document to make the current DDNS service

provi ders aware of the inpacts and issues that |IPv6 transitioning and
| Pv4 address sharing will bring to them and it gives solutions to
address the forthcoming issues. The current DDNS service providers
usual |y enpl oy a web-based formto nmaintain DDNS service registration
and updat es.

CGeneri c depl oyment considerations for DS-Lite, including Basic
Bri dgi ng BroadBand (B4) renote nmanagenent and | Pv4 connectivity
check, can be found in [RFC6908]. This docunment conpl enents

[ RFC6908] with depl oyment considerations related to rendezvous
servi ce mai ntenance. Additional PCP-rel ated depl oynment

consi derations are avail abl e at [ PCP- DEPLOYMENT] .
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Sol utions relying on DNS-Based Service Discovery [ RFC6763] or Apple’'s
Back to My Mac (BTMM Service [RFC6281] are not considered in this
docunent. Moreover, this docunent does not assune that DDNS service
relies on [ RFC2136].

| Pv4 addresses used in the exanples are derived fromthe | Pv4d bl ock
reserved for docunmentation in [RFC6890]. DNS nane exanples follow
[ RFC2606] .

2. Sol ution Space
2.1. Locate a Service Port

As |isted below, at |east two solutions can be used to associate a
port nunber with a service:

1. Use service URIs (e.g., FTP, SIP, HITP) that enbed an explicit
port nunber. |ndeed, the Uniform Resource lIdentifier (URI)
defined in [ RFC3986] allows the port nunmber to be carried in the
syntax (e.g., nydonain.exanpl e: 15687).

2. Use SRV records [RFC2782]. Unfortunately, the nmajority of
browsers do not support this record type.

The DDNS client and DDNS server are to be updated so that an
alternate port nunber is signaled and stored by the DDNS server.
Requesting remote hosts will be then notified with the IP address and
port nunber to reach the server.

2.2. Create Explicit Mppings for Incom ng Connections

PCP is used to install the appropriate nmapping(s) in the CGN so that
i ncom ng packets can be delivered to the appropriate server.

2.3. Detect Changes

In a network as described in Figure 1, a DDNS client/PCP client can
be running on either a CPE or the host that is hosting sone services
itself. There are several possible ways to address the probl ens
stated in Section 1.1:

1. If the DDNS client is enabled, the host periodically issues
(e.g., 60 mnutes) PCP MAP requests (e.g., nessages 1 and 2 in
Figure 1) with short lifetinmes (e.g., 30s) for the purpose of
inquiring an external |P address and setting. |If the purpose is
to detect any change to the external port, the host nust issue a
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PCP mapping to install for the internal server. Upon change of
the external |P address, the DDNS client updates the records
accordingly (e.g., nmessage 3 in Figure 1).

2. If the DDNS client is enabled, it checks the | ocal mapping table
mai ntai ned by the PCP client. This process is repeated
periodically (e.g., 5 minutes, 30 nmnutes, 60 mnutes). |If there
is no PCP mapping created by the PCP client, it issues a PCP MAP
request (e.g., nessages 1 and 2 in Figure 1) for the purpose of
inquiring an external |P address and setting up port forwarding
mappi ngs for incom ng connections. Upon change of the externa
| P address, the DDNS client updates the records in the DDNS
server, e.g., nessage 3 in Figure 1

3. DDNS updat es

(i f any)
Fom e e e oo - + o e oo +
| DDNS C i ent | 1. PCP MAP request | CGN PCP Server
|PCP Cient/IW |------------------- >| (PCP mappi ng for]|80: 8080+------ +
| on CPE or | 2. PCP MAP response | port forwarding)|<------ | Cient]|
| the host itself|<------------------- | | LEEEEEE +
| | 3. DDNS updat es | |
| | (if any) | |
| R R RREEEREEE > |
S TR + TR +
| WF = | nternetworking Function

Figure 1: Fl ow Chart
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3. Sone Depl oynent Sol utions
3.1. Reference Topol ogy

Figure 2 illustrates the topol ogy used for the depl oyment sol utions
el aborated in the foll ow ng subsecti ons.

e S S R + S S S R + oo +
| Service | | DDNS | | Cav | | PCP | | Servers
| User |---] Server|----| PCP |---] Cdient |---] |
I I I | Server | | /DDNS | | I
I | I I | | Qient | | I
oo S R SRR + - S R SRR + oo +

A user DDNS Ser ver AFTR B4( CPE) A host
from I nternet behi nd B4

Figure 2: Inplenentation Topol ogy
Figure 2 involves the following entities:

0 Servers: Refers to the servers that are deployed in the DS-Lite
network, or nmore generally, an |IP address-sharing environnent.
They are usually running on a host that has been assigned with a
private | Pv4 address. Having created a proper mapping via PCP in
the Address Fam |y Transition Router (AFTR), these services have
been nade available to Internet users. The services may provide
web, FTP, SIP, and other services though these nay not be able to
be seen as using a well-known port fromthe outside anynore, in
the I P address-sharing context.

0 B4(CPE): An endpoint of an IPv4-in-1Pv6 tunnel [RFC6333]. A PCP
client together with a DDNS client are running on it. After a PCP
client establishes a mapping on the AFTR, an end user nay register
its domain nane and its external |Pv4 address plus port nunber to
its DDNS service provider (DDNS server), manually or automatically
by a DDNS client. Later, |ikew se, end users may nmanual ly
announce or |let the DDNS client automatically announce | P address
and/ or port changes to the DDNS server.

0 AFTR Responsible for naintaining mappi ngs between an | Pv6
address, the internal IPv4 address plus internal port, and the
external |Pv4 address plus port [RFC6333].

o DDNS server: Maintains a table that associates a regi stered domain
nane and a regi stered host’s external |Pv4 address/port numnber
pair. \When being notified of |IP address and port nunber changes
froma DDNS client, the DDNS server announces the updates to DNS
servers on behalf of the end user. [RFC2136] and [ RFC3007] may be
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3.

used by DDNS servers to send updates to DNS servers. |n nany
current practices, a DDNS service provider usually announces its
own | P address as the registered domai n names of end users. When
HTTP requests reach the DDNS server, they may enpl oy URL
Forwardi ng or HTTP 301 redirection to redirect the request to a
proper registered end user by |ooking up the mmintained |ink
tabl e.

0 Service users: Refers to users who want to access services behind
an | P address-sharing network. They issue standard DNS requests
to locate the services, which will Iead themto a DDNS server,
provi ded that the requested services have been registered to a
DDNS service provider. The DDNS server will then handle the rest
in the same way as descri bed before.

For Web Service

Current DDNS server inplenentations typically assune that the end
servers host web servers on the default 80 port. |In the DS-Lite
context, they will have to take into account that external ports
assigned by the AFTR may be any nunber other than 80, in order to

mai ntai n proper mappi ng between domai n nanes and the external |P plus
port. If a proper mapping is maintained, the HTTP request woul d be
redirected to the AFTR, which serves the specific end host that is
runni ng the servers.

Fi gure 3 depicts how nmessages are handled in order to be delivered to
the right server.

Web Visitor DDNS Server AFTR B4( CPE) Web Server
behi nd B4

| HTTP CET* | | |

|- > | |

| ip_DDNS server | ------------- >| |

| | HTTP 301 | |

| R | |

| |

LT L EPE PP DRORE PR PR PRERPRPRE >]

Figure 3: HITP Service Messages
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When a web user sends out an HTTP GET nessage to the DDNS server
after a standard DNS query, the DDNS server redirects the request to
a registered web server, in this case, by responding with an HITP 301
message. Then, the HTTP GET message will be sent out to the AFTR
which will in turn find the proper hosts behind it. For sinmplicity,
nessages anong AFTR, B4, and the web server behind B4 are not shown
conpl etely; for communi cati ons anong those nodes, refer to [ RFC6333].

3.3. For Non-web Service

For non-web services, as nentioned in Section 2, other neans will be
needed to i nformthe users about the service information.

[ RFC6763] includes an exanmpl e of a DNS-based solution that allows an
application running in the end user’s device to retrieve service-
related i nformati on via DNS SRV/ TXT records and |ist avail abl e
services. In a scenario where such an application is not applicable,
the follow ng provides another solution for a third party, e.g., a
DDNS service provider, to disclose services to Internet users.

A web portal can be used to list available services. A DDNS server
mai ntains a web portal for each user’'s Fully Qualified Domain Nanme
(FQN), which provides service links to users. Figure 4 assunes
"websrv. exanpl e.comt is a user’s FQDN provided by a DDNS service
provi der.
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e + e + I + Internet +------- +
| DDNS Client /| | DDNS Server /| | DNS Server| | Vi sitor]
| Web Server | | Wb Portal | | | |
Fom e e e e oo - + Fom e e e e oo - + Fomm oo - + S +
register |
e e e e e oo - >|
websrv. exanpl e.com | update DNS
192.0. 2. 1: 2000 | <----mmeea--- >

| portal’'s IP

websrv. exanpl e. com

|
|
|
|

| websrv. exanpl e. com
|
|
|
|
|
|
| get portal’s IP
|

N
|
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I
\Y

Figure 4. Update Wb Porta

The DDNS client registers the server’s information to the DDNS
server, including the public IP address and port obtained via PCP
the user’s FQDN, and other necessary information. The DDNS server
al so behaves as a portal server; it registers its |P address, port
nunber, and the user’s FQDN to the DNS system so that visitors can
access the web portal.

A DDNS server also maintains a web portal for each user’s FQDN and
updates the portal according to registered information fromthe DDNS
client. When a visitor accesses "websrv. exanpl e.conf, a DNS query
will resolve the portal server’'s address and port nunber, and the
visitor will see the portal and the avail abl e servi ces.

Deng, et al. I nf or mati onal [ Page 10]



RFC 7393 PCP DDNS Updat es Noverber 2014

Portal : websrv. exanpl e. com

Servi cel: web server

| |
| |
| |
| Li nk: http://192.0. 2. 1: 2000 |
| |
| Service2: video |
| Li nk: rtsp://192.0.2.1:8080/test. sdp

| |
| |
| |
o m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeem—oa s +

Figure 5: An Exanple of a Wb Portal

As shown in Figure 5, the web portal shows the service URLs that are
avai l able to be accessed. Miltiple services are accessible per a

user’s FQDN

Sone applications that are not HTITP based can al so be delivered using
this solution. Wen a user clicks on a link, the registered
application in the client OS will be invoked to handle the |link. How
this can be achieved is out of the scope of this docunent.

4. Security Considerations

Thi s docunent does not introduce a new protocol, nor does it specify
prot ocol extensions. Security-related considerations related to PCP
[ RFC6887] and DS-Lite [RFC6333] should be taken into account.

The protocol between the DDNS client and DDNS server is proprietary
in nmost cases; some extensions nay be necessary, which is up to the
DDNS operators. These operators shoul d enforce security-rel ated

policies in order to keep illegitimte users fromaltering records
installed by legitimate users or installing fake records that would
attract illegitimate traffic. Means to protect the DDNS server

agai nst Deni al of Service (DoS) should be enabled. Note that these
consi derations are not specific to address-sharing contexts but are
valid for DDNS services in general
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