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Abst ract

Thi s docunent defines a reference path for Large-scal e Measurenment of
Br oadband Access Perfornmance (LMAP) and measurenent points for
commonl y used performance nmetrics. Oher simlar nmeasurenent
projects may al so be able to use the extensions described here for
neasur enent point |ocation. The purpose is to create an efficient
way to describe the location of the nmeasurenent point(s) used to
conduct a particul ar measurenent.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7398.
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1. Introduction

Thi s docunent defines a reference path for Large-scal e Measurement of
Br oadband Access Perfornmance (LMAP) or simlar neasurenent projects.
The series of IP Performance Metrics (I PPM RFCs have devel oped terns
that are generally useful for path description (see Section 5 of

[ RFC2330]). There are a limted nunber of additional terns defined
in this neno.

The reference path (see Section 3.1 and Figure 1 of [Y.1541],

i ncl udi ng the acconpanyi ng di scussion) is usually needed when
attenpting to communi cate precisely about the conponents that
conprise the path, and is often expressed in terms of their nunber
(hops) and geographic location. This neno takes the path definition
further by establishing a set of nmeasurenent points along the path
and ascribing a uni que designation to each point. This topic has
been previously devel oped in Section 5.1 of [RFC3432] and as part of
the updated framework for conposition and aggregation in Section 4 of
[ RFC5835]. Section 4.1 of [RFC5835] defines the term "neasurenent
poi nt".

Measurenent points and the paths they inhabit are often described in

general terns, |ike "end-to-end", "user-to-user"”, or "access". These
terms alone are insufficient for the scientific nethod, since we need
to clarify issues such as: Wat is an end? Were is a user |ocated?

I's the hone network included?

As an illustrative exanmple, consider a neasurenment agent in an LMAP
system \Wen it reports its neasurenment results, rather than
detailing its IP address and that of its neasurement peer, it nmay
prefer to describe the neasured path segnent abstractly (perhaps for
privacy reasons), e.g., 'froma nmeasurenent agent at a hone gateway
to a neasurenment peer at a DSLAM’' This neno provides the definition
for such abstract ’'neasurenent points’ and, therefore, the portion of
"reference path’ between them

The notivation for this neno is to provide an unanbi guous franework
to describe nmeasurenent coverage or scope of the reference path.

This is an essential part of the netadata to descri be neasurenent
results. Measurenments conducted over different path scopes are not a
valid basis for performance comparisons. W note that additiona
nmeasur enent context information may be necessary to support a valid
conpari son of results.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Purpose and Scope

The scope of this neno is to define a reference path for LVAP
activities with a sufficient level of detail to determ ne the

| ocation of different nmeasurenment points along a path without
anmbiguity. These conventions are likely to be useful in other
neasurenent projects and to describe the applicabl e neasurenent scope
for some netrics.

The connection between the reference path and specific network
technologies (with differing underlying architectures) is within the
scope of this neno, and exanples are provided. Both wired and

Wi rel ess technol ogies are in scope.

The purpose is to create an efficient way to describe the |ocation of
the measurenent point(s) used to conduct a particul ar nmeasurenent so

that the measurenent result will be adequately described in terns of
scope or coverage. This should serve nany neasurement uses,
i ncl udi ng:

o diagnostic, where the sanme netric would be neasured on different
sub- pat hs bounded by measurement points (see Section 4.10 of
[ RFC5835]), for example, to isolate the sub-path contributing the
majority of inpairnent |evels observed on a path.

0 conparison, where the sanme netric may be nmeasured on equival ent
portions of different network infrastructures, for exanple, to
conpare the performance of wired and wrel ess home network
t echnol ogi es.

3. Terns and Definitions
This section defines key ternms and concepts for this neno.

3.1. Reference Path
A reference path is a serial conbination of hosts, routers, swtches,
i nks, radios, and processing el enments that conprise all the network
el ements traversed by each packet in a flow between the source and
destination hosts. A reference path also indicates the various

boundari es present, such as adm nistrative boundaries. A reference
path is intended to be equally applicable to all IP and Iink-Iayer
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net wor ki ng technol ogi es. Therefore, the conmponents are generically
defined, but their functions should have a clear counterpart or be
obviously omitted in any network architecture.

3.2. Subscri ber

A subscriber is an entity (associated with one or nore users) that is
engaged in a subscription with a service provider. The subscriber is
al l owed to subscribe and unsubscribe to services and to register a

user or a list of users authorized to enjoy these services. [Q 1741]

Both the subscriber and service provider are allowed to set the

limts relative to the use that associ ated users nmake of subscri bed
servi ces.

3.3. Dedicated Conmponent (Links or Nodes)

Al'l resources of a dedicated conponent (typically a link or node on
the reference path) are allocated to serving the traffic of an

i ndi vi dual subscriber. Resources include transm ssion time-slots,
gueue space, processing for encapsul ati on and address/ port

transl ation, and others. A dedicated conponent can affect the
performance of the reference path or the performance of any sub-path
where the conponent is involved.

3.4. Shared Component (Links or Nodes)

A component on the reference path is designated a "shared conponent"”
when the traffic associated with nmultiple subscribers is served by
conmon resour ces.

3.5. Resource Transition Point

This is a point between dedicated and shared components on a
reference path that may be a point of significance and is identified
as a transition between two types of resources.

3.6. Service Denarcation Point

This is the point where a service managed by the service provider
begi ns (or ends) and varies by technol ogy. For exanple, this point
is usually defined as the Ethernet interface on a residential gateway
or nodem where the scope of a packet transfer service begins and
ends. In the case of a WFi service, this would be an air interface
within the intended service boundary (e.g., walls of the coffee
shop). The denarcation point nmay be within an integrated endpoint
using an air interface (e.g., Long-Term Evol ution User Equi pnent (LTE
UE)). Owmnership does not necessarily affect the demarcation point; a
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3.

subscri ber may own all equipnent on their premses, but it is likely
that the service provider will certify such equi pnent for connection
to their network or that a third-party will certify standards
conpl i ance.

7. Managed and Unmanaged Sub- pat hs

Service providers are responsible for the portion of the path they
manage. However, npst paths involve a sub-path that is beyond the
managenment of the subscriber’s service provider. This neans that
private networks, w reless networks using unlicensed frequencies, and
the networks of other service providers are designated as unmanaged
sub-paths. The service demarcation point always divides managed and
unmanaged sub- pat hs.

4. Reference Path
This section defines a reference path for Internet comrunication
Subsc. -- Private -- Private -- Service-- Intra IP -- GRA -- Transit
devi ce Net #1 Net #2 Demar c. Access [en GRA GW
Transit -- GRA -- Service -- Private -- Private -- Destination
GRA GW Gw Denar c. Net #n Net #n+1 Host

GRA = d obally Routabl e Address
GW = Gat eway

Figure 1. Reference Path

The following are descriptions of reference path conponents that may
not be clear fromtheir nane al one.

0 Subsc. (Subscriber) device - This is a host that normally
originates and term nates conmuni cati ons conducted over the IP
packet transfer service.

o Private Net #x - This is a network of devices owned and operated
by the Internet service subscriber. |In sone configurations, one
or nore private networks and the device that provides the service
demarcati on point are collapsed in a single device (ownership may
shift to the service provider); this should be noted as part of
the path description.
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o Intra IP Access - This is the first point in the access
architecture, beyond the service denarcation, where a globally
routable I P address is exposed and used for routing. In
architectures that use tunneling, this point may be equivalent to
the G obally Routable Address Gateway (GRA GN. This point could
al so coll apse to the device providing the service demarcation, in
principle. Only one Intra | P Access point is shown, but they can
be identified in any access network.

0 CGRA GW- This is the point of interconnection between a service
provider’s administrative domain and the rest of the Internet,
where routing will depend on the GRAs in the |IP header.

o Transit GRA GW- If one or nore networks intervene between the
service provider’s access networks of the subscriber and of the
destinati on host, then such networks are designated "transit" and
are bounded by two transit GRA G/é.

Use of nultiple IP address famlies in the measurenent path nust be
noted, as the conversions between |Pv4 and I Pv6 certainly influence
the visibility of a GRA for each fanmily.

In the case that a private address space is used throughout an access
architecture, then the Intra | P Access points nust use the sane
address space as the service demarcation point, and the Intra IP
Access points must be selected such that a test between these points
produces a useful assessment of access performance (e.g., includes
both shared and dedi cated access link infrastructure).

5. Measurenent Points

A key aspect of neasurenment points, beyond the definition in

Section 4.1 of [RFC5835], is that the innernost |P header and higher-
| ayer information nust be accessible through sone nmeans. This is
essential to measure IP netrics. There may be tunnels and/or other

| ayers that encapsul ate the innernost |P header, even addi ng anot her
| P header of their own.

In general, measurenent points cannot always be | ocated exactly where
desired. However, the definition in [RFC5835] and the discussion in
Section 5.1 of [RFC3432] indicate that allowances can be nmade; for
exanple, it is nearly ideal when there are deterministic errors that
can be quantified between desired and actual neasurenent points.
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The figure below illustrates the assignment of neasurenent points to
sel ected components of the reference path.

Subsc. -- Private -- Private -- Service-- Intra IP -- GRA -- Transit
devi ce Net #1 Net #2 Denar c. Access GwW GRA GW
np000 npl00 npl50 npl190 np200
Transit -- GRA -- Service -- Private -- Private -- Destination
GRA GW Gw Demar c. Net #n Net #n+1 Host
nmpX90 nmp890 nmp800 nmp900

GRA = d obal ly Routabl e Address
GW = Gat eway

Figure 2: Reference Path with Measurenment Point Designations

Each neasurenment point on a specific reference path MUST be assi gned
a unique nunber. To facilitate interpretation of the results, the
nmeasuri ng organi zati on (and whoever it shares results with) MJST have
an unanbi guous under standi ng of what path or point was nmeasured. In
order to achieve this, a set of numbering reconmendations foll ow.

When comunicating the results of neasurenents, the measuring

organi zati on SHOULD supply a diagramsimlar to Figure 2 (with the
technol ogy-specific information in exanples that follow) and MJST
supply it when additional measurenment point nunbers have been defined
and used (with sufficient detail to identify measurement |ocations in
the path).

| deal |y, the consunmer of neasurenent results would know the | ocation
of a measurement point on the reference path fromthe neasurenent
poi nt nunber al one; the recomendati ons bel ow provide a way to
acconplish this goal. Although the initial nunbering may be fully
conpliant with this system changing circunstances could, over tinme,
| ead to gaps in network nunbers or non-nbnotoni c neasurement point
nunber assignnents along the path. Such circunstances coul d i ncl ude
growt h, consolidation, re-arrangenent, and change of ownership of the
networ k. These are exanpl es of reasonable causes for nunbering

devi ations that nust be identified on the reference path diagram as
requi red above.

Wil e the nunbering of a neasurenent point is in the context of a
particular path, for sinplicity, the measuring organization SHOULD
use the sanme nunbering for a device (playing the same role) on al
the measurenent paths through it. Sinmilarly, whilst the neasurenent
poi nt nunmbering is in the context of a particular measuring

organi zation, organizations with simlar technol ogi es and
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architectures are encouraged to coordi nate on | ocal nunbering and
di agr ams.

The neasurenent point nunbering system npXnn, has two i ndependent
parts:

1. The X in npXnn indicates the network number. The network with
the subscriber’s device is network 0. The network of a different
organi zation (admi nistrative or ownership domains) SHOULD be
assigned a different nunber. Each successive network number
SHOULD be one greater than the previous network’s number. Two
circunst ances nmake it necessary to designate X=9 in the
destination host’s network and X=8 for the service provider
network at the destination

A.  The nunber of transit networks is unknown.
B. The nunber of transit networks varies over tine.

2. The nn in nmpXnn indicates the measurenent point and is locally
assigned by network X. The foll ow ng conventions are suggest ed:

A. 00 SHOULD be used for a neasurenment point at the subscriber’s
device and at the service denarcation point or GNnearest to
the subscriber’s device for transit networks.

B. 90 SHOULD be used for a neasurenment point at the GWof a
network (opposite fromthe subscriber’s device or service
demar cat i on) .

C. In nost networks, neasurenent point nunbers SHOULD
nonot oni cally increase fromthe point nearest the
subscriber’s device to the opposite network boundary on the
path (but see item D for an exception).

D. Wien a destination host is part of the path, 00 SHOULD be
used for a nmeasurenent point at the destination host and at
the destination's service demarcation point. Measurenent
poi nt nunbers SHOULD nonotonically increase fromthe point
nearest the destination’s host to the opposite network
boundary on the path ONLY in these networks. This
directional nunbering reversal allows consistent 00
designati on for end hosts and service demarcation

E. 50 MAY be used for an internedi ate neasurenent point of
significance, such as a Network Address Transl ator (NAT).
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F. 20 MAY be used for a traffic aggregation point, such as a
Di gital Subscriber Line Access Miltiplexer (DSLAM within a
net wor k.

G Any ot her measurement points SHOULD be assi gned unused
i ntegers between 01 and 99. The assi gnnent SHOULD be stable
for at least the duration of a particular neasurenment study
and SHOULD avoi d nunbers that have been assigned to ot her
| ocations within network X (unless the assignnment is
consi dered sufficiently stale). Subnetworks or domains
within a network are useful |ocations for neasurenment points.

When suppl ying a diagram of the reference path and neasurenent

poi nts, the operator of the neasurenent system MJST indicate the

ref erence path, the nunmbers (nmpXnn) of the measurenent points, and
the technol ogy-specific definition of any neasurenment point other
than X00 and X90 with sufficient detail to clearly define its
location (simlar to the technol ogy-specific exanples in Section 6 of
this docunent).

I f the number of internedi ate networks (between the source and
destination) is not known or is unstable, then this SHOULD be

i ndicated on the diagram and results from nmeasurenment points within
those networks need to be treated with caution

Not es:

o The terminology "on-net" and "off-net" is sometines used when
referring to the subscriber’s Internet Service Provider (ISP)
nmeasurenent coverage. Wth respect to the reference path, tests
bet ween npl00 and npl90 are "on-net".

o Wdely depl oyed broadband | nternet access measurenments have used
pass-t hrough devices [SK] (at the subscriber’s location) directly
connected to the service demarcation point; this would be |ocated
at npl00.

o The networking technol ogy nmust be indicated for the nmeasurenent
poi nts used, especially the interface standard and confi gured
speed (because the neasurement connectivity itself can be a
l[imting factor for the results).
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o If it can be shown that a link connecting to a nmeasurenent point
has reliably determ nistic performance or negligible inmpairnents,
then the renote end of the connecting link is an equival ent point
for some met hods of measurement (although those met hods shoul d
describe this possibility in detail, it is not in scope to provide
such nethods here). |In any case, the presence of a |link and
cl ai med equi val ent nmeasurenent point rmust be reported.

0 Some access network architectures may have an additional traffic
aggregati on device between npl00 and npl50. Use of a neasurenent
point at this |location would require a |ocal nunber and di agram

0o A Carrier Grade NAT (CGAN) deployed in the service provider’'s
access network woul d be positioned between npl00 and nmpl90, and
the egress side of the CG\ may be designhated npl50. npl50 is
general ly an internedi ate nmeasurenent point in the same address
space as npl90.

o In the case that private address space is used in an access
architecture, npl00 nay need to use the sane address space as its
"on-net" neasurenment point counterpart so that a test between
these points produces a useful assessnent of network performance.
Tests between np000 and npl00 could use a different private
address space, and when the globally routable side of a CGNis at
npl50, the private address side of the CGN could be designated
nmp149 for tests with npl00.

o Measurenent points at transit GRA GM are numbered npX00 and
npX90, where X is the | owest positive integer not already used in
the path. The GWof the first transit network is shown wth point
np200 and the last transit network GWwi th nmpX90.

6. Exanples of Reference Paths with Various Technol ogi es
This section and those that follow are intended to provi de exampl e

mappi ngs between particul ar network technol ogi es and the reference
pat h.
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We provide an exanple for 3G cellul ar access bel ow.

Subscri ber -- Private --- Service ------------- GRA --- Transit
devi ce Net #1 Demar c. [en GRA GW
nmp000 npl100 nmpl190 nmp200
| UE | RAN+Cor e | GGSN__|
| Unmanaged sub-path | Managed sub-path |
GRA = d obally Rout abl e Address
GW = Gat eway
UE = User Equi pnent
RAN = Radi o Access Network
GGSN = Gateway General Packet Radio Service (GPRS) Support Node

Figure 3: Exanple of Reference Path with 3G Cel |l ul ar Access
Next, we provide an exanple of DSL access. Consider the case where:

o The Custoner Prem ses Equi pnent (CPE) has a NAT device that is
configured with a public |IP address.

o0 The CPE consists of a wired residential GNand nodeminternally
connected (via Private Net #2) to an enbedded hone router and W Fi
access point (Private Net #1). All subscriber devices (UE) attach
to the CPE through the WFi access. nmpl00 is on the nodem si de of
Private Net #2.

We believe this is a fairly common configuration in some parts of the
world and is fairly sinple as well.

This case would map into the defined reference nmeasurenent points as
fol | ows:

Subsc. -- Private -- Private -- Service-- Intra I[P -- GRA -- Transit
devi ce Net #1 Net #2 Denar c. Access Gw GRA GW
np000 nmpl100 nmp150 nmp190 nmp200
[--UBE--]------------ CPE/ NAT-------- | ------ | -BRAS-|------ |
[------ DSL Net wor k- - - |
Unmanaged sub-path | __Managed sub-path__|
GRA = d obal l y Rout abl e Address

Gw
BRAS

Gat eway
Br oadband Renpte Access Server

Figure 4: Exanple of Reference Path with DSL Access
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Consi der anot her access network case where:

0 The CPE is a NAT device that is configured with a private IP
addr ess.

o There is a CG\ | ocated deep in the access | SP network.

o The CPE is a home router that has also an incorporated a WFi
access point and this is the only networking device in the hone
network, all endpoints attach directly to the CPE through the W Fi
access.

We believe this is becoming a fairly common configuration in sone
parts of the world.

This case would map into the defined reference measurenment points as

foll ows:
Subsc. -- Private ------------- Service-- Intra IP -- GRA -- Transit
devi ce Net #1 Demar c. Access [en GRA GW
np000 nmpl100 nmp150 nmpl190 nmp200
[--UE--]------------ CPE/ NAT-------- [ ------ |-CaN-|------ |
| - - Access Networ k- - -

| Unmanaged sub-path | _Managed sub-path__|

GRA = d obally Routabl e Address

GW = Gat eway

CGN = Carrier Gade NAT

Figure 5: Exanple of Reference Path with CGN
7. Exanple of Reference Path with Resource Transition

This section gives an exanpl e of shared and dedi cated portions with
the reference path. This exanple shows two resource transition
poi nts.

Consi der the case where:

o0 The CPE consists of a wired residential GNand nodem (Private Net
#2) connected to a WFi access point (Private Net #1). The
subscri ber device (UE) attaches to the CPE through the WFi
access.

0o The WFi subnetwork (Private Net #1) shares unlicensed radio
channel resources with other WFi access networks (and potentially
ot her sources of interference); thus, this is a shared portion of
t he path.
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o0 The wired subnetwork (Private Net #2) and a portion of the service
provider’'s network are dedicated resources (for a single
subscriber); thus, there is a resource transition point between
Private Net #1 and Private Net #2

0o Subscriber traffic shares common resources with other subscribers
upon reaching the CGN, thus, there is a resource transition point
and further network conponents are designated as shared resources.

We believe this is a fairly common configuration in parts of the
wor | d.

This case would map into the defined reference nmeasurenent points as

foll ows:
Subsc. -- Private -- Private -- Access -- Intra IP -- GRA -- Transit
devi ce Net #1 Net #2 Denar c. Access eny GRA GW
np000 np100 np150 np190 np200
| --UBE--]------------ CPE/ NAT-------- | ------ | -CON\N-|------
| W Fi | 1000Base-T | - - Access Network- - -
| - Shared--|RT|------ Dedi cated------ | RT |----- Shared------ -
Unmanaged sub-path | _Managed sub-path__|
GRA = d obal |l y Routabl e Address

Gw
RT

Gat eway
Resource Transition Point

Figure 6: Exanple of Reference Path with Two Reference Transition
Poi nt s

8. Security Considerations

Specification of a reference path and identification of neasurenent
points on the path represent agreenents anong interested parties.
They present no threat to the inplenentors of this neno, or to the
Internet resulting frominpl enentati on of the guidelines provided
her e.

Attacks at end hosts or identified nmeasurenent points are possible.
However, there is no requirenent to include |IP addresses of hosts or
ot her network devices in a reference path with neasurenent points
that is conpliant with this menb. As a result, the path diagrans

wi th neasurenent point designation nunbers do not aid such attacks.

Most network operators’ diagranms of reference paths will bear a close

resenbl ance to simlar diagranms in rel evant standards or other
publicly avail abl e docunents. However, when an operator nust include
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9.

9.

atypical network details in their diagram e.g., to explain why a

| onger | atency neasurenent is expected, then the diagramreveal s sone
topol ogi cal details and should be marked as confidential and shared
with others under a specific agreenent.

When consi dering privacy of those involved in neasurenment or those
whose traffic is nmeasured, there may be sensitive informtion

comuni cated to recipients of the network diagrams illustrating paths
and neasuremnment points described above. W refer the reader to the
privacy considerations described in the Large Scal e Measurenent of

Br oadband Performance (LMAP) Framework [LMAP- FRAVEWORK], which covers
active and passive nmeasurenent techniques and supporting material on
neasur enent context. For exanple, the value of sensitive information
can be further diluted by sunmarizi ng neasurenment results over many

i ndi vidual s or areas served by the provider. There is an opportunity
enabl ed by form ng anonynmity sets described in [ RFC6973] based on the
reference path and measurenent points in this meno. For exanple, al
neasurenents fromthe subscriber device can be identified as "np000",
i nstead of using the IP address or other device information. The
same anonymi zation applies to the Internet service provider, where
their Internet gateway would be referred to as "npl90".
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