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1. Introduction

In recent times, networked el ectronic devices have found an

i ncreasi ng nunber of applications in various fields. Yet, for
reasons ranging fromoperational application to economcs, these

wi red and wirel ess devices are often supplied with mni num physica
resources; the constraints include those on conmputational resources
(RAM cl ock speed, and storage) and conmmuni cation resources (duty
cycle, packet size, etc.) but also formfactors that may rul e out
user-access interfaces (e.g., the housing of a small stick-on swtch)
or sinmply safety considerations (e.g., with gas neters). As a
consequence, the resulting networks are nore prone to loss of traffic
and other vulnerabilities. The proliferation of these Low Power and
Lossy Networks (LLNs), however, are drawing efforts to exam ne and
address their potential networking challenges. Securing the

est abl i shnent and mai nt enance of network connectivity anmpong these
depl oyed devi ces becones one of these key chall enges.
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Thi s docunent presents a threat analysis for securing the Routing
Protocol for LLNs (RPL). The process requires two steps. First, the
analysis will be used to identify pertinent security issues. The
second step is to identify necessary counterneasures to secure RPL

As there are nmultiple ways to solve the problem and the specific
trade-offs are depl oynent specific, the specific countermeasure to be
used is detailed in applicability statenents.

Thi s docunent uses a nodel based on [ISOQO 7498-2.1989], which

descri bes authentication, access control, data confidentiality, data
integrity, and non-repudi ation security services. This docunent
expands the nodel to include the concept of availability. As
expl ai ned bel ow, non-repudi ati on does not apply to routing protocols.

Many of the issues in this docunent were also covered in the | AB
Smart Obj ect Workshop [ RFC6574] and the | AB Smart (hject Security
Wor kshop [ RFC7397] .

Thi s docunent concerns itself with securing the control-plane
traffic. As such, it does not address authorization or

aut hentication of application traffic. RPL uses nulticast as part of
its protocol; therefore, mechanisns that RPL uses to secure this
traffic mght also be applicable to the Multicast Protocol for Low
Power and Lossy Networks (MPL) control traffic as well: the inportant
part is that the threats are simlar

2. Relationship to Gther Docunents

Routing Over Low Power and Lossy (ROLL) networks has specified a set
of routing protocols for LLNs [ RFC6550]. A nunber of applicability
texts describe a subset of these protocols and the conditions that
make the subset the correct choice. The text recommends and
notivates the acconpanyi ng paraneter value ranges. Miltiple
applicability domai ns are recogni zed, including Building and Home and
Advanced Metering Infrastructure. The applicability domains

di stingui sh thenselves in the way they are operated, by their
performance requirenents, and by the npbst probable network
structures. FEach applicability statenent identifies the

di stingui shing properties according to a conmon set of subjects
described in as many sections.

The common set of security threats herein are referred to by the
applicability statements, and that series of docunments describes the
preferred security settings and solutions within the applicability
statenment conditions. This applicability statement may recomend
nore |ightweight security solutions and specify the conditions under
whi ch these solutions are appropriate.
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3.

Ter m nol ogy

Thi s docunent adopts the termi nology defined in [ RFC6550], [RFC4949],
and [ RFC7102].

The terns "control plane" and "forwarding plane" are used in a manner
consistent with Section 1 of [RFC6192].

The term "Destination-Oiented DAG (DODAG " is from [ RFC6550] .

Ext ensi bl e Aut hentication Protocol - Transport Layer Security
(EAP-TLS) is defined in [ RFC5216].

The Protocol for Carrying Authentication for Network Access (PANA) is
defined in [ RFC5191].

Counter with CBC-MAC (CCM node is defined in [ RFC3610].

The term "sl eepy node", introduced in [RFC7102], refers to a node
that may sonetinmes go into a | ow power state, suspending protoco
conmuni cat i ons.

The terms Service Set ldentifier (SSID), Extended Service Set
Identifier (ESSID), and Personal Area Network (PAN) refer to network
identifiers, defined in [I| EEE. 802.11] and [I| EEE. 802. 15. 4].

Al though this is not a protocol specification, the key words "MJST",
"MUST NOT", "REQUI RED', "SHALL", "SHALL NOT', "SHOULD', "SHOULD NOT",
" RECOVMENDED"', "NOT RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] in order to
clarify and enphasi ze the guidance and directions to inplenmenters and
depl oyers of LLN nodes that utilize RPL

Consi derations on RPL Security

Routing security, in essence, ensures that the routing protoco
operates correctly. It entails inplenenting nmeasures to ensure
control |l ed state changes on devi ces and network el enents, both based
on external inputs (received via conmunications) or internal inputs
(physi cal security of the device itself and paraneters maintai ned by
the device, including, e.g., clock). State changes woul d thereby

i nvol ve not only authorization of the injector’s actions,

aut hentication of injectors, and potentially confidentiality of
routing data, but also proper order of state changes through
timeliness, since seriously delayed state changes, such as commands
or updates of routing tables, may negatively inpact system operation
A security assessment can, therefore, begin with a focus on the
assets [ RFC4949] that may be the target of the state changes and the
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access points in terns of interfaces and protocol exchanges through
whi ch such changes may occur. In the case of routing security, the
focus is directed towards the el enents associated with the

est abl i shnent and mmi nt enance of network connectivity.

This section sets the stage for the devel opnent of the anal ysis by
appl yi ng the systemati c approach proposed in [ Myagnmar 2005] to the
routing security, while also drawing references from other revi ews
and assessnments found in the literature, particularly [ RFC4593] and
[ Karl of 2003] (i.e., selective forwardi ng, wormhol e, and sinkhol e
attacks). The subsequent subsections begin with a focus on the

el ements of a generic routing process that is used to establish
routing assets and points of access to the routing functionality.
Next, the security nodel based on [|ISO 7498-2.1989] is briefly
descri bed. Then, consideration is given to issues specific to or
anplified in LLNs. This section concludes with the formulation of a
set of security objectives for RPL

4.1. Routing Assets and Points of Access

An asset is an inportant systemresource (including informtion,
process, or physical resource); the access to and corruption or |o0ss
of an asset adversely affects the system |In the control-plane
context, an asset is information about the network, processes used to
nmanage and mani pul ate this data, and the physical devices on which
this data is stored and nani pul ated. The corruption or |oss of these
assets may adversely inpact the control plane of the network. Wthin
the sane context, a point of access is an interface or protocol that
facilitates interaction between control -plane assets. Identifying
these assets and points of access will provide a basis for
enunerating the attack surface of the control plane.

A level -0 data flow diagram [ Yourdonl1979] is used here to identify
the assets and points of access within a generic routing process.
The use of a data flow diagramallows for a clear and conci se node
of the way in which routing nodes interact and process information;
hence, it provides a context for threats and attacks. The goal of
the nodel is to be as detail ed as possible so that corresponding
assets, points of access, and processes in an individual routing
protocol can be readily identified.

Figure 1 shows that nodes participating in the routing process
transmt nessages to di scover neighbors and to exchange routing

i nformation; routes are then generated and stored, which nmay be

mai ntai ned in the formof the protocol forwarding table. The nodes
use the derived routes for making forwardi ng deci sions.
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|hbde_i|<---;--->(Routing Nei ghbor
: D scovery)------------ >Nei ghbor Topol ogy
_______ Fmm e - -
. : |
| Node_j | <------- >( Rout e/ Topol ogy e +
: Exchange) |
| v -
+---->(Route CGeneration)--->Routes
-t -
. |
Routi ng on Node k
_ |
| For war di ng |
|on Node_ | | <-----mmmmmm e +
Not at i on:
(Proc) A process Proc

t opol ogy A structure storing neighbor adjacency (parent/child)

rout es A structure storing the forwardi ng i nformati on base (FI B)

| Node_n| An external entity Node n

------- > Data flow

Figure 1. Data Fl ow Di agram of a Generic Routing Process
Fi gure 1 shows the follow ng:
0 Assets include
* routing and/or topology information;
* route generation process;

* comuni cation channel resources (bandw dth);
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* node resources (computing capacity, nmenory, and remaining
energy); and

* node identifiers (including node identity and ascri bed
attributes such as relative or absolute node | ocation).

o Points of access include
* nei ghbor discovery;
* route/topol ogy exchange; and
* node physical interfaces (including access to data storage).

A focus on the above |list of assets and points of access enables a
nore directed assessnent of routing security; for exanple, it is
readi | y understood that sone routing attacks are in the form of
attenpts to m srepresent routing topology. |Indeed, the intention of
the security threat analysis is to be conprehensive. Hence, sone of
the discussion that follows is associated with assets and points of
access that are not directly related to routing protocol design but
are nonet hel ess provided for reference since they do have direct
consequences on the security of routing.

4.2. The |1SO 7498-2 Security Reference Mde

At the conceptual level, security within an information system in
general, and applied to RPL in particular is concerned with the
primary issues of authentication, access control, data
confidentiality, data integrity, and non-repudiation. |In the context
of RPL:

Aut henti cati on
Aut hentication involves the nmutual authentication of the
routing peers prior to exchanging route information (i.e., peer
aut hentication) as well as ensuring that the source of the
route data is fromthe peer (i.e., data origin authentication).
LLNs can be drai ned by unauthenticated peers before
configuration per [RFC5548]. Availability of open and
untrusted side channels for new joiners is required by
[ RFC5673], and strong and automated authentication is required
so that networks can automatically accept or reject new
j oi ners.

Access Contro

Access Control provides protection agai nst unauthorized use of
the asset and deals with the authorization of a node.
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Confidentiality
Confidentiality involves the protection of routing information
as well as routing nei ghbor mai ntenance exchanges so that only
aut hori zed and intended network entities nay view or access it.
Because LLNs are nost commonly found on a publicly accessible
shared nmedium e.g., air or wiring in a building, and are
sonetines formed ad hoc, confidentiality also extends to the
nei ghbor state and database information within the routing
devi ce since the deploynment of the network creates the
potential for unauthorized access to the physical devices
t hensel ves.

Integrity
Integrity entails the protection of routing information and
routi ng nei ghbor mai nt enance exchanges, as well as derived
i nformati on mai ntained in the database, from unauthorized
nodi fications, insertions, deletions, or replays to be
addr essed beyond the routing protocol

Non-r epudi ati on
Non-repudi ation is the assurance that the transm ssion and/or
recepti on of a nessage cannot |ater be denied. The service of
non-repudi ation applies after the fact; thus, it relies on the
| oggi ng or other capture of ongoi ng nessage exchanges and
signatures. Routing protocols typically do not have a notion
of repudiation, so non-repudiation services are not required.
Further, with the LLN application domains as described in
[ RFC5867] and [ RFC5548], proactive measures are much nore
critical than retrospective protections. Finally, given the
significant practical limts to ongoing routing transaction
| oggi ng and storage and i ndividual device digital signature
verification for each exchange, non-repudi ation in the context
of routing is an unsupportable burden that bears no further
consi deration as an RPL security issue.

It is recognized that, besides those security issues captured in the
| SO 7498-2 nodel, availability is a security requirenent:

Avail ability
Availability ensures that routing information exchanges and
forwardi ng services are avail able when they are required for
the functioning of the serving network. Availability wll
apply to maintaining efficient and correct operation of routing
and nei ghbor di scovery exchanges (i ncludi ng needed i nformation)
and forwarding services so as not to inpair or linmt the
network’s central traffic flow function.
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It should be enphasi zed here that for RPL security, the above

requi rements nust be conpl enmented by the proper security policies and
enf orcenent nechani sns to ensure that security objectives are net by
a given RPL inplenentation.

4.3. Issues Specific to or Amplified in LLNs

The requirenents work detailed in Urban Requirenments [ RFC5548],

I ndustrial Requirenments [ RFC5673], Hone Automation [ RFC5826], and
Bui | di ng Aut omati on [ RFC5867] have identified specific issues and
constraints of routing in LLNs. The following is a list of
observations fromthose requirenments and eval uati ons of their inpact
on routing security considerations.

Limted energy, nmenory, and processi ng node resources
As a consequence of these constraints, the need to evaluate the
ki nds of security that can be provi ded needs careful study.
For instance, security provided at one | evel could be very
nmenory efficient yet mght also be very energy costly for the
network (as a whole) if it requires significant effort to
synchroni ze the security state. Synchronization of security
states with sleepy nodes [RFC7102] is a conplex issue. A non-
rechar geabl e battery-powered node may well be limted in energy
for it'’s lifetime: once exhausted, it may well never function
agai n.

Large scale of rolled out network
The possi bly numerous nodes to be depl oyed nmake manual on-site
configuration unlikely. For exanple, an urban depl oynment can
see several hundreds of thousands of nodes being installed by
nmany installers with a |ow |l evel of expertise. Nodes nmay be
installed and not activated for many years, and additiona
nodes may be added | ater on, which may be fromold inventory.
The lifetime of the network is nmeasured in decades, and this
conplicates the operation of key nanagement.

Aut ononous oper ati ons
Self-form ng and sel f-organi zing are comonly prescribed
requi rements of LLNs. In other words, a routing protoco
designed for LLNs needs to contain elenents of ad hoc
net wor ki ng and, in nost cases, cannot rely on manua
configuration for initialization or local filtering rules.
Net wor k t opol ogy/ owner shi p changes, partitioning or nerging,
and node replacenment can all contribute to conplicating the
operations of key managemnent.
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Hi ghly directional traffic

Sone types of LLNs see a high percentage of their total traffic
traverse between the nodes and the LLN Border Routers (LBRs)
where the LLNs connect to non-LLNs. The special routing status
of and the greater volune of traffic near the LBRs have routing
security consequences as a higher-valued attack target. In
fact, when Point-to-MiltiPoint (P2MP) and Milti Poi nt-to-Point
(MP2P) traffic represents a ngjority of the traffic, routing
attacks consisting of advertising incorrect preferred routes
can cause serious danage

While it mght seemthat nodes higher up in the acyclic graph
(i.e., those with I ower rank) should be secured in a stronger
fashion, it is not, in general, easy to predict which nodes
wi Il occupy those positions until after deployment. |ssues of
redundancy and inventory control suggest that any node ni ght
wind up in such a sensitive attack position, so all nodes are
to be capable of being fully secured.

In addition, even if it were possible to predict which nodes
wi |l occupy positions of [ower rank and provision themwth
stronger security mechani snms, in the absence of a strong

aut horizati on nodel, any node coul d advertise an incorrect
preferred route.

Unattended | ocations and linited physical security

In many applications, the nodes are depl oyed in unattended or
renote | ocations; furthernore, the nodes thenselves are often
built with mniml physical protection. These constraints

| ower the barrier of accessing the data or security nateria
stored on the nodes through physical neans.

Support for nobility

Tsao,

On the one hand, only a limted nunber of applications require
the support of nobile nodes, e.g., a honme LLN that includes
nodes on wearabl e health care devices or an industry LLN that

i ncl udes nodes on cranes and vehicles. On the other hand, if a
routing protocol is indeed used in such applications, it wll
clearly need to have correspondi ng security mechani smns.

Addi tionally, nodes may appear to nove from one side of a wal
to another without any actual notion involved, which is the
result of changes to el ectronagnetic properties, such as the
openi ng and cl osing of a netal door
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Support for nulticast and anycast
Support for nulticast and anycast is called out chiefly for
| arge-scal e networks. Since application of these routing
mechani sns i n aut ononobus operations of many nodes is new, the
consequence on security requires careful consideration

The above list considers how an LLN s physical constraints, size,
operations, and variety of application areas may inmpact security.
However, it is the comnbinations of these factors that particularly
stress the security concerns. For instance, securing routing for a

| arge nunber of autononous devices that are left in unattended

| ocations with limted physical security presents challenges that are
not found in the comon circumstance of adm ni stered networked
routers. The follow ng subsection sets up the security objectives
for the routing protocol designed by the ROLL WG

4.4. RPL Security Objectives

Thi s subsection applies the 1SO 7498-2 nodel to routing assets and
access points, taking into account the LLN issues, to devel op a set
of RPL security objectives.

Since the fundanental function of a routing protocol is to build
routes for forwarding packets, it is essential to ensure that:

o routing/topology information integrity remains intact during
transfer and in storage;

o routing/topology information is used by authorized entities; and
o routing/topology information is avail abl e when needed.
In conjunction, it is necessary to be assured that:

o Authorized peers authenticate thensel ves during the routing
nei ghbor di scovery process.

o The routing/topology information received is generated according
to the protocol design.

However, when trust cannot be fully vested through authentication of
the principals alone, i.e., concerns of an insider attack, assurance
of the truthful ness and tineliness of the received routing/topol ogy
information is necessary. Wth regard to confidentiality, protecting
the routing/topol ogy information from unauthorized exposure nmay be
desirable in certain cases but is in itself less pertinent, in
general, to the routing function
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One of the main problens of synchronizing security states of sleepy
nodes, as listed in the last subsection, lies in difficulties in

aut henti cation; these nodes may not have received the npst recent
update of security material intime. Simlarly, the issues of

m ni mal manual configuration, prolonged rollout and del ayed addition
of nodes, and network topol ogy changes al so conplicate key
managenent. Hence, routing in LLNs needs to bootstrap the

aut hentication process and allow for a flexible expiration schene of
aut hentication credential s.

The vul nerability brought forth by some special -function nodes, e.g.
LBRs, requires the assurance, particularly in a security context, of
the follow ng:

0 The availability of communication channel s and node resources.

o The nei ghbor discovery process operates w thout underm ning
routing availability.

There are other factors that are not part of RPL but directly affect
its function. These factors include a weaker barrier of accessing
the data or security material stored on the nodes through physica
nmeans; therefore, the internal and external interfaces of a node need
to be adequate for guarding the integrity, and possibly the
confidentiality, of stored information, as well as the integrity of
routing and route generation processes.

Each i ndivi dual systenis use and environment will dictate how the
above objectives are applied, including the choices of security
services as well as the strengths of the nmechani sns that nust be

i mpl enented. The next two sections take a closer | ook at how the RPL
security objectives may be conprom sed and how t hose potentia
conprom ses can be countered

5. Threat Sources

[ RFC4593] provides a detailed review of the threat sources: outsiders
and Byzantine. RPL has the sane threat sources.

6. Threats and Attacks

This section outlines general categories of threats under the | SO
7498-2 nodel and highlights the specific attacks in each of these
categories for RPL. As defined in [RFC4949], a threat is "a
potential for violation of security, which exists when there is a

ci rcunmst ance, capability, action, or event that could breach security
and cause harm™
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Per [RFC3067], an attack is "an assault on system security that
derives froman intelligent threat, i.e., an intelligent act that is
a deliberate attenpt (especially in the sense of a nethod or

techni que) to evade security services and violate the security policy
of a system"”

The subsequent subsections consider the threats and the attacks that
can cause security breaches under the | SO 7498-2 nodel to the routing
assets and via the routing points of access identified in

Section 4.1. The assessment reviews the security concerns of each
routi ng asset and | ooks at the attacks that can exploit routing

poi nts of access. The threats and attacks identified are based on
the routing nodel analysis and associated review of the existing
literature. The source of the attacks is assuned to be fromeither
inside or outside attackers. Wile sone attackers inside the network
wi Il be using conprom sed nodes and, therefore, are only able to do
what an ordi nary node can ("node-equivalent"), other attacks may not
be limted in nenory, CPU, power consunption, or |ong-term storage.
Moore's |aw favors the attacker with access to the | atest
capabilities, while the defenders will remain in place for years to
decades.

6.1. Threats Due to Failures to Authenticate
6.1.1. Node | npersonation

If an attacker can join a network using any identity, then it may be
able to assune the role of a legitimte (and existing node). It may
be able to report false readings (in metering applications) or

provi de inappropriate control messages (in control systens involving
actuators) if the security of the application is inplied by the
security of the routing system

Even in systens where there is application-layer security, the
ability to inpersonate a node would pernmt an attacker to direct
traffic to itself. This may permt various on-path attacks that
woul d otherwi se be difficult, such as replaying, delaying, or
duplicating (application) control nessages.

6.1.2. Dunmy Node

If an attacker can join a network using any identify, then it can
pretend to be a legitinmte node, receiving any service legitimte
nodes receive. It may also be able to report false readings (in
nmetering applications), provide inappropriate authorizations (in
control systems involving actuators), or perform any other attacks
that are facilitated by being able to direct traffic towards itself.
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6.1.3. Node Resource Spam

If an attacker can join a network with any identity, then it can
continuously do so with new (random) identities. This act nay drain
down the resources of the network (battery, RAM bandwi dth). This
may cause |egitimate nodes of the network to be unable to
conmuni cat e

6.2. Threats Due to Failure to Keep Routing Information Confidentia

The assessment in Section 4.2 indicates that there are attacks

agai nst the confidentiality of routing information at all points of
access. This threat may result in disclosure, as described in
Section 3.1.2 of [RFC4593], and may invol ve a disclosure of routing
i nf ormati on.

6.2.1. Routing Exchange Exposure

Rout i ng exchanges include both routing information as well as

i nformation associated with the establishment and nai nt enance of
nei ghbor state information. As indicated in Section 4.1, the
associ ated routing informati on assets nmay al so i ncl ude device-
specific resource information, such as avail abl e nmenory, remaining
power, etc., that nay be netrics of the routing protocol

The routing exchanges will contain reachability information, which
woul d identify the relative inportance of different nodes in the
network. Nodes higher up in the DODAG to which nore streans of
information flow, would be nore interesting targets for other
attacks, and routing exchange exposures could identify them

6.2.2. Routing Information (Routes and Network Topol ogy) Exposure

Rout es (which may be maintained in the formof the protoco
forwardi ng tabl e) and nei ghbor topol ogy information are the products
of the routing process that are stored within the node device

dat abases.

The exposure of this information will allow attackers to gain direct
access to the configuration and connectivity of the network, thereby
exposing routing to targeted attacks on key nodes or links. Since
routes and nei ghbor topol ogy information are stored within the node
device, attacks on the confidentiality of the information will apply
to the physical device, including specified and unspecified interna
and external interfaces.
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The fornms of attack that allow unauthorized access or discl osure of
the routing information will include:

o Physical device conprom se

o Renpte device access attacks (including those occurring through
renote network managenent or software/field upgrade interfaces).

Both of these attack vectors are considered a device-specific issue
and are out of scope for RPL to defend against. 1In sone
appl i cations, physical device conpronise nay be a real threat, and it
may be necessary to provide for other devices to securely detect a
conprom sed device and react quickly to exclude it.

6.3. Threats and Attacks on Integrity

The assessment in Section 4.2 indicates that information and identity
assets are exposed to integrity threats fromall points of access.

In other words, the integrity threat space is defined by the
potential for exploitation introduced by access to assets avail able
through routing exchanges and the on-devi ce storage.

6.3.1. Routing Information Manipul ation

Mani pul ation of routing informati on that ranges from nei ghbor states
to derived routes will allow unauthorized sources to influence the
operation and convergence of the routing protocols and ultimtely

i npact the forwarding deci sions made in the network.

Mani pul ation of topology and reachability information will allow
unaut hori zed sources to influence the nodes with which routing
information i s exchanged and updated. The consequence of
mani pul ating routi ng exchanges can thus lead to suboptimality and
fragmentation or partitioning of the network by restricting the
uni verse of routers with which associations can be established and
mai nt ai ned.

A suboptimal network may use too nmuch power and/or may congest sone
routes leading to premature failure of a node and a denial of service
(DoS) on the entire network.

In addition, being able to attract network traffic can nake a bl ack-
hol e attack nore danagi ng.
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The fornms of attack that allow mani pulation to conprom se the content
and validity of routing information include:

o falsification, including overclaimng and m sclaimnmng (claimnng
routes to devices that the device cannot in fact reach);

o routing information repl ay;

o Byzantine (internal) attacks that permit corruption of routing
information in the node even when the node continues to be a
validated entity within the network (see, for exanple, [RFC4593]
for further discussions on Byzantine attacks); and

o physical device conprom se or renpte device access attacks.
6.3.2. Node ldentity M sappropriation

Fal sification or msappropriation of node identity between routing
partici pants opens the door for other attacks; it can also cause
incorrect routing relationships to form and/or topol ogies to energe.
Routing attacks may al so be nounted through | ess-sophisticated node
identity msappropriation in which the valid information broadcasted
or exchanged by a node is replayed without nodification. The receipt
of seemingly valid information that is, however, no |onger current
can result in routing disruption and instability (including failure
to converge). Wthout nmeasures to authenticate the routing

partici pants and to ensure the freshness and validity of the received
i nformation, the protocol operation can be conmprom sed. The fornms of
attack that m suse node identity include:

o ldentity attacks, including Sybil attacks (see [Sybil2002]) in
which a nmalicious node illegitimtely assunes multiple identities.

o Routing information repl ay.
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6.4. Threats and Attacks on Availability

The assessnment in Section 4.2 indicates that the process and resource
assets are exposed to threats against availability; attacks in this
category may exploit directly or indirectly information exchange or
forwardi ng (see [ RFC4732] for a general discussion).

6.4.1. Routing Exchange Interference or Disruption
Interference is the threat action and disruption is the threat
consequence that allows attackers to influence the operation and
convergence of the routing protocols by inpeding the routing
i nformati on exchange.

The forms of attack that allow interference or disruption of routing
exchange i ncl ude:

o routing information repl ay;
0 ACK spoofing; and
o overload attacks (Section 7.3.2).

In addition, attacks may al so be directly conducted at the physica
layer in the formof jammi ng or interfering.

6.4.2. Network Traffic Forwarding Disruption

The di sruption of the network traffic forwarding capability wll
underm ne the central function of network routers and the ability to
handl e user traffic. This affects the availability of the network
because of the potential to inmpair the primary capability of the

net wor k.
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In addition to physical -layer obstructions, the fornms of attack that
all ow disruption of network traffic forwarding include [Karl of 2003]:

o selective forwarding attacks;
| Node_1| - - (nsgl| nsg2| nsg3)-->| Attacker|--(msgl| nsg3) - ->| Node_2|
Figure 2: Selective Forwardi ng Exanpl e

o wormhol e attacks; and

| Private Link
"-->| Attacker 1| ===========>| Att acker _2|--’

Figure 3: Wornhol e Attacks

o sinkhol e attacks.

| Node_1| | Node_4|
|
R |
Fal sify as \
Good Link \ | ]
to Node 5 \ | |
\'V V
| Node_2| -->| Attacker|--Not Forwarded---x| Node_5|
N N \
| | \ Falsify as
| ] \ Good Li nk
/A to Node 5
|

| Node_3| | Node_i |
Figure 4: Sinkhole Attack Exanple
These attacks are generally done to both control- and forwarding-
plane traffic. A systemthat prevents control-plane traffic (RPL

messages) frombeing diverted in these ways will also prevent actual
data from bei ng diverted.
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6.4.3. Communi cati ons Resource Disruption

Attacks mounted agai nst the communi cati on channel resource assets
needed by the routing protocol can be used as a nmeans of disrupting
its operation. However, while various fornms of DoS attacks on the
underlying transport subsystemw ||l affect routing protocol exchanges
and operation (for exanple, physical-layer Radio Frequency (RF)
jamming in a wireless network or link-layer attacks), these attacks
cannot be countered by the routing protocol. As such, the threats to
the underlying transport network that supports routing is considered
beyond the scope of the current docunent. Nonethel ess, attacks on
the subsystemw || affect routing operation and nust be directly
addressed within the underlying subsystemand its inplenented
protocol |ayers.

6.4.4. Node Resource Exhaustion

A potential threat consequence can arise fromattenpts to overl oad
the node resource asset by initiating exchanges that can lead to the
exhaustion of processing, nmenory, or energy resources. The
establ i shment and nmi ntenance of routing nei ghbors opens the routing
process to engagenment and potential acceptance of nultiple

nei ghboring peers. Association information nust be stored for each
peer entity and for the wirel ess network operation provisions made to
peri odi cal |y update and reassess the associations. An introduced
proliferation of apparent routing peers can, therefore, have a
negati ve i npact on node resources.

Node resources may al so be unduly consuned by attackers attenpting
uncontrol | ed topol ogy peering or routing exchanges, routing repl ays,
or the generating of other data-traffic floods. Beyond the

di sruption of communi cati ons channel resources, these consequences
may be able to exhaust node resources only where the engagenents are
able to proceed with the peer routing entities. Routing operation
and network forwardi ng functions can thus be adversely inpacted by
node resources exhaustion that stens from attacks that include:

o identity (including Sybil) attacks (see [Sybil 2002]);
o routing information replay attacks;
o HELLO-type flood attacks; and

o overload attacks (Section 7.3.2).
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7. Count er neasures

By recogni zi ng the characteristics of LLNs that may inmpact routing,
this anal ysis provides the basis for understanding the capabilities
within RPL used to deter the identified attacks and mtigate the
threats. The foll owi ng subsections consider such counterneasures by
groupi ng the attacks according to the classification of the | SO
7498-2 nopdel so that associations with the necessary security
services are nore readily visible.

7.1. Confidentiality Attack Countermeasures

Attacks to disclosure routing informati on nmay be nmounted at the | eve
of the routing information assets, at the points of access associated
wi th routing exchanges between nodes, or through device interface
access. To gain access to routing/topol ogy information, the attacker
may rely on a conprom sed node that deliberately exposes the

i nformati on during the routing exchange process, on passive

wi retapping or traffic analysis, or on attenpti ng access through a
conponent or device interface of a tanpered routing node.

7.1.1. Countering Deliberate Exposure Attacks

A del i berate exposure attack is one in which an entity that is party
to the routing process or topol ogy exchange allows the routing/

topol ogy i nformati on or generated route infornation to be exposed to
an unaut hori zed entity.

For instance, due to misconfiguration or inappropriate enabling of a
di agnostic interface, an entity mght be copying ("bridging") traffic
froma secured ESSI DY PAN to an unsecured interface

A prerequisite to countering this attack is to ensure that the
conmuni cati ng nodes are authenticated prior to data encryption
applied in the routing exchange. The authentication ensures that the
LLN starts with trusted nodes, but it does not provide an indication
of whet her the node has been conprom sed.

Reput ati on systens could be used to hel p when some nodes nay sl eep
for extended periods of tine. It is also unclear if resulting
dat asets would even fit into constrained devices.

To mitigate the risk of deliberate exposure, the process that

conmuni cati ng nodes use to establish session keys nust be
peer-to-peer (i.e., between the routing initiating and respondi ng
nodes). As is pointed out in [RFC4107], automatic key nmanagement is
critical for good security. This helps ensure that neither node is
exchanging routing information with another peer wi thout the

Tsao, et al. I nf or mati onal [ Page 21]



RFC 7416 Security Threat Analysis for ROLL RPL January 2015

know edge of both comuni cating peers. For a deliberate exposure
attack to succeed, the conprised node will need to be nore overt and
t ake i ndependent actions in order to disclose the routing information
to a third party.

Note that the same neasures that apply to securing routing/topol ogy
exchanges between operational nodes nust also extend to field tools
and ot her devices used in a depl oyed network where such devices can
be configured to participate in routing exchanges.

7.1.2. Countering Passive Wretapping Attacks

A passive wiretap attack seeks to breach routing confidentiality
t hrough passive, direct analysis and processing of the informtion
exchanges between nodes.

Passive wiretap attacks can be directly countered through the use of
data encryption for all routing exchanges. Only when a validated and
aut henti cated node association is conpleted will routing exchange be
all owed to proceed using established session keys and an agreed
encryption algorithm The mandatory-to-inpl ement CCM node AES-128
nmet hod, described in [RFC3610], is believed to be secure against a
brute-force attack by even the nost well-equi pped adversary.

The significant challenge for RPL is in the provisioning of the key,
which in sone nodes of RFC 6550 is used network wide. This problem
is not solved in RFC 6550, and it is the subject of significant
future work: see, for instance, [AceCharterProposal],

[ Sol aceProposal ], and [ Smart Obj ect Securit yWor kshop] .

A nunber of deploynents, such as [Zi gBeelP] specify no Layer 3 (L3) /
RPL encryption or authentication and rely upon simlar security at
Layer 2 (L2). These networks are imune to outside wiretapping
attacks but are vulnerable to passive (and active) routing attacks

t hrough conprom ses of nodes (see Section 8.2).

Section 10.9 of [RFC6550] specifies AES-128 in CCM npbde with a 32-bit
Message Aut hentication Code (MAC).

Section 5.6 of ZigBee IP [Zi gBeel P] specifies use of CCM w th PANA
and EAP-TLS for key nmanagemnent.

7.1.3. Countering Traffic Analysis
Traffic anal ysis provides an indirect neans of subverting
confidentiality and gaining access to routing information by allow ng

an attacker to indirectly map the connectivity or flow patterns
(including link load) of the network fromwhich other attacks can be
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nounted. The traffic-analysis attack on an LLN, especially one
founded on a shared nmedium is passive and relies on the ability to
read the immutabl e source/destination L2 and/or L3 routing

i nformati on that rmust remmin unencrypted to pernmit network routing.

One way in which passive traffic-analysis attacks can be nmuted is
through the support of |oad balancing that allows traffic to a given
destination to be sent along diverse routing paths. RPL does not
general ly support multipath routing within a single DODAG Miltiple
DODAGs are supported in the protocol, and an inplementation could
make use of that. RPL does not have any inherent or standard way to
guarantee that the different DODAGs woul d have significantly diverse
paths. Having the diverse DODAGs routed at different border routers
m ght work in some instances, and this could be conmbined with a
mul ti path technology like Miultipath TCP (MPTCP) [RFC6824]. It is
unlikely that it will be affordable in nmany LLNs, as few depl oynents
wi Il have nmenory space for nore than a few sets of DODAG tabl es.

Anot her approach to countering passive traffic analysis could be for
nodes to maintain a constant anmount of traffic to different
destinations through the generation of arbitrary traffic flows; the
drawback of course woul d be the consequent overhead and energy
expendi t ure.

The only neans of fully countering a traffic-analysis attack is
through the use of tunneling (encapsul ati on) where encryption is
applied across the entirety of the original packet source/destination
addresses. Deploynments that use L2 security that includes encryption
already do this for all traffic.

7.1.4. Countering Renpte Device Access Attacks

Where LLN nodes are deployed in the field, measures are introduced to
allow for renote retrieval of routing data and for software or field
upgrades. These paths create the potential for a device to be
renotely accessed across the network or through a provided field
tool. In the case of network nmanagenent, a node can be directly
requested to provide routing tables and nei ghbor information

To ensure confidentiality of the node routing information against
attacks through renmote access, any |local or renote device requesting
routing information nust be authenticated and nust be authorized for
that access. Since renpte access is not invoked as part of a routing
protocol, security of routing information stored on the node agai nst
renote access will not be addressable as part of the routing

pr ot ocol
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7.2. Integrity Attack Counterneasures

Integrity attack counterneasures address routing information
mani pul ation, as well as node identity and routing information

m suse. Manipul ation can occur in the formof a falsification attack
and physical conpromise. To be effective, the follow ng devel opnent
considers the two aspects of falsification, nanely, the unauthorized
nodi fi cati ons and the overclainming and misclainmng content. The
countering of physical conprom se was considered in the previous
section and is not repeated here. Wth regard to msuse, there are
two types of attacks to be deterred: identity attacks and repl ay
attacks.

7.2.1. Countering Unauthorized Mdification Attacks

Unaut hori zed nodifications may occur in the formof altering the
nmessage being transferred or the data stored. Therefore, it is
necessary to ensure that only authorized nodes can change the portion
of the information that is allowed to be nutable, while the integrity
of the rest of the information is protected, e.g., through well-
studi ed cryptographi c nechani sns.

Unaut hori zed nodifications may al so occur in the formof insertion or
del eti on of nessages during protocol changes. Therefore, the
protocol needs to ensure the integrity of the sequence of the
exchange sequence.

The count erneasure to unauthorized nodifications needs to:

o inplenment access control on storage;

o provide data integrity service to transferred nessages and stored
data; and

o include a sequence nunber under integrity protection

7.2.2. Countering Overclaimng and M scl ai mi ng Attacks
Both overclainming and nmisclainming aimto introduce false routes or a
fal se topol ogy that would not occur otherw se, while there are not
necessarily unaut horized nodi fications to the routing nmessages or
information. | n order to counter overclainng, the capability to
det erm ne unreasonabl e routes or topology is required.
The counter to overclaimnmng and nisclaimnng may enpl oy:

o Comparison with historical routing/topol ogy data
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o Designs that restrict realizable network topol ogies.

RPL incl udes no specific mechanisnms in the protocol to counter
overclaims or msclainms. An inplementation could have specific
heuristics inplenented | ocally.

7.2.3. Countering ldentity (including Sybil) Attacks

Identity attacks, sometines sinply called spoofing, seek to gain or
damage assets whose access is controlled through identity. In
routing, an identity attacker can illegitimtely participate in
routi ng exchanges, distribute false routing information, or cause an
i nvalid outcone of a routing process.

A perpetrator of Sybil attacks assumes nmultiple identities. The
result is not only an anplification of the damage to routing but
extension to new areas, e.g., where geographic distribution is
explicitly or inplicitly an asset to an application running on the
LLN, for exanple, the LBRin a P2MP or MP2P LLN

RPL includes specific public key-based authentication at L3 that
provi des for authorization. Many deployments use L2 security that
i ncl udes adm ssion controls at L2 using mechani sms such as PANA

7.2.4. Countering Routing Information Replay Attacks
In many routing protocols, nessage replay can result in false

topol ogy and/or routes. This is often counted with some kind of
counter to ensure the freshness of the message. Replay of a current,

literal RPL nmessage is, in general, idenpotent to the topology. |If
repl ayed, an ol der (lower DODAGVersi onNunber) nessage woul d be
rejected as being stale. |If the trickle algorithmfurther danmpens

the effect of any such replay, as if the nmessage was current, then it
woul d contain the sanme information as before, and it would cause no
net wor k changes.

Repl ays may well occur in sone radio technol ogi es (though not very
i kely, see [IEEE. 802.15.4]) as a result of echos or reflections, so
some replays rmust be assuned to occur naturally.

Note that for there to be no effect at all, the replay nmust be done
with the sane apparent power for all nodes receiving the replay. A
change in apparent power m ght change the netrics through changes to
the Expected Transm ssion Count (ETX); therefore, it nmight affect the
routi ng even though the contents of the packet were never changed.
Any replay that appears to be different should be anal yzed as a

sel ective forwarding attack, sinkhole attack, or wormhole attack
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7.2.5. Countering Byzantine Routing Information Attacks

Were a node is captured or conprom sed but continues to operate for
a period with valid network security credentials, the potentia
exists for routing information to be mani pul ated. This conproni se of
the routing information could thus exist in spite of security

count erneasures that operate between the peer routing devices.

Consi stent with the end-to-end principle of conmunications, such an
attack can only be fully addressed through neasures operating
directly between the routing entities thenselves or by means of
external entities accessing and i ndependently analyzing the routing
information. Verification of the authenticity and liveliness of the
routing entities can, therefore, only provide a limted counter

agai nst internal (Byzantine) node attacks.

For link-state routing protocols where information is fl ooded with,
for exanple, areas (OSPF [RFC2328]) or levels (1S 1S [RFC7142]),
counterneasures can be directly applied by the routing entities

t hrough the processing and conparison of link-state information
received fromdifferent peers. By comparing the link information
frommultiple sources, decisions can be made by a routing node or
external entity with regard to routing information validity; see
Chapter 2 of [Perlman1988] for a di scussion on flooding attacks.

For distance vector protocols, such as RPL, where information is
aggregated at each routing node, it is not possible for nodes to
directly detect Byzantine information manipul ati on attacks fromthe
routing information exchange. In such cases, the routing protoco
nmust include and support indirect communi cati ons exchanges between
non- adj acent routing peers to provide a secondary channel for
performng routing information validation. S-RIP [WAn2004] is an
exanpl e of the inplenentation of this type of dedicated routing
protocol security where the correctness of aggregate distance vector
i nformati on can only be validated by initiating confirmation
exchanges directly between nodes that are not routing nei ghbors.

RPL does not provide any direct nechanisns |like S-RIP. It does
listen to nultiple parents and nay switch parents if it begins to
suspect that it is being lied to.

7.3. Availability Attack Counterneasures

As alluded to before, availability requires that routing information
exchanges and forwardi ng nmechani sns be avail abl e when needed so as to

guar ant ee proper functioning of the network. This may, e.g., include
the correct operation of routing information and nei ghbor state
i nformati on exchanges, anmong others. W will highlight the key
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features of the security threats along with typical counternmeasures
to prevent or at least mitigate them W will also note that an
availability attack may be facilitated by an identity attack as well
as a replay attack, as was addressed in Sections 7.2.3 and 7.2.4,
respectively.

7.3.1. Countering HELLO Fl ood Attacks and ACK Spoofing Attacks

HELLO Fl ood [ Karl of 2003], [HELLQ, and ACK spoofing attacks are
different but highly related forms of attacking an LLN. They
essentially | ead nodes to believe that suitable routes are avail able
even though they are not and hence constitute a serious availability
attack.

A HELLO attack mounted agai nst RPL woul d i nvol ve sending out (or

repl ayi ng) DODAG I nformation Object (DO nessages by the attacker
Lower - power LLN nodes might then attenpt to join the DODAG at a | ower
rank than they woul d ot herwi se.

The nost effective nethod from[HELLOQ is bidirectional verification
A nunber of L2 links are arranged in controller/spoke arrangenents
and are continuously validating connectivity at |ayer 2.

In addition, in order to calculate nmetrics, the ETX nmust be conputed,
and this involves, in general, sending a nunber of nessages between
nodes that are believed to be adjacent. One such protocol is

[ MESH LI NK] .

In order to join the DODAG a Destination Advertisement Object (DAO
nessage is sent upwards. In RPL, the DAO is acknow edged by the
DAO- ACK nessage. This clearly checks bidirectionality at the contro
pl ane.

As discussed in Section 5.1 of [HELLQ, a receiver with a sensitive
receiver could well hear the DAGCs and even send DAO ACKs as well.
Such a node is a formof wornhol e attack

These attacks are also all easily defended against using either L2 or
L3 authentication. Such an attack could only be nade against a

conpl etely open network (such as m ght be used for provisioning new
nodes) or by a conprom sed node.

7.3.2. Countering Overload Attacks
Overl oad attacks are a formof DoS attack in that a malicious node
overl|l oads the network with irrelevant traffic, thereby draining the

nodes’ energy store nore quickly when the nodes rely on batteries or
energy scavenging. Thus, it significantly shortens the lifetime of
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net wor ks of energy-constrai ned nodes and constitutes another serious
avail ability attack.

Wth energy being one of the nost precious assets of LLNs, targeting
its availability is a fairly obvious attack. Another way of
depleting the energy of an LLN node is to have the nalicious node
overload the network with irrelevant traffic. This inpacts
availability since certain routes get congested, which

o renders them usel ess for affected nodes; hence, data cannot be
del i vered;

o nmakes routes longer as the shortest path algorithnms work with the
congest ed network; and

o depletes battery and energy scavengi ng nodes nore qui ckly and thus
shortens the network’s availability at |arge.

Overl oad attacks can be countered by deploying a series of nutually
non- excl usi ve security neasures that:

o introduce quotas on the traffic rate each node is allowed to send;

o isolate nodes that send traffic above a certain threshold based on
system operation characteristics; and

o allowonly trusted data to be received and forwarded.

As for the first one, a sinple approach to mnimze the harnfu

i npact of an overload attack is to introduce traffic quotas. This
prevents a malicious node frominjecting a |large amount of traffic
into the network, even though it does not prevent the said node from
injecting irrelevant traffic at all. Another nmethod is to isolate
nodes fromthe network at the network |ayer once it has been detected
that nore traffic is injected into the network than allowed by a
prior set or dynamcally adjusted threshold. Finally, if

conmuni cation is sufficiently secured, only trusted nodes can receive
and forward traffic, which also |owers the risk of an overl oad
attack.

Recei vi ng nodes that validate signatures and sendi ng nodes t hat
encrypt nessages need to be cautious of cryptographic processing
usage when validating signatures and encrypting nessages. Were
feasible, certificates should be validated prior to use of the

associ ated keys to counter potential resource overl oading attacks.
The associ at ed desi gn deci sion needs to al so consider that the
val i dation process requires resources; thus, it could be exploited
for attacks. Alternatively, resource nmanagenent limts can be placed
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on routing security processing events (see the comrent in Section 6,
paragraph 4, of [RFC5751]).

7.3.3. Countering Selective Forwardi ng Attacks

Sel ective forwarding attacks are a formof DoS attack that inpacts
the availability of the generated routing paths.

A sel ective forwarding attack may be done by a node involved with the
routing process, or it may be done by what otherw se appears to be a
passi ve antenna or other RF feature or device, but is in fact an
active (and selective) device. An RF antenna/repeater that is not
selective is not a threat.

An insider malicious node basically blends in neatly with the network

but then may decide to forward and/or mani pul ate certain packets. |If
all packets are dropped, then this attacker is also often referred to
as a "black hole". Such a formof attack is particularly dangerous

if coupled with sinkhole attacks since inherently a | arge ambunt of
traffic is attracted to the nalicious node, thereby causing
significant danage. In a shared nedium an outside malicious node
woul d sel ectively jam overheard data fl ows, where the thus caused
collisions incur selective forwarding.

Sel ective forwarding attacks can be countered by depl oying a series
of mutual |y non-exclusive security neasures:

o Miltipath routing of the sane nessage over disjoint paths.
o Dynanmically selecting the next hop froma set of candi dates.

The first measure basically guarantees that if a nmessage gets | ost on
a particular routing path due to a malicious selective forwarding
attack, there will be another route that successfully delivers the
data. Such a nmethod is inherently suboptinmal from an energy
consunption point of view, it is also suboptiml froma network
utilization perspective. The second nethod basically involves a
constantly changing routing topology in that next-hop routers are
chosen froma dynanmic set in the hope that the nunmber of malicious
nodes in this set is negligible. A routing protocol that allows for
di sjoint routing paths may al so be useful.

7.3.4. Countering Sinkhole Attacks
I n sinkhole attacks, the malicious node nanages to attract a | ot of
traffic mainly by advertising the availability of high-quality Iinks

even though there are none [Karl of 2003]. Hence, it constitutes a
serious attack on availability.
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The nmalicious node creates a sinkhole by attracting a | arge anount
of, if not all, traffic from surroundi ng nei ghbors by advertising in
and outwards |inks of superior quality. Hence, affected nodes
eagerly route their traffic via the malicious node that, if coupled
with other attacks such as selective forwarding, may |l ead to serious
avai lability and security breaches. Such an attack can only be
executed by an inside malicious node and is generally very difficult
to detect. An ongoing attack has a profound inpact on the network
topol ogy and essentially becones a problem of flow control

Si nkhol e attacks can be countered by deploying a series of nutually
non- excl usi ve security neasures to:

o0 use geographical insights for flow control

o isolate nodes that receive traffic above a certain threshol d;
o dynamically pick up the next hop froma set of candidates; and
o allowonly trusted data to be received and forwarded.

A canary node could periodically call honme (using a cryptographic
process) with the home system noting if it fails to call in. This
provi des detection of a problem but does not mitigate it, and it may
have significant energy consequences for the LLN

Sone LLNs may provide for geol ocation services, often derived from
solving triangul ati on equati ons fromradi o del ay cal cul ati on; such
cal cul ations could in theory be subverted by a sinkhol e that

transmtted at precisely the right power in a node-to-node fashion

Wi | e geographi ¢ know edge coul d hel p assure that traffic always goes
in the physical direction desired, it would not assure that the
traffic is taking the nost efficient route, as the | owest cost rea
route mght match the physical topol ogy, such as when different parts
of an LLN are connected by hi gh-speed wi red networks.

7.3.5. Countering Wrmole Attacks

In wornhol e attacks, at |east two malicious nodes claimto have a
short path between thenselves [Karl of 2003]. This changes the
availability of certain routing paths and hence constitutes a serious
security breach.

Essentially, two malicious insider nodes use another, nore powerful,
transmtter to comunicate with each other and thereby distort the
woul d- be-agreed routing path. This distortion could involve
shortcutting and hence paralyzing a |arge part of the network; it
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could also involve tunneling the information to another region of the
network where there are, e.g., nore nalicious nodes available to aid
the intrusion or where nessages are replayed, etc.

In conjunction with selective forwarding, wornhole attacks can create
race conditions that inpact topol ogy mai ntenance and routing
protocols as well as any security suits built on "tine of check" and
"tinme of use".

A pure wormhol e attack is nearly inpossible to detect. A wormhole
that is used in order to subsequently mount another kind of attack
woul d be defeated by defeating the other attack. A perfect wornhole,
in which there is nothing adverse that occurs to the traffic, would
be difficult to call an attack. The worst thing that a benign

wor mhol e can do in such a situation is to cease to operate (becone
unst abl e), causing the network to have to recal cul ate routes.

A highly unstable wornmhole is no different than a radi o opaque (i.e.

netal ) door that opens and closes a lot. RPL includes hysteresis in
its objective functions [RFC6719] in an attenpt to deal with frequent
changes to the ETX between nodes.

8. RPL Security Features

The assessnents and analysis in Section 6 exam ned all areas of
threats and attacks that could inpact routing, and the

count erneasures presented in Section 7 were reached w t hout confining
the consideration to neans only available to routing. This section
puts the results into perspective, dealing with those threats that
are endenmic to this field, that have been mitigated through RPL
protocol design, and that require specific decisions to be made as
part of provisioning a network.

The first part of this section, Sections 8.1 to 8.3, presents a
description of RPL security features that address specific threats.
The second part of this section, Section 8.4, discusses issues of the
provi sioning of security aspects that may inmpact routing but that

al so require considerations beyond the routing protocol, as well as
potenti al approaches.

RPL enpl oys multicast, so these alternative comunications nodes MJST
be secured with the sanme routing security services specified in this
section. Furthernore, irrespective of the nbdes of comrunication
nodes MJST provi de adequate physical tanper resistance conmensurate
with the particular application-domain environment to ensure the
confidentiality, integrity, and availability of stored routing

i nf or mati on.
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8.1. Confidentiality Features

Wth regard to confidentiality, protecting the routing/topol ogy

i nformati on from unaut horized disclosure is not directly essential to
mai ntai ning the routing function. Breaches of confidentiality may

|l ead to other attacks or the focusing of an attacker’s resources (see
Section 6.2) but does not of itself directly underm ne the operation
of the routing function. However, to protect against and reduce
consequences fromother nmore direct attacks, routing infornmation
shoul d be protected. Thus, to secure RPL

o |Inplenent payl oad encryption using L3 nechani sns described in
[ RFC6550] or

o Implement L2 confidentiality

VWere confidentiality is incorporated into the routing exchanges,
encryption algorithms and key | engths need to be specified in
accordance with the | evel of protection dictated by the routing
protocol and the associated application-donain transport network.
For nost networks, this neans use of AES-128 in CCM nbde, but this
needs to be specified clearly in the applicability statenent.

In terns of the lifetinme of the keys, the opportunity to periodically
change the encryption key increases the offered | evel of security for
any given inplenentation. However, where strong cryptography is

enpl oyed, physical, procedural, and |ogical data access protection
consi derations nmay have a nmore significant inpact on cryptoperiod

sel ection than algorithm and key size factors. Nevertheless, in
general, shorter cryptoperiods, during which a single key is appli ed,
wi || enhance security.

G ven the mandatory protocol requirenent to inplenent routing node
aut hentication as part of routing integrity (see Section 8.2), key
exchanges may be coordinated as part of the integrity verification
process. This provides an opportunity to increase the frequency of
key exchange and shorten the cryptoperiod as a conplenent to the key
l ength and encryption algorithmrequired for a given application
donmai n.

8.2. Integrity Features

The integrity of routing informati on provides the basis for ensuring
that the function of the routing protocol is achieved and nai ntai ned.
To protect integrity, RPL rmust run either using only the secure

versi ons of the nessages or over a L2 that uses channel binding

bet ween node identity and transm ssions.
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Sone L2 security nechanisns use a single key for the entire network,
and these networks cannot provide a significant anmount of integrity
protection, as any node that has that key may inpersonate any other
node. This node of operation is likely acceptable when an entire
depl oyment is under the control of a single adm nistrative entity.

Q her L2 security mechanisnms forma unique session key for every pair
of nodes that needs to conmmunicate; this is often called a per-Ilink
key. Such networks can provide a strong degree of origin

aut hentication and integrity on uni cast nmessages.

However, sonme RPL nessages are broadcast, and even when per-node L2
security nechani sns are used, the integrity and origin authentication
of broadcast nessages cannot be as trusted due to the proliferation
of the key used to secure them

RPL has two specific options that are broadcast in RPL Contro
Messages: the DIO and the DODAG Information Solicitation (DIS). The
purpose of the DISis to cause potential parents to reply with a D Q
so the integrity of the DIS is not of great concern. The DS may

al so be unicast.

The DIOis a critical piece of routing and carries many critica
paranmeters. RPL provides for asymetric authentication at L3 of the
RPL Control Message carrying the DIO, and this nmay be warranted in
some depl oynents. A node could, if it felt that the DIOthat it had
recei ved was suspicious, send a unicast DI'S nessage to the node in
guestion, and that node would reply with a unicast DI'S. Those
messages could be protected with the per-1link key.

8.3. Availability Features
Availability of routing information is linked to system and network
availability, which in the case of LLNs require a broader security
vi ew beyond the requirenments of the routing entities. \Were
availability of the network is conpromi sed, routing information
availability will be accordingly affected. However, to specifically
assist in protecting routing availability, nodes MAY:
o restrict nei ghborhood cardinality;
o use nultiple paths;
o use nultiple destinations;

o choose randomy if multiple paths are avail abl e;

O set quotas to limt transmt or receive vol une; and
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0o use geographic information for flow control
8.4. Key Managenent

The functioning of the routing security services requires keys and
credentials. Therefore, even though it’s not directly an RPL
security requirenent, an LLN MJST have a process for initial key and
credential configuration, as well as secure storage within the
associ ated devices. Anti-tanpering SHOULD be a consideration in
physi cal design. Beyond initial credential configuration, an LLN is
al so encouraged to have automatic procedures for the revocati on and
repl acenent of the mmintained security credentials.

Wil e RPL has secure nopdes, sonme nodes are inpractical w thout the
use of public key cryptography, which is believed to be too expensive
by many. RPL L3 security will often depend upon existing LLN L2
security nmechani sns, which provide for node authentication but little
in the way of node authorization

9. Security Considerations

The anal ysis presented in this docunent provides security analysis
and design guidelines with a scope limted to RPL. Security services
are identified as requirenents for securing RPL. The specific
nechani sns to be used to deal with each threat is specified in Iink-
Land depl oynent-specific applicability statenents.
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