I nt ernet Engi neering Task Force (1 ETF) T. Mugal sk

Request for Comments: 7598 | SC
Cat egory: Standards Track O Troan
I SSN: 2070-1721 Cisco Systemns

I. Farrer

Deut sche Tel ekom AG

S. Perreault

Jive Communi cations

W Dec

Cisco Systemns

C. Bao

Tsi nghua University

L. Yeh

Freel ancer Technol ogi es
X. Deng

The University of New South Wl es
July 2015

DHCPv6 Options for Configuration of Softw re Address

Abst ract

and Port-Mapped Cients

Thi s docunent specifies DHCPv6 options, terned Softw red46 options,
for the provisioning of Softw re46 Custoner Edge (CE) devices.
Softwired46 is a collective termused to refer to architectures based

on the notion of

| Pv4 Address plus Port (A+P) for providing | Pv4d

connectivity across an | Pv6 network.

Status of This Menp

This is

Thi s doc
(1 ETF).

recei ved
I nt er net
| nt er net

| nf or mat

an I nternet Standards Track docunent.

ument is a product of the Internet Engineering Task Force
It represents the consensus of the | ETF community. It has
public review and has been approved for publication by the
Engi neering Steering Goup (IESG. Further information on
Standards is available in Section 2 of RFC 5741.

i on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7598

M ugal ski ,

et al. St andards Track [ Page 1]



RFC 7598 DHCPv6 for Softwire 46 CEs July 2015

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. I NtroduCti ON .. e 3
2. CONVENT I ONS . .ttt e e 3
3. SOftWIredb OVeIr Vi BW . o oot e e e e e e e e e e e e e e e 4
4. Common Softwire46 DHCPvG Options .. ... ... .. 5
4.1. S46 Rule Option . ... 5
4.2. SA6 BR Opti 0N .o 7
4.3. SA6 DVR Opti 0N ..ot e 8
4.4. S46 1Pv4/1Pv6 Address Binding Option ....................... 9
4.5. S46 Port Paraneters Option ........... ..., 10
5. Softwiredt Contai NBIrS . ... ... e e 11
5.1. S46 MAP-E Container Option ........ ... ... 11
5.2. S$46 MAP-T Container Option ........ .. ... 12
5.3. S$46 Lightweight 4over6 Container Option ................... 13
6. Softwired6 Options Encapsulation ............... .. .. ... .. ..., 14
7. DHCPv6 Server Behavi Or . ... ... .. i 14
8. DHCPv6 Client Behavi or . ........ ... ... e 14
9. Security Considerati ONS ... ... ... . 15
10. TANA Considerati ONS ... .. i e e e e 16
11, Ref BrNCES . .o o e 16
11. 1. Normative References ............ ... 16
11.2. Informative References .......... ..., 17
ACKknNOW edgement S . ... .. 18
AUt hor s’ Addr 8SSeS . . . . e 19

M ugal ski, et al. St andards Track [ Page 2]



RFC 7598 DHCPv6 for Softwire 46 CEs July 2015

1. Introduction

A nunber of architectural solution proposals discussed in the | ETF
Softwire Wirki ng Group use Address plus Port (A+P) [ RFC6346] as their
technol ogy base for providing | Pv4d connectivity to end users using
Custonmer Edge (CE) devices across a service provider's |Pv6 network,
while allowi ng for shared or dedicated | Pv4 addressi ng of CEs.

An exanpl e is Mapping of Address and Port with Encapsul ati on (MAP-E)
as defined in [RFC7597]. The MAP solution consists of one or nore
MAP Border Relay (BR) routers responsible for statel ess forwarding
between a MAP | Pv6 domain and an | Pv4 network, and one or nore NAP
Custonmer Edge (CE) routers responsible for forwardi ng between a
user’s | Pv4 network and the MAP | Pv6 network domain. Collectively,
the MAP CE and BR form a domai n when configured with common service
paranmeters. This characteristic is common to all of the Softw re46
mechani sns.

To function in such a domain, a CE needs to be provisioned with the
appropriate A+P service paraneters for that donain. These consi st
primarily of the CE s | Pv4 address and transport-|layer port range(s).
Furthernore, the IPv6 transport node (i.e., encapsul ation or
transl ati on) needs to be specified. Provisioning of other |Pv4
configuration information not derived directly fromthe A+P service
paranmeters is not covered in this docunent. It is expected that

provi sioning of other |Pv4 configuration information will continue to
use DHCPv4 [ RFC2131].

This menmo specifies a set of DHCPv6 [ RFC3315] options to provision
Softwi red46 configuration information to CE routers. Although the
focus is to deliver I Pv4d service to an end-user network (such as a
residential home network), it can equally be applied to an individua
host acting as a CE. Configuration of the BRis out of scope for
this document.

2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3.

Softwi re46 Overvi ew

Thi s docunent describes a set of conmon DHCPv6 options for
configuring the Mapping of Address and Port w th Encapsul ation
(MAP-E) [RFC7597], Mapping of Address and Port using Translation
(MAP-T) [RFC7599], and Lightwei ght 4over6 [RFC7596] nechani sns. For
definitions of the term nol ogy used in this docunent, please see the
rel evant term nology sections in [RFC7597], [RFC7599], and [ RFC7596].

MAP-E, MAP-T, and Lightwei ght 4over6 are essentially providing the
same functionality: 1Pv4 service to a CE router over an |Pv6-only
access network. MAP-E and MAP-T nay enbed parts of the |Pv4 address
in IPv6 prefixes, thereby supporting many clients with a fixed set of
mappi ng rul es and Mesh node (direct CE-to-CE communication). MP-E
and MAP-T CEs may al so be provisioned in hub-and-spoke node and in
1:1 nmode (with no enbedded address bits). The difference between
MAP-E and MAP-T is that they use different means to connect to the

| Pv6 domain. MAP-E uses | Pv4d-over-1Pv6 tunneling [ RFC2473], while
MAP-T uses | Pv4-to-1Pv6 translati on based on [ RFC6145]. Li ghtwei ght
4over6 i s a hub-and-spoke | Pv4-over-|Pv6 tunneling mechanism wth
conpl et e i ndependence of I Pv4 and | Pv6 addressing (zero enbedded
address bits).

The DHCPv6 options described here tie the provisioning paraneters,
and hence the IPv4 service itself, to the End-user |Pv6 prefix
lifetime. The validity of a Softwire46’ s |Pv4 address, prefix, or
shared | Pv4 address; port set; and any authorization and accounting
are tied to the lifetime of its associated End-user |1Pv6 prefix.

To support nore than one nechanismat a tinme and to allow for a
possibility of transition between them the DHCPv6 Opti on Request
Option (ORO [RFC3315] is used. Each nechani smhas a corresponding
DHCPv6 contai ner option. A DHCPv6 client can request a particular
mechani sm by including the option code for a particul ar contai ner
option in its ORO. The provisioning paraneters for that mechani sm
are expressed by enbeddi ng the common fornat options within the
respective contai ner option.

Thi s approach inplies that all of the provisioning options appear
only within the container options. Softw re46 DHCPv6 clients that
recei ve provisioning options that are not encapsul ated in contai ner
options MJST silently ignore these options. DHCPv6 server

admini strators are advised to ensure that DHCPv6 servers are
configured to send these options in the proper encapsul ation
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Thi s docunent is organized with the conmon encapsul ated options
described first (Section 4), followed by the three contai ner options
(Section 5). Some encapsul ated options are mandatory in sone

contai ners, some are optional, and sonme are not permtted. This is
shown in Table 1 (Section 6).

4. Common Softw re46 DHCPv6 Options

The DHCPv6 protocol is used for Softw red46 CE provisioning follow ng
regul ar DHCPv6 notions, with the CE assuming the role of a DHCPv6
client, and the DHCPv6 server providing options follow ng DHCPv6
server-side policies. The format and usage of the options are
defined in the foll owi ng subsections.

Each CE needs to be provisioned with enough information to cal cul ate
its I Pv4 address, I1Pv4 prefix, or shared |IPv4 address. MAP-E and
MAP-T use the OPTION_S46_RULE option, while Lightweight 4over6 uses
the OPTI ON_S46_V4AVEBI ND option. A CE that needs to conmmunicate
out si de of the A+P dommin al so needs the address or prefix of the BR
MAP- E and Li ghtwei ght 4over6 use the OPTI ON S46 BR option to

comuni cate the | Pv6 address of the BR.  NMAP-T forns an | Pv6
destinati on address by enbeddi ng an | Pv4 destination address into the
BR s I Pv6 prefix conveyed via the OPTI ON_S46_DMR option. Optionally,
al | nmechani sns can include the OPTI ON_S46_ PORTPARAMS option to
specify paranmeters and port sets for the port-range al gorithm

Sof twi red46 options use addresses rather than Fully Qualified Domain
Nanes (FQNs). For the rationale behind this design choice, see
Section 8 of [RFC7227].

4.1. S46 Rule Option

Figure 1 shows the format of the S46 Rule option (OPTI ON_S46_RULE)
used for conveying the Basic Mapping Rul e (BVR) and Forwardi ng
Mappi ng Rul e (FMR).

This option foll ows behavior described in Sections 17.1.1 and 18.1.1
of [RFC3315]. dients can send those options, encapsulated in their
respective container options, with specific values as hints for the
server. See Section 5 for details. Depending on the server
configuration and policy, it may accept or ignore the hints. dients
MUST be able to process received values that are different than the
hints it sent earlier
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| OPTI ON_S46_RULE | option-length |
B s i S i I i S S S i i

| fl ags | ea-len | prefix4-len | ipvé-prefix
i T T S i s s i i T S e ks
| (conti nued) | prefix6-len
T Lk R e o o S T i i SEI TR N
| i pv6-prefix

| (variabl e | ength)

B T s i I S e i S i i S S e S
| |

S46_RULE- opt i ons
.+- B T S S o e i i T e e e i ST S A S o +-.+
Figure 1. S46 Rule Option
o option-code: OPTION S46 RULE (89)

o option-length: Iength of the option, excluding option-code and
option-length fields, including length of all encapsul ated
options; expressed in octets.

o flags: 8 bits long; carries flags applicable to the rule. The
meani ngs of the specific bits are explained in Figure 2.

o ea-len: 8 bits long; specifies the Enbedded Address (EA) bit
length. Allowed values range fromO to 48.

o prefix4-len: 8 bits long; expresses the prefix length of the
Rule 1 Pv4 prefix specified in the ipvd-prefix field. Allowed
val ues range fromO0O to 32.

o ipvd-prefix: a fixed-length 32-bit field that specifies the |IPv4d
prefix for the S46 rule. The bits in the prefix after prefix4-1len
nunber of bits are reserved and MJST be initialized to zero by the
sender and ignored by the receiver.

o prefix6-len: 8 bits lIong; expresses the |length of the
Rule 1 Pv6 prefix specified in the ipv6e-prefix field. Allowed
val ues range fromO0O to 128.

0 ipve-prefix: a variable-length field that specifies the |IPv6
domain prefix for the S46 rule. The field is padded on the right
with zero bits up to the nearest octet boundary when prefix6-1en
is not evenly divisible by 8.
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0 S46 RULE-options: a variable-length field that may contain zero or
nore options that specify additional paraneters for this S46 rul e.
Thi s docunent specifies one such option: OPTI ON_S46_PORTPARANS.

The format of the S46 Rule Flags field is:

01234567
S S S e
| Reserved | F|
T S N RN S U S S

Figure 2: S46 Rul e Fl ags
0 Reserved: 7 bits; reserved for future use as fl ags.

o F-flag: 1-bit field that specifies whether the rule is to be used
for forwarding (FMR). If set, this rule is used as an FMR, if not
set, this rule is a BMR only and MJST NOT be used for forwarding.
Note: A BMR can al so be used as an FMR for forwarding if the
F-flag is set. The BVMR is determined by a |ongest-prefix match of
the Rule I Pv6 prefix against the End-user |Pv6 prefix(es).

It is expected that in a typical nmesh depl oynent scenario there wll
be a single BVR, which could al so be designated as an FMR using the
F-fl ag.

4.2. S46 BR Option

The S46 BR option (OPTION S46 BR) is used to convey the | Pv6 address
of the Border Relay. Figure 3 shows the format of the OPTION S46 BR
option.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| OPTI ON_S46_BR | option-length |
e i s S e e el ot Sk i N

| br-i pv6- addr ess

| |

| |

| |

B T s i I S e i S i i S S e S
Figure 3: S46 BR Option

o0 option-code: OPTION_S46_BR (90)

o option-length: 16
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0o br-ipv6-address: a fixed-length field of 16 octets that specifies
the 1 Pv6 address for the S46 BR

BR redundancy can be inpl enented by using an anycast address for the
BR I Pv6 address. Miltiple OPTION S46_BR options MAY be included in
the container; this docunent does not further explore the use of

nmul tiple BR | Pv6 addresses.

4.3. S46 DMR Option

The S46 DVR option (OPTION_S46_DWVR) is used to convey values for the
Default Mapping Rule (DVR). Figure 4 shows the format of the
OPTI ON_S46_DWMR option used for conveying a DVR

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| OPTI ON_S46_DWVR | option-length |
s S S o T i i S S i (i
| dnr - prefix6-1en| dnr-i pv6-prefix |
SR SR S S R (vari abl e | ength) |

:I--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:I-
Figure 4. S46 DVR Option
0 option-code: OPTION_S46_DWMR (91)
o option-length: 1 + length of dnr-ipv6-prefix specified in octets.
o dnr-prefix6-len: 8 bits long; expresses the bitmask |length of the
| Pv6 prefix specified in the dnr-ipve-prefix field. Allowed
val ues range fromO to 128.
o dnr-ipv6-prefix: a variable-length field specifying the |IPv6
prefix or address for the BR This field is right-padded with

zeros to the nearest octet boundary when dnr-prefix6-len is not
di visible by 8.
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4.4. S46 | Pvd/ 1 Pv6 Address Binding Option

The S46 | Pv4/1Pv6 Address Binding option (OPTION _S46_V4V6BI ND) MAY be
used to specify the full or shared |IPv4 address of the CE. The |Pv6
prefix field is used by the CE to identify the correct prefix to use
for the tunnel source.

0 1 2 3
01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

| OPTI ON_S46_V4V6BI ND | option-length

B T s i I S e i S i i S S e S
| i pv4- addr ess

T L e e e o e e i T TR N
| bi ndprefix6-1en| bi nd-i pv6-prefix

R R R S SR SR (vari abl e I engt h)

:I-- e i T S S e S e o s S I s S I S S +-:|-
S46_VAV6BI ND- opt i ons !
.+- i i e T o S S T S A ST S S S S S il i it +-.+
Figure 5: S46 | Pv4/ 1 Pv6 Address Binding Option
0 option-code: OPTION_S46_V4V6BI ND (92)

o option-length: Iength of the option, excluding option-code and
option-length fields, including length of all encapsul ated
options; expressed in octets.

0 ipv4-address: a fixed-length field of 4 octets specifying an |Pv4
addr ess.

o bindprefix6-len: 8 bits |long; expresses the bitmask |ength of the
| Pv6 prefix specified in the bind-ipv6-prefix field. Al owed
val ues range fromO0O to 128.

0 bind-ipv6-prefix: a variable-length field specifying the |Pv6
prefix or address for the S46 CE. This field is right-padded with
zeros to the nearest octet boundary when bi ndprefix6-len is not
di visible by 8.

0 S46_VAVEBI ND-options: a variable-length field that may contain

zero or nore options that specify additional parameters. This
docunent specifies one such option: OPTI ON_S46_PORTPARAMS.
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4.5, S46 Port Paraneters Option

The S46 Port Paraneters option (OPTI ON_S46_PORTPARAMS) specifies
optional port set information that MAY be provided to CEs.

See Section 5.1 of [RFC7597] for a description of the MAP al gorithm
and detail ed explanation of all of the paraneters.

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| OPTI ON_S46_PORTPARAMS | option-length
s S S o T i i S S i (i
| of f set | PSI D-1 en | PSI D

T S ks S T s S S R S
Figure 6: S46 Port Paraneters Option
o option-code: OPTION S46 PORTPARANMS (93)
o option-length: 4

o offset: Port Set Identifier (PSID) offset. 8 bits long; specifies
the numeric value for the S46 al gorithmis excluded port range/
of fset bits (a-bits), as per Section 5.1 of [RFC7597]. All owed
val ues are between 0 and 15. Default values for this field are
specific to the softwire nechani sm being inplenented and are
defined in the rel evant specification docunent.

o PSIDlen: 8 bits long; specifies the nunber of significant bits in
the PSID field (al so known as "k'). Wen set to 0, the PSID field
is to be ignored. After the first "a bits, there are k bits in
the port nunber representing the value of the PSID. Consequently,
the address-sharing ratio woul d be 27k.

o PSID: 16 bits long. The PSID value algorithmcally identifies a
set of ports assigned to a CE. The first k bits on the left of
this field contain the PSID binary value. The remaining (16 - k)
bits on the right are padding zeros.

VWhen receiving the OPTI ON_S46_PORTPARAMS option with an explicit

PSID, the client MJST use this explicit PSID when configuring its
softwire interface. The OPTI ON_S46_ PORTPARAMS option with an
explicit PSID MIST be discarded if the S46 CE isn't configured with a
full 1Pv4 address (e.g., |1Pv4 prefix).

The OPTI ON_S46_PORTPARAMS option is contained within an
OPTI ON_S46_RULE option or an OPTI ON_S46_V4V6BI ND opti on
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5. Softwi red46 Containers
5.1. S46 MAP-E Container Option

The S46 MAP-E Cont ai ner option (OPTION_S46_CONT_MAPE) specifies the
contai ner used to group all rules and optional port paraneters for a
speci fied domain.

0 1 2 3

01234567890123456789012345678901
B s i S i I i S S S i i
| OPTI ON_S46_CONT_MAPE | option-length |
s S S o T i i S S i (i

encapsul at ed-options (variable | ength)

Figure 7. S46 MAP-E Contai ner Option
0 option-code: OPTION_S46_CONT_NMAPE (94)

o option-length: Iength of encapsul ated options, expressed in
octets.

0 encapsul ated-options: options associated with this Softw re46
MAP- E domai n.

The encapsul ated-options field conveys options specific to the

OPTI ON_S46_CONT_MAPE option. Currently, there are two encapsul at ed
options specified: OPTION S46 RULE and OPTION S46 BR.  There MJUST be
at |least one OPTION S46_RULE option and at | east one OPTION _S46 BR
option.

O her options applicable to a domain may be defined in the future. A
DHCPv6 nessage MAY include nmultiple OPTION _S46 CONT_MAPE opti ons
(representing multiple domains).
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5.2. S46 MAP-T Container Option

The S46 MAP-T Contai ner option (OPTION_S46_CONT_MAPT) specifies the
contai ner used to group all rules and optional port paraneters for a
speci fied domai n.

0 1 2 3

01234567890123456789012345678901
T T R i e e e e o S e SRR R
| OPTI ON_S46__CONT_MAPT | option-length |
B s i S i I i S S S i i

encapsul at ed-options (variable | ength)

Figure 8 S46 MAP-T Container Option
0 option-code: OPTION S46 CONT_NMAPT (95)

o option-length: Iength of encapsul ated options, expressed in
octets.

0 encapsul ated-options: options associated with this Softw re46
MAP- T donai n.

The encapsul ated-options field conveys options specific to the
OPTI ON_S46_CONT_MAPT option. Currently, there are two options
specified: the OPTI ON_S46_RULE and OPTI ON_S46_DMR options. There
MUST be at | east one OPTION_S46_RULE option and exactly one

OPTI ON_S46_DWVR opti on.
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5.3. S46 Lightweight 4over6 Contai ner Option

The S46 Li ghtwei ght 4over6 Contai ner option (OPTION_S46_CONT_LW
specifies the container used to group all rules and optional port
paranmeters for a specified domain

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| OPTI ON_S46_CONT_LW | option-length

B s i S i I i S S S i i
|
+

encapsul at ed-options (variable | ength)

Figure 9: S46 Lightweight 4over6 Container Option
0 option-code: OPTION S46 CONT_ LW (96)

o option-length: Iength of encapsul ated options, expressed in
octets.

0 encapsul ated-options: options associated with this Softw re46
Li ght wei ght 4over 6 domai n.

The encapsul ated-options field conveys options specific to the

OPTI ON_S46_CONT_LWoption. Currently, there are two options

speci fied: OPTION_S46_V4V6BI ND and OPTI ON_S46_BR. There MJST be at
nost one OPTI ON _S46 _VAV6EBI ND opti on and at | east one OPTION S46 BR
option.
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6. Softwire46 Options Encapsul ation

The tabl e bel ow shows whi ch encapsul ated options are nandatory,
optional, or not pernmitted for each defined container option.

o e e e e e e a oo R, R, o e e e e e oo +
| Option | MAP-E | MAP-T | Lightwei ght 4over6 |
o e e e e i o Fommm o - Fommm o - o e e e e +
| OPTION S46_RULE | M M N P |
| OPTI ON_S46_BR | M | NP | M |
| OPTI ON_S46_PORTPARANS | o | o | O |
| OPTI ON_S46_DWVR | NP | M N P |
| OPTION S46_VAVEBIND | NP | NP | @] |
o e e e e i o Fommm o - Fommm o - o e e e e +

M - Mandatory, O - Optional, NP - Not Pernitted
Table 1: Options for Container Mappings

Softwi re46 DHCPv6 clients that receive container options that violate
any of the above rules MJST silently ignore such container options.

7. DHCPv6 Server Behavi or

Section 17.2.2 of [RFC3315] describes how a DHCPv6 client and server
negoti ate configuration values using the ORO. As a conveni ence for
the reader, we nention here that by default a server will not reply
with a Softwired46 container option if the client has not explicitly
enunerated one in its ORO

A CE router may support several (or all) of the nechani sns nentioned
here. In the case where a client requests multiple nechanisnms inits
ORO, the server will reply with the correspondi ng Softw re46
contai ner options for which it has configuration information.

8. DHCPv6 Cient Behavi or

An S46 CE acting as a DHCPv6 client will request S46 configuration
paranmeters fromthe DHCPv6 server located in the IPv6 network. Such
a client MIUST request the S46 contai ner option(s) that it is
configured for inits OROin SOLICIT, REQUEST, RENEW REBIND, and

I NFORMATI ON- REQUEST nessages.
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When processing recei ved S46 contai ner options, the follow ng
behavi or i s expected:

o A client MJST support processing nmultiple received OPTI ON_S46_RULE
options in a container OPTI ON_S46_CONT_MAPE or
OPTI ON_S46_CONT_MAPT opti on

o Aclient receiving an unsupported S46 option or an invalid
par aneter val ue SHOULD di scard that S46 container option and |og
the event.

The behavior of a client that supports multiple Softw re46 mechani sns
is out of scope for this docunment. [Unified-v4-in-v6] describes
client behavior for the prioritization and handling of nultiple
mechani sns si mul t aneousl y.

Note that a systeminplementing CE functionality nmay have multiple
network interfaces, and these interfaces may be configured
differently; sone may be connected to networks using a Softwi re46
mechani sm and some nay be connected to networks that are using
normal dual -stack or other means. The CE shoul d approach this
specification on an interface-by-interface basis. For exanple, if
the CE systemis MAP-E capable and is attached to nultiple networks
that provide the OPTI ON_S46_CONT_MAPE option, then the CE MJST
configure MAP-E for each interface separately.

Fai l ure nodes are out of scope for this docunent. Failure recovery
mechani sns may be defined in the future. See Section 5 of [RFC7597]
for a discussion of valid MAP Rul e conbi nati ons. See Section 11 of

[ RFC7227] and Sections 18.1.3, 18.1.4, and 19.1 of [RFC3315] for

par aret er - updat e mechani snms in DHCPv6 that can be | everaged to update
configuration after a failure.

9. Security Considerations
Section 23 of [RFC3315] discusses DHCPv6-rel ated security issues.

As with all DHCPv6-derived configuration states, it is possible that
configuration is actually being delivered by a third party (Man in
the Mddle). As such, there is no basis on which access over NMAP or
Li ght wei ght 4over6 can be trusted. Therefore, softw res should not
bypass any security nechanisns such as IP firewalls.

In I Pv6-only networks that lack IPv4 firewalls, a device that
supports MAP could be tricked into enabling its IPv4 stack and
directing IPv4 traffic to the attacker, thus exposing itself to
previously infeasible | Pv4 attack vectors.

M ugal ski, et al. St andards Track [ Page 15]



RFC 7598 DHCPv6 for Softwire 46 CEs July 2015

Section 10 of [RFC7597] discusses security issues related to the
MAP- E nmechani sm Section 9 of [RFC7596] discusses security issues
related to the Lightweight 4over6 nechani sm and Section 13 of

[ RFC7599] discusses security issues related to the MAP-T nechani sm

Readers concerned with the security of Softwi re46 provisioning over
DHCPv6 are encouraged to read [ Secure- DHCPvE].

10. | ANA Consi derations
| ANA has allocated the foll ow ng DHCPv6 opti on codes:
89 for OPTION_S46_RULE
90 for OPTION_S46_BR
91 for OPTI ON_S46_DWMR
92 for OPTI ON_S46_V4V6BI ND
93 for OPTI ON_S46_PORTPARANMS
94 for OPTI ON_S46_CONT_MAPE
95 for OPTI ON_S46_CONT_NMAPT
96 for OPTI ON_S46_CONT_LW
Al'l val ues have been added to the "Dynam ¢ Host Configuration
Protocol for IPv6 (DHCPv6)" option code space defined in Section 24.3
of [ RFC3315].
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