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Extensions to OSPF for Advertising Optional Router Capabilities
Abst ract

It is useful for routers in an OSPFv2 or OSPFv3 routing domain to
know t he capabilities of their neighbors and other routers in the
routing domain. This docunent proposes extensions to OSPFv2 and
OSPFv3 for advertising optional router capabilities. The Router
Information (RI) Link State Advertisenent (LSA) is defined for this
purpose. In OSPFv2, the Rl LSA will be inplemented with an Opaque
LSA type ID. In OSPFv3, the RI LSAwill be inplenented with a unique
LSA type function code. In both protocols, the RI LSA can be
advertised at any of the defined flooding scopes (link, area, or
aut ononmous system (AS)). This docunent obsol etes RFC 4970 by
providing a revised specification that includes support for
advertisenent of nultiple instances of the Rl LSA and a TLV for
functional capabilities.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7770.
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1

1

1

| ntroducti on

It is useful for routers in an OSPFv2 [ OSPF] or OSPFv3 [ OSPFv3]
routi ng domain to know the capabilities of their neighbors and ot her
routers in the routing domain. This can be useful for both the
advertisenent and di scovery of OSPFv2 and OSPFv3 capabilities.

Thr oughout this docunment, OSPF will be used when the specification is
applicable to both OSPFv2 and OSPFv3. Sinmilarly, OSPFv2 or OSPFv3
will be used when the text is protocol specific.

OSPF uses the options field in LSAs and hell o packets to advertise
optional router capabilities. 1In the case of OSPFv2, all the bits in
this field have been allocated so additional optional capabilities
cannot be advertised. This document describes extensions to OSPF to
advertise these optional capabilities via Opaque LSAs in OSPFv2 and
LSAs with a unique type in OSPFv3. For existing OSPF capabilities,
backwards conpatibility issues dictate that this advertisement is
used primarily for informational purposes. For future OSPF
extensions, this advertisenent MAY be used as the sol e nechani smfor
advertisenment and discovery.

Thi s docunent obsol etes RFC 4970 by providing a revised specification
i ncl udi ng support for advertisenent of nultiple instances of the R
LSA and a TLV for functional capabilities.

1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC KEYWORDS] .

2. Summary of Changes from RFC 4970
Thi s docunent includes the foll owi ng changes from RFC 4970 [ RFC4970] :

1. The main change is that an OSPF router will be able to advertise
nmul tiple instances of the OSPF Router Information LSA. This
change perneates through nuch of the docunent.

2. Additionally, Section 2.6 includes an additional TLV for
functional capabilities. This is in contrast to the existing TLV
that is used to advertise capabilities for informational purposes
only.
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3. The I ANA allocation policy has been changed from " St andards
Action" to "I ETF Review' [IANA-CU DE] for the follow ng
registries:

OSPFv3 LSA Function Codes

OSPF Router Information (RI) TLVs

OSPF Router Informational Capability Bits
OSPF Rout er Functional Capability Bits

(el elelNe]

4. Finally, references have been updated for documents that have
becone RFCs and RFCs that have been obsol eted since the
publication of RFC 4970.

2. OSPF Router Information (RI') LSA
2.1. OSPFv2 Router Information (RI) Opaque LSA

OSPFv2 routers will advertise a |link scoped, area-scoped, or AS-
scoped Qpaque LSA [OPAQUE]. The OSPFv2 Rl LSA has an Qpaque type of
4 and the Opaque IDis the RI LSA Instance ID. The first Opaque |D,
i.e., 0, SHOULD al ways contain the Router Informational Capabilities
TLV and, if advertised, the Router Functional Capabilities TLV. R
LSA i nstances subsequent to the first can be used for information
that doesn't fit in the first instance.

OSPFv2 routers will advertise a |ink-scoped, area-scoped, or AS-
scoped Opaque LSA [OPAQUE]. The OSPFv2 Router Information LSA has an
Opaque type of 4. The Opaque ID specifies the LSA Instance ID with
the first instance always having an Instance ID of O.

0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S

| LS age | Opt i ons | 9, 10, or 11
B s i S i I i S S S i i
| 4 | Opaque I D (I nstance ID)

T i i I S I T S S S S
| Adverti sing Router

I I s S T L i Sit I SR SR S S i
| LS sequence number

B s i S i I i S S S i i

| LS checksum | | engt h |
i L S i I S i S SR S it S i
+- TLVs -+

Figure 1. OSPFv2 Router Information Opaque LSA

Li ndem et al. St andards Track [ Page 4]



RFC 7770 OSPF Capabi lity Extensions February 2016

The format of the TLVs within the body of an Rl LSA is as defined in
Section 2. 3.

2.2. OSPFv3 Router Information (RI) Opaque LSA

The OSPFv3 Router Information LSA has a function code of 12 while the
S1/S2 bits are dependent on the desired flooding scope for the LSA.
The U bit will be set indicating that the OSPFv3 Rl LSA should be
flooded even if it is not understood. The Link State ID (LSID) val ue
for this LSAis the Instance ID. The first Instance ID, i.e., 0,
SHOULD al ways contain the Router Informational Capabilities TLV and,
if advertised, the Router Functional Capabilities TLV. OSPFv3 Router
I nformati on LSAs subsequent to the first can be used for information
that doesn’t fit in the first instance. OSPFv3 routers MAY advertise
multiple Rl LSAs per flooding scope.

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S

| LS age | 1] S12] 12

e  E C kR e T e b ik i Sl R R
| Link State ID (Instance |D) |
B s i S i I i S S S i i
| Adverti sing Router

e s S i e S e i i R S e e
| LS sequence nunber

e  E E kR e T e S i i i SRl TR R S
| LS checksum | Length |
B s i S i I i S S S i i
| |
+- TLVs -+
| - |

Figure 2. OSPFv3 Router Information LSA

The format of the TLVs within the body of an Rl LSA is as defined in
Section 2.3
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2.3. OSPF Router Information LSA TLV For nat

The format of the TLVs within the body of an Rl LSA is the sane as
the format used by the Traffic Engineering Extensions to OSPF [ TE].
The LSA payl oad consists of one or nore nested Type/Length/Val ue
(TLV) triplets. The format of each TLV is:

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Type | Lengt h |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Val ue. .. |
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e

Figure 3. TLV For nat

The Length field defines the length of the value portion in octets
(thus a TLV with no value portion would have a length of 0). The TLV
is padded to 4-octet alignnent; padding is not included in the Iength
field (so a 3-octet value would have a length of 3, but the tota

size of the TLV would be 8 octets). Nested TLVs are al so 4-octet
aligned. For exanple, a l1l-octet value would have the length field
set to 1, and 3 octets of padding woul d be added to the end of the
val ue portion of the TLV. The padding is conmposed of undefined bits.
Unr ecogni zed types are ignored.

When a new Router Information LSA TLV is defined, the specification
MJST explicitly state whether the TLV is applicable to OSPFv2 only,
OSPFv3 only, or both OSPFv2 and OSPFv3.

2.4. OSPF Router Informational Capabilities TLV

An OSPF router advertising an OSPF RI LSA MAY include the Router

I nformational Capabilities TLV. [If included, it MJST be the first
TLV in the first instance, i.e., Instance 0, of the OSPF R LSA
Additionally, the TLV MJST accurately reflect the OSPF router’s
capabilities in the scope advertised. However, the informationa
capabilities advertised have no inpact on OSPF protocol operation
they are advertised purely for informational purposes.
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The format of the Router Informational Capabilities TLV is as
foll ows:

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
| Type | Lengt h |
T o I i S S I T i e T T S S S

| I nformati onal Capabilities
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Type A 16-bit field set to 1

Length A 16-bit field that indicates the length of the val ue
portion in octets and will be a multiple of 4 octets
dependent on the nunmber of capabilities advertised.
Initially, the length will be 4, denoting 4 octets of
i nformational capability bits.

Val ue A variabl e-1 ength sequence of capability bits rounded to
a multiple of 4 octets padded with undefined bits.
Initially, there are 4 octets of capability bits. Bits
are nunmbered left to right starting with the nost
significant bit being bit O.

Figure 4. OSPF Router Informational Capabilities TLV

The Router Informational Capabilities TLV MAY be foll owed by optiona
TLVs that further specify a capability.

2.5. Assigned OSPF Router Informational Capability Bits
The followi ng informational capability bits have been assigned:
Bi t Capabilities

OSPF graceful restart capabl e [ GRACE]
OSPF graceful restart hel per [ GRACE]
OSPF St ub Rout er support [ STUB]
OSPF Traffic Engi neering support [ TE]
OSPF poi nt-to-point over LAN [ P2PLAN
OSPF Experinmental TE [ EXP- TE]

-31 Unassi gned (| ETF Revi ew)

OO WNELO

Figure 5. OSPF Router Informational Capabilities Bits

Ref erences for [GRACE], [STUB], [TE], [P2PLAN], and [ EXP-TE] are
i ncl uded herein.
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2.6. OSPF Router Functional Capabilities TLV

This specification also defines the Router Functional Capabilities
TLV for advertisenent in the OSPF Router Information LSA. An OSPF
router advertising an OSPF RI LSA MAY include the Router Functiona
Capabilities TLV. If included, it MJST be the included in the first
instance of the LSA. Additionally, the TLV MJST reflect the
advertising OSPF router’s actual functional capabilities since the
information will be used to dictate OSPF protocol operation in the
fl oodi ng scope of the containing OSPF RI LSA. If the TLV is not

i ncluded or the Iength doesn’t include the assigned OSPF functiona
capability bit, the correspondi ng OSPF functional capability is
inmplicitly advertised as not being supported by the advertising OSPF
router.

The format of the Router Functional Capabilities TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
R e L i e e i i SR S e e C s
| Type | Lengt h |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Functional Capabilities
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Type A 16-bit field set to 2.

Length A 16-bit field that indicates the |ength of the val ue
portion in octets and will be a multiple of 4 octets
dependent on the nunber of capabilities adverti sed.
Initially, the length will be 4, denoting 4 octets of
i nformational capability bits.

Val ue A variabl e-1 ength sequence of capability bits rounded
to amltiple of 4 octets padded with undefined bits.
Initially, there are 4 octets of capability bits. Bits
are nunmbered left to right starting with the nost
significant bit being bit O.

Figure 6. OSPF Router Functional Capabilities TLV

The Router Functional Capabilities TLV MAY be foll owed by optiona
TLVs that further specify a capability. 1In contrast to the Router
Informational Capabilities TLV, the OSPF extensions advertised in
this TLV MAY be used by other OSPF routers to dictate protoco
operation. The specifications for functional capabilities advertised
in this TLV MJST describe protocol behavi or and address backwards
conpatibility.
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2.7. Flooding Scope of the Router Information LSA

The fl ooding scope for a Router Information LSA is deternined by the
LSA type. For OSPFv2, a type 9 (link-scoped), type 10 (area-scoped),
or type 11 (AS-scoped) Opaque LSA may be fl ooded. For OSPFv3, the S1
and S2 bits in the LSA type determ ne the flooding scope. If AS-w de
fl oodi ng scope is chosen, the originating router should al so
advertise area-scoped LSA(s) into any attached Not- So- St ubby Area
(NSSA) area(s). An OSPF router MAY advertise different capabilities
when both NSSA area-scoped LSA(s) and an AS-scoped LSA are
advertised. This allows functional capabilities to be linmted in
scope. For exanple, a router may be an area border router but only
support traffic engineering (TE) in a subset of its attached areas.

The choi ce of flooding scope is nade by the advertising router and is
a matter of local policy. The originating router MAY advertise
multiple RI LSAs with the sane Instance ID as |ong as the fl ooding
scopes differ. TLV flooding-scope rules will be specified on a per-
TLV basis and MUST be specified in the acconpanyi ng specifications
for future Router Information LSA TLVs.

3. Backwards Conpatibility

For backwards conmpatibility, previously advertised Router Information
TLVs SHOULD continue to be advertised in the first instance, i.e., O,
of the Router Information LSA. |If a Router Information TLV is
advertised in nultiple Router Information LSA instances and the

mul tiple instance processing is not explicitly specified in the RFC
defining that Router Information TLV, the Router Instance TLV in the
Router Information LSA with the numerically snmallest Instance ID wll
be used and subsequent instances will be ignored.

4. Security Considerations

Thi s docunent describes both a generic mechani smfor adverti sing
router capabilities and TLVs for advertising informational and
functional capabilities. The capability TLVs are less critical than
the topology information currently advertised by the base OSPF
protocol. The security considerations for the generic nechani sm are
dependent on the future application and, as such, should be described
as additional capabilities are proposed for advertisement. Security
consi derations for the base OSPF protocol are covered in [OSPF] and

[ CSPFv3] .
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5. | ANA Consi derations
5.1. OSPFv2 Opaque LSA Type Assignnent

[ RFC4970] defined the Router Information Opaque LSA as type 4 in the
"Opaque Link-State Advertisenents (LSA) Option Types" registry. |ANA
has updated the reference for that entry to point to this RFC

5.2. OSPFv3 LSA Function Code Assi gnment

[ RFC4970] created the registry for "OSPFv3 LSA Function Codes". |ANA
has updated the reference for that registry to point to this RFC

Ref erences within that registry to [ RFC4970] have been updated to
point to this RFC, references to other RFCs are unchanged.

The definition and assignnent policy has been updated as foll ows.

This registry is now conprised of the fields Value, LSA Function Code
Name, and Reference. The OSPFv3 LSA function code is defined in
Appendi x A.4.2.1 of [OSPFv3]. Values 1-11 and 13-15 have al ready
been assigned. The OSPFv3 LSA function code 12 has been assigned to
the OSPFv3 Router Information (RI) LSA as defined herein.

SR o e m e e e e e e e e e e e e e e e oo - +
| Range | Assignnent Policy |
Fom e oo e e e e e e e e e ee e +
| O | Reserved (not to be assigned)

| | |
| 16-255 | Unassigned (I ETF Review) |
| | |
| 256-8175 | Reserved (No assignnents)

| | |
| 8176-8183 | Experinmentation (No assignnents) |
| | |
| 8184-8190 | Vendor Private Use (No assignments)

| | |
| 8191 | Reserved (not to be assigned)

Fom e oo e e e e e e e e e ee e +

Figure 7. (OSPFv3 LSA Function Codes

o The assignnment policy for OSPFv3 LSA function codes in the range
16- 255 has changed and are now assi gned subject to | ETF Revi ew.
New val ues are assigned through RFCs that have been shepherded
t hrough the | ESG as AD- Sponsored or | ETF W5 documnent s
[ 1 ANA- GUI DE] .
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Lin

0 OSPFv3 LSA function codes in the range 8176-8183 are for
experinmental use; these will not be registered with | ANA and MJUST
NOT be nentioned by RFCs.

0 OSPFv3 LSAs with an LSA Function Code in the Vendor Private Use
range 8184-8190 MUST include the Enterprise Code [ ENTERPRI SE- CODE]
as the first 4 octets following the 20 octets of LSA header.

o |If a new LSA Function Code is docunented, the docunmentation MJST
include the valid conbinations of the U S2, and S1 bits for the
LSA. It SHOULD al so describe how the Link State IDis to be
assi gned.

OSPF Rl LSA TLV Type Assignnent

[ RFC4970] created the registry for "OSPF Router Information (RI)
TLVs". | ANA has updated the reference for this registry to point to
this RFC. References within that registry to [ RFC4970] have been
updated to point to this RFC, references to other RFCs are unchanged.
The definition and assignnent policy has been updated as foll ows.

The registry is now conprised of the fields Value, TLV Name, and

Ref erence. Values 3-9 have al ready been assigned. Value 1 has been
assigned to the Router Infornational Capabilities TLV and val ue 2 has

been assigned to the Router Functional Capabilities TLV as defined
her ei n.

Reserved (not to be assigned)
Unassi gned (I ETF Revi ew)
Experinmentation (No assi gnnents)

Reserved (Not to be assigned)

Figure 8. OSPF RI TLVs

o Types in the range 10-32767 are to be assigned subject to | ETF
Revi ew. New val ues are assigned through RFCs that have been
shepherded through the | ESG as AD- Sponsored or | ETF WG docunent s
[ 1 ANA- GUI DE] .
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5.

5.

6.

6.

o Types in the range 32778-65535 are reserved and are not to be
assigned at this time. Before any assignnents can be nade in this
range, there MJUST be a Standards Track RFC that specifies | ANA
Consi derations that cover the range being assigned.

4. Registry for OSPF Router Informational Capability Bits

[ RFC4970] created the registry for "OSPF Router |nformational
Capability Bits". |ANA has updated the reference for this registry
to point to this RFC. The definition and assignnent policy has been
updated as foll ows.

o This registry is now conprised of the fields Bit Nunber,
Capabi lity Name, and Reference.

0o The values are defined in Section 2.6. Al Router |nfornational
Capability TLV additions are to be assigned through | ETF Revi ew

[ | ANA- GUI DE] .

5. Registry for OSPF Router Functional Capability Bits

| ANA has created a subregistry for "OSPF Router Functional Capability
Bits" within the "Open Shortest Path First v2 (OSPFv2) Paraneters”
registry. This subregistry is conprised of the fields Bit Nunber,
Capability Nanme, and Reference. Initially, the subregistry will be
enpty but will be available for future capabilities. Al Router
Functional Capability TLV additions are to be assigned through | ETF
Revi ew [ | ANA- GUI DE] .
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