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Abstract

Thi s docunent defines a new OSPF Router Information (RI) TLV that
allows OSPF routers to flood the Seam ess Bidirectional Forwarding
Detection (S-BFD) Discrimnator values associated with a target
network identifier. This nechanismis applicable to both OSPFv2 and
CSPFv3.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7884.
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(http://trustee.ietf.org/license-info) in effect on the date of
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1.

1.

| ntroducti on

Seam ess Bidirectional Forwarding Detection (S-BFD), specified in

[ RFC7880], is a sinplified mechanismfor using BFD with many
negotiations elimnated. This is achieved by using 4-octet

di scrimnators, unique within an adm nistrative domain, to identify
the network targets. These S-BFD Discrimnators can be advertised by
the IGPs, and this docunment concerns itself with OSPF. Specifically,
thi s docunent defines a new TLV (nanmed the S-BFD Discrimninator TLV)
to be carried within the OSPF Router Information (RI) Link State
Advertisement (LSA) [RFC7770].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

1. Relationship between OSPF and S-BFD

This docunent inplicitly defines a relationship between CSPF and
S-BFD. S-BFD assigns one or nore discrimnators to each S-BFD

refl ector node. OSPF, in turn, |earns about these from S-BFD and
floods themin the newy defined TLV. After this information is
flooded, it is stored in all the OSPF nodes such that S-BFD
initiators can map out target nodes to target discrimnators and can
therefore construct the S-BFD probe.

When nultiple S-BFD Discrimnators are advertised, how a given
di scrimnator is mapped to a specific use case is out of scope for
thi s docunent.

| mpl ement ati on

Thi s extensi on makes use of the Router Information (R) Opaque LSA,
defined in [RFC7770], for both OSPFv2 [ RFC2328] and OSPFv3 [ RFC5340]
by defining a new CSPF Router Information (RI) TLV: the S-BFD

Di scrimnator TLV.

The S-BFD Discrimnator TLV is OPTIONAL. Upon receipt of the TLV, a
router may decide to install the S-BFD Discriminator in the BFD
target identifier table.

In the presence of nultiple instances of the OSPFv2/ OSPFv3 Router
Information LSA, the S-BFD Discrimnators for an OSPF router are the
union of all discrimnators advertised in all instances of the S BFD
Di scrimnator TLV (see Section 2.1) in all advertised non- MaxAge OSPF
Router Informati on LSAs.
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2.1. S-BFD Discrimnator TLV
The format of the S-BFD Discrimnator TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
| Type | Lengt h |
Lk e s e S e Sk i SRR R

| Di scrimnator 1

B s i S i I i S S S i i
| Di scrimnator 2 (Optional)

e i S i e S e i R SR S
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
| Di scrimnator n (Optional)

B s i S i I i S S S i i

Type - S-BFD Discrimnator TLV Type (11)

Length - This field represents the total |ength of the
di scrimnator(s) that appears in the Value field, in octets. Each
discrimnator is 4 octets, so the Length is four tines the nunber
of discrimnators included in the TLV. There is no optiona
padding for this field.

Di scrimnator(s) - The Value field of the TLV includes the S-BFD
network target Discrimnator value or val ues.

Routers that do not recognize the S-BFD Discrimnator TLV Type wil|
ignore the TLV [ RFC7770] and therefore will not learn S-BFD
Di scrimnators via OSPF

2.2. Flooding Scope

The S-BFD Discrimnator TLV is advertised w thin OSPFv2 Router
Informati on LSAs (Opaque type of 4 and Opaque I D of 0) or OSPFv3
Router Information LSAs (function code of 12), which are defined in
[RFC7770]. As such, elenents of this procedure are inherited from
those defined in [RFC7770].

The fl ooding scope is controlled by the Opaque LSA type (as defined
in [RFC5250]) in OSPFv2 and by the S1/S2 bits (as defined in

[ RFC5340]) in OSPFv3. If the flooding scope is area local, then the
S-BFD Discrimnator TLV MJST be carried within an OSPFv2 type 10
Router Information LSA or an OSPFV3 Router Information LSA with the
S1 bit set and the S2 bit clear. |If the flooding scope is the entire
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| GP donmain, then the S-BFD Discrimnator TLV MJST be carried within
an OSPFv2 type 11 Router Information LSA or OSPFv3 Router |nformation
LSA with the S1 bit clear and the S2 bit set.

VWen the S-BFD reflector is deactivated, the OSPF speaker advertising
a particular S-BFD Discrimnator MJST origi nate a new Router
Informati on LSA that no | onger includes the correspondi ng S-BFD

Di scrimnator TLV, provided there are other TLVs in the LSA |If
there are no other TLVs in the LSA it MJST either send an enpty
Router Information LSA or purge it by prematurely aging it.

For intra-area reachability, the S-BFD Di scrimnator TLV information
regarding a specific target identifier is only considered current and
usabl e when the router advertising that information is itself
reachabl e via OSPF cal cul ated paths in the same area of the LSA in
whi ch the S-BFD Di scrimnator TLV appears. In the case of

domai n-wi de fl ooding, i.e., where the originator is sitting in a
renote area, the mechani smdescribed in Section 5 of [RFC5250] should
be used.

Al t hough the S-BFD Discrimnators may change when enabling the S BFD
functionality or via an explicit configuration event, such changes
are expected to occur very rarely. Such changes in information will
require that the S-BFD Discrimnator TLV in OSPF be adverti sed.

A change in information in the S-BFD Di scrimnator TLV MJST NOT
trigger any SPF conputations at a receiving router.

3. Backward Conpatibility

The S-BFD Discrimnator TLV defined in this docunent does not
i ntroduce any interoperability issues.

A router not supporting the S-BFD Discrimnator TLV will just
silently ignore the TLV, as specified in [RFC7770].

4. Security Considerations

Thi s docunment defines OSPF extensions to distribute the S-BFD
Di scrimnator within an admnistrative domain. Hence, the security
of S-BFD Discrimnator distribution relies on the security of OSPF

OSPF provi des no encryption nechanismfor protecting the privacy of
LSAs and, in particular, the privacy of the S-BFD Discrimnator
advertisenent information. However, this is not a concern, as there
isn't any need to hide the Discrimnator value that can be used to
reach the reflectors.
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5. 1 ANA Consi derati ons

| ANA has defined a registry for TLVs carried in the Router
Informati on LSA defined in [RFC7770]. | ANA has assigned a new TLV
codepoint (11) for the S-BFD Discrimnator TLV in the "OSPF Router
Information (RI) TLVs" registry.

Val ue TLV Nane Ref er ence

11 S- BFD RFC 7884
Di scri m nat or
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